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Context

Fault-lnjection Attacks (FIA) [1] are serious threats to embedded systems.
Nashimoto et al. [2] showed that clock glitching can change the Physical Memory
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e PMP secures up to 16 memory regions with

icci mpcigl mpaddrl
access permissions. pmpelg’ | pmp

Protection (PMP) configuration on RISC-V processors. In [3], we have character-
ized the effects of faults on PMP configuration. To better understand these faults, we

i - mpcieg?2 mpaddr2
used Error-Correction Code (ECC). We modified the ID pipeline stage with hardware ° Fsatcehr;e?é%nRSes two Control Status Reg o ,,,p —
modules to filter single bit-flip faults using Hamming code. e In the CVAG6 core, PMP configuration is han- pmpcfeN | pmpaddrN

dled in the CSR Write module of the Commit N \
stage. al \
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Effects of FIA on PM

5,561 injections modified PMP configuration, enabling write access to protected

Filters along the PM

e Figure 4 shows Hamming Code-based filters that correct single bit-flips

memory. Figure 3 shows a correlation between fault effects and injection parame- iIn PMP registers.
ters, Width and External Offset. e Table 1 quantifies fault effects for the baseline and CVA6 core extended
.. . . . e with the proposed filters in the /D stage:
e Sensitive zones can be further divided into sub-zones with specific effects. e Figure 5 quantifies the impact of pmpcfg0 & pmpaddr0 combinations in

e Single bit-flip effects mainly occur at zone boundaries.

iyl both core versions.
e Specific effects can be targeted by an attacker.

Different impact of pmpctfg0 & pmpaddrO combinations : input /;l
n
e Gl gathers faults that lead to complex effects. Register / output ~
e G2 gathers faults that impact either pmpcfgO or pmpaddrO. Y !
e G3 gathers faults that impact both pmpcfg0 & pmpaddroO. - 2 - 2
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e Shows clock glitch FIA on CVA6 PMP configuration, identifying exploitable
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Attackers can adjust injection parameters for desired effects with high & é@& & éo‘é‘ Ny ‘e‘\“‘&Q ,&s&‘?\ 7 &y ,,\@&*\Q & %‘;\@' & & o & s ©

success. SR MRS A C <

Filter helps in characterizing multiple fault effects. s Fauleffect Combinations

Approach can be applied to other pipeline stages.

Consider different processor cores and implementations. Figure 5: Effects on PMP registers - group G2 & G3 with Hamming Code-based filters in ID stage
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