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SWIFT: Semantic Watermarking for Image Forgery
Thwarting

Gautier Evennou'-?, Vivien Chappelier?, Ewa Kijak!, Teddy Furon!

VIRISA, Univ. Rennes, Inria, CNRS

Abstract—This paper proposes a novel approach towards
image authentication and tampering detection by using wa-
termarking as a communication channel for semantic infor-
mation. We modify the HiDDeN deep-learning watermarking
architecture to embed and extract high-dimensional real vec-
tors representing image captions. Our method improves signif-
icantly robustness on both malign and benign edits. We also
introduce a local confidence metric correlated with Message
Recovery Rate, enhancing the method’s practical applicabil-
ity. This approach bridges the gap between traditional wa-
termarking and passive forensic methods, offering a robust
solution for image integrity verification. The code is available
at https://github.com/gautierevn/swift_watermarking.

Index Terms—Watermarking, Image authentication, Semantic
information

I. INTRODUCTION

Many technical means can verify the authenticity of multi-
media content. This ranges from a digital signature stored in
the metadata like in the recent C2PA (Coalition for Content
Provenance and Authenticity) and IPTC (International Press
Telecommunications Council) initiatives, to passive foren-
sics [1], [2] and active fragile watermarking [3], [4]. The main
difficulty resides in making a clear cut between benign pro-
cessing which are common editing in the entertainment indus-
try and malicious transformations which modify on purpose
the content. Semi-fragile watermarking faces this challenge:
it should be robust to benign processing but fragile to deeper
transformations. At the decoding side, its absence reveals that
the piece of content has been modified beyond the accepted
limit. This limit between benign and malicious editing is not
easy to be defined in mathematical terms, although in real
life the difference is straightforward: Any modification of the
semantics is malicious.

This paper investigates the idea of hiding semantics infor-
mation within the cover work in an imperceptible and robust
manner. The verification amounts to compare the semantics
of the content with the decoded information. To the best of
our knowledge, embedding its own semantic into the content
itself to ensure integrity is an unexplored research path. A
first challenge lies in the poor capacity of robust image
watermarking. Multi-bit watermarking embeds messages into
images but typically only supports up to 64 bits of data
transmission. Higher capacity schemes exist but with a much
lower robustness. The second challenge is the representation
of the semantic of an image whose definition is still a matter
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of debate. We chose the textual description of the image given
by an automatic captioning as the message to be hidden.

The scenario establishes a covert channel between two
entities: Alice, the sender who authenticates the original work,
and Bob, the recipient tasked with verifying its authenticity.
The cover work may undergo modifications by a third party,
referred to as Eve, acting as an intermediary. Eve’s alterations
may be intentional, involving semantic edits, or unintentional,
comprising benign changes. The crux of our method lies in
Bob’s ability to recover the message embedded by Alice. This
recovery enables Bob to assess whether Eve’s modifications
have introduced semantically misleading alterations to the
original content. By comparing the recovered message with
the received work, Bob makes informed decisions about the
nature and extent of any change. The robustness of the
communication channel despite potential interferences is key.

To this end, we propose to increase the utility, re-usability
and flexibility by disentangling the watermarking layer from
the encoding layer. The watermarking layer is responsible for
hiding a high-dimensional real-valued unit-norm vector in the
cover while optimizing robustness to various transforms and
the watermark imperceptibility. The encoding layer is respon-
sible for encoding a message as a signal to be transmitted on
this noisy communication channel. The decoding layer then
retrieves the message with some confidence level.

Our framework SWIFT, Semantic Watermarking for Image
Forgery Thwarting, provides a robust mechanism for authenti-
cation and content verification in scenarios where the integrity
of digital media may be compromised between creation and
reception. This paper introduces three contributions:

o Hide-R : Inspired by HiDDeN [5], we propose an
encoder-decoder network architecture jointly trained to
embed and extract high-dimensional unit-norm vectors in
images.

« Encoding layer: It encodes a variable-length binary mes-
sage into a vector to be hidden in images.

o Caption Compression: We finetune a large language
model for captioning and combine it with an arithmetic
codec to compress the payload as in LLMZip [6].

Three major features stem from the combination of these
contributions into the SWIFT scheme:

« Reliability: A confidence metric on the decoded caption
gives an informed decision-making about authenticity.
« Security: The design guarantees security via a secret key.
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o Performance: SWIFT achieves state-of-the-art results
across various benign and malicious transforms, demon-
strating its robustness in challenging scenarios.

II. RELATED WORK

a) Image forensics: Passive methods detect alterations
of a piece of content, possibly malicious ones. They utilize
noise residuals or high-frequency features as input to highlight
manipulation traces. These methods are limited to providing
localized insights into specific alterations. For instance, copy-
move forgery detection uses Siamese networks [7] while
splicing detection leverages two-stream architectures [8], [9].
Inpainting detection methods have focused on traces left by
some deep inpainting models [10], [11]. Forensics methods
lack the capacity to offer a global perspective due to the
absence of contextual information from the original image.

b) Image watermarking: Traditional watermarking
schemes embeds invisible marks within multimedia content
to assert copyright ownership (robust watermarking)

or authenticate content (fragile watermarking). Classic
techniques involve manipulating spatial or frequency domains
representation of the media [12], [13]. Recently, deep-learning
enabled more robustness as first shown with the encoder-
decoder HiDDeN architecture [5] and followed with [14],
[15]. SSL [16] embeds a binary message in the latent space
of a foundation model learned with supervised learning
with low perceptibility but high inference cost due to its
iterative nature. TrustMark [17] leverages a more classic
encoder-decoder architecture and a GAN loss to learn how
to embed binary messages. Note that the payload of a
watermarking scheme is always fixed in the literature. One of
our contributions is to tackle variable-length messages.
Watermarking can be used for authenticity verification, but
it usually uses a fragile or semi-fragile signal whose absence
reveals tampering [3], [4]. One exception is the idea of
embedding a compressed representation of the image in itself
with robust watermarking [18]. At the detection stage, the
verifier finds back a copy of the original image to be compared
with the image. Our work is similar in spirit except that we
embed the semantic textual description of the original image.

III. METHOD

This section presents the design of the encoding and water-
marking layers. We break down the encoding layer into two
primary components: the message layer and the modulation
layer. Fig. 1 depicts our method.

A. The message layer

Alice wants to transmit a message M to Bob so that he can
assess the integrity of the cover image. Alice uses an image
captioning model like BLIP2 [19] to generate the caption m
of the cover. Alice uses arithmetic coding [20] for losslessly
compressing m into M to reduce the number of bits. As in
LLMZip [6], Alice takes advantage of a LLM to model the
distribution of the messages and improve the compression.
She uses OPT-125m [21] finetuned on BLIP2 captions from

2,000 MSCOCO validation set images. This acts as oracle
and gives the probability of each caption symbol used by the
arithmetic coding [22]. Fig. 2 shows that finetuning OPT on
BLIP2 reduce the mean capacity needed from 75 to 45 bits.

B. The watermarking layer

Modern watermarking leverages deep-learning to learn end
to end how to embed a message into a cover image. It enables
robustness against benign edits by performing augmentations
between the watermark embedding and watermark extraction
stages [23]. The most famous example is HiDDeN [5] based
on two convolutional neural networks (CNN) jointly trained
to embed and extract a fixed-length binary message.

Fig. 3 depicts our Hide-R architecture, resulting from sev-
eral modifications of HiDDeN. The input data works with
unit vectors in high-dimensional real space instead of binary
messages. Specifically, we draw random samples X uniformly
distributed on the surface of the unit hypersphere in R with
D =256 :

Xz
We extend the number of channels in the convolutional layers
to 1.5D instead of the fixed 64 to account for higher dimension
D than the message length L = 30 proposed in the original
paper. Signal X is concatenated with the cover image /., along
the channel dimension before the first convolutional layer.
Instead of using a discriminator, we opt for a fixed PSNR
budget which both enforce imperceptibility in a flexible way
and speed up the learning process. The training minimizes the
reconstruction loss || X — Y|| between X and the reconstructed
unit vector Y.

This framework gives a zero-bit watermarking system. As-
sume Xj is drawn according to (1) from a pseudo-random
generator seeded by the secret key K associated with a fixed
index M = 0. A watermarking signal is deemed present if the
cosine similarity Cyp = Y7 X; is above a threshold c¢. Under the
hypothesis Hp, the cover is not watermarked or watermarked
with another secret key K’. Then, the p-value is defined as
the probability of having higher cosine similarity Cy than the
threshold ¢ and given by:

with  Z ~ N(0,Ip). (1)

1 D-1 1 :
illfcz (T,z), ifc>0
1 1 D-1
3l (z’ 7 )
where [ is the regularized incomplete beta function. This

illustrates how a confidence value is available to Bob at the
watermark extractor.

po(c) =P(Co 2 c) = 2

otherwise,

C. The modulation layer

1) Multi-bit watermarking with confidence: One way to use
zero-bit watermarking to send a N-bit message M is to share
2N different secret keys, each associated with one possible
message. Then Alice selects the key K corresponding to the
message to send, and Bob runs the watermark extractor with
all the 2% possible keys. Bob selects the decoded message as:

M= argmax (Cy,) 3)

mel0..2N 1]
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Fig. 1. Overview of SWIFT. To ensure the integrity of an image, Alice first leverages the message layer to tailor a semantic representation of the image, in
our case a caption compressed in a lossless fashion. The resulting bit stream is fed to the TCCSK modulation layer thus enabling security and confidence (see
Sect. IV-C), and then to the watermarking layer based on our Hide-R encoder-decoder neural network. At reception, Bob executes the inverse process with a
secret key and obtains both the caption and the p-value p. If p is low enough, Bob can entrust the decoded caption and compare the image he received with
the caption, enabling comparison between a proxy of the original image and the received one.
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on the decoded vector in the extractor. and increasing the length N of the message: If N >

—log,(po(c)), it is likely that the decoded message cannot be
trusted by Bob. This gives an approximation of the maximum

The p-value under Hy of decoding this specific message M quantity of information that may be transmitted.

by chance in a non-watermarked image is given by: 2) Modulating variable-rate signals: In the previous sec-

o1(c)=1-(1- po(c))zN < 2N po(c) if 2V po(c) < 1 (4) tion, Bob needs to test 2N keys which becomes intractable as
N grows. An alternative is to generate multiple carriers from
Equation (4) reveals a trade-off between minimizing p;(c¢) the same pseudo-random generator seeded by secret key K,



and to combine them to produce X € RP.

This paper uses truncated cyclic shift keying (TCCSK) mod-
ulation [25] for its improved performance in the additive white
Gaussian noise (AWGN) channel compared to Binary Phase
Shift Keying (BPSK) (see Fig. 4). The message M is split
into T equal blocks of length L, padding the last block with
0 if necessary. Then the j-th block is encoded from a carrier
Z; e R2" ~ N(0,Lo), ] € [0..T — 1] by cyclically shifting
it by a number equal to the value represented by the L-bit
sub-message M; = M[;r_ (j+1)r]- The carriers are truncated
to dimension D, normalized, summed, and normalized again
for transmission:

7 T-1
X=— with Z=
1ZI §

where Z¢ denotes a cyclic shift of Z by a followed by
truncation to the first D dimensions.
Decoding is achieved by recovering each sub-message from:

M
Z«j
J

_, 5)
1z}

zk
M;= argmax (Y' Jk ). (6)
kefo..2t-11 I Z5 1l

The p-value p is then obtained from Fisher’s combined
probability test [26] on evaluations of (4) for each submessage:

T-1 M;
p=1-y(T,- ) log(pi(C;))), with C; =¥ ———, (1)
=0 1z
J

where vy is the lower incomplete gamma function.

Although we want to set L to N, testing all 2F cyclic shifts
becomes untractable as L grows. Proceeding by blocks tackles
the variable-length of the message. Yet, some capacity is lost
due to padding unless the message length N is a multiple of
L.

Finally, to illustrate the flexibility of the approach, we
also compare TCCSK with lattice-based modulation on the
spherical lattice used in [24]. Although this method is very
fast and better than BPSK for the 24-bit case, its efficiency is
lower than TCCSK with a single carrier (see Fig. 4).

D. Security

Our approach adheres to Kerckhoffs’s principle, relying
solely on the shared secret key K between Alice and Bob for
security. We assume Eve has full knowledge of the system,
except for K. In content authentication, the attacker’s primary
goal is to forge watermarked content without K (spoofing at-
tack), rather than removing existing watermarks. Each system
use reveals at most D out of 2F carrier values, reducing the
urgency for key rotation if usage is limited. As a symmetric
system, both Alice and Bob can produce forgeries using K.
Thus, mutual trust between them is assumed, with Eve being
the only untrusted party in our threat model.

IV. EXPERIMENTS & RESULTS

This section introduces evaluation of SWIFT and recent
watermarking methods for the task of message recovery.

A. Evaluation

Metrics. The benchmark compares watermarking methods by
their Message Recovery Rate (MRR), which is defined as
the rate of messages being perfectly transmitted without any
modifications, over a test set of watermarked images J;. Let
m; be the original caption and #i; the corresponding recovered
caption for an image I; € Z;. The MRR is defined as follows:

14|
1
MRR = — 6(mi,mi) (8)
7] Zi:]

We chose this metric to ensure practicability and accurately
assess the robustness of a system. A watermarking system
designed for our task should strive to reach 100% MRR,
especially when no confidence metric is available at the
decoding step, which is the case of all systems but SWIFT.
Test set. Our test set J; is composed of 20,220 images.
We use the Emu Edit test set [27] which comprises 2,022
images from MSCOCO [28] and editing instructions for Image
Editing models from 8 classes (local, add, remove, global,
text, background, style, color). For each image, we perform
6 benign and 1 malign transformations with 4 variations
in classifier-free guidance. Benign ones are chosen to be
realistic in a web setting, or quite important distortion-wise
but without semantic alterations: crop 40% of image surface,
random noise, grayscale conversion, resize to 128 x 128, jpeg
compression with quality coefficient at 50. Malign ones are
images edited by a diffusion model according to Emu Edit
instructions, supposed to change the meaning of the cover.

B. Comparison with state of the art

Table I shows the results of state-of-the-art methods SSL
and TrustMark against SWIFT: we observe superior resilience
to malign transforms while maintaining state-of-the-art perfor-
mance on benign modifications with significant improvement
on resize and grayscale transforms due to our training. We
provide another version of SWIFT to watermark at 42db which
performs better than TrustMark(Base) on almost all settings.

C. Confidence metric

After the TCCSK modulation, a message M is encoded
into a vector X on the 256-d hypersphere. Given an encoded
message X, due to transforms during transmission, Y is the
noisy extracted vector. At inference, Y is decoded by the
TCCSK demodulation into M. X is unknown, but let X
be the perfect encoding of M and C the cosine similarity
computed between X and Y (see Fig. 5). We define our pratical
confidence metric as p (7).

We assume that Y close to the perfect representation X
of the decoded message M means that Y is also close to
the (unknown) originally embedded vector X. Thus, a low
p would entail a low number of errors at the decoding step,
as confirmed by the Pearson correlation coefficient of —0.89
computed between 8,000 p values and corresponding MRR.
Tab. II shows the MRR on watermarked images under several
scenarios: watermarked images, benign attacks and malign



TABLE I
MESSAGE RECOVERY RATE BY TRANSFORM TYPE. ALL THE METHODS SHARE THE SAME MESSAGES FROM THE LLMZIP AS INPUTS. WE PROVIDE
RESULTS FOR SWIFT AT 2 DIFFERENT TARGET PSNR FOR FAIR COMPARISON WITH EXISTING METHODS.

Message Recovery Rate(%) T

Transform
SWIFT SWIFT SSL TrustMark(Q) TrustMark(Base)
PSNR(db) 40 42 40 42.5 41.6
global 63.7 45.1 0.45 0.0 39.0
text 65.3 45.9 0.38 0.0 40.0
style 64.8 45.3 1.32 0.0 38.3
local 65.9 48.2 0.39 0.0 40.2
background 66.5 48.3 0.75 0.0 43.9
color 65.3 46.9 1.53 0.0 44.6
remove 67.2 50.0 0.0 0.0 48.0
add 69.5 49.2 0.0 0.0 43.7
crop 40% 82.4 76.7 50.1 86.4 91.9
noisy 75.5 65.4 0.0 11.8 17.2
resize 128 95.1 91.3 0.00 0.0 0.0
grayscale 95.8 93.8 2.82 78.0 91.2
jpeg@50 96.2 93.5 1.5 82.1 93.2
original 96.3 95.1 92.6 94.6 95.7
of ending up with the expected sequence by chance, giving
p = 27% ~ 5¢ —20. Our method benefits from comparable
confidence, with p = 1.4e — 16 to be protected against all
attacks, along with a much greater capacity.
TABLE II
. MESSAGE RECOVERY RATE (MRR) wiTH SWIFT (40DB) ON EMU EDIT
K FOR DIFFERENT p-THRESHOLDS. ONLY MESSAGES WITH
‘// P < p-THRESHOLD ARE DECODED. THEIR PERCENTAGE IS GIVEN BY THE
N CUMULATIVE DISTRIBUTION FUNCTION (CDF).

Fig. 5. Representation of the message space after modulation. The circles
Vm , Vyy illustrate Voronoi cells mapping to different binary messages on
the surface of the hyper-sphere. X is associated to the message to be hidden
M. The extraction retrieves Y, which is decoded into M , while X results from
the modulation of M, accounting for the perfect representation of M. The
similarity between ¥ and X is given by C. This provides a confidence score
for the decoding as explained in Sect. IV-C. The given example illustrates a
failure case with a wrong decoded message and a low confidence reflected
by a high value of p.

attacks, and three p-thresholds. Only messages with p < p-
threshold should be trusted. An adequate p-threshold ensures
the perfect extraction, meaning 100% MRR, of the water-
marked caption. Note that p also refers to the error probability
on non-watermarked images: the higher it is, the more a non-
watermarked image could be flagged as watermarked.

A confidence metric could also be used in a multi-bit
setting with fixed-length code of 64 bits. Padding a n-bit
message with 64 — n equiprobable random bits drawn from
a synchronous source shared by Alice and Bob (e.g. via a
secret key K) allows to carry confidence information, at the
expense of capacity. Indeed, Bob can check the padding bits
and discard any message not matching the expected sequence.
In this case, assuming the multi-bit system outputs random
codes uniformly under Hp, there is still a 27" probability

p-threshold Scenario MRR | CDF | Confidence

‘Watermarked 96.3 100

1.0 Benign Attacks 89.0 100 None
Malign Attacks 66.1 100
Watermarked 100 82.6

4.2e-13 Benign Attacks 96.2 60.1 Low
Malign Attacks 94.1 31.1
Watermarked 100 72

2.3e-15 Benign Attacks 100 48.3 Medium

Malign Attacks 99.3 20.2
Watermarked 100 66.2

1.4e-16 Benign Attacks 100 423 High
Malign Attacks 100 18.1

D. Qualitative results

In Fig. 6 we present samples of watermarked images from
Emu Edit. In the first column we see an original image and
its watermarked version : the watermark is visible in the
bottom left on the plate. The second column depicts our
resilience against heavy jpeg compression and the two last
ones demonstrates SWIFT behaviour against malign edits. The
background edit leaves the foreground intact and thus does
not destroy the watermark. In the last column, the local edit
remove watermarked regions and lead to a low confidence
score, suggesting the image is altered and cannot be trusted.

E. Limitations

We believe this work introduces to a new way of assert-
ing integrity of images. By disentangling watermarking and
encoding layers, we expose two research directions : better
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Fig. 6. Examples of recovered messages under different transforms. From
top to bottom: message, cover image, watermarked image with or without
transforms, retrieved message and confidence metric (the lower, the better).
From left to right: no transform, jpeg compression with a quality coefficient
at 50, background edit, local edit.

modulation and better representation of the message to trans-
mit. Further research on carrier modulation techniques could
potentially enhance performance by reducing inter-carrier in-
terference. On the latter, our choice of a text description
may be considered simplistic compared to a specifically learnt
representation. Moreover, we limit the granularity of captions
to reduce the length of the message to encode. This hampers
fine-grained comparison but we believe it will be further
optimized. We leave to future work the task of designing a
system taking advantage of our pipeline output: Alice could
be considered as the source of the original media while Bob
would be a moderation system on a social media platform.

V. CONCLUSION

In this work, we present a novel way to assert the integrity
of an image by the relevant use of watermarking as a covert
communication channel. Moreover we provide a definition of
the image semantics, through its caption, to the recipient of
the message. By using an LLM combined with an arithmetic
encoder to compress the caption, the limited capacity of
Hide-R to convey information is optimized. Finally, our local
confidence metric improves the applicability of our method
as any trusted operator may check if the received image is
consistent with the descriptive decoded caption of the original
content in a trustworthy manner.
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