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Abstract
Internet of Things (IoT) devices are spreading massively in critical infrastructures like industry, smart cities, bio-medical devices, etc.
Unfortunately, they also contribute to the increase of the attack surface of information systems, which represents a significant threat.
A low-cost processor is usually a key element of IoT devices. Thus, it is necessary to build protection mechanisms taking into account
performances, energy consumption and area.
Due to network connectivity and proximity to attackers, embedded systems face both software and physical attacks. Dynamic Information
Flow Tracking (DIFT) techniques can detect various software attacks by attaching and propagating tags to information containers at
runtime.
The goal of this project is therefore to design and evaluate a robust DIFT protection mechanism against both software and physical attacks
(side channel analysis and fault injection attacks). This work relies on an open source RISC-V processor.

Information Flow Tracking in a RISC-V processor

Different types of IFT:
• Static or Dynamic[1, 2]
• Software, hardware (in-core, off-core (dedi-

cated CPU, co-processor)) or mixed

Three steps
• Tag initialization
• Tag propagation
• Tag verification

Levels of IFT
• OS level
• Application level
• Low level
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D-RI5CY[3] has been developed by researchers from Columbia University, New York,
and University of Turin (Italy).

Physical Attacks against hardware DIFT
Example: Buffer Overflow

• Objective: execute a malicious function set by the at-
tacker

• Methodology: overwrite the return address of the active
function with a buffer overflow and replace it with the
address of the function to execute

oerƒ o_bƒ ƒer[0 − 22] ←′ A′;
oerƒ o_bƒ ƒer[23] = &shecode;
for 0 <= j < 24 do

sm ote(”p.sps 0, 0(%[oƒ ]); ” :
: [oƒ ] ”r” (oerƒ o_bƒ ƒer + j));

end
stck_bƒ ƒer[] ← oerƒ o_bƒ ƒer[];
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Le buffer est vide,
l’adresse de retour
(@RA) est intègre
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L’adresse de retour
est chargée dans
PC avec son tag.
Le PC perd son
intégrité.

Cycle 1

Fetch jalr vers shellcode

Fetch : 0xc30 : jalr x0,x1,0
Decode : 0xc2c : addi
sp,sp,128
Execute : 0xc28 : lw
s0,120(sp)
WB : 0xc24 : lw ra,124(sp)

Cycle 2

Décode jalr vers shellcode

Banc de registres

ID stage

IF stage

Fetch : 0xc34 : addi sp, sp, -
128
Decode : 0xc30 : jalr x0,x1,0
Execute : 0xc2c : addi sp, sp,
128
WB : 0xc28 : lw s0,120(sp)

Cycle 3

Fetch 1ère instruction shellcode

IF stage

Fetch : 0x6fc : addi sp, sp, -16
Decode : 0xc30 : jalr x0,x1,0
Execute :
WB : 0xc2c : addi sp, sp, 128

Cycle 4

Fetch 2nde instruction shellcode

Décode 1ère instruction shellcode

ID stage

Controller Exc controller

Fetch : 0x700 : sw ra,12(sp)
Decode : 0x6fc : addi sp, sp,
-16
Execute :
WB :

regfile data ra id tag

jump target o tag

fetch addr n tag

pc id o tag

illegal insn dec dift illegal insn dec dift

Perspectives
• Study the impacts of physical attacks in hardware DIFT through

fault injection campaigns (simulation and actual clock/voltage
glitches or EM injections)

• Propose, develop and evaluate hardware countermeasures
taking into account several constraints such as area, energy
consumption, performance targeting a FPGA implementation
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