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ABSTRACT
Genomics data enables benefits in understanding human health
and potential diseases. Besides being very useful in various medical
fields, they encounter considerable issues regarding the usability
of genomic data by unauthorized third parties. The unauthorized
use or misuse of genomics data inflicts privacy and ethical prob-
lems. Several regulatory frameworks aim to regulate the use of
genomic data, and parties involved and working with such data
should comply with the regulatory framework. Ensuring compli-
ance aspects when such data are shared imposes a clear challenge.
The technologies used for processing, sharing, and maintaining
genomic information do not have the capability to formally and
empirically ensure that these data are used in compliance with the
regulatory framework and consented to as determined by the data
owner (based on the regulatory framework). We propose new tech-
nologies, such as blockchain and smart contracts, for improving
information sharing in the genomic ecosystem.
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1 INTRODUCTION
The technological components of the blockchain (BC) have dis-
turbed various data-related domains, particularly the ones related
to secure information sharing, and privacy concerns are a signif-
icant issue. Among such domains, genomics data (DG) imposes
immense information sharing and privacy concerns.

GD is foreseen to be revolutionary in improving the health and
well-being of humans. It has been applied in different use cases,
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such as biomedical, clinical, pharmaceutic, and general-purpose
research [18]. Among the main characteristics that GD might be
helpful to are the ability to use them in diagnostic testing, which
enables testifying if an individual is affected and might be exposed
in the future to specific diseases [4]; determining to parent among
two individuals [16] and developing efficient drugs and therapies by
using pharmacogenetics tests [8]. Therefore, it is essential to ensure
good treatment of the GD to exploit it and engage donors in the
processes by improving trust and transparency in GD management
(storage, access, processing, and transformation). We aim to present
a conceptual approach that enables trusted GD management.

This paper is structured as follows. Section 2 shows related works
regarding GD management. In Section 3, we present BC technology
and its characteristics. Section 4 presents our scientific approach.
In Section 5, we show our conclusion and future works.

2 RELATEDWORK STUDIES: PRIVACY,
SECURITY, AND GOVERNANCE-RELATED
ISSUES ON MANAGING GD

Besides the significant progress in using GD, it raises privacy-
related issues when such data are treated. Privacy issues are in-
creased when GD is collected and used for adversary purposes.
Privacy attacks such as the identity attack [6, 18, 22] performed
by collecting donors’ demographic data and performing specific
data matchmaking, statistics, and probabilistic prediction enable
the triangularity of donor identity. Disclosing the donor’s sensitive
attributes (possible deserts association) presents an attribute dis-
closure attack [7, 11, 18], and being able to reconstruct or predict
partially or “entirely” the doners genotype gives a completion attack
[5, 10, 17]. Moreover, privacy-related issues are identity tracing [20],
attribute disclosure, and completion attacks [18, 24]. Following well-
known privacy related is the identification of participants associated
with genome projects [22], attribute disclosure and identifying the
presence of an individual [3, 11], re-identify an individual by per-
forming long-range family relatives [9], re-identify individuals and
their relatives within a beacon [18, 20], using GD for prediction of
disease for an individual [12] and many other related privacy issues.
Another related issue is the trust of donors related to the storage
and processing of GD. The trust-related concerns for GD come
from the fact that the data stored are not tamper-resistant. The
GD attacker might access, use, and predict information about indi-
viduals [3, 11, 18]. Researchers have applied several cryptographic
techniques for GD security, such as “Homographic encryption”,
“Differential privacy”, “Secure cryptographic hardware” and “Se-
cure multi-party computation” [18]. The cryptographic primitives
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are applied to the data layer and cover only some of the spectrum of
GD security aspects. Therefore, they remain limited in the scope of
operation towards privacy issues. GD is generally stored in public
and private clouds [1, 2]. Besides SLA, which describes a legal guar-
antee that the information is treated according to specified rules,
there needs to be formal proof (neither empirical) that guarantees
the data are treated accordingly. Furthermore, controlling these data
from the donor 1 By having a certain level of sovereignty, i.e., decid-
ing with whom this information is currently shared, is impossible.
In the GD sharing ecosystem, the data are shared among stakehold-
ers (donor, private or public entities, and third parties involved, i.e.,
government). The data integrity (usability according to regulatory
framework and ethics) and traceability of sharing this informa-
tion are beyond the donor’s perspective. The pieces of evidence on
data sharing, even those that are possible with existing exploited
technologies for the GD, are still subject to the possibility of being
tampered with by different actors involved (or unauthorized par-
ties) and do not guarantee sufficient transparency. Therefore, to
improve such issues, we propose a BC-based conceptual solution to
improve transparency in GD sharing and management. Following
the literature review, we enlist the identified challenges related to
GD:

(1) Privacy of GD remains one of the main challenges. Tracking
and sharing identity-related data based on genomic informa-
tion concerns many individuals [18].

(2) Lack of transparency on processing GD as the current tech-
nologies fail to ensure immutable end-to-end traceability of
information.

(3) Lack of data governance from the user perspective. Users
do not have any control over the information they intend to
share.

(4) Allowing access/query GD from unauthorized and unidenti-
fied parties.

(5) The applied cryptography primitives do not solve the prob-
lems entirely as they are focused on specific levels, e.g., data,
while other issues, such as governance aspects, authorized
access, and process GD, where an immutable log of action is
not considered.

(6) Trust and confidentiality issueswhere information immutabil-
ity is not guaranteed, and pieces of evidence over information
sharing with unauthorized parties are not available.

(7) Architectural issues
(a) Centralization and cloud-based architectures with limited

transparency
(b) Lack of integration and upgrade into new technological

advancements

2.1 Identified challenges. GD beyond the state
of the art

Besides the previously mentioned significant research challenges,
there are enormous concerns related to privacy, security, and man-
agement of GD. We present the context, considering relevant as-
pects of non-functional requirements and technology-related issues
that are only partially considered in the literature.
1A donor/user presents any patient who accepts to give (donate) GD for research
purposes. We refer to users as donors in the jargon of GD.

• In the GD ecosystem, there are many actors (stakeholders)
involved, e.g., donors, research centers, biomedicine centers,
authorities, and many others, and which one with different
access rights and operation level (create, add, remove, modify,
transfer, store, etc). That makes this complex and almost
impossible to manage with traditional technologies.

• Not considering entirely (including regulatory framework)
the functional and non-functional requirements of the stake-
holders, donors, and regulatory frameworks.

• Not considering compliance aspects related to data policies
and regulatory framework in the solution design and not
applying the policy aspect correctly and comprehensively at
the technology level.

• Technological issues. Choosing technologies that do not have
the ability to support security and privacy-preserving aspects
entirely or partially.

• Centralization storage of GD. The current approach consid-
ers GD storage in a centralized cloud database, which limits
traceability and transparency over the processing of GD.

• Inconsideration of the governance aspects. GD are entirely
stored, processed, and shared by specific stakeholders. The
donor does not have any governance impact once the data
are provided to these stakeholders.

• Not allowing donors to have a certain sovereign level over
the provided data. That is sourced from the fact that confi-
dentiality is not guaranteed formally or empirically, as the
chosen technologies do not have such ability to

We propose a research activity, i.e., direction/theme, to holis-
tically address the issues mentioned above. The objective is to
advance the knowledge and thinking process about enforcing trust,
transparency, traceability, and availability of GD among different
stakeholders. Initially, we introduce BC technology and related
technologies that we intend to propose in our scientific approach.

We consider that applying BC technology in a complex ecosys-
tem composed of multiple stakeholders, such as GD spaces, advo-
cates for better processmanagement.We believe that BC technology
has much better features compared to classical technology when
it comes to information security, trust, transparency in informa-
tion sharing, advanced control over data sharing from authorities’
perspectives, enabling decentralized governance, and improving
interoperability.

3 BLOCKCHAIN TECHNOLOGY AND ITS
COMPONENTS

"BC is a distributed decentralized database that allows the storage
of append-only transaction data. The BC network comprises sev-
eral decentralized nodes that communicate with each other in a
peer-to-peer mode. All the nodes in the BC network contain the
same copy of the ledger, and they rely on communication in dis-
tributed nodes, thus avoiding any central authority [13, 15, 23, 25].
"The BC nodes gather transactions into "blocks". The transactions
are initially validated by performing cryptographic checks (public-
private key cryptography). The block of transactions stored in the
BC is immutable, and cryptography tools ensure data integrity"[15]
[13, 23, 25]. "Among the main BCs, the fundamental characteristic
is that the block of data is linked together, so block N contains
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the hash address of the previous block N-1" [15] [13, 23, 25]. "The
tendency to change the information stored in the BC is denied by
consensus protocol, which verifies the state of data"[15] [13, 23, 25].

3.1 Smart Contract
"The smart contract (SC) is an autonomous computer code encoded
to be self-executed and linked to a specific task [13]. It is deployed
on the BC and executed based on its specifications to perform a
particular task. SC implements a certain level of business logic and,
in combination with BC technological capabilities, constitutes a
powerful tool to solve information-related issues such as trans-
parency, traceability, immutability, availability, and interoperabil-
ity" [13, 14, 23]. “SC logic is mainly based on domain-specific. It
encodes any set of rules emerging from the source of the SC into
the programming language. The SC source can be a natural lan-
guage law, the scope of any agreement between parties, and other
possible sources depending on the business process requirements.
For the transaction that is accepted on the BC, and if it contains
the SC address as a message received, the miners will execute the
SC code and react according to the SC’s specific tasks. A SC is a
self-executed program; moreover, it can invoke another SC, call an
external service (oracles), fulfill given tasks, and implement and
automate a wide range of domain-specific applications.” [13]

3.2 Self-Sovereign Identity (SSI)
Self-sovereign identity (SSI)2 enables an individual, object, or device
to win and control their identity with third-party involvement
[19, 21]. The SSI is based on two standards provided by the World
Wide Web Consortium (W3C):

Decentralized Identifiers (DIDs)3: A new way for individuals
to generate unique identifiers that allows interactionwith the digital
world.

Verifiable Credentials (VC)4: These digital credentials contain
attributes that are a self-issued or authorized party (government,
regulatory organization). Our aim in using SSI and BC is to be able
to issue VC for GD sets, donors, stakeholders, and other parties
involved. That enables decentralized authentication and control of
GD space to improve privacy, storage, and data sharing.

4 SCIENTIFIC APPROACH FOR SECURE
SHARING AND MANAGEMENT OF
GENOMIC DATA

(A) Trusted data sharing and management. From the GD
sharing perspective, having technological features that al-
low tracking and logging transactions on data sharing and
versioning (possible modification) improves transparency
and trust of users towards GD stakeholders. For such tech-
nological features, we propose using the immutability of
information features offered by distributed ledger technolo-
gies, i.e., BCs. The GD user, i.e., donner, might verify if the
information is shared with relevant parties as indicated in
the information-sharing policy. The information-sharing

2https://ssi-ambassador.medium.com/an-introduction-to-self-sovereign-identity-ssi-
916eb42f0490
3https://www.w3.org/TR/did-core/
4https://www.w3.org/TR/vc-data-model/

policy will be available for definition in cooperation between
GD donors, stakeholders, and authorities. It will allow the
GD used to indicate which type of information can be shared
for a specific group of users and to what extent. This ap-
proach is based on a BC and smart contract that will use a
specific API service that further identifies and writes data
changes (sharing the files (folders), versioning, Decentral-
ized Identifiers (DID), and Verifiable Credentials (CV)) on
the ledger based on an information-sharing policy.

(B) Regulatory Framework procedures semi-automatically
adjusted in the GD ecosystem.Data migration, sharing, or
processing in the GD ecosystem from one geographic area to
another (cross-border) might be subject to different rules and
guidelines (regulatory framework, standards, and policies).
Such rules, sourced from the regulatory framework, might
deny information sharing with the specific user (organiza-
tion or entity) or processing such information in a specific
context. Similarly, a particular rule sourced from the regu-
latory framework might require denying access to GD and
services to a specific genomic stakeholder (or private user)
located in another country (different jurisdiction). We pro-
pose using BC and smart contracts to automatically resolve
such a situation, automatically triggering different proce-
dures on GD sharing according to the rules and procedures.
Using smart contracts to cover automatic detection of the
regulatory framework will be possible by reading the API
GD sharing ecosystems. Based on the information provided
by these APIs, the smart contract triggers specific action
(based on rules related to that action) and denies sharing of
information or disabling any service related to GD.

4.1 Conceptual approach to fulfill proposed
scientific topics from A and B

Our approach is based on BC and smart contracts and consists of
Trusted Decentralized Digital Genomic (TDDGen). For the TDDGen
approach, we propose two scientific concepts: the genomic multi-
party smart contract (GMPSC) for GD sharing and management
and the digital genomic certificate that enables traceability and
transparency of using GD. To fulfill the GMPSC, our methodology
consists of the following steps:

(a) Analysis of ontological information related to GD sharing
and management.
(i) Use specific methodology for information extraction as

well as domain expert advice.
(ii) Consideration of industry (business) requirements to in-

volve them in the model.
(b) Designing data sharing model (information sharing policy)

based on official policy-related
(i) Ontology and reasoning model
(ii) Logical-based approach

(c) Model Upload: Engage mode into GMPSC.
(i) Requires design and development of a method to translate

the ontological model into GMPSC code (smart contract).
This method is based on the model driven engineering
method, which will enable the creation of an engineering
method for model translation/applicability.
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(ii) Designing and developing an engine to decode workflow
for TDDGen.

(d) API-based plug-in service that enables engaging different
Smart Contracts into GMPSC
(i) Enables applicability in different use cases with different

conditions aligned with b and c.
The points mentioned in b), c), and d) intend to create standards
for GD management. This standard proposes a broad set of smart
contract functions, enabling applicability in different GD sets and
contexts. Changing context and applying it to different GD sets
means using another model, e.g., switching it on b) and applying it
in c). That indicates the core approach remains the same; only the
model changes.

Figure1 presents the conceptual approach of TDDGen, including
GMPSC. The approach considers regulatory framework documents
(Corpus of legal documents) to ensure a transparent and trusted
digital GD sharing and management lifecycle. For the involved
stakeholders (SGT), which might be national or international, we
propose using specific technological components (API-based layer)
that rely on smart contracts to ensure the traceability, compliance,
and usefulness of GD. SGTs can interact with BC5 using GMPSC.
GMPSC will play the policy “data guard” role to enable particular
automation of procedures by applying different ontological models
sourced from regulatory and business rules (defined in a and b).
The digital details, i.e., the instance of meta-data of GD, an example
of digital components of STGs, and other related instances, will be
used to enable interaction with different GD sets.

In general, for the stakeholder onboarding, authentication, and
authorization, we propose an SSI approach.We enable decentralized
authentication of stakeholders, and any operation can be carried
out only by authorized stakeholders (according to the data shar-
ing policy). As mentioned in the previous section, DID enables a
unique identification of stakeholders, authorities, and donors. We
aim for the self-sovereignty of multi-parties over GD according to
GD sharing policy.

Complementary in the TDDGen, we propose the concept of a
Digital Genomic Certificate (DGC). The DGC plays the role of an in-
formation assistant used to enlist stakeholders, maintain additional
rules and regulations expressed digitally, collect and store DIDs
and VC, and track and trace specific actions (access, processing,
and transfer) of GD.

The proposed conceptual approach is quantified as a second layer
of hybrid digital GD management. The “hybrid” concept introduces
the treatment of meta-data for GD, then the management of inter-
actions (information sharing, processing, and storage) via smart
contract, which does not necessarily access the GD, and finally, the
applicability of this approach in different contexts and datasets. The
whole and unmodified datasets of GD remain in the first layer.

At a glance, our approach aims at the following:
(1) Researching for applying BC and smart contracts further to

enhance information security and privacy of GD. Moreover,
we intend to use several anonymization techniques to secure

5The used blockchain can be governed by a national organization or any other inter-
national BC such as EBSI. This needs to be clarified with national objectives and a
regulatory framework governing GD.

Figure 1: The conceptual presentation of the TDDGen for GD
sharing and management.

GD sharing. That relies on a combination of smart contra
abilities and different encryption techniques.

(2) Ensuring a certain level of sovereignty for donors by enabling
them to decide which data to share and with whom. This
technique is based on SSI and BC. Self-covering identification
of stakeholders, donors, and other involved parties. Via the
SSI approach, we propose a new way of managing. This
technique allows for the sharing of genomic information
only with the authorized party.

(3) Proposing a new decentralized architectural solution for GD
sharing and management.

(4) Governance of GD with the help of the smart contract (com-
bination of on-chain and off-chain techniques, based on reg-
ulatory framework studies in B). The core idea is to have a
certain level of control over access to GD sets.

(5) Automation aspects, to secure information sharing with the
help of smart contract based on knowledge and reasoning
achieved by regulatory (policy) framework.

5 CONCLUSION AND FUTUREWORKS
BC technology, Smart Contact, and SSI and its related components
are new research areas combined to solve the privacy issues related
to GD. In this research paper, we presented a research theme to-
wards GD. Initially, we presented privacy-related problems related
to GD. The technological characteristics of BC, smart contracts, and
SSI were presented. Further, we proposed a scientific approach that
aims to reduce privacy-related concerns significantly.

For future works, we aim to extend this approach by conducting
systematic and rigorous research to foster innovation in secure
information sharing by considering intensely privacy-related at-
tributes. We aim to develop the mentioned approach into proof
of concepts to measure technological capabilities for supporting
genetic data sharing and management.
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