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Securing Channel State Information via Fake Path Injection in
SIMO Communication
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AVITECH, VNU University of
Engineering and Technology
Hanoi, Vietnam

ABSTRACT

Fake path injection is a new promising scheme for location privacy
at the physical layer. Theoretical aspects of fake path injection in
single-input multiple-output (SIMO) communication are studied.
A novel bound on the largest eigenvalue of the Fisher information
matrix for an eavesdropper to estimate the channel coefficients is
derived as a function of the distance between the true and the fake
paths. This result guarantees communication privacy in a statistical
sense and is demonstrated by harnessing the spectral properties of
Vandermonde matrices and of the Dirichlet kernel. This auspicious
preliminary result encourages further investigation of the fake path
injection scheme for SIMO communication in particular, and in
general, MIMO communication.
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1 INTRODUCTION

With the development of technologies, the number of embedded
or consumer electronic devices carried by individuals is increasing.
These devices grant access to a huge number of services, many
of them location-based, with an increasing risk of location data
breaches. As important personal information can be inferred from
location data, such as health, social relationships, and identity [2,
6], location privacy is of utmost importance. Nonetheless, loca-
tion access and sharing must be tackled at different levels, namely:
user devices, positioning systems, communication networks, and
location-based service servers [6]. Location privacy has been stud-
ied at different layers of a communication system; however, most of
them concern higher levels, such as the application or the network
layers. Physical layer security remains a major challenge due to
the broadcast nature of the wireless medium, calling for a surge of
interest in research.

Inspired by the work of Li and Mitra [8] on fake path injection,
we study in this work the theoretical guarantee of location privacy
for single-input multiple-output (SIMO) communication using fake
path injection. More precisely, we derive bounds on the estimation
error of the channel coefficients by the legitimate receiver (Bob) and
an eavesdropper (Eve). The proposed statistical bounds are based on
recent advances in the stability of the super-resolution problem [9,
5], and on the condition number of Vandermonde matrices with
nodes on the unit circle [1, 3, 7, 4]. We compare our bound with
the existing bound in the literature to show a gap in theoretical
performance between legitimate and illegitimate receivers. More
precisely, we show fake path injection can create a gap between
the spectra of Bob’s and Eve’s Fisher information matrices (FIM)
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Figure 1: SIMO communication model with fake paths.

in estimating the channel state information, demonstrating the
benefits of this security scheme. Furthermore, numerical evidence
of our theoretical findings is proposed.

2 PROBLEM FORMULATION

We consider localization in SIMO communication as depicted in
Figure 1, in which Alice sends pilot signals over a wireless medium
to Bob while Eve attempts to estimate the channel state information
to infer Alice’s location illegally. To protect her location, Alice
injects fake paths into the channel in such a way that their angles
of arrival (AoAs) are close to those of the true paths under Eve’s
perspective. We write ¢ = [c1,...,c1]" € CL, and € the channel
is the channel coefficients associated to the true and fake paths,
respectively, while 7,7 C [0, 1) encodes the angles of arrival of the
true and fake paths. After removing the effect of the pilot, assuming
Eve’s linear array as N antennas, the received signal is

g =Vo(r)c+Vo(T)c +w, 1)

where w ~ CN(0, p%Iy) is circularly symmetric complex Gauss-
ian noise, and Vy(7) is a Vandermonde matrix whose i-th column

. . T
is vo(7;) = \/Lﬁ [e’lz’f(’")”, ...,e2m%i | Additionally, we de-

note A(t) 2 mingzy infjez |77 — 77 + j| to smallest distance be-
tween distinct elements in 7, and § = max;, g inf jez |77 — 7 + j|
the largest distance between the elements of 7 and 7.

In this work, we discuss Bob’s and Eve’s capability of estimating
the true channel coefficients c, as they contain valuable information
on Alice’s location. We assess communication privacy in terms
of the hardness of this estimation problem. Our model assumes
that Bob gets full knowledge of the fake path parameters ¢ and
T via a separate secure channel. In this setup, we say that the
communication is secure in the statistical sense when

Amax JEove (€)) < Amin UBon(€)) (2



where Jg,p(c) and JEye (¢) are Bob’s and Eve’s FIM on c.

3 ESTIMATION BOUNDS ON THE CHANNEL

In Bob’s perspective, the FIM writes J g, (¢) = n72Vo (7)HVy(7) [11,
Chapter 5], and one has a bound on its smallest eigenvalue as [1, 5]

Amin(JBob(c)) = ’772 (1 - NAI(T)) . (3)

In Eve’s perspective, assuming she knows the AoA’s {r,7}—
which is favorable to the eavesdropper—, the unknowns are {c, ¢},
yielding the FIM

Vo(O)"Vo(r) Vo)W (7)
Vo(@Mo(r) Vo@M@|

As ¢ caries to relevant information, Eve’s restricts her estimation
on ¢, and the restricted FIM on c is given by [10]

Ji0e(€) =072 Vo () (I = Py, Vo (2), ©)

©

JEve(c,€) = ’7_2 [

~ [~y~\"1~
where PVO =W (VOH Vo) VOH is the orthogonal projection on the

column space of V.

Theorem 1 provides an upper bound on the largest eigenvalues
of Eve’s restricted FIM (5). The bound increases quadratically in
the distance between the true and fake paths §, and is hyperbolic
in A. This highlights the need for small path separation § of the
effectiveness of fake path injection methods and corroborates with

the findings in [8].

Theorem 1 (Upper bound on Eve for estimation of channel
coefficients). Assume A > % and 45 < A, then there exist C > 0
such that

72In(L) +C

2
2T
Amax(J’Eve(c)) <4(N¢) 3 + NA s

(6)

A sketch proof of Theorem 1 is provided in the rest of this section.
Proof: Let E = Vy(1) — V(%) and F = EME. We can write Jepe(©) =
n2ER (1 - PT/O)E' As Amax (ENE) is contractive, it yields

Amax O goe (€)) = 12 Ammax (B (I=P, )E) < 1 *Amax (F) < ™% || Fllco -

™
For N = 2n + 1, we let Dy/(-) the Dirichlet kernel of order N
defined by Dy (t) = ﬁ Zzzin 27kt which is an infinitely differ-
entiable function, with second derivative bounded by [7]
7 + T + 1 1
2N[t|  NZ2|t|2  N3|t3

IDY(1)] < Nz(

We control ||F||, from the expression of its generic term, Tay-
lor’s polynomial approximation, and (8) as follows
|Fij| = |Dn (zi = 7j) = Dn(%i = 7j) + DN (T = 7)) = DN (7 = T))

<482 | sup [Dy (i — 7 +¢)|
le|<25

7[2 T

+
2N(|7; — 7| — 26) N2(|Ti—Tj|—25)2
. 1
N3(|r; - 7j| = 26)3

< 4(N§)? (

), Vi)
©)
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Figure 2: Theoretical and empirical realizations of extremal
eigenvalues of Alice’s and Bob’s FIM, L = 4, A(7) = 1/L

Consider i is fixed. Up to a reordering to the j’s indices, since
the derivatives of Dirichlet kernel are 1-periodic, one may assume
|7i — 7j| > |j — i|A(7). Exploiting the decreasing of the majorant
in (9), |D;\’](O)| < ”TZNZ and the harmonic progression bound yields

IFlloo = maxy [Fiil + ) 1Fijl < 46°|IDG(0)] + 3 1D (i = 77)]
J#i J#i
72 In(L) + 27% + 27sy + 2s3 )

NA (10)

2
< 4(No)? (%+

where sp = Z;‘;l(j - %)*P < oo for p = 2,3. One concludes by
substituting (10) on (7) on the result with C = 272 + 2753 + 253 0.

4 EXPERIMENTS

We set the number of antennas for Bob and Eve N = 11, the number
of paths L = 4, and the AoAs to be maximally separated, i.e. A(7) =
1/L. A visualization of the theoretical bounds (3) and (6) for Bob
and Eve is shown in Figure 2, and compared with the empirical
realization of the extremal eigenvalues of Bob’s and Eve’s FIMs.
Eve’s empirical realizations are computed by randomizing the fake
paths such that |z; —7;| < 8. For clarity, we only show the maximum
among all realizations of the largest eigenvalue of Eve and their
distribution at certain ratios. One can see that the empirical upper
bound on Eve’s largest eigenvalue goes to zero at a quadratic rate
as the ratio increases, corroborating with the trend predicted by
Theorem 1. In this setup, when A(z)/8 > 22, one can theoretically
guarantee the privacy of the communication in a statistical sense.

5 CONCLUSION

In this paper, we proved fake path injection could secure the channel
coefficients in a statistical sense in SIMO communication when the
fake paths perceived by Eve are close enough to the true ones. To
that end, we provided novel bounds for Bob’s smallest eigenvalue
and Eve’s largest eigenvalue of their respective FIM on the channel
coefficients when a pilot sequence is sent.

For future work, we would like to extend our results for the
privacy of the AoAs, as they also convey information on Alice’s
location. Furthermore, extending the privacy guarantees of fake
path injection in the more generic context of MIMO communication
would be a significant leap in the scheme’s applicability to modern
communication systems.
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