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ABSTRACT

Cloud computing is an information technology model that provides computing and storage resources 
as a service. Data storage security remains the main challenge in adapting this new model. The 
common solution to secure data in the cloud is data encryption. However, handling all the data with 
the same security policy does not appear to be good practice, because they do not have the same 
sensibility for the data owner. The present research proposes a new method to improve the security 
of data in cloud storage. It combines two domains represented by machine learning and multi criteria 
decision making, in order to provide a new classification method, that classifies data before being 
introduced into a suitable encryption system according to their category. A Cloudsim simulation has 
been used to demonstrate the effectiveness of the proposed method. The results of the simulation 
exhibit that our method is more efficient and accurate and takes less processing time, while ensuring 
data confidentiality and integrity.
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1. INTRoDUCTIoN

Cloud computing is a new model for providing diverse services of software and hardware. This 
paradigm refers to a model for enabling on-demand network access to a shared pool of configurable 
computing resources, that can be rapidly provisioned and released with minimal service provider 
interaction (Mell, 2011). It helps organizations and individuals deploy IT resources at a reduced total 
cost. However, the new approaches introduced by the clouds, related to computation outsourcing, 
distributed resources and multi-tenancy concept, increase the security and privacy concerns and 
challenges (Singh, 2016). Besides all the services delivered by the cloud provider, cloud also presents 
storage as a service (Zardari, 2014). Cloud storage is a model of networked online storage where data 
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is stored on multiple virtual servers (Pravin, 2013). It allows users to store their data remotely and 
then access to them at any time from any place (Spoorthy, 2014). Cloud storage services are used to 
store data in ways that are considered cost saving and easy to use (Wu,2010).

In cloud storage, data is stored on remote servers that are not physically known by the consumer. 
Thus, users fear uploading their private and confidential files to cloud storage due to security concerns 
(Ogigau-Neamtiu, 2012). The usual solution to secure data is encryption, which makes cloud users 
satisfied when using the cloud to store their data. However, handling all data with the same security 
policy, without taking into account the level of data sensitivity does not appear as a good strategy.

Motivated by the above facts, we have proposed a solution to undertake the problem of cloud 
storage security. In cloud storage, there is public data that does not need any security measures, and 
there is sensitive data that needs applying security mechanisms to keep them safe. In that context, 
data classification appears as the solution to this problem. The classification of data into classes, with 
different security requirements for each class is the best way to avoid under security and over security 
situation. The existing cloud storage systems use the same key size to encrypt all data without taking 
into consideration its confidentiality level. Treating the low and high confidential data in the same way 
and at the same security level will add unnecessary overhead and increase the processing time. In our 
proposal, we have combined the K-NN (K-Nearest Neighbors) machine learning method and the goal 
programming decision-making method, to provide an efficient method for data classification. This 
method allows data classification according to the data owner’s security needs. Then, we introduce 
the user data to the suitable security mechanisms for each class. The use of our solution in cloud 
storage systems makes the data security process more flexible, besides; it increases the cloud storage 
system performance and decreases the needed resources, which are used to store the data.

The rest of this paper is organized as follows: Section two is about related work. In Section three, 
we present our proposed cloud storage security method that is simulated and discussed in section 
four. Finally, section five concludes this work.

2. ReLATeD woRK

In the literature, many works have used classification to maintain data security in the cloud, the 
proposed solutions could be categorized into two classes: the manual classification (defined by the 
user) and the intelligent or automatic classification (using an algorithm).

From a manual perspective, several contributions have been proposed. In (Yahya, 2015), they 
proposed a framework focusing on a varied level of security. They considered several security 
classifications levels: protected, sensitive and top secret. Initially, a protected level involves data 
protection with a password. A sensitive level may need extra protection such as having multi-factor 
authentication. Finally, a top-secret level may need to be fully encrypted even by the CSPs system 
administrators. In their work, they do not conduct any results, and they based only in manual 
classification.

In (Tawalbeh, 2015), they have proposed a confidentiality-based cloud storage framework. In 
their work, they have proposed a secure cloud storage model that encrypts data according to its 
confidentiality degree through three levels: basic, confidential, and highly confidential. The proposed 
solution is based on the idea of manual classification. For each level, they have used a different 
mechanism of security, which increases the performance of their framework compared with the 
existing cloud storage systems.

In (Patel, 2016), they have proposed a secure model for cloud computing by using data 
classification methodology. The data that resides in the cloud is secure in two ways, firstly by 
encryption and secondly with authentication scheme. In the proposed framework they have classified 
the data according to their sensitivity into different levels: basic level, sensitive level, and highly 
confidential level. Different authentication techniques and security techniques are used at different 
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levels; besides they have used the concept of file splitting. The main reason for using file splitting is 
to increase the execution time.

From an automatic perspective, many solutions have been proposed. In (Zardari, 2014), they 
used the K-NN machine learning technique in the cloud to solve the data confidentiality problem. 
They classified data into two classes (non-sensitive and sensitive data). To separate sensitive 
and non-sensitive data, the KNN classifier is used in a designed simulation environment. After 
classification, the sensitive data is further transferred to the RSA encryption algorithm for data 
encryption to protect sensitive data from unauthorized users. However, the public data is directly 
allocated a VM without encryption.

In (Shaikha, 2015), they used data classification for achieving data security in the cloud. In this 
work, the business value of data is identified based on their usage and access control restrictions. They 
have identified a set of parameters for data classification. For simulating the classification of data, they 
based on personal dataset, and used the subjective criteria to classify them and accordingly, security 
provisions for the storage and communications can be incorporated. Based on that, classification 
provisions can be given for storage and communication encryption, integrity, and access control 
mechanisms.

In (Kaur, 2016), they have proposed a data classification model for achieving data confidentiality 
and integrity in the cloud. They proposed a secure data classification model using a supervised 
machine learning technique. The classification depends on the attributes of the data. In this work, 
data is classified according to its sensitivity level, then only the data that is required to be secured is 
encrypted. The proposed work also ensures the privacy and integrity of data using a hashing approach.

In (Ennajjar, 2017), they have proposed a model for securing data in cloud by classification. It 
suggests a classification model to categorize data before being introduced into a suitable encryption 
system according to the category. In technical terms, the approach is based on a multi-criteria 
classification scheme. It uses different criteria proposed by the data owner or the cloud provider to 
comprehend their needs in terms of security and cost.

In (Tamanna, 2017), they have proposed a secure cloud model using classification and 
cryptography. The focus of the research was to characterize the data considering the security 
prerequisites that divide the data into basic, confidential, and highly confidential data using improved 
machine learning algorithm. In this work, data is classified according to its sensitivity level, then they 
encrypted only, the data that is required to be secure using a cryptographic technique in the cloud. The 
proposed system has been simulated using CloudSim simulator. The results depict that the proposed 
technique is more relevant than storing the data without deciding the security needs of the data.

In (Kiran, 2017), their work aims to achieve data confidentiality, data access control management 
and provides an automatic classification of data in the cloud. In this paper, the functionality and 
performance of existing K-NN technique is improved with modified ensemble learning technique. The 
data is automatically classified by the machine on the basis of data security parameters. The proposed 
system proves to be more accurate and economical. And also saves the user time for encrypting and 
decrypting different classes of data (basic, confidential and highly confidential).

Table 1 shows a comparison of our proposal, and the existing related work. The comparison 
is based on two main criteria: the used technique, the data owner implication during the 
classification process.

3. A SeCURITy MeTHoD FoR CLoUD SToRAGe 
USING DATA CLASSIFICATIoN

3.1 overall Architecture
The objective of data classification is to establish the required level of security for data, by providing 
a sufficient level of security (Sawle, 2016) and identify sensitive data from non-sensitive data (Sood, 
2012). Figure 1 shows the proposed method.
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Table 1. A comparison table of related work

Work Technique Owner Implication Remarque

(Yahya, 2015) manual classification The data owner is implicated The use of manual classification

(Tawalbeh, 2015) manual classification The data owner is implicated The use of manual classification

(Patel, 2016) manual classification The data owner is implicated The use of manual classification

(Zardari, 2014) Machine learning (KNN) No implication
The common problem of KNN 
method is not treated, witch impact 
the accuracy of the model

(Shaikha, 2015) Automatic No implication The use of subjective criteria

(Kaur, 2016)
Machine Learning 
(Naïve Bayes and 
decision stump)

No implication
The use of decision stump could 
overfit their model, it could be 
avoided using Adaboost model.

(Ennajjar, 2017) Multi-criteria 
classification scheme The data owner is implicated It is just a prototype of the proposed 

method

(Tamanna, 2017) Machine learning: Naïve 
Bayes and KNN No implication The common problem of KNN 

method is not treated,

(Kiran, 2017)
Machine learning: 
Ensemble learning and 
KNN

No implication The common problem of KNN 
method is not treated,

Our proposal
The use of both machine 
learning and multi-
criteria decision methods

The data owner is implicated 
during the process of 
classification

The combination of KNN and goal 
programming multi-criteria decision 
method to overcome the common 
problem of KNN

Figure 1. The data classification method
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3.2 The Proposed Method
In our situation, we have defined three classes of data (public, sensitive, and confidential), so we need 
supervised machine learning to separate sensitive from non-sensitive data. For that, we proposed a 
new method of data classification, using both the K-NN supervised machine learning method and 
the goal programming multi-criteria decision-making method. The classification method consists 
of three steps:

Step 1: Data security requirements specification

Data can be sensitive or non-sensitive, with different security requirements. These security 
requirements depend on the sensitivity levels of data (Zardari,2014). In this step, the data owners 
specify their security needs. Those security parameters are sensitivity, access control and integrity 
of data. For each need defined by the user, a security mechanism is applied as a security measure. 
Table 2 shows the correspondence between the security requirements and its security mechanisms.

Step 2: Data Classification

It is better to understand the exact security requirements of data before transferring it to the cloud, 
which is only possible through machine learning techniques (Zardari, 2014). In this step, we classified 
data using our proposed method into three classes, where each class has a specific sensitivity level.

• Confidential data: Those data are highly sensitive and important for the data owner, such as 
business data, medical data, and financial transactions. No one should be able to access this data, 
except their owners and the entities authorized by them. In this class, even the cloud provider is 
not allowed to access this kind of data, so the access is strictly limited and well defined.

• Sensitive data: These data are sensitive and important for the owner of data, such as personal 
data (photo, video, file), nobody should be able to access them, except their owners and the 
entities authorized by them. Thus, access is limited only for authorized entities.

• Public data: This data is not sensitive or important for the data owner, such as shared data for 
everyone (photo, video, file), so access is allowed for everyone.

In machine learning, the K-NN method is used for classification purpose. To adapt the K-NN 
method to our context, we have used the goal programming method. Which is used in a multi-criteria 
decision situation based on the local aggregation of criteria. The idea is to establish a goal level of 
achievement for each criterion. It requires the decision maker to set goals for each objective that he 
wishes to obtain. A preferred solution is then defined as the one which minimizes the deviations from 

Table 2. The correspondence between the security needs and the security mechanisms

Security needs The corresponding security mechanisms

The data is public No Encryption + Transport Layer Security

Data is private Authentication + Encryption + Integrity check

The cloud provider can access to the data Cloud side encryption with AES-128 bits

The cloud provider cannot access to the data Client-side encryption with AES-256 bits

data must be intact in the cloud storage Proof of Data Possession (MAC Code)

data have to be retrievable from the cloud Proof of Retrievability(Hash Function)
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the set goals (Izadikhah, 2014). In our situation, we have three classes, so for each class, we have 
defined a set of security mechanisms to respect. Based on the user’s security needs that are defined in 
the previous step. First, we have evaluated the user’s data compared to the security requirements. Then, 
we calculated the distances between the evaluation of the user’s data and the predefined evaluations 
of the three classes, using the formula of the K-NN method. For the distance calculation, we need 
numbers, so for each security mechanism applied, there is a digital value to represent it, if we apply 
this mechanism, its digital representation takes this value. Otherwise, the mechanism is represented 
by the value 0. Table 3 presents the correspondence between the used security mechanisms and their 
digital values. Table 4 presents the existing classes and the matches between the security mechanisms 
and their digital values for each class.

The calculation formula:

D x y xi yi
i

n

( , )= −( )
=
∑
1

2
 

• D: Distance between the user data evaluation and the evaluation for each class.
• x: The digital value of the security mechanism that is applied to the user’s data.
• y: The digital value of the mechanism that is applied on the predefined class.

This formula is applied for each class. In the end, we get three different distances and the user’s 
data is classified into the class of the little distance.

Table 3. The correspondence between the security mechanisms and their digital values

Mechanism of Security Digital Correspondence

Cloud-side encryption with AES 128 bits 25

Client-side encryption with AES 256 bits 50

Proof of Data Possession (MAC code) 25

Proof of Retrievability(Hash Function) 50

Single authentication 25

Two-factor authentication 50

Transport Layer Security (SSL) 25

Table 4. The correspondence between each class of data and the digital values of their security mechanisms

Mechanism of Security Public data Sensitive data Confidential data

Cloud side encryption with AES-128 bits 0 25 0

Client-side encryption with AES-256 bits 0 0 50

Proof of Data Possession 0 25 0

Pouf of Retrievability 0 0 50

Transport Layer Security 25 25 25

Simple authentication 0 25 0

Two factor authentications 0 0 50
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Step 3: Application of the security mechanisms

To address the cloud security issues in cloud storage, we have applied a set of security mechanisms 
to protect the data that resides in the cloud. Thus, we chose to apply all the security measures that can 
be used to secure an information system, especially for a cloud-based system, like the encryption of 
data, authentication, and data integrity check techniques. Those techniques are explained as follows:

• Authentication: Authentication remains a fundamental safeguard against illegitimate access to 
the device or any other sensitive application, whether offline or online (Boyd, 2013) (Mohsin, 
2017) (Pathan, 2016):
 ◦ Single authentication: As his name shows, that single factor means only one factor is 

responsible to validate the user. It means “that the user knows”. A single layer of security is 
provided in this scheme. The most recognized type of single factor is the password. In the 
username and the password is the factor which makes a single layer of security (Patel, 2016).

 ◦ Two-factor authentication: As his name suggests, two factors mean here two factors 
are responsible for the protection of the data. In addition to the single factor, the user 
has another factor such as two-step verification. Also, one-time password is also a 
second factor (Patel, 2016).

• Encryption of data: Data encryption is one of the confidentiality techniques. Confidentiality 
can be achieved through proper encryption technique: symmetric and asymmetric algorithms 
(Yadav, 2013):
 ◦ Client-side encryption: In this model, the data owner becomes responsible for ensuring the 

security. he has the control over the encryption keys. He also controls who can have access 
permission to his data (Gaur, 2016).

 ◦ Cloud-side encryption: In this model, the security measures are taken up by the cloud-
service providers. Here, along with providing cloud services, the cloud service providers 
adopt certain security measures to safeguard the data that is stored in the cloud (Gaur, 2016).

• Data Integrity check mechanism: Data integrity is one of the most critical elements in any 
information system. Generally, data integrity means protecting data from unauthorized deletion, 
modification, or fabrication (Sun, 2014):
 ◦ Proof of data possession: This scheme checks that an outsourced storage site retains a file. 

The data owner pre-processes the file, generating a piece of metadata that is stored locally, 
transmitting the file to the server. The server stores the file and responds to challenges issued 
by the client. (Shuang, 2014).

 ◦ Proof of retrievability: In this scheme, first the file is divided into blocks and then encoded 
with error correcting codes. Then check blocks called sentinels are embedded for each block. 
The verifier challenges the prover by specifying the positions of sentinels. The prover returns 
the respective sentinels (Desai, 2014).

These security mechanisms are applied, depending on the level of data sensitivity. So, for each 
data class, a set of security mechanisms is applied. Table 5 shows the applied security mechanism 
for each class.

4. SIMULATIoN ReSULT AND DISCUSSIoN: CLoUDSIM PRoJeCT

To simulate our proposed method, we have based it on the use of CloudSim project. The 
primary objective of this project is to provide simulation framework that enables simulation, 
and experimentation of Cloud computing infrastructures and application services (Goyal, 2012). 
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CloudSim supports both system and behavior modelling of cloud components such as data centers, 
virtual machines (Gupta, 2016).

In our proposed method, we have three classes of data, so we have decided to store each class 
in a dedicated virtual machine (VM). The storage process in CloudSim is presented with cloudlet. 
In CloudSim, the cloudlet represents a unit of the user-submitted task in the cloud that is executed 
in a virtual machine (Sahoo, 2017). Each cloudlet has specific parameters that distinguish each 
cloudlet, like the length, input file size and output file size. The length of cloudlet represents the 
needed computation power used by the virtual machine to perform this cloudlet. Figure 2 shows our 
CloudSim simulation architecture.

4.1 Properties and Description of CloudSim
Before starting the simulation, we have to set the properties of our simulation. In this simulation, we 
have created one data center with one host, which contains three VMs, each VM can execute one 
or more cloudlets. Besides, we have to define the allocation policy of the VMs in the data center, 
the VMs scheduler and the cloudlets scheduler. For that, we prefer to use the default allocation 

Table 5. The applied security mechanisms for each class

Data levels Authentication Encryption Integrity check Https(SSL)

Public No needs No needs No needs SSL handshake

Sensitive Single 
Authentication

Cloud-side encryption with 
AES-128 bits

Proof of data 
possession SSL handshake

Confidential Two-factor 
authentication

Client-side encryption with 
AES-256 bits

Proof of 
retrievability SSL handshake

Figure 2. CloudSim simulation architecture
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policy of CloudSim (simple policy). It is the easy way, which means that we assign the VM to the 
host, which has the needed resource to host it. In our case, all virtual machines are allocated to the 
same host; because it has enough resources to host all of them. For the scheduler, we prefer to use 
a space–shared scheduler in the level of the host. Which means that only one VM can be executed 
by each processing element (Pe), as we have three processing elements in our host, so each one of 
them is reserved for a dedicated virtual machine. For the scheduler of the cloudlets (tasks), we prefer 
to use the same scheduler (space-shared), which means that each virtual machine has to finish the 
current cloudlet first and then move to the next cloudlets. This scheduler is selected in order to know 
the execution time for each cloudlet separately. Table 6 represents the properties of the dada center, 
table 7 represents the properties of the host, table 8 represents the properties of the virtual machines 
and table 9 represents the parameters of the cloudlets.

4.2 Performance Discussion
For each class of data, a different cloudlet is executed, we have three cloudlets with deferent length. 
The length is selected according to the data class.

The public data is stored in the cloud with the execution of a lower cloudlet because it is 
stored directly in the cloud. However, for sensitive and confidential data, we apply a set of security 
mechanisms, which makes the treatment to store this data in the cloud more complex than public 
data. Therefore, the executed cloudlets to handle these typwwes of data is more than public data. 

Table 6. The properties of the data center

Data Center ID Number of 
Hosts

Number of VM 
per Host

Architecture of 
Data

Operating 
System

Virtual m/c 
Manager

2 1 3 X86 Linux XEN

Table 7. The properties of the host

Host ID RAM Storage Band Width Number of Cores MIPS per Core (Pe)

0 16 150 15000 3 10000

Table 8. The properties of the virtual machines

VM ID MIPS RAM Storage Band Width Number of VCPU

0 1000 4 50 5000 1

1 1000 4 50 5000 1

2 1000 4 50 5000 1

Table 9. The parameters of the cloudlets

Cloudlet ID Length Data class VM ID Data Center ID

0 10000 Public 0 2

1 20000 Sensible 1 2

2 30000 Confidential 2 2
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We have considered 4 scenarios; the treatment of data as public, like in Table 10, as sensitive data, 
like in Table 11, as confidential, like in Table 12 and with our proposed method, like in Table 13.

As we can notice in Figure 3, our classification method provides a better result in start time, 
compared to the other scenarios. Figure 4 shows that our method provides almost the best execution 
time and Figure 5 shows that our method provides the best finish time than the other scenarios.

4.3 encryption Discussion
In this step, we have evaluated our classification method from encryption perspective. For that, we 
have implemented our proposed encryption technique (after classification) and other existing methods, 
using java language. In this case, the scenarios of experiments are the encryption and decryption 
of different size files, using our proposed method of encryption and the existing techniques, which 
are, used in cloud storage systems such AES-128 bits and AES-256 bits algorithms. The encryption 
and decryption time is considered as the evaluation metrics. We performed experiments on Intel (r) 

Table 10. Public data storage scenario

File size(mb) Data class Cloudlet ID VM ID Start time Finish time Execution (ms)

5 public 0 0 0.1 10.1 10

10 public 0 0 10.1 20.1 10

15 public 0 0 20.1 30.1 10

20 public 0 0 30.1 40.1 10

25 public 0 0 40.1 50.1 10

50 public 0 0 50.1 60.1 10

Table 11. Sensitive data storage scenario

File size(mb) Data class Cloudlet ID VM ID Start time Finish time Execution (ms)

5 sensitive 1 1 0.1 20.1 20

10 sensitive 1 1 20.1 40.1 20

15 sensitive 1 1 40.1 60.1 20

20 sensitive 1 1 60.1 80.1 20

25 sensitive 1 1 80.1 100.1 20

50 sensitive 1 1 100.1 120.1 20

Table 12. Confidential data storage scenario

File size(mb) Data class Cloudlet ID VM ID Start time Finish time Execution (ms)

5 confidential 2 2 0.1 30.1 30

10 confidential 2 2 30.1 60.1 30

15 confidential 2 2 60.1 90.1 30

20 confidential 2 2 90.1 120.1 30

25 confidential 2 2 120.1 150.1 30

50 confidential 2 2 150.1 180.1 30
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core (tm) i5 3230 m CPU 2.6 GHz processor with 4 GB of ram on windows 8.1 operating system. 
We carried out experiments on 5 Mb, 10 Mb, 15 Mb, 20 Mb, 25 Mb and 50 Mb size text files. In 
this paper, we used samples, which are already classified using our technique. Table 14 shows the 
encryption /decryption results.

As we can notice in Figure 6, our classification method provides the best result in encryption 
time. Figure 7 shows that our method provides almost the best decryption time.

4.4 Classification Discussion
The problem with K-NN is that the number of K influences the result of classification, In K-NN 
algorithm it is difficult to select an appropriate value for K. This is a big disadvantage of the K-NN 
algorithm. To undertake this problem; we have adopted the principle of the multi-criteria decision 
method, called goal programming. The principle of this method is to define first a target like an 
ideal solution to reach and then looking for the nearest alternatives for this solution. For that, we 
have defined three targets, because we have three classes. In order to define the suitable target, we 
have calculated the distance between the new data and the predefined class of data, according to 

Table 13. Data storage scenario using classification

File size(mb) Data class Cloudlet ID VM ID Start time Finish time Execution (ms)

5 public 0 0 0.1 10.1 10

10 sensitive 1 1 0.1 20.1 20

15 confidential 2 2 0.1 30.1 30

20 sensitive 1 1 20.1 40.1 20

25 confidential 2 2 30.1 60.1 30

50 public 0 0 10.1 20.1 10

Figure 3. The start time results of cloudlets
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the security requirement defined by the user. Using the principle of goal programming method, we 
have surpassed the problem of accuracy known in K-NN classification situation. Table 15 shows 
the probability of the user’s security needs definition and its corresponding mechanisms in our 
system. Table 16 shows the evaluation of those mechanisms for each scenario. Table 17 shows the 
evaluation of each class according to the security mechanism and Table 18 shows the result of the 
distance calculation, which shows that in each scenario; we have only one selected class for data. 
The combination of the multi-criteria decision maker method with the K-NN method improves the 
accuracy of our proposed method.

Figure 4. The execution time results of cloudlets

Figure 5. The finish time results of cloudlets
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5. CoNCLUSIoN

The main concern of this paper was to propose an efficient cloud storage method, that provides 
confidentiality and integrity through data classification and applying security techniques. The focus of 
the research paper was to categorize the data according to the security requirements, using an improved 
K-NN method. In our method, the K-NN classifier is improved using goal programming decision-
making method and it is used to classify data based on the security requirements of the data. The best 
way to improve the confidentiality and the computational capacity of the VMs and servers is through 
data classification. In this way, it is easy to know which data needs what security and which data does 
not need any security. Without data classification, the user may over-secure or under-secure his data. 
The proposed method has been implemented in a designed simulation environment using CloudSim. 
The simulation results show that our method achieves better processing time, while assuring data 

Table 14. The encryption /decryption time results

File 
Size 
(mb)

Data 
Sensibility

AES 128 bits AES 256 bits Using Classification

Encryption 
(ms)

Decryption 
(ms)

Encryption 
(ms)

Decryption 
(ms)

Encryption 
(ms)

Decryption 
(ms)

5 Public 31 62 47 78 0 0

10 Sensible 47 78 62 94 47 78

15 Confidential 62 94 74 109 47 109

20 Sensible 78 109 78 125 78 109

25 Confidential 109 125 79 140 79 140

50 Public 125 172 125 188 0 0

Figure 6. AES-128 vs AES-256 vs. Classification encryption results
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Figure 7. AES-128 vs. AES-256 vs. Classification decryption results

Table 15. The probability of the user’s security needs definition

Probability Sensibility Access control Integrity check

Case 00 Public Not specified Not specified

Case 01 Private Cloud allowed Data must to be intact

Case 02 Private Cloud allowed Data have to be retrievable

Case 03 Private Cloud not allowed Data must be intact

Case 04 Private Cloud not allowed Data have to be retrievable

Table 16. Security mechanisms correspondence for each case

Scenario SSL (https) Encryption Integrity check Authentication

Case 00 25 0 0 0

Case 01 25 25 25 25

Case 02 25 25 50 50

Case 03 25 50 25 25

Case 04 25 50 50 50

Table 17. The evaluation of each class according to the security mechanism

Data classes SSL(https) Encryption Integrity check authentication

Public 25 0 0 0

Sensitive 25 25 25 25

Confidential 25 50 50 50
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security. The results depict that the proposed method is more relevant than storing the data without 
deciding the security needs of the data. In addition, the results show that the improved K-NN with 
decision-making method works better than the K-NN classification technique in terms of accuracy.

In future, more security requirements can be taken in order to improve the classification 
decision using the machine-learning. Furthermore, to enhance the security at the authentication 
and authorization level, attribute-based access control could be used in order to avoid unauthorized 
access to the cloud environ.

Table 18. The result of the distance calculation between predefined classes and new data

Scenario Sensitive Sensitive Confidential Selected Class

Case 00 √(02+02+02+02) √(02+252+252+252) √(02+502+502+502) Public

Case 01 √(02+252+252+252) √(02+02+02+02) √(02+252+252+252) Sensitive

Case 02 √(02+252+502+502) √(02+02+252+252) √(02+252+02+02) Confidential

Case 03 √(02+502+252+252) √(02+252+02+02) √(02+02+252+252) Sensitive

Case 04 √(02+502+502+502) √(02+252+252+252) √(02+02+02+02) Confidential
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