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Abstract

Differential privacy (DP) is a statistical definition of
privacy which ensures that the outcome of a com-
putation by an analyst only depends in a negligible
way on the presence of a single record in the dataset.
This framework has been extended first to the inter-
active setting where the analyst can ask an adaptive
sequence of queries, and then to the concurrent in-
teractive setting where the adaptive queries can be
performed concurrently on the dataset. A key result
of such frameworks is that of composition theorems,
which allow data curators to combine several algo-
rithms to obtain a new algorithm that continues to
satisfy DP, with certain privacy parameters. Obtain-
ing composition theorems in the concurrent interac-
tive framework and for advanced notions of DP is
delicate and some results have been obtained recently
[1, 2]. On the other hand a variety of tools have been
proposed for certifying that some given analysis are
DP. Among them, the typing approach embodied by
the Fuzz language consists in using a functional pro-
gramming language and a type system ensuring that
well-typed programs can automatically be rendered
differentially private. However this setting does not
allow to represent concurrent interactive systems. We
thus propose to extend it by using as language a pro-
cess calculus similar to the m-calculus, and we define
a trace semantics for it which allows to formulate
the DP property as an approximation trace equiva-

lence. Moreover, we introduce a type system in the
approach of session types and prove a soundness re-
sult stating that if a system of processes is well-typed,
then it is differentially private.

1 Introduction

1.1 Verification of Differential Privacy

Differential privacy (DP) is a wide-spread and pop-
ular notion in the area of data protection [3, 4]. Its
advantages over some other privacy notions are that
it allows to obtain mathematically robust results and
that it enjoys in its various settings a key property
of composability: a data curator can combine vari-
ous DP algorithms in order to obtain a new DP al-
gorithm. The literature has proposed and explored
many notions of DP which account for various refine-
ment levels of privacy such as for instance pure or
(6,0)-DP, (¢,0)-DP, Renyi-DP [5], f-DP [6] among
others. Depending on the variant of DP and on the
setting considered, the parameters obtained for the
resulting algorithm ensure a privacy bound that can
vary.

However, verifying in practice that certain specific
composed programs are differentially private can be
tedious and subtle [7]. See Gaboardi et al. [8], Bun
et al. [9] for results on the high complexity of this ver-
ification. For this reason, several tools based on pro-



gramming languages theory have been proposed for
assisting a programmer in checking whether a given
program is differentially private or not [10]. Among
them, the Fuzz approach [11] involves using a func-
tional language to write the analyst’s queries. It of-
fers a type system that statically ensures that a well-
typed query can automatically be rendered differen-
tially private.

This line of work in type-based differential pri-
vacy (DP) verification has continued and expanded
in various directions. For instance: DFuzz [12] ad-
vanced this area by offering more detailed sensitivity
analyses through the use of linear dependent types.
Some works have focused on dealing with (e, d)-DP
[13, 14, 15] and on considering the Euclidean metrics
for vectors and matrices [14]. Others [16, 17] have
explored how to handle various metrics within type
constructions.

Still, this one-shot setting where the DP property
is expressed for a single query is only a particular
situation and cannot account for some increasingly
common scenarios where the data analyst interacts
with the dataset in a sequential adaptive way and
the of primitives such as the Sparse Vector Tech-
nique (SVT) [18, 19], and the Private Multiplicative
Weights [20]. This leads to the study of interactive
mechanisms to obtain DP properties for such algo-
rithms.

Moreover in some cases analysts might want to per-
form multiple adaptive analyses on the same dataset
concurrently by interleaving their queries to several
differentially private mechanisms (see Figure 1, re-
produced from Vadhan and Zhang [21, Figure 3]).
They may, therefore, correlate their queries based on
the answers received from other mechanisms. This
setting can be seen as a type of multiparty inter-
action for which several composition theorems have
been proved in recent years for various differential
privacy definitions [1, 2].

M,
q1,0a1,42 '\
Adversary Dataset
Gas /
M,
Figure 1: Concurrent composition of interactive

mechanisms, where the adversary can arbitrarily in-
terleave its queries

1.2 A Type System for the Concur-
rent Composition of Interactive
Differential Privacy

The fact that verifying whether an interaction in a
specific multiparty system satisfies differential pri-
vacy is even more challenging than in the original
single-query settings raises the question of how one
could extend the typing approach, as illustrated by
the Fuzz language, to this more complex framework.

The first ingredient needed is a language to rep-
resent distributed systems composed of adversaries
and mechanisms, in a mathematical way. We pro-
pose to turn towards process calculi derived from the
m-calculus [22, 23]. They have been successfully used
in the literature [24] to represent interaction proto-
cols and to offer a solid basis on which to reason on
the properties of such protocols.

The second ingredient required is a theory to rea-
son on the privacy information in this setting. In-
deed as the communication is not any more a simple
query-answer, but consists in two-way flows of infor-
mation between an analyst/adversary and each mech-
anism, one needs a representation of this communica-
tion and a suitable definition of DP. We propose for
this an operational semantics based on fully prob-
abilistic labelled transition systems for representing
the behaviour of the system, and to define DP in



this setting by drawing inspiration from the ideas in-
troduced in Vadhan and Wang [1]. We will need in
particular to formalise what each processes sees from
the computation and how to quantitatively compare
computations.

Finally the third ingredient is a type system for this
m-calculus, in which one could integrate the parame-
ters needed for the DP analysis. To address this, we
will introduce a type system in the format of session
types [24], an approach that has been extensively in-
vestigated in the literature, providing a robust and
versatile framework.

Once these three ingredients have been introduced,
our goal will be to prove a soundness theorem in the
following form: if a system of distributed mechanisms
is well-typed, then for any adversarial analyst the
global system composed of the analyst and the mech-
anisms satisfies a DP property, expressed with some
parameters given by the types. In particular, in our
type system, the role of composition theorems will be
fulfilled by the soundness of the typing rule for the
parallel composition of two (or more, by iterating)
mechanisms.

1.3 Contributions

In this article,

e we introduce a variant of the m-calculus with ses-
sions that includes constructs for finite replica-
tion and random number generation, and pro-
vide a probabilistic operational semantics for it;

e we provide typing rules that, in addition to en-
suring the usual safety properties, also track the
privacy parameters of the processes: specifically,
we introduce rules for the concurrent composi-
tion and the parallel composition of two interac-
tive processes;

o we offer a syntactical definition of the view of a
process to formally define interactive differential
privacy, and we prove that our typing rules are
sound with respect to this definition; and lastly

e we demonstrate how to write various programs
such as an implementation of the private Guess-
and-Check algorithm in our process calculus and

statically prove that it guarantees interactive dif-
ferential privacy.

2 Preliminaries

2.1 Differential Privacy

Differential privacy requires that the outcome of a
computation is approximately the same when a single
record, typically associated with a given individual,
is added to or removed from the input data [3].

Definition 2.1 ([4, Definition 2.4]) A ran-
domised algorithm M s (e, 0)-differentially private
if for all X C Range(M) and for all adjacent inputs
x and y, we have

PriM(z) € X] < e PrM(y) € X]+46. (1)

Remark 2.1 Fach application domain may utilise
its own specific notions of input and adjacency. How-
ever, the most common case is that two databases are
considered adjacent if one can transition from one to
the other by simply adding or removing a record.

In practice, as mentioned in the introduction, prov-
ing that a given algorithm is differentially private is
a complex task. This is why the community has fo-
cused on developing automatic procedures to trans-
form an algorithm into a differentially private (DP)
algorithm with known privacy parameters, typically
through the addition of well-calibrated noise to its re-
sult. To accomplish this, it is necessary to understand
how the algorithm in question responds to slight mod-
ifications in its inputs, i.e., its sensitivity, which can
be intuitively regarded as an upper bound on its slope
at any point.

Definition 2.2 A function f between two metric
spaces (X,dx) and (Y,dy) is said to be s-sensitive
if, for all inputs x and x’ in X, we have

dy (f(2), f(2)) < s~ dx(z,2"). (2)

Theorem 2.1 ([4, Theorem 3.6]) For all algo-
rithms f mapping to R™ that are s-sensitive with re-
spect to the L' metric, the randomised algorithm

= (fi(x) + Y1, ..., fu(z) +Y5) (3)



where Y; ~ Lap, . for alli is e-differentially private.

Remark 2.2 See Ghosh et al. [25] for a discrete ver-
sion of this mechanism, using integers rather than
real numbers.

Further automation in verifying differential privacy
can involve statically analysing the sensitivity of a
program, notably through the use of dedicated type
systems.

In particular, Reed and Pierce [11] introduced
Fuzz, a typed functional programming language
where types are interpreted by metric spaces [26],
and whose type constructors are derived from lin-
ear logic [27]. Thus, A ® B is interpreted as the
product space [A] ® [B] endowed with the L!-metric
(that is, dags ((a,0), (@', 1)) = da(a, @) + dp(b,b),
[A — B] is the space of all 1-sensitive functions from
[A] to [B], and for all sensitivities s, [!sA] is the
space [A] but endowed with the metric dj_4 = s-da.
In addition to this denotational semantics, Fuzz is
also equipped with a big-step operational semantics
[11, Section 2.6], whose evaluation relation we write
as |.

Typing  judgements are of the form
[x1: A1lsys. oy ]xn s Apls, F e : A and are sound
when [e] is a 1l-sensitive function from the product
space s, [A41] ® - ® I5 [A,] endowed with the Ly
distance to the metric space [A]. They may also
read, “For all 4, [e] is s;-sensitive in the variable x; of
type A;” Let us provide two examples of deduction
rules of such judgements: the introduction and
elimination of the tensor product.

lFa:A AFb:B@)I
'+AkF(ab):A®B
AFe:A®B T,[z:Al,y:Blske:C
I'+sAklet (z,y)=cinc:C

®QF

where the addition of two typing contexts is their
union, with pointwise addition of the sensitivity val-
ues, and sA is the context obtained by multiplying
each sensitivity value in A by s.

Finally, a monadic constructor () parametrised by
a fixed € ensures that if = f : A — OB, then [f] is
e-differentially private from [A] to [B] meaning that

we have performed the noise addition step within the
language itself.

Fuzz is the expression language we will consider
in the following, rather than merely a simply-typed
A-calculus. The sensitivity analysis will be crucial,
for example, in the typing rule [T-NSEND] (see Fig-
ure 3), and in the Guess-and-Check example (see Sec-
tion 6.3).

2.2 Interactive Differential Privacy

However, the framework we have considered so far
remains quite limited, as the communication is ter-
minated once a request has been sent and a result
obtained. As a consequence, it is not possible for the
server to correlate the noise it adds to the results sent
to the analyst in order to reduce its amplitude with-
out compromising privacy guarantees [18, 19]. For
this reason, a notion of differential privacy has been
introduced for interactive protocols.

Let us begin by recalling the definition provided by
Vadhan and Wang. An interactive protocol is a pair
of mutually recursive functions, referred to as parties,
and the view of a party is understood as “everything
it sees during the execution” [1, Definition 1.6]. We
write View(A || M) for the view of A when interacting
with M, and View(M | A) for the view of M when
interacting with A.

Definition 2.3 ([1, Definition 1.7]) A ran-
domised interactive algorithm M is  (e,9)-
differentially private if for all adversaries A,
for all X C Range(View(A || M(+))) and for all
adjacent inputs x and y, we have

Pr[View (A || M(z)) € X]
< e“Pr[View(A | M(y)) € X] +6. (4)

Remark 2.3 Note that we will use the term “adver-
sary” throughout this paper, as we do not know the
intentions of A. However, in many cases, it will ac-
tually refer to a data analyst.

There are two concepts of composition for interac-
tive differential privacy. The first is parallel compo-
sition, where two processes work on disjoint subsets



of the input domain. Therefore, the combined pri-
vacy guarantee only depends on the worst guarantee
of each mechanism and not on their sum.

Theorem 2.2 ([28, Theorem 4]) Let M, be mech-
anisms, each providing e-differential privacy. Let D;
be arbitrary disjoint subsets of the input domain D.
The sequence of M;(X N D;) provides e-differential
privacy.

The second is concurrent composition, where two
processes operate on the same data, potentially inter-
leaving their message sending and receiving. We will
only present one result from the literature as an illus-
tration, which is for (e, §)-differential privacy, where
the privacy parameters for all mechanisms are equal.

Theorem 2.3 ([1, Theorem 1.8]) If interactive
mechanisms My, ..., M, are each (¢, 9)-differentially
private, then their concurrent composition s
(k- €, (b —1)/(e® — 1) - 6)-differentially private.

Accordingly, we will later introduce two typing
rules for composition, [T-CoNc] and [T-PAR]|, as
shown in Figure 3.

2.3 Process Calculi and Session Types

In order to write interactive programs, we shall use a
process calculus, specifically the m-calculus [22, 23],
rather than functional languages like the A-calculus.
The core concept of the m-calculus is that of processes
communicating over channels, enabling two-way in-
teraction.

The syntax of the m-calculus we will use is defined
on Figure 2. The simplest process, denoted as 0, is
the trivial process that performs no actions. To cre-
ate a session, i.e., to open a communication chan-
nel between two processes, the syntax is a(k) . P
for session requests and a(k) . P for session accep-
tance. A process can then send an expression e over
a channel k, and proceed as P, which is written as
k!le] . P. Conversely, a process can receive an expres-
sion over a channel k into a variable x and proceed
as P, denoted as k?(x) . P. The m-calculus also in-
cludes control structures such as conditional expres-
sions, if e then P else @, which choose to continue

as process P or ) based on the evaluation of e. Ad-
ditionally, it supports branching and selection mech-
anisms, where a process can offer or choose amongst
several labelled branches with s> {l; : P, | i € T}
for label branching and s <l . P for label selection.
Names and channels can be hidden within a process
using (va)P for name hiding and (vk)P for channel
hiding.

Several type systems have been introduced for
this language, but we will focus on session types
(see Dezani-Ciancaglini and De’Liguoro [29] for an
overview), a type system that ensures communication
over a given channel adheres to a specified sequence
of actions, thus preventing mismatches and communi-
cation errors. The grammar of session types is given
in Figure 2. Specifically, the type 7A .« reads as “the
session expects a value of type A and then behaves
as a session with type a” (where A ranges over Fuzz
types). Conversely, !A . « reads as “the session sends
a value of type A and then behaves as a session with
type a” Additionally, &;{l; : «;} and ®;{l; : «;}
are session types for branching and selection, respec-
tively.

The syntax we adopted here for the w-calculus with
sessions is essentially the one of Honda et al. in their
seminal paper [24], with some minor modifications
in notation and naming influenced by a more recent
paper [30] by the same lead author [30].

Remark 2.4 We made two omissions from the usual
syntax of the mw-calculus with session types. First, we
chose not to include constructs for sending and re-
ceiving channels, that is for process delegation. While
such constructs can enhance modularity, facilitate ex-
ception handling, and increase concurrency [24, Sec-
tion 4.3], they are not strictly necessary and would
complicate the presentation. Second, we did not in-
clude recursive definitions. The rationale for this de-
cision and the alternative construct we use are dis-
cussed in Section 3.1.

3 Syntax and Typing Rules

In this section, we will present the extensions we have
made to the syntax of the m-calculus, as previously



introduced, in order to represent the processes that
are of interest to us. These are processes capable of
generating random numbers in order to randomise
the output of a program and thereby anonymise the
input data to a certain extent. We also introduce typ-
ing rules that are very similar to the ones in Honda
et al. [24, Figure 1], with the primary distinction be-
ing the addition of privacy parameters (e,d) within
the typing judgements.

3.1 Process Replication and Random
Number Generation

We extend the syntax of processes provided in Fig-
ure 2 to include two new constructs: finite process
replication (which partially replaces recursive defini-
tions) and random number generation (RNG).

P,Q,...:=--|*,P| Lapyk?(z) . P (5)

and accordingly the syntax of session types:

an=--- | #pa. (6)

Note that generating a random number is equiva-
lent, syntactically, to receiving a number from a spe-
cial channel.

Remark 3.1 We allow finite process replication
rather than arbitrary replication as we do not want
a process to generate an infinite number of random
numbers during its execution. Indeed, we aim to for-
malise without extending the notion of interactive dif-
ferential privacy found in the literature. For instance,
Vadhan and Wang [1, Definition 1.5] generates bi-
nary strings before the interaction, and Lyu [2, Sec-
tion A.1.1] explicitly bounds the number of interac-
tion rounds.

3.2 Typing Judgements

We consider two kinds of typing judgements: Fuzz
judgements [11, Section 2.2] for expressions written
in a simple functional language

I'Frugg €e: A

where T is a linear context mapping variables to types
(including function types and recursive types), and
process judgements

Tk PoA;(e,0)

where T' is a classical context mapping expression
variables and session names to types, written A
and («, @) respectively, (an environment), A is a lin-
ear context mapping session channels to session types
(a typing), and (€, ) are privacy parameters. We say
that a context A is completed when it only contains
end types [31, Section 2.2]. Anticipating the seman-
tics, such a judgement reads, “Under the environ-
ment T and the typing A, P is an (e, §)-differentially
private process.”

We write [I']; for the Fuzz context obtained by
adding a sensitivity annotation s to each expression
type in I' and I'; II T’y for the disjoint union of I’y
and I'y when they do not have any variable in com-
mon.

3.3 Operations and Relations

Before we can state the typing rules, we need to define
a number of operations and relations on processes and
typing contexts.

3.3.1 Congruence

First of all, the sets of free names, free variables and
free channels of a process P, as defined in the stan-
dard way (see Honda et al. [24, Section 2.2]), are
respectively denoted by fn(P), fv(P) and fc(P). We
write fu(P) for fn(P) U fe(P). Henceforth, a substi-
tution (of free variables) for P is a function from the
set fv(P) to the set of values. A substitution is well-
typed for an environment I' when it maps each free
name z € fv(P) to a value that is consistent with the

type I'(z).

Definition 3.1 Strong and weak congruence rela-
tions (denoted by = and =, respectively) are the
smallest relations that satisfy the following equations:

e if P =, Q (if P is a-equivalent to Q), then P =
Q,



0 inaction

klle] . P value sending
k?(x). P value reception
if e then P else (Q conditional
s>{l;: P;]i€elI} label branching

Process

PQ,...

|

|

|

|

|  s<l.P label selection

| P|Q composition

|  (va)P name hiding

| a(k).P session request

|  a(k).P session acceptance

|  (vk)P channel hiding
Session types « = 7A.«

| 1A.«

| @l i}

| end

Figure 2: Syntax of the m-calculus with session types

. *OPEO,

o (vu)0 =0, (vuu)P = (vu'u)P, and if u ¢ fu QU
fu@, then (vu)P || Q = (vu)(P || Q) and Q ||
(vu) P = (vu)(@Q || P),

o if P=Q), then P=Q,
e P|OZPand0O||P=P,
PIlQ=Q|Pand P (QI R)= (P Q) R.

Remark 3.2 Contrary to Honda et al. [24, Sec-
tion 2.3, both Honda et al. [30, Figure 2] and
Yoshida and Vasconcelos [31, Figure 2] consider that,
in general, (vuu)P and (vu)P are not congruent pro-
cesses. We adhere to the latter works.

Most m-calculus systems with session types con-
sider only a single congruence relation. However, in
our approach, since we do not treat the processes
P||Q and Q|| P, as well as P || (Q || R) and (P|| Q) | R
indifferently (see Definition 4.5 of process view, as
well as the typing and reduction rules), we distinguish
between strong congruence, for which the operation
| is neither commutative nor associative, and weak
congruence. This will lead in Section 4.1 to the intro-
duction of two additional reduction rules, [R-CoMM]

and [R-Assoc]. In like manner, P ||0 and P are only
weakly congruent, as their traces will have different
structures: the former is always a proper binary tree,
whereas the latter might be reduced to a leaf.

3.3.2 Composition of privacy parameters

We define %, a binary operation between privacy pa-
rameters [1, Theorem 1.8], which will be used in the
rule [T-CoNc] in the following way:

(61,(51)*(62,(52) = (61 + €9, 01 +e€152). (7)
Observe that this operation is neither commutative
nor associative.

Remark 3.3 In order to obtain tighter bounds, we
would consider a family of n-ary typing rules for con-
current composition, each with a corresponding n-ary
operation on privacy parameters,

3.3.3 Session types

In the communication between two processes over
a given channel, they perform symmetrical roles, as
each message received by one process is sent by the
other, and vice versa. For this reason, it is natural



to define the co-type of a session type. We accom-
plish this essentially in the same way as described by
Honda et al. [24, Definition 5.1], but with the addition
of considering the types involved in finite replication.

Definition 3.2 The co-type & of a session type «
is defined by structural induction using the follow-
ing equations: 1. & = «a, 2. PA.a = A . @,
3. &i{li : Oéi} = @z{lz : @i}, 4. FpQ = *,Q.

Definition 3.3 ([24, Definition 5.2]) We say that
two typings Ay and Ao, which map session chan-
nels to session types, are compatible whenever for all
channels k in dom(A1)Ndom(Az), we have A1 (k) =
Ao (k). In this case, we write Ay < As.

Definition 3.4 ([24, Definition 5.2]) The com-
position Aji o Ay of two compatible typings Ay
and As is defined by

(Al o) Az)(k)

B 1
| Aik)

3.4 Typing Rules

Zf ke dOm(Al) n dOm(Ag)

if k € dom(A;) \ dom(Az_;) (8)

The typing rules for our process calculus are now
given in Figure 3. Most of them are standard for a
process calculus with session types (see Honda et al.
[24, Figure 1] and Yoshida and Vasconcelos [31, Fig-
ure 6]), except for the addition of privacy annota-
tions, which form a second linear context, alongside
the session context.

However, we draw the reader’s attention to the
following rules: [T-NSEND] for the Laplace mecha-
nism; [T-CoNc] for concurrent composition, [T-PAR]
for parallel composition, and [T-REP] for the finite
replication. Moreover, what was stated as a theorem
in Honda et al. [24, Theorem 5.4 (1)], assuming the
inclusion of the [T-BoT] typing rule from Yoshida
and Vasconcelos [31, Section 2.3, due to the non-
associativity of the x law used in [T-CoNc] has to
be enforced in our case by the [T-CoONG]| structural
typing rule.

Example 3.1 As a running example, let us consider
an implementation of the one-round Laplace mecha-

nism for a fived privacy parameter €. Specifically, we
define

M = k?(f) . Lap, . ?(r) . K!I[f(D) + 7] . end
A=E!f].k?(y) .end.

The following typing judgements are derivable for
a = ?7(db — Num) . INum . end,

D :Db,f:Db—oNumk Mbvk:«a;(e0)
f:Db—oNumtF A>k:a;(0,1)

In order to obtain closed programs, we would need to
abstract the channels using [T-Acc] and [T-REQ),
and add therefore a session name in the environment.
However, since we are focusing on communication
here, this is not necessary.

In the typing rules as well as in the previous exam-
ple, either because the process we are considering is
not meant to be combined with an adversary (as it is
an adversary itself) or because the process does not
preserve privacy, we chose (0, 1) as a neutral value for
the privacy parameters. This choice is always sound
in the sense of Section 4.3, as it is sound if and only
if a certain probability is less than 1.

An example of a typing rule that does not
preserve privacy is [T-IF] for conditional expres-
sions. Intuitively, even if D and D’ are adjacent
databases, the processes if x € D then P else )
and if x ¢ D then P else () can have arbitrarily
different behaviour.

Similarly, sending data as in the rule [T-SEND]
does not ensure differential privacy because the data
could be private and might even include the entire
dataset. Therefore, to achieve meaningful privacy pa-
rameters, it is necessary to use a rule like [T-NSEND],
which requires the process to first add noise to the
data based on its sensitivity relative to the dataset.
The sensitivity analysis for this process is conducted
using the Fuzz calculus.

Finally, our type system has a weakening property
that allows one to effectively use the [T-PAR] rule



A completed I'FP>Ak:end;(e,0)
——— [T-INACT] [T-Bor]
I'E0> A;(e,0) F'EP>AKk: L;(e0)
F'ta:{a,a) THEP>AK:a;(ed) F'ta:{a,a) TEFP>AK:a;(ed)
[T-Acc] [T-REQ]
L't a(k). P> A;(e,0) Lt a(k). P> A;(e,0)
Moo Fruzme: A T HEPrAL: ;e )
I'FEle]. PrAk:1A.a;(0,1)
[)s Frozz e : Num T FP>Ak: «;(e,0)
'+ Lap,,.?(z). klle+x]. P> Ak : INum . o; (€ + €,9)
D,x: AFP>Ak: «;(e,9) D,z :Numb P> A;(6,5) Frug b: Num
[T-Rev] [T-LAP]
FFE?Nz).PrAk:7A. a5 (€,9) 'k Lap,?(z) . P> A;(e,0)
[[)s Fruzs € : Bool  T'FPrA;(ep,op) THQrA;(eq,dq)
I'Fif e then P else Q> A;(0,1)
FEPi>Ak:ag;(e,8) ... TEP,>AK:ap;(e0)
CEEo{li: Pilier> Ak &ier{li : ai}; (e, 0)
F'FP>Ak:aj;(d) jel
'k k<11j .PI>A7]€ : @iel{li : Oéi};(é,(s)
LEPioAg(e,61) TEPapAg;(ea,d2) A< Ay
'k P1 H P2 > Al o AQ; (61,51) * (62,62)
I P I>A1; (6,0) Iy H Py DAQ; (670) Al = AQ
F1HP2|_P1 || P21>A10A2;(6,0)
Fia: AF P> A;(e,9) 'EP>Ak:L; (6,9)
[T-NHIDE] [T-CHIDE]
T'F (va)P> A;(e,0) T'F (vk)P> A; (e, 0)
'P>A;(,0) P=Q I'P>A  Fpun: Nat

[T-Cong]| me 1
T Q> A;(e9) I'F*, P> *,A; (ne, 0= )

[T-SEND]

[T-NSEND]

[T-IF]

[T-BR|

[T-SEL;]

[T-Conc]

[T-PAR|

[T-REP]

Figure 3: Process Typing Rules



with different privacy parameters in its premises or
the [T-CoNc] rule with some variables used in only
one of the composed processes.

Theorem 3.1 (Weakening) Ifx ¢ T, a ¢ T, and
IT'FPrA;(e,0), thenT,x: Aya: (o, a) F P>A; (e +
€,0+4d").

4 Operational Semantics

4.1 Reduction Rules

We will provide an operational semantics for our pro-
cess calculus, presented as a fully probabilistic la-
belled transition system (FPLTS). We consider a fully
probabilistic system as the session types ensure the
absence of non-probabilistic non-determinism during
the reduction or a process. Moreover, the labels will
trace the execution, which we will use to define the
view of a party during an interaction.

Definition 4.1 ([32, Definition 6.1]) A fully
probabilistic labelled transition system (FPLTS) is
a triple (S, A, P) where

o S is a set of states (processes),
o A is a countable set of labels (actions),

o P:SxAxS —10,1] is a transition probability
function such that for all states x,

Z ZP(s,a,t) € {0,1}.

acAteT

(9)

To write the rules for such a transition system,
we use the notation introduced by Chatzikokolakis
and Palamidessi [33, Figure 1] for their process cal-
culus mpron. Specifically, we write

P{ @i}
Ppi el
when for all 7 in I, a process P reduces to ); with
probability p; and label ;.

In our case, the labels are binary trees labelled at
the leaves by atoms. These atoms are intended to
trace one reduction step of a simple process, that

is one that does not involve the parallel construct.
An atom can be, for example, €, for a conditional
evaluating to a boolean value v, or a,, for a value
exchange during an n-repetition (we may omit the
first element of the tuple when it is 1). Atoms can be
concatenated using the + operator! to form lists of
atoms, a fact which will be helpful later when defining
multi-step reduction.

The complete set of reduction rules is presented in
Figure 4.

Note that [R-LAP], as expected, is the only rule
that introduces randomness, and it does so through
the discrete Laplace distribution. The other rules
merely propagate this randomness.

Definition 4.2 (Ghosh et al. [25, Example 2.1])
The discrete Laplace distribution with parame-
ter b > 0, is defined by the following probability mass
function over Z:

e/t — 1
IS

Pn,b

x e /b

n (10)

4.2 Trace and View of a Process

Now, we will define the view of a process during an
interaction, which is an essential component, as we
have seen, in the definition of interactive differential
privacy. To achieve this, we will begin by defining
the multi-step reduction relation and the trace of an
execution.

Lemma 4.1 If P{l% Qi} , and for all i we have
pi i
j
QZ{% Rj} , then for alli and j, the trees k; and l;
v} J
have the same shape.

Proof.  The only notable case is that of the [R-
CoNG] reduction rule. We have explicitly ensured in
Definition 3.1 that strong congruence preserves the
shape of processes. O
This lemma allows us to define the two-step reduc-
tion relation using tree concatenation as follows.

1Consider the cons operator from languages in the LISP
family.
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el T el L
[R-TRUE] [R-FALSE]
if e then P else Q{GTT) P} if e then P else Q{% P}
e(i v ) (R-VaL] - o [R-CHAN]
Ble) . Pl K2(2) . Q{2 P | Qo)) alk) - P l[a(k) . Q{55 (P Q) )
[R-SEL]
kaly. P ko {l; - P}{”)PHP}
li i
P{o By, {1,
- [R-HIDE] w0 [R-Con¢]
)P{=5 (u)P;}, PIIQ{= P qf,
[R-LAP]
Lap,?(z) .P{ﬁ P[n/x]}nez
ety [R-REP]
Kie] . Py || #nk?(x) PQ{% Pyl (Pofo/a] || 50 1k2(2) . o)}
P{5 Q) P=P (¥)(Qi=Q)
o : - [R-CoNg]
P{or @,
PP Qi 11Qu ) Py (P || B){ 2520 Py | (P | Pao) |
[R-ComM] z l1' z ° [R-Assoc]
P P {5 Qu 1 Qu ), (P Po) || Py {25 (P | o) | P

Figure 4: Process Reduction Rules
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Definition 4.3 The concatenation t1 + to of two bi-
nary trees t1 and to, which are labelled at the leaves
and have the same shape, is the binary tree obtained
by concatenating the labels leaf by leaf.

Example 4.1 The concatenation of (a,(b,c)) and
(d, (e,[f,g])) is the tree ([a,d], ([b,¢€],[c, [, g]))-

Definition 4.4 For any two processes P and @Q, let
Xpr be the set of all processes QQ such that P can
reduce to Q with probability ppg and label lpg, and
Q can reduce to R with probability por and label lgg.
Now, for a given label I, let Xpr; be the subset
of Xpgr that consists of the processes @ such that
lpg +lgr = 1. We say that P reduces in two steps
to R with probability p and label | whenever Xpr is
non-empty and p = ZQGXPR,LPPQ -por- We then
write
i)

to account for all such R.

This construction generalises by induction to any
number of steps, and we write —* for the transitive
and reflexive closure of —». We then call a possible
label for this multi-step reduction a trace —which is a
binary tree labelled at the leaves with lists of atoms—
and we denote by T the set of all possible traces.

Finally, given an appropriate countable probabil-
ity space €, the trace Tr(P) of the execution of a
process P, where

P{5 R}
Pi 7
is the naturally defined random variable such that for
all ¢

Pr[Te(P) =L =p;.

Remark 4.1 The definition of traces we have pro-
vided is quite intricate and subtle, as it involves using
trees instead of lists. For an explanation involving
lists, see, for example, Bian and Abate [3], Defini-
tion 6].

In order to gain some intuition on the behaviour of
traces, consider the following lemma.

Lemma 4.2 For all processes P and Q, the proba-
bility that Tr(P || Q) is a leaf equals 0.

Proof. The only reduction rules that can apply to a
concurrent composition are [R-VAL], [R-CHAN], [R-
SEL], [R-REP], and the structural rules [R-ComM]
and [R-Assoc]. The labels of the conclusion of each
of these rules form a binary tree with two subtrees.
O

Now, we define the view of a party during an inter-
action as the left subtree of the trace of the execution.

Definition 4.5 The view of a process A interacting
with a process M, written as View(A || M), is the
following random variable: Left(Tr(A || M)), that is,
w — Left (Tr(A || M)(w)).

Remark 4.2 Fxcept in rare particular cases, we
have View (A || M) # View(M || A).

Example 4.2 Toaking the same example as before
(Example 3.1), for every integer n,

Pr[Tr(A[f] | MID]) = (In,7n)] = Pr,1/e -

where l, = [af, ap(Dy4n), and Ty = [Qp, Yy Qp(DY4n)-
In addition, for all n, we have Pr[View(A | M) =
In] = Pnyje and Pr[View(M || A) = 7] = pp,i/e-
Note that by summing over all integers n, we find
that the probability that the trace of this execution and
view of either party is of the given form equals 1. In
particular, in contrast to M, which always has access
to it, as shown by the presence of vy, in its view, the
adversary A never has access to the generated random
value. This prevents them from subtracting the value
from the final result to infer private information.

4.3 Differential Privacy as Approxi-
mate Trace Equivalence

We say that a process M is differentially private when
M][S] and M[S’] have approximately the same trace
when interacting with an adversary, provided that .S
and S’ are sufficiently close.

Definition 4.6 Given an environment I' and a typ-
ing A, we say that a process M is (e, d)-differentially

12



private if for all adjacent substitutions S and S’ that
are well-typed for T, for all adversary processes A
such that A || M[S] (and A || M[S']) are closed pro-
cesses, and all X C Range(M), we have the following
inequality:

Pr[View(A || M[S]) € X]

< e Pr[View(A | M[S]) € X] +4. (11)

In practice, for straightforward cases, S and S’ will
often be substitutions involving a single variable. The
entire database and the adjacency of two substitu-
tions thus correspond to the adjacency of their asso-
ciated databases. However, this relation is subject to
redefinition depending on the specific area of appli-
cation.

Remark 4.3 Baier et al. [32, Theorem 4] have
shown that their notion of approximate trace equiva-
lence for labelled Markov chains is induced by a form
of approximate probabilistic bisimulation. We there-
fore expect that one could rephrase our definition of
interactive differential privacy in the latter frame-
work and obtain the same metatheoretical properties
as those in Section 5.

5 Metatheoretical Properties

We must prove that our type system provides suffi-
cient conditions to ensure interactive differential pri-
vacy for processes (according to Definition 4.6); in
other words we need to show its soundness. To
achieve this, the most crucial part is to show that
the choice of privacy parameters is sound.

Let us begin by stating some properties regarding
the traces and views of processes.

Lemma 5.1 For all processes P, Q and R and
traces ty, to and t3, we have

Pr[Te((P[| Q) [ R) = ((t1,t2),t3)]
=Pr[Tr(P[| Q| R) = (t1, (t2,t2))] . (12)

Proof. This is a consequence of the structural re-
duction rule [R-Assoc]. O
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We write Left™ (T) for the inverse image of T' under
the function Left, which is the set {¢ € T | Left(¢) €
T}.

Lemma 5.2 For all processes P, Q@ and R and sets
of traces T, we have

Pr[View((P || Q) || R) € Left*(T)]
= Pr[View(P || (Q | R) €T]. (13)
Proof.

Pr[View((P || Q) || R) € Left*(T)]

- Y S em(PlQIR) =

t1ELeft* (T) t2€T

(t1,t2)]

=33 S P Te((PIQ) | R) = ((t1, 1), t5)]
= >3 Y Pe[I(P(QI R)) = (b1, (b2, 15))]

t1 €T to €T t3€T

=3 Y P[m(P(Q|R) =

t1€T toeT
= Pr[View(P | (Q || B)) € 7.

(tlv tQ)}

Note that we use Lemma 5.1 to prove the third equal-
ity. O

Corollary 5.3 The [T-CoNC] typing rule is sound.

The proof by Vadhan and Wang of the concur-
rent composition theorem becomes more straightfor-
ward in our framework, given that the ad hoc post-
processing step on the view of the combined adver-
sary is reduced to merely taking its left subtree.
Proof. Without loss of generality, we restrict our
analysis to the case where 6; = d; = 0, see [1, Theo-
rem 3.3]. Let S and S’ be two adjacent substitutions,
we want to show that for all sets T,

Pr[View (A || (M1[S] || M2[S])) € T
< et Pr[View(A || (M1[S] || M2[S"])) € T] .
To this end, since e“1e®? = etz it suffices to show
that we can perform one substitution at a time, that
is,
Pr[View(A || (Mi[S] || M2[S])) € T]
< e Pr[View(A || (M1[S] || M2[S])) € T .



This inequality indeed holds, which we will prove
by introducing a combined adversary and using
Lemma 5.2:

Pr[View (4 || (M (5] | MalS]) € 7]

= Pr[View((A || M1[S]) || M2[S]) € Left*(T)]

< e Pr[View((A || M1[S]) || M2[S"]) € Left*(T)]
= e Pr|[View (A || (M1[S] || M2[S"])) € T]

The inequality arises from our hypothesis that M, is
an eg-differentially private process. O

Lemma 5.4 The [T-PAR] typing rule is sound.
Proof. See Theorem 2.2. O
Lemma 5.5 The [T-REP] typing rule is sound.

Proof. This result follows from Vadhan and Wang
[1, Theorem 1.8], who obtain better privacy parame-
ters than those achieved by repeatedly applying the
* law, as discussed in Section 3.3.2. O

Finally, we can the soundness theorem and the
same good properties for our language as Honda
et al. [24, Theorem 5.4].

Theorem 5.6 (Soundness) If I' b M > A;(e,9),
then M is an (€, 0)-differentially private process.

This implies that if a process M is well-typed, then
it is (e, d)-differentially private (as defined in Defi-
nition 4.6), and discloses only a limited amount of
private information when interacting with any ad-
versary A that meets the given assumptions. This
is particularly notable as the well-typedness of the
process is proved by a finite derivation.

Theorem 5.7
o Typing is preserved by reduction:

IfT + P> A;(6,0) and P{%* Qi}, then for

i

all i, we have T'F Q; > A; (€, 9).
o A typable program never reduces into an error.

To be precise, the second point means that the type
system ensures communication safety (only data of
the expected type are exchanged) and session fidelity
[29, Section 2].
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(a) Example 1

(b) Example 2

HO

(c) Example 3

Figure 5: Interaction between the different processes
of the example section

6 Examples

6.1 The Forwarder Process

To demonstrate how our type system accounts for
communication between mechanisms themselves, and
not merely the interaction between mechanisms and
an adversary, let us consider the scenario where a
process that does not own any private data acts as an
intermediary between a mechanism and an adversary
(see Figure 5a) that is a man in the middle (MITM)
for our running example (Example 3.1).

Given a 1-Lipschitz function (also known as a 1-
sensitive function) from Db to Num, a database D,
and channels k and &’ of session type @« = ?(Db —o
Num) . INum . end, or of its co-type @, we define

A=FKIf]. K?z).0
F=Kf). K[f]. k2) . K] .0
M = k?(f) . Lap, . ?(r) . K!I[f(D) + 7] . 0.

Even though, when reducing A[f] || (F || M[D]), the
adversary A, and indeed every possible well-typed ad-



versary, only interacts with F', which owns no private
information and is therefore differentially private for
all privacy parameters, F' || M[D] is correctly typed
as e-differentially private by our typing rules.

6.2 A Database Split between Two
Servers

To illustrate the rule of parallel composition and the
fact that a substitution for a mechanism may involve
more than one variable, let us consider two processes
M; and My that exhibit identical behaviour (for in-
stance, both implementing the Laplace mechanism)
but have access to different halves of the database,
and a data analyst who wants to roughly estimate
the total number of entries. By applying [T-PAR],
we get

Dy :Db, Dy : Db My || Mavky : o, ke = k2 5 (€,0)

for the straightforward session types a and /3.

The validity of this judgement involves well-typed
adjacent substitutions. In this context, a substitution
for M || My consists of two databases, D; and Ds.
To achieve the correct notion of adjacency for the
combined databases, these halves must be disjoint
sets.

Let count be the 1-sensitive function that counts
the number of elements in a set. The analyst may be
represented by the following process, using a special
channel k as an output to a device like a screen:

A = kq![count].ka![count].k1?(c1) . ka?(ca) . kl[e1+c2].0

(All five other possible orderings between message
sending and receiving are well-typed, which illus-
trates that an adversary can arbitrarily interleave its
queries to the two mechanisms [1, Section 1.4].)

6.3 The Private Guess-and-Check Al-
gorithm

Let us show that our language is expressive enough
to write the Guess-and-Check algorithm (see Algo-
rithm 1, taken from Lyu [2, Algorithm 1]), and that
our type system can prove it preserves privacy (see
Theorem 6.1).
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Let us begin by informally describing the algo-
rithm. An adversary sends queries —which consist
of a function to be executed on the database and
an expected response— to a central server. If the
guess is approximately correct, then the adversary is
informed and no privacy budget is consumed. Con-
versely, if the guess is far from the correct answer,
the adversary is informed and provided with a value
that is approximately correct. The interaction ceases
after a certain number of rounds, unless the privacy
budget is completely depleted beforehand.

Data: private dataset X, error
tolerance E > 0, privacy
parameter € > 0, maximum number of
negative queries ¢ > 1, number of
interaction rounds T’

p e Lap(1/e);

fori=1,2,...,T do

Receive the next query (f;, 74);

i + Lap(c/e);

if |fi(X)—7i| +v > E+ p then
v; e F(X) + Lap(c/e);
report (wrong,v;);
t—t+1;
if t = ¢ then halt;

else

| report pass
end

end
Algorithm 1: Private Guess-and-Check [2, Al-
gorithm 1]

Remark 6.1 In the following, it will be more con-
venient to use a functional syntax similar to the
ML programming language, rather than mathemati-
cal syntax.

This algorithm can be viewed as a variant of the
Sparse Vector Technique [18, 19]. As a result, the
latter can serve as a foundational component to sim-
ulate the Guess-and-Check algorithm.

The Sparse Vector Technique responds to at most
¢ incorrect queries (for an error tolerance of E) out
of N total queries about a database D. It interacts



on a channel k£ and uses a memory cell named a to
store its internal state. A memory cell is an object
with two methods named read and write. For a
detailed definition in terms of processes that use the
branching and selection constructs, refer to Honda
et al. [24, Example 3.3, Example 3.4].

SVT(c, E, N, D, k, a) =
Lap(1l/epsilon)?(rho);
a.write 1;
repeat N times

k?2(f, v);

let t = a.read () 1in

if t >= c then k![0] else
Lap(c/epsilon)?(gamma) ;
k![abs (f(D)

end

a.write (t + 1);

end

Given the environment I' = {¢ : Nat, £ : Num, N :
Nat, D : Db, a : Cell(Nat)} and the typing A = {k :
N (?(Db — Num®Num).!Num.end)}, the following
typing rule is sound [19, Theorem 2]:

[T-SVT]
T'FSVT(c, E,N, D,k a)>A; (3¢,0) (14)
Note the crucial usage of a type of the form A —o
B for 1-Lipschitz functions from [A] to [B], which
is present in Fuzz [11, Section 2.1] but absent in a
standard simply typed A-calculus.
From there, we can follow the reasoning of Lyu [2,

Appendix B].

Theorem 6.1 ([2, Theorem 5]) The Guess-and-
Check algorithm is 4e-differentially private.

Proof. The Guess-and-Check algorithm can be sim-
ulated with SVT || L (with the appropriate substi-
tution for the free variables) where L implements
the Laplace mechanisms. Moreover, (3¢,0) % (¢,0) =
(4€,0).

7 Related work

We have already mentioned in the introduction some
references to type systems for non-interactive differ-
ential privacy of functional programs, including the
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Fuzz language [11] and its extensions. A generalisa-
tion of this approach to handle interactive differential
privacy has been proposed in Winograd-Cort et al.
[35], it consists in a two-layer language and does not
deal with any concurrency aspects.

Concerning probabilistic versions of the 7-calculus,
Chatzikokolakis and Palamidessi [33] defined the
Tprob-calculus, a variant of m-calculus with proba-
bilistic choice, and Das et al. [36] introduced a lan-
guage for probabilistic session types, and similarly to
Tprob Uses a construction for probabilistic branching.
However none of these two papers is motivated by
differential privacy. Our approach differs in that we
substitute the probabilistic choice with a mechanism

- V) + gamma < E + rholi generating random numbers. This is crucial for

our type system, as it allows us to manage non-trivial
(e, ) bounds, which would not be possible with prob-
abilistic choice.

Xu [37] investigated DP properties in a probabilis-
tic process calculus, but this calculus is a variant
of CCS, a less expressive language. In particular it
does not explicitly represent mechanisms such as the
Laplace mechanisms.

Some other works like [38, 39] explore DP proper-
ties for probabilistic labelled transition systems and
relate them to some bisimilarity distances [39]. How-
ever their focus is quite different as they do not con-
sider a process syntax as we do in the present paper,
and they do not address concurrent interactive DP.

8 Future Work

First, we would like to determine whether our cal-
culus, or an extension of it, could guarantee privacy
properties in other contexts, particularly in the realm
of local differential privacy [40, 41] where there is no
central aggregator.

Moreover, if future research in the field of inter-
active differential privacy were to explore the gen-
eration of an infinite sequence of random numbers
instead of just a finite one (see Section 3.1) propos-
ing a new definition of a private process, and if they
proved composition theorems for this new definition,
we could replace our replication primitive with recur-
sive definitions. This would raise interesting seman-



tic issues, particularly in relation to measure theory,
since the probability spaces involved would have the
cardinality of the continuum.

Finally, as outlined in the section on the semantics
of our system, one may investigate the consequences
of replacing our current formal definition of interac-
tive differential privacy, which is expressed in terms
of approximate trace equivalence, with an alternative
framework based on approximate bisimulation.
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