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Abstract—The use of modelling tools for the design of indus-
trial systems is increasingly replacing the documentation produc-
tion resulting from a classic system design process. One of the
problems to be solved in order to fully succeed in this transition
is information confidentiality management. It is also necessary to
propose a system design process that allows an evolution through
the whole design life cycle, and that guarantees a coherent design
for a given level of confidentiality. To the best of our knowledge,
neither current Model Based System Engineering (MBSE) tools,
nor academic research propose solutions to this specific issue. In
this paper, we propose a model based system design process to
manage elements belonging to different levels of confidentiality.
The process guarantees a plurality of confidentiality levels in line
with Bell-Lapadula security policies for the secure management
of system design and specification, as required for the protection
of national and coalition defense information. It includes the
separation into enclaves and adaptations guaranteeing the preser-
vation of confidentiality and integrity to authorized users. We
describe how this process can be leveraged for current modelling
tools by exploiting existing multi-user functionality.

Index Terms—Security of complex systems, System modelling,
Product life cycle

I. INTRODUCTION

System specification and design documents for sensitive
projects often consist of two separate parts: confidential and
non-confidential. Among confidential documents, there are
security annexes which state the rules to correctly use the
whole documents. Thus, identifying data classification levels
becomes the first step an organization should consider when
developing a data sensitivity program. Then, the organization
should apply an access control on data with respect to the
level of sensitivity. This corresponds to the ”Information Flow
Enforcement” access control in the SP800-53 report from the
National Institute Standards and Technologies (NIST) [1].

Indeed, to be protected against system attacks, the design
of these systems should include a prior security analysis.
More precisely, a first security analysis consists in identify-
ing critical assets, performing a risk assessment and taking
decisions regarding the security controls to be applied. The
latter information being sensitive and impacting the system
design, it is important to propose solutions allowing, in a
system modelling, to take this information into account and
to restrict its access to only authorized persons.

Prospective analysis [2] foresee a greater use of modelling
approaches for system design. This is known as Model-Based

System Engineering (MBSE). These designs respect normed
industrial processes such as ISO/IEC/IEEE 12207 and cap-
ture information from initially separate documents (Technical
Requirements Specification, System/Subsystem Specification,
System/Subsystem Design Description, Security Annexes,
Product Breakdown Structure, Interface Control Document).
Yet the confidentiality is ensured by a unique level of sepa-
ration in sensitive documents. However, the information from
security analysis documents impacts the overall design and is
an integral part of its modelling. In case of sensitive systems,
modeling involves adding mechanisms to manage different
levels of confidentiality and authorization within the models. It
is therefore necessary to extend all the design constraints based
on an MBSE approach to introduce a management process
considering the confidentiality and the access authorization
rules.

Many recent works (UAF [3], SysMLSec [4], MBSEsec [5],
Capella Cyber Security viewpoint [6], MBCA [7], SMSA [8],
SoSSEC [9]) make it possible to integrate security ele-
ments into system modelling designs to secure require-
ments. However, those approaches, as well as their corre-
sponding modelling tools (Cameo System Modeller, Modelio,
Capella/Arcadia, and other SysML modelling tools) work
with a ”flat” view on the information, which means without
managing the confidentiality protection need of specification
parts design nor managing access in line with an authorization
policy.

To the best of our knowledge, related works not or only
partially cover these needs, in particular works based on
Model Driven Development [10], [11], data obfuscation and
filtering [12], enclave partitioning [13], works on database
confidentiality management [14], [15] and [16], or industrial
processes [17] do not, or only partially address the previously
mentioned challenges.

Thus, in this paper we propose an approach, based on
the security enclaves concept, to manage different levels of
confidentiality in an MBSE process. This approach is built on
top of several years of expertise in design in sensitive systems
within a large company in the defense area.

The remainder of the paper is organized as follows: in the
next section we provide an example illustrating the research
problem of mixing elements of several confidentiality levels
in MBSE modelling and an analysis of confidentiality man-
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agement choices done in the Galileo modelling system design.
In section 3, we list a set of criteria derived from industrial
experience in a sensitive domain, to which our approach
comply. Section 4 details our approach. We show how our
approach complies to the criteria in this section 5. We present
the application of the proposed approach on the illustrative
example in section 6, as well as its integration in current
MBSE tools. Before concluding in section 9, a comparison
with related work is given in section 7, and a discussion on
the integration in MBSE tools in section 8.

II. ILLUSTRATIVE EXAMPLE AND INDUSTRIAL
SOLUTIONS PROPOSAL

In this section, we illustrate the problem using a simple
example. We then emphasize the limits of the solutions pro-
posed on a complex industrial project, before presenting our
approach in the rest of the paper.

A. Illustrative Example

In order to illustrate the problem and the need to distinguish
the elements of an MBSE modelling according to the level of
confidentiality and to allow a differentiated access in integrity,
we present in Figure 1 a view of the design of a Level-Crossing
Control System carried out with the Capella tool1. We are
amending this design and adding a remote attack vulnerability
identified on one of these design elements. This information
is issued from a risk analysis and is considered as a sensitive
security information.

Consequently, such information should only be accessible
by a limited number of authorized users. Further, it should
not be visible to the system engineers in charge of designing
the operational part of the Level-Crossing Control System. In

1https://www.eclipse.org/capella/getstarted.html(access September 2023)

addition, to prevent this information from leaking, it should not
be stored in the same memory space as the rest of the system
design when it is defined. Moreover, designers in charge of
modelling the risk analysis elements must not be able to
modify the elements of the operational part.

Thereupon, our approach deals with the latter requirements
among others. It aims to ensure the non-disclosure of con-
fidential information from global system design models to
unauthorized persons.

B. Proposed solutions in the Galileo Complex System

Morlet and all [17] present a feedback from the use of
MBSE tools in the system design of the Galileo satellite
navigation system. Among all the issues stated is this need for
confidentiality management and protection. The two solutions
proposed are to first completely validate a design for a given
confidentiality level in order to carry out the system design
at the higher confidentiality level. The solution proposed in
a second step consists of working in parallel on all levels
based on the unclassified reference model. A modification to
a security level impacting this model is reported to it.

These two solutions have strong drawbacks. The first is the
safest but does not allow agile, iterative and parallel operation
according to the confidentiality levels of the system design.
The second partially allows such operation, but allows working
on the same model element at different design levels, and
postpones modifications from a given confidentiality level to a
lower confidentiality level, with a high risk of data disclosure
sensitive.

The solution proposed in this paper aims to propose a
solution as secure as the first solution, but offering iterative
production capabilities in a collaborative environment specific
to the needs of product development in a real industrial
context.

More specifically contributions of this paper are as follow:
(1) A design process for MBSE modelling with confidentiality
inter-enclave management, (2) an implementation of this pro-
cess based on read/write access to modelling elements carrying
confidentiality and integrity information, (3) an application of
the proposed approach on a case study, (4) a process allowing
the integration of the solution in current MBSE tools, and
a concrete integration in the Capella tool as a real proof of
concept.

III. ASSESSMENT CRITERIA

As previously mentioned, according to our industrial expe-
rience in a sensitive area, regardless of the proposed approach
to multi-level confidentiality management, the criteria below
must be met. These criteria respond to the changing needs,
according to the evolution of the risks of a major European
industrial player in the defence and cybersecurity sector in
designing its systems. As a former designer in that company,
one of this paper’s authors has managed these criteria for
several years. The first three relate to security requirements,
derived from security controls as defined in the NIST SP800-
53 framework. The fourth criterion results from the control and
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handling of accountable information as indicated in the NATO
note [18], the latter links a confidential data creation to the
level of protection of the physical resource to be processed and
stored. The fifth criterion concerns iterative and agile process
flow application and the last one assesses the generalisation
of the proposal to any kind of models.

• Confidentiality, Consistency, Integrity assessment
(AC1): The solution should assess the access to autho-
rized people with a strict access in reading and writing.
The design at one given confidentiality level should be
consistent. By consistency we mean in the one hand the
complete design of the system related to requirements up
to a confidentiality level, and in the other hand without
inconsistencies between the models regardless their level
of confidentiality of modelling design.

• No leak assessment (AC2): A model element being
designed at a given confidentiality level can’t be accessed
from the lower confidentiality levels of system modelling
design.

• Storage confidentiality assessment (AC3): A model
element being set at a given confidentiality level can’t
be stored in the same memory space where lower confi-
dentiality levels system modelling designs are stored.

• No manual labelling assessment (AC4): The user should
work with modelling design tool without being worried
on confidentiality labelling. The confidentiality level set
of a model element is at the liability of the design process
environment.

• Iterative and adaptive assessment of process flow com-
pliance (AC5): The solution should be adaptable to any
life cycle, with a separation of the specification, design,
development, test and validation stages with respect to
the confidentiality levels of the system.

• Genericity of the solution assessment (AC6): The
solution should be generic according to the metamodels
and models to which it is applied, and to their number
of confidentiality levels.

These criteria are the result of extensive expertise in the
construction of sensitive systems that have to withstand real
attacks.

IV. A DESIGN PROCESS TO ENSURE REQUIREMENTS
CONFIDENTIALITY DURING SYSTEM DESIGN MODELLING

The approach we are proposing consists of a process aimed
at satisfying these criteria. This approach ensures the manage-
ment of a system design combining information from several
levels of confidentiality at the design modelling stage.

A. Inter-Enclave Behavior Justification

The capture of attack scenarios such as the one presented
in section 2 comes from a risk analysis. It is clearly stated in
the ISO 31000:2018 [19] standard relating to risk management
that the creation, storage and processing of documented infor-
mation resulting from this analysis should take into account
the sensitive nature of the information. It is therefore necessary
to adapt the access to this information and its processing only

Fig. 2. Process including confidentiality management

to users identified as authorized to access it. This need of
protection is even more significant when it comes to systems
in the field of defense and whose information (e.g. encryption
key, sensitive algorithms, information on the physical charac-
teristics of the secret information transmission) comes under
a level of confidentiality (secret, top secret, coalition defense
secret) imposing clearance and strict rules regarding the access
to information.

The application of this risk management therefore imposes
a separation in terms of access and storage of the elements
described in the form of requirements. These requirements are
the entry documents of the system analysis, and propagate a
need for differentiated management in access and storage of
the result of the design of these requirements.

It is therefore essential, in the modelling approach used for
the systems design considering a risk analysis, to offer the
management capacity in separate enclaves for elements from
different sensitivity. Although the elements are in different
enclaves they still form the same system design.

The first task will take place at the upstream of the sys-
tem design to properly classify the information on the input
requirements provided to the various involved actors in the
system design. Indeed, in the example of section 2, it is likely
that the information on the potential system vulnerabilities
should be hidden from the system engineers in charge of the
operational design part. On the other hand, they will surely
have information on the identification of the sensitive assets
to be protected, as well as their life cycle (creation, storage,
transmission and processing). This information is used to apply
generic security controls as described in the NIST 800-53
standard [1].

B. The Proposed Design Process

This classification of requirements related to their level of
confidentiality supposes that the system design is carried out
in parallel on separate parts handled by different people. In
the long term these parts compose a global design verifying all
the input requirements of the system design. We will therefore
have an operating mode such as described in Figure 2, with
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Fig. 3. Validation with multi-levels of confidentiality

the following steps:
(1) At the end of the risk analysis, we include an identification
of the elements to be injected into the modelling for the
system design and their level of confidentiality. These elements
are listed to be traced in their injection into a design by
MBSE. (2) The system analysis excluding security analysis
is carried out in the enclave of lower level of confidentiality,
with capture of the design by MBSE. (3) This model with
level n of confidentiality is transferred to the n+1 confidence
level enclave. (4) Security analysis information (e.g. an attack
scenario or the sensitivity level of a system asset) is integrated
into the model. Elements of confidence level n can’t be
modified. (5) In an iterative behavior, the confidentiality level
n enclave model evolves. (6) This model is transmitted to
the level n+1 enclave in the same way as in step 3. It is
possible to identify by comparison the delta between these
two models and the impact of the injection of level information
confidentiality (n+1). (7) In the same way as in step 4, this
model can be completed with confidentiality level information
(n+1).

In this management, it is not mandatory to give people
authorized to write in the confidence level enclave (n+1), to
have this right in the confidence level n enclave.

This iterative process applies the no read-up and no write
down Bell-Lapadula rules [21]. It forbids storage in an enclave
of information of higher confidentiality level. It also provides
a strong write integrity rule of limiting write capability in the
exact enclave of confidence level of the model element.

C. Inter-Enclave Designs Inconsistency Mitigation

Note that between 2 iterations of design model feedback
(step 6), from confidentiality level n, it is necessary to integrate

again and adapt the design information of confidentiality level
n+1. This implies a potential redesign work which can be quite
expensive. This can also lead to choices that do not allow
satisfactory consideration of security requirements.

This situation can however be strongly attenuated by a
coarse grain structure of the design model with the prior
definition of the interfaces making it possible to work on
fixed architectural elements. In addition, the system engineers
have part of the design security information, which makes it
possible to direct the design towards choices that facilitate the
integration of elements resulting from higher level confiden-
tiality requirements. However, the need to modify the lower
privacy level design cannot be ruled out.

A restrictive industrial process involving security and prod-
uct managers must then be provided for adapting the input
requirements of this design to the next iteration, without dis-
closing higher confidentiality level requirement information.

D. Validation of Systems with Multi-Levels of Confidentiality

The purpose of validation is to demonstrate that a product
or product component fulfills its intended use when placed in
its intended environment. In the previous example of Level-
Crossing Control System, we might wanted to mitigate the
remote threat identification by the addition of a specific
endpoint detection and response (EDR) proxy, which will be
described in the physical refinement view of the system view
presented in Figure 1.

In enclave of confidence level n, the requirements related
to this design will be validated. In enclave of confidence level
n+1, the validation of specific requirements, as the test of
mitigation procedures assessment related to remote attack in
the example, should be done.

As shown in Figure 3, this may be considered as a particular
integration test suite mixing elements of level of confidentiality
at most n+1.

E. Impact on Modelling

Subsection 4.1 justifies the global process based on enclave
partitioning. We express here its refinement at modelling
level to ensure confidentiality, consistency and integrity. The
solution is applied on cases of potential confidential elements
in MBSE, reported in Table 1.

We state here our proposal of constraints for multi-enclave
management of MBSE designs. Metamodels and models used

TABLE I
CONFIDENTIAL INFORMATION IN SYSTEM MODELLING DESIGNS

Confidential information Example

1. Metamodel element Part of the metamodel describing the capture of instances of the risk analysis part,
or certain parts such as the list of encryption algorithms offered.

2. Instances of metamodel element Instance of this metamodel describing an attack scenario.
3. Attribute The annotation following the risk analysis as an asset to be secured of a model element
4. Information broadcast by Application in the Capella metamodel of confidential information report actions between

metamodel transformation operational, system, logical and physical views as proposed in the ARCADIA methodology [20].
5. Element inconsistent with A proxy that is only traversed by higher confidential information. Maintaining this

deletion of confidential elements element can be considered as a disclosure of confidential information.
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in a given enclave carry information confidentiality by read-
only or read/write access. Any metamodel and model element
from lower level enclave is read-only. All element created
within an enclave has read and write access in that enclave.
Access Enclave Elements in reading and writing and potential
relations towards the elements of models and metamodels from
enclaves of the level of less privacy are stored in the current
enclave.

Fig. 4. User data access of multi layered modeling designs.

Fig. 5. Figure 2 steps impact at modelling level

Figure 4 presents the application of the proposed solution
on the example from section 2. Access to the enclaves will
be done with a secure access policy of the Mandatory Access
Control (MAC) type, and restrictions conforming to the role
of the users.

F. Modifying the Model Between Iterations

In this section we provide the elements allowing a transfer
of design model information to be carried out when receiving
a new model of the enclave with a lower sensitivity level. The

underlying model for these models is an XMI file which has
a tree structure and cannot be modified in higher sensitivity
level enclaves. The design complements therefore appear in the
XMI file at the extremity of the trees. Frequently, capturing
relationships between model elements results in memorizing
identifiers of other elements. Each element is stored in an
XMI tag and has an attribute carrying a unique identifier
distinguishing it from other elements. Linking two elements
means either containing in this element description attributes
memorizing the identifiers of other elements, or including the
beacon of one element inner another element, as defined in
the tree-based structure of these files.

Figure 5 presents the impacts of the models in their rep-
resentation in the form of XMI files in their use in the
process described in Figure 2. The steps 2 and 5 report the
evolutions of the model in the lowest confidentiality enclave.
Each node of the tree structure corresponds to an XML beacon.

A copy of the elements between two models received will
consist of ensuring the presence of the leaf nodes on which
the design elements have been added, as well as the referenced
beacons.

At one iteration of the model, it is transmitted to the
higher level 3 which completes it 4 and enriched with
superior confidentiality elements without modifying the model
received.

In the next iteration, the model evolved with the addition
and removal of 5 elements. If the deleted elements are not
elements in which elements to be integrated from the higher
level enclave, or referenced elements, are nested, then the
extension is carried out without difficulty with a guarantee
of respect for the grammar of the model. Otherwise, it is
easy to identify situations of loss of consistency 6 . Either the
higher level privacy model is modified to allow the extension,
or a process under the responsibility of security managers is
applied to modify the lower level model.

V. EVALUATION OF THE PROPOSED SOLUTION

To evaluate the proposed solution, we analyse its compli-
ance to the verification criteria defined in section 3. Table 2
presents the results on rules corresponding to criteria refine-
ments.

For each rule, explanatory elements are provided and prove
this compliance. The proposed design process, integrating
modeling system design tools, covers all the needs expressed.

The proposed process processes and stores data at a con-
fidentiality level in a dedicated enclave accessible only to
people authorized to access. This data can only be transmitted
to enclaves with higher confidentiality levels. Confidentiality
protection is well assured.

Maintaining consistency is also well integrated and illus-
trated in Figure 5, which allows validation of the system for
a given level of confidentiality.

Integrity is also guaranteed because the modification of an
element for a given confidentiality level is only possible in
the enclave allocated to this confidentiality level. Users of the
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TABLE II

ASSESSMENT CRITERIA VERIFICATION

Rule assessment Verification

AC1.R1. Confidentiality Each element can be annotated with the level of that of the enclave in which it was added,
but it is not mandatory with access read-only privacy level items inferior. Implicitly writable
elements of the enclave are of the enclave level of confidentiality, the others are of a lower level.

AC1.R2. Consistency Lower enclave-level consistency and higher level model elements addition consistency
guarantee the consistency of the model at any level of confidentiality.

AC1.R3. Integrity Enclave access control and read-only protection of level-n model elements reported at level (n+1)
guarantee the integrity criterion assessment.

AC2.R1. No leak to It is not possible to add elements with a level of confidentiality higher than that of the enclave.
lower level

AC2.R2 No miss from Steps 3 and 6 in Figure 2 reflect the provision of the level n models in the level enclaves
lower level confidentiality (n+1).

AC3.R1 Storage In Figure 4, we see that at each enclave can only be stored elements up to the compliance
confidentiality level of the enclave.

AC4.R1 No labelling error By construction, any added element is of level of privacy of the enclave.

AC5.R1 Iterative process The process presented in Figure 2 provides such iterative steps.
flow

AC5.R2 Multi-levels A comparison between 2 iterations of n-level enclave models helps to identify differences.
modification
impacts

AC5.R3 Dynamic metamodel As the level enclave metamodel (n+1) includes the level n enclave metamodel, it can be modified
modifications impacts dynamically independently of the treatments lower enclave level. On the other hand, it will be

necessary to postpone these metamodel changes to the level enclaves of superior confidentiality.
AC5.R4 Validation at a given The confidentiality level of each system element is defined, and the system is consistent for each

confidentiality level confidentiality level. We deduce the validation of the system at a given confidentiality level.

AC6.R1 Genericity The solution is applicable to multi layers designs independent to the models.
AC6.R2 Multi-layer The solution is applicable to multi layers designs, with no prerequisites to the number of layers.

management

template at a higher privacy level have read-only access to this
item.

The description of the impacts on the product development
process is presented in Figure 2 and refined in Figure 5 to
describe the impacts in terms of manipulation of system design
models. Figure 3 shows the variation in the other stages of the
life cycle, allowing confidentiality protection at each of them.
The iterative process applies to any life cycle, notably allowing
its application in agile processes [22]. This process also offers
a sharing of design work according to the confidentiality levels
of the product to be produced. This sharing makes it possible
to work in parallel on these different enclaves.

We have not made any presuppositions about the metamod-
els and models on which the process applies. The proposed
solution does not require annotating the elements of specific
security information models and metamodels. Our proposed
approach is therefore generic and applies to any metamodel
for which the identification of the level of confidentiality
has not been carried out beforehand, this can be carried out
in the upstream phase for the production of a product by
those responsible. of security. For the same metamodel used,
this choice of division into confidentiality levels may vary
depending on the project.

In the following section we show how to represent in a
hierarchical form a model described on a single level and
mixing information from different confidentiality levels. We
then discuss in section 8 how the additional capabilities nec-

essary for this hierarchical representation are already present
in modeling tools offering multi-user functionality.

VI. APPLICATION ON THE MBCA METAMODEL

We rely on the metamodel elements described in a very
recent existing work on the integration of cybersecurity risk
assessment into requirement engineering [7] to illustrate the
application of the approach. These elements are reported
in Figure 5. In blue we present classes of the metamodel
describing the operational features, and in white the classes
added to specify features related to security management. We
extracted from the metamodel description the part dedicated to
capture scenario description information. These scenarios can
be either operational scenarios or scenarios describing feared
events. These elements are highlighted in purple in the initial
MBCA metamodel.

Conforming to the proposed process, we will therefore con-
sider that the part of the metamodel describing the operational
scenarios of a confidentiality level n, and the part of the
metamodel describing the scenarios of feared events with a
level of confidentiality (n+1). We deduce in Figure 6 the
corresponding metamodel parts and an instance example of
it for the enclaves of privacy level n and (n+1) for the purple
part of the initial metamodel presented in Figure 5.

In accordance with the principle set out in subsection 4.5,
the elements of confidentiality level n are read/write accessible
in the privacy level n enclave and are accessible read-only in
privacy level enclave (n+1). The confidentiality level elements
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Fig. 6. “Flat” view of the MBCA metamodel from [7]

(n+1) are accessible in read and write in the level enclave of
confidentiality (n+1), and are not present in the enclave of
confidentiality level n.

VII. RELATED WORK

Recent work deals with the capture of security information
( [3], [4], [5], [6], [7], [8], [9]) in models. However the multi-
level confidentiality of the model is not addressed in these
works. The specific problem of managing the confidentiality of
information in multi-level confidentiality models is therefore
new and, to the best of our knowledge, there are no proposals
that specifically address the problem explained in section 3.

Therefore, we analyze different approaches for managing
confidentiality or existing masking and see to what extent it is
possible to adapt them. We are guided in this by constraints
such as those defined by state bodies, for example French
Inter-ministerial General Instruction No. 1300 [23] on the
protection of national defense secrets.
In a different modelling descriptions as the security models
already mentioned, an overview of Model-Driven Develop-
ments [10] list several proposals with particularly rich security
information stored and processed. But they do not apprehend
access right and storage constraints issues of specific mod-
elling elements. It is also the case of Hu et all model [11],
which proposes a UML security model but with no separation
in enclaves.

As indicated in [12], obfuscation is known as being a
good data confidentiality protection. In our case, obfuscation
does not obfuscate elements of the metamodel, which may be
necessary. Moreover, obfuscation keeps the structure of the

model, which can already be considered as a disclosure of
confidential information.
Filtering tools would allow confidential elements to be hidden.
However, it will be necessary to ensure that the filtering
information is not present in the underlying formats of the
filtered model displayed. It will also be necessary to ensure
a distinct memory storage of the models of different level
of confidentiality for their modification in writing. Finally,
it is necessary to ensure that the data of a given level of
confidentiality resulting from a security analysis is considered,
which may be different from the instances of a predefined set
of classes of the metamodel.
Johnson and Stevens [13] propose a model confidentiality
management between two companies with a common part
and specific confidential parts managed either by a two-way
transformation relationship, or with specific access to certain
parts of the model. There is not in their work a conformity of
confidentiality order relationship present in the management
of enclaves respecting the rules defined by Bell and Lapadula.

We present in the following security management on
databases with similarities with the current work. Denning,
Lunt, and all [14] annotated database table entries with items
of privacy levels, and views restricted to those levels by
anonymization. Their work of defining a multi-level rela-
tional data model (MDB) focuses on the impact of these
anonymizations in the inter-table inference rules and maintain-
ing consistency with anonymized inputs. These works differ
because they are not based on a description of metamodels and
consistency rules that benefit MBSE-type solutions, and do
not address multi-enclave storage. The modification of access
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Fig. 7. Hierarchic view of the purple metamodel part of Figure 6, and of a system design instance

to data according to the level of confidentiality authorized for
access has been studied mainly on databases and characterized
under the term polyinstantiation. Among these works, [15]
analyzes the management of the same database with different
levels of confidentiality. In their proposal, the access man-
agement with respect of integrity respects the rules of Bell-
Lapadula, but with the level of confidentiality carried by the
database and not by the storage enclave. These works differ
also by information duplication.
Brodsky and all [16] propose to process queries with respect
to confidentiality to a database via a Disclosure Inference
Engine (DIE). In this proposal the level of confidentiality of
the information is explicit by annotation, there is no mention
of the modification of this data, nor of the storage in enclaves
of different level of confidentiality.

VIII. DISCUSSION

A. Application by Current Modelling Tools

We have presented in section 4 an approach allowing to
process models with elements of several levels of confiden-
tiality, ensuring confidentiality of access and storage. This
solution applies to any model managing information with a
plurality of confidentiality levels. This was barely addressed
by the previous work described in section 7.

The application of this solution requires on the one hand
the possibility to determine the read-only or read/write access
of elements of models and metamodels, and on the other hand
the ability to compare two models. These functionalities exist
in several modelling tools for systems design. In particular to
allow multi-user use which obliges to make accessible only
in read-only mode (locker) the elements being modified by a
stakeholder. Thus well known tools such as EMFStore [24],
ModelCSV [25], Modelio Constellation [26], or even Team
for Capella [27] offer such multi-user capabilities.

Let us take the example of Capella. Capella is an open-
source MBSE modelling tool and a graphical editor provided
with an appropriate engineering method called “Architecture
Analysis Design Integrated Approach” (ARCADIA). Capella
and ARCADIA are designed by THALES, a European leader
in cybersecurity.

Capella offers a multi-user capability called Team4Capella.
In this capacity, users must authenticate before accessing the
model. An item that is modified by one user is not writable
by other users until that modification is complete. The Capella
tool also allows you to add additional design capabilities
that are included in the form of plugins called viewpoints.
These viewpoints are extensions of the basic meta-model in
order to enrich the model. Among these viewpoints a security
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viewpoint, called DARC, notably makes it possible to qualify
the assets in terms of level and type of vulnerability, as well
as the addition of attack scenarios.

To ensure access to model elements only to authorized
persons with guaranteed respect for read/write or read-only
rights, and in accordance with the proposed approach we
define two memory enclaves. In one of these enclaves, in
charge of the system design of the operational part of the
application, we do not integrate the DARC viewpoint.

At a given deadline, this model is transferred to the other
enclave, via its xmi description file. In this enclave the DARC
viewpoint is added to the basic Capella metamodel.

This approach is illustrated in Figure 7, on the crowd
surveillance drone case study provided for download with the
DARC view point. To allow the reproducibility and replica-
bility of the proposed solution, Team4Capella and DARC are
available for download.2

Fig. 8. Integration proposal in Capella

B. Security Analysis Based on the Proposed Confidentiality
Management

In this paper, we presented a tooled process allowing the
design of systems with information confidentiality protection.
This work constitutes a first step in the more global tooling
of the product development process to ensure the security of
systems.

We describe in Figure 9 this process as part of a more global
integration of information elements, processing, production of
artifacts in order to improve the product development process
to produce equipment from more secure complex systems.

With this in mind, we are now working on a characterization
of the information to be injected into a system design. We
choose this information so that it is available during the

2https://www.eclipse.org/capella/download.html (access september 2023)

specification phase, therefore by exploiting information from
a risk analysis.

At the end of the design phase, in the enclave of confiden-
tiality level allowing us to benefit from all the information, we
work on a security analysis in order to allow on the one hand
the production of security directives and on the other hand the
production of security code for its use in the validation phase
of operational and security requirements.

Fig. 9. Security Information exploitation

IX. CONCLUSION

In this paper, we propose a solution to ensure requirements
confidentiality in system modelling designs including infor-
mation with different levels of confidentiality. The proposed
solution includes a set of criteria to assess a system multi-
level confidentiality, a design process to ensure requirements
confidentiality and mitigate inter-enclave design inconsistency.

At first glance, the multi-enclave management of models
combining elements of different levels of confidentiality with
respect to integrity could be very complex to implement. Our
solution shows that not only this is not the case, but that the
MBSE tools by their collaborative requirement engineering
capabilities often already implement all the functionalities
allowing the setting implementation of this solution.

It’s true that the solution we propose allows the designer to
define the different levels of confidentiality, but it doesn’t help
her/him to define them consistently with the risk analysis. As
future work, we plan to formalise the dependencies between
the assets defined during the risk analysis and the design
elements. This will give us the opportunity to carry out a
consistency analysis between the recommendations of the risk
analysis and the definition of the enclaves.
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