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Background Websites collect their visitors' data
for various purposes, such as targeted advertising, and relyon third parties for such collection. One option for WebsitePublishers to share visitor data with these 3rd parties is toinstall Tags they provide and use Google Tag Manager(GTM) to manage them. Until now research considers GTMas a single tracking script, our work casts light on theinternals of GTM.
Methods We study Tags from the point of view of
the Publisher on an empty website. This approach enablesus to install tags in an environment we fully control.
• In-depth analysis. We analyze 6 tags in-depth by hand tolist types of data collected from: technical and legaldocumentation, tag dashboard and network traffic.
• Large-scale study. We develop a program thatautomatically installs 719 Tags and collects their traffic onour website. For the 352 Tags making network requests, westudy both the data collected and with whom it is shared.
• Policy analysis. With a legal scholar (Cristiana Santos),we study the privacy policies of the 3rd party providing thetag. We especially focus on the clarity of the reference tothe tag, the disclosure of third parties collecting data anduse of cookies.
• Consent mode. Finally we study Google Consent mode, afeature that enables tags to be aware of user consent: weinstall the Google Tag on our website and visit it twice,refusing and accepting consent, to assess potentialdifferences in data collection practices.
Findings Tags collect information about the
website visited, device features and use first- and third-party cookies. We found that 49 tags share data withmultiple companies, with one tag contacting 26 of them!Analysis of privacy policies shows that Tag providers oftenomit to declare with whom the data is shared and thecookies used. Moreover, privacy policies studied nevermention tags explicitly, leaving Publisher to guess whetherdeclarations apply to the tag they installed. Finally, wediscovered that the Google Tag through its use of GoogleConsent Mode collects personal data when users declineconsent, potentially violating EU data protection laws.
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In-depth analysis : Architecture of a GTM installation. Tags
run in the browser, collect data and send it to third parties.

Consent mode: Data actively sent by the Google Tag when
accepting and refusing consent. The values in red are sent

independently of consent.

Large-scale & Policy analysis: Tags send data
to multiple companies and don’t declare it.

Large-scale study: A broad set of personal data
types is actively collected by the tags

Previous submissionhttps://arxiv.org/abs/2312.08806

Criteo
One Tag

Perfe
ct au

dien
ce pixel

Shar
eaho

lic

Messa
ge Mate

First
Impres

sion.
io Integ

ratio
n Tag

Amplitud
e Anal

ytics
Lega

cy

Fasl
et’s Size

Me Up
Sprig

Tag Infos
et

AWIN Conve
rsion

0
5

10
15
20
25
30

# of declared companies # of undeclared companies

3p cook
ies
1p cook

ies

Websit
e dom

ain

Websit
e page

Opera
ting

syste
m

Page
nam

e

Compute
r arc

hitec
ture

Brow
ser v

ersio
n

Brow
ser n

ame
Lang

uage

Opera
ting

syste
m vers

ion
0

10
20
30
40
50
60
70
80

# of tags

https://arxiv.org/abs/2312.08806

