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ABSTRACT

IoT devices by nature are prone to side-channel attacks. Indeed,
it is easy for an attacker to get physical access to such devices.
Masking is one of the most widespread side-channel attack counter-
measures. Among masking, hardware threshold implementations
have the advantage of being resistant in the presence of glitches,
while maintaining relatively low share refreshing costs. To this end,
threshold implementations rely on three properties that should be
satisfied: correctness, uniformity, and non-completeness. Recently,
some research has relaxed these properties to present more efficient
schemes (e.g. two shares threshold).

In this paper, we study the security that can be achieved by relax-
ing these properties. We show that, in some cases, we need a local
additional property to ensure provable security. This local property
allows us to prove the security of a threshold implementation of
Friet-P presented in the original paper. Next, thanks to this new
property, we show that we can reduce by 25% the required random-
ness for the threshold implementation of Friet-P. Finally, we show
how this property allows us to propose some implementations of
3-share 4-bit s-boxes that were not possible with classical threshold
implementation rules.

CCS CONCEPTS

« Security and privacy — Side-channel analysis and counter-
measures.
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1 INTRODUCTION

Many cryptographic implementations have been proven to be vul-
nerable against side-channel attacks (SCA). However, masking can
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be employed in order to protect the system’s sensitive information
from third parties [5, 13, 21].

The typical process in establishing a secure masking scheme is
to represent the circuit and its leakages through an abstract leakage
model, then prove the security of this construction in that high level
of abstraction. In this context, the traditional d-probing model is
considered a good example: the adversary obtains the noiseless data
by placing d-probes on intermediate wires. This simple model can
be compared to the more realistic noisy leakage model [10, 17]. This
fact is particularly useful since the application of probing analysis
is easier than modeling side-channel leakages in the noisy model.

Thanks to the security reduction from the probing model to the
noisy leakage model we can then hope for some level of security.
Unfortunately, this reduction relies on some assumptions. In partic-
ular, it assumes leakage independence. This means the shares leak
independently, however, this may not be true in hardware due to
the presence of glitches, defined as an undesired and unexpected
pulse in a combinational circuit. Furthermore, glitches cause un-
necessary power consumption. Thus, hardware designers also try
to diminish the glitches for low energy reasons.

It has been shown that glitches can decrease the security order
of masked circuits [14]. Nevertheless, eliminating the glitches while
keeping a reasonable implementation cost is not a straightforward
task. Therefore, these hardware hazards threaten the security estab-
lished by masking. In this context, the threshold implementations
were proposed as the first method that considers the presence of
glitches in masking [16].

Indeed, threshold implementations (TI) do not eliminate this haz-
ard but manage the shares in a way to avoid creating shared func-
tions that are sensitive data dependent in the presence of glitches. In
contrast, classical masking methods do not take into consideration
the presence of physical defaults like glitches.

In their work, Nikova et al. defined three properties: uniformity,
non-completeness, and correctness [16]. These properties guarantee
provable security against first-order Differential Power Analysis
(DPA) even in the presence of glitches. Besides dealing with glitches,
threshold implementations try to reduce the number of random
bits needed for refreshing.

Our contribution. In this paper, we are focusing on TI as an
efficient side-channel attack countermeasure in the presence of
glitches. We also propose a new design for FRIET which represents
an Authenticated Encryption (AE) technique. We denoted it as
Friet-TL

To prove the security of this threshold implementation of Friet-
P, which was introduced in [22], we propose a new intermediate
property that we call independence. Our scheme can solve the
non-fulfillment of some important TI properties in certain register
layers. Theorem 1 in section 3 shows this important characteristic.
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We consolidate different SCA countermeasures in order to prove
the security of relaxed TI constructions.

Finally, our method is illustrated through the study and proof
of our Friet-TI security. Moreover, we bring the analysis of a 4-bit
s-box, as an example of applications of our method.

Paper organization. Section 2 presents the background of differ-
ent techniques such as the threshold implementations and Friet.
Section 3 includes our first main contribution: the analysis of the
TI properties and a new intermediate property. Section 4 details
our new technique on a real use-case: the Friet-TI. This section
also contains accurate security proof for this implementation. In
Section 5, we search for more efficient 2-stage 3-share s-boxes that
can be efficiently implemented in a relaxed threshold manner.

2 BACKGROUND

In this section, we summarize the threshold implementations and
the Friet permutation, on which we will demonstrate the application
of our method.

2.1 Threshold implementations

To prevent side-channel attacks (SCA), multiple approaches have
been introduced. Among them, masking is one of the most popular
due to the good understanding of its security requirements [5, 13].
Proofs of security in masking rely on some assumptions defined by
a leakage model [17]. However, the independent leakage assump-
tions may not be fulfilled in practice. For example, in hardware
implementations, glitches may reduce the security order of masked
schemes [14]. In this context, due to glitches, a masked circuit
may present exploitable leakages that are directly correlated to the
unmasked variable.

TI were proposed as a solution for masking schemes in the pres-
ence of glitches [16] that are provable secure against first-order side-
channel adversaries. TI adapt the multiparty computation (MPC)
technique at the circuit level, with relaxed constraints due to the
nature of considered attack [12, 20].

The concept of MPC is carrying the computation by independent
parties with no knowledge of the secret value. In TI, these parties are
substituted by independent sub-circuits, known as shared functions.

In masking, the Boolean sharing of the secret variable a needs s
random shares (ay, az ..., as+1). Thus, a secret share asy1 is com-
puted in a way that agy1 =a®a; ®az ® - - - ® asy1. The goal of a TI
is to find shared functions F; that will allow computing a function
F using a partial sharing of the secret variable.

To achieve security against glitches, Nikova et al. [16] proposed
the non-completeness property. The main idea of this property
is to not use all the shares of the secret in the same sub-circuit
implementing a shared function, similarly as in the MPC technique.
Thus, a sub-circuit (or party) cannot reveal information about the
secret. However, in the case of computing high-degree functions
that are used in cryptography, the non-completeness property may
not be sufficient. It can be shown that the number of shares to
implement a function of algebraic degree « is at least & + 1 shares.

To implement a high-degree function efficiently, the literature
suggests dividing it into a composition of low-degree functions [4].
Then, the uniformity is a second property required to securely
compose masked functions. This property can be outlined when
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the output of a shared function is indistinguishable from a fresh
sharing of the unshared value. This definition is really useful for
security in the univariate case, but may be insecure in case of
higher-order attacks [19].

In order to define the uniformity, let F : Fom + Fan be a function
and Fj with 1 < j < s+ 1 its shared functions. For all random
sharing (aj, ag, . . ., as+1) satisfying >; a; = a, the number of tuples
of input sharings 7 = {x,y, z,...} for which F;(I) = aj, is equal
to 26=D(m=n) times the #7 ¢ ]F’Z" for whicha = F(x = Y x,y =
¥,z = 2,z,...). Hence, if F is a permutation on F*, then the
functions F; define together a permutation on (Fam)*.

While in most existing works, the uniformity definition makes
use of the unshared function, in [2, 8] the given description only con-
siders the output sharing. More formally, a sharing (a1, az, . . ., as+1)
is an uniform sharing of a if 3 p* such that Va we have :

p* if (a1, a,...,as41) € Sh(a)

Pr[(ai, az, ..., as41)la] = { 0 otherwise

Prlay, as,...,as+1] = Prla]. (1)
(a1,a2,....a5+1) €Sh(a)

Where Sh(a) denotes the set of valid sharing of a.

Finally, correctness ensures F(3; a;) = % Fj(a1, az, ..., as+1),
i.e. the result obtained in shared computation corresponds to the
intended computation. Interestingly, this third TI property is neces-
sary for security, as we will see in the next sections.

Different masked circuits have been proposed grounded on the
TI concept. In 2012, a TI of all 3 X 3 and 4 X 4 s-boxes was proposed
in [4], allowing efficient implementation of block-ciphers. A s-box
classification was used in order to facilitate the implementation of s-
boxes in TI manner. It also introduced a permutation decomposition
scheme into a composition of quadratic ones. This decomposition
is necessary to reduce the number of required shares (a function of
degree t required at least ¢ + 1 shares; theorem 1 in [16]). Thus, the
TI can be used as a tool to establish secure s-box implementations.

More recently, to make hardware-masked implementations stron-
ger in the presence of physical defaults, a sound, but conservative,
property was proposed: the d-glitch immunity [8, 11]. The proper-
ties, considered necessary and sufficient for masking, reformulate
the probing security concept in hardware implementations using
the adversary model introduced in [19]. Every probed wire accords
knowledge about its inputs until the final synchronization point
to the adversary. By the replacement of each probe with its glitch-
extended form, they achieved an information-theoretic condition
for masked implementations in the existence of glitches.

2.2 Relaxation of TI

In this section, we look at some schemes inspired by TI. The main
idea is to keep inputs of sub-circuit independent of each secret.
We call generalization of TI constructions, constructions that deal
with secret sharing in hardware but require no extra randomness in
their inner computation. It differs from masking as strong masking
definition such as NI/SNI, which requires randomness in their inner
computation to have provable security.

We consider only first order, as the higher-order case has been
shown to be vulnerable to multivariate attacks [15]. One of our
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goals is to reduce the number of shares, hence we will consider
only 2-share cases.

A first-order sharing of ¢ = ab is constituted by the set of cross-
products a;bj with i, j € {1,2} . The independence from the sensi-
tive variable for each output share ¢; depends on the input sharing
independence from a and b. Therefore, non-completeness is a nec-
essary condition. Nonetheless, this solution increases the number
of shares.

To illustrate this affirmation, we draw the following example for
first-order TI with 2 shares. We consider the sharing of the function
d=a®bc:

di = a1 ®bycq dy = bicy d3 =ay ® bycy d4 = byey.

Then if we consider e; = di ® dy and ey = d3 ® d4, the generated
sharing will be uniform. But it requires 2 cycles as we need to store
the partial results d;. Different examples were presented in [2],
showing that the required number of shares is influenced by the
function’s representation and the degree of the s-box.

Also, the cost of TI strongly depends on the number of input and
output shares, both in terms of gating counting and latency. Thus,
it the important to afford a minimum number of required shares
for TI (see Lemma 6 in [2]). On the other hand, to attain first-order
DPA security of quadratic permutations, Bilgin et al. proposed the
use of two input shares [3]. Based on these findings, the authors
proved the existence of at least a single permutation in all quadratic
3-bit and 4-bit classes that admit a uniform first-order TL

From the previous works, one can conclude that decreasing the
number of shares has different advantages but also some important
drawbacks, especially in verifying the TI properties. Thus, in this
manuscript, we establish a new local intermediate property to prove
the security of the two-share decomposition.

2.3 Friet

An Authenticated Encryption (AE) scheme denoted as Friet was
introduced by Simon et al. in [22]. This scheme is based on a per-
mutation mode called Friet-PC. Embedding Friet-PC in another
permutation results in the creation of Friet-P, which was primarily
designed to resist against fault attacks.

We study in this work the Friet-TI which is the threshold im-
plementation of Friet-P. Friet-P was proposed with a first-order
protected version Friet-TI, we analyze the security of this version
and propose improvement. Our technique is, naturally, applicable
to a large variety of permutations. The security of the proposed
scheme is proved by the local independent property, introduced in
section 3. Then, the Friet-TI is detailed in section 4 with its security
proof.

3 SECURITY OF RELAXED TI

There exists some generalization of TI that does not strictly follow
the TI rules. And in this case, special attention should be put on
the security arguments. We call these schemes relaxed TI, and their
security is not based on extra randomness as opposed to most of
the known masking schemes.

We first analyze in more detail the role of every TI property. In
particular, we emphasize the crucial role of correctness in secure

CF ’24 Companion, May 7-9, 2024, Ischia, Italy

implementations. Next, we present a property to prove security
when correctness is not fulfilled.

3.1 Which properties of TI are necessary for
security

When we look at the generalization of TI, we remark that they do
not fulfill the three properties of classical TI. We first analyze what
weakness may appear, if only a subset of these properties is applied.

o Non-completeness. If non-completeness is neglected, consid-
ering a worst-case scenario as proposed in [1] and no assump-
tions on the implementation, security cannot be guaranteed.

Also, if we consider the robust probing model in the presence

of glitches [8, 11, 18], no security proofs can be furnished.

Uniformity. As discussed in [8], uniformity is not necessary

in relaxed TI. However, a non-uniform output requires a

larger number of shares.

o Correctness. The last property is correctness, while this prop-
erty is clearly required for the whole circuit, it can be dropped
locally. For example, the 2-share TI [11, 19] of Toffoli gate.
For (a,b,c) — (a, b, c ® ab) the 2 stages 2-share T is given
by :

s1=(a}, by, c)) = ([[a]], [[b1]], [[e1 @ (a1b1)] & (a1b2)])
s2 = (a. by, ) = ([[az]], [[b2]]. [[c2 @ (a2b2)] & (azb1)]).

Where the [ ] corresponds to register storage. The shared
implementation is also described in Figure 1. Hence, this im-
plementation needs two clock cycles to compute the shared
function.

b.

di

Fan
N\
!
b

b:

N
>
|

Ca

b:

d2

D
o
'
2

b:

N
>
|

C2
Figure 1: Example of 2-share TI use as an example in the

literature e.g. [6].

If we look at the results after one cycle we have:

([a1l, [b1], [e1 ® (a1b1)])
([az], [b2], [c2 ® (azb2)]).

This does not correspond to a deterministic function for the
unshared values. For example, if we look at sharing (1, 1, 1)
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in table 1, the value t = t; @ t; is not constant, which means
non-correctness.

Table 1: Intermediate result of third bit of Toffoli gate.

ap |az | by | ba|ci|co| t1| B2
1 0 1 0 1 0 0 0
1 0 1 0 0 1 1 1
1 0 0 1 1 0 1 0
1 0 0 1 0 1 0 1
0 1 1 0 1 0 1 0
0 1 1 0 0 1 0 1
0 1 0 1 1 0 1 1
0 1 0 1 0 1 0 0

In a shared function, intermediate layers where the out-
put does not correspond to a correct sharing will be called
non-correct layers. In contrast, the output layer of shared
functions will be called a correct layer.

One major issue when dealing with non-correct layers is
that we cannot use the definition of uniformity defined ear-
lier [16]. Hopefully, some definitions of uniformity get rid of
the need for correctness by considering only the intermedi-
ate sharing. We recall the definition given in [8] for sharing
uniformity in equation (1).

In this definition, one considers only the current value and
not the input as opposites as in [16]. However, as previously
discussed in [4], special attention needs to be taken in the
second stage. Figure 2 shows that relaxing the TI definitions
may result in an insecure implementation. We give the out-
put for every layer:

a1 =210 22 az = z3 as = z3
bi=a1®azs=z by =as =2z b3:a3223
c1=b1®b3=2z1® 2 co=by=12 c3 =b3 =23

It is easy to verify that the input and the output of the circuit
are identical. Thus we have a correct identity considering the
full circuit, but if we look at the first layer we see that two
sharings of 1 can give different intermediate results, this is
what we call the lack of correctness; e.g. z1 = 1,z2 = 0,23 =0
gives a; = 1,a2 = 0,a3 = 0and z; = 0,22 = 1,23 = 0 gives

a1 =1,a2=1a3 =0.

Z3

Figure 2: Identity shared with four stages and correctness
only for the last stage.

The decomposition consists of three non-correct layers and
a final correct layer. One can easily check that in every step
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we have uniformity as we have a bijection over the shares.
We can also verify that the output is the same as the input
so we have correctness in the last stage. However, we can
remark that b1 corresponds to the unshared input by =z =
z21 ®z2 ® z3.

By analyzing the TI properties, we have noticed their major im-
pact on the establishment of a secure implementation. Meanwhile,
different issues may appear when one of these properties is not
fulfilled. We will focus in the next section on finding some solutions
for these weaknesses.

3.2 A new intermediate property:
independence

To avoid the issue described in the section 3.1, we suggest checking
independence, instead of non-completeness. We recall that the three
TI properties imply independence over the input. But as discussed
in the two-share TI, we can have independence without having
the three TI properties at the same time. Besides, it is in general
computationally easier to check non-completeness.

We recall that the independence between two random variables
X and Y can be efficiently checked using the following equality:

Vy,Pr[X = x|Y = y] =Pr[X = x].
As we will consider a circuit with some incorrect layers we first
define an incorrect layer.

Definition 3.1. A combinational layer corresponds to the combi-
national logic between two register layers. Figure 3 has two combi-
national layers, one constituted of the sub-functions fy, fy, f3, and
the second one constituted of sub-functions g1, g2, g3. We always
consider a circuit that starts with a correct sharing, i.e. x = x; @
-+ - @ xp. For a combinational layer that outputs ay, . . ., am, if there
exists a deterministic function f such that the f(x) =a; & --- ® ap,
for every x and every sharing of x, we call this layer that outputs
the a; share a correct layer. If such a function does not exist we call
it an incorrect layer.

In Figure 2, the three first AND layers (i.e. outputting a;, b;, c;)
are incorrect layers while the last one is a correct layer (with inputs
¢; and output z;).

THEOREM 3.2. A relaxed TI circuit with k > 1 correct layers, since
at least the last one must be a correct layer and n incorrect layers, is
first-order secure if the following conditions are satisfied:

o the TI circuit corresponds to a bijection.

o for every correct layer output, we have a uniform and correct
sharing.
For every a; we havex = x1 ® -+ ® xp.

o for every layer, we have independence of f(x), the shared func-
tion of the shares, from the unshared output of the previous or

next correct layer.
Proor. As the whole circuit corresponds to a bijection F every

correct layer corresponds to a bijection. Indeed, if F=F0 o --- o Fk
is a bijection then every F! is a bijection.

As we check independence for every layer from the unshared
output of a correct layer, first-order information does not leak. Due
to the bijection between the sensitive unshared input and the un-
shared output of a correct layer, we can conclude the independence
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Figure 3: Scheme of circuit with correct and not correct lay-
ers. The stored value (z1, z2, z3) is a correct sharing of z, the
stored value (b1, by, b3) is a correct sharing of b = F(z), but
the stored value (aj, ay, a3) does not correspond to a correct
value. Thus for every g; function, we check that the inputs
are independent of z.

of this sensitive unshared input value from the input of a shared
function.

Let x be the unshared input of the full circuit, z be the unshared
value of a correct layer and y is the inputs of a subcircuit if we have
Pr[Z = z|Y = y] = Pr[Z = z] then Pr[X = x|Y = y] = Pr[X = x]
due to the existence of a bijection. Thus Pr[X N Z] =Pr[X = x| =
Pr(Z =z]. O

We recall the results from [4]: if we want to share a permutation,
then the shared functions define together a permutation over the
shares. This allows us to efficiently check uniformity when we look
at permutation with a large state, e.g. more than 32 bits.

Using this property we can prove the security of the two shares
decomposition proposed in [11, 19]. It is easy to check the indepen-
dence between {t1, a1, ba} or {t2, az, b1} and {a, b, c}.

The difference between this property and the classical TI proper-
ties is that this new one considers only results between two register
layers. The property needs to go back several layers to find a cor-
rect register layer output, which may cause an upstream of several
register layers.

We conclude that the main disadvantage of this technique is
that if we have to go back too far away, due to diffusion in crypto-
graphic permutation, the computer-aided analysis of the statistical
independence may be too expensive.

Indeed, if too many variables are considered, the computational
cost can become prohibitive. What sounds reassuring is that in
most designs we can rely on the correct layer. That’s because, in
most 2-shares TI, there is often a correct layer; e.g. in the Toffoli
gate case, we have a correct layer after every second layer of the
register.

Next, we applied the local independent property to prove the
security of Friet implementation and found some sharing 3-share
sharing of 4-bit s-box with odd parity.

4 FRIET IMPLEMENTATION

To maintain the secrecy of data in the presence of fault injections
and first-order side-channel attacks, [22] proposed an authenticated
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encryption method based on permutations. This scheme is com-
posed of a 384-bit state which is divided into three limbs denoted
by a, b, and c. Each limb is 128-bit wide and is updated in 16 rounds.
The permutation used in Friet, which is called Friet-P, is 512-bit
wide, divided into 4 limbs: a, b, ¢, and d. The Friet-P representation
is given in figure 2 of the paper [22]. It is depicted by 6 steps:

e J;: A round constant addition rc;, (a,b,¢,d) «— (a,b,c ®
rei, d @ rej)

e 71 and 72: Two non-native limb transpositions 73 : (a, b, c,d) «—
(d,c,a,b), 13 : (a,b,c,d) « (a,d,c,b)

e 1 and p: Two mixing steps g : (a,b,¢,d) «— (a,b®(c <<<
1),6,d & (¢ <<< 1), p2 : (a,b,¢,d) «— (a,b,c® (b <<<
80),d @ (b <<< 80))

e &: A non-linear step (a,b,¢,d) «— (a® ((b <<< 36) V
(c <<<67)),b,c,d® ((b <<<36) V (c <<< 67)))

In this manuscript, we study a Friet design based on share mask-
ing and threshold implementation, which we call the new archi-
tecture Friet-TL It adopts two shares masking depicted by 0 and 1
subscripts, effectively copying every limb. The round function is
divided into four blocks and each block handles four limbs. Two
a blocks work on two shares independently and cover the linear
steps p11 and po. The round constant is added at only one side. The
associated nonlinear step £ receives only one share. The specificity
of the two other blocks f is determined by the nonlinear step & that
receives two shares, a single share per limb for each § block. To
avoid shares recombination, the computation of blocks including
their internal variables should be separated from each other while
implementing the Friet-TL

We give the definition of the set of operations « and f up to
the wire crossing at the end of the round. « : add round constant
(a0, bo, co, do, a1, b, c1,d1) < (ao, bo, co ®rci, do ®rei, a1, by, c1,d1),
the linear steps y1 : (ao, bo, o, do, a1, b1, c1, d1) «— (a0, bo®ap <<<
1,¢0 @ ap <<< 1,dp,a1,b1 ® a1 <<< 1,¢1 ® a1 <<< 1,dp) and
pa2 = (ao, bo, co, do, a1, by, c1,d1) — (ap ® cp <<< 80,bp ® cp <<<
80, co, do, a1 ®c1 <<< 80,b1 ®c1 <<< 80,c1,dr) and the beginning
of the non linear layer (ao, b, co, do, a1, b1, c1,d1) «— (ao, bo, co @
((ap <<< 67) V (by <<< 36)),dyp @ ((ap <<< 67) V (by <<<
36)),a1,b1,c1 ® ((a1 <<< 67) V (b <<< 36)),d1 ® ((a1 <<<
67) V (b1 <<< 36))). Finally f contains the second part of the non-
linear layer (aq, bo, co, do, a1, b1, ¢1,d1) < (a0, bo,co ® ((a1 <<<
67) V (by <<<36)),do® ((a; <<< 67)V (by <<< 36)),a1,b1,c1®
((ap <<< 67) V(b1 <<<36)),d1®((ag <<< 67)V (b1 <<< 36))).

The previous issue can be solved in hardware by applying com-
binatorial logic in hardwiring the four blocks and separating the o
and f layers by inserting registers. On the other hand, the execu-
tion of the 4 blocks should be done serially and each limb’s shares
are separated. Figure 4 shows the Friet-TI hardware architecture.
Through this figure, We can see the independence of the variables
(eo, fo, go, h1, €1, fi, g1 and hg) from the main inputs.

4.1 Security proof

The security proof of the Friet-TI can be achieved thanks to theo-
rem 3.2. First, we can see that Friet-TI defines a permutation over
the shares. If we reverse the figure 4, we see that ag can be com-
puted from d, c(’), b('), ci, and this can be done for every input share.
Thus, we have a permutation over the shares.
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Figure 4: Schematic representation of the 2-share TI of Friet.
The red rectangle corresponds to the operation in , the blue
rectangle corresponds to the operation n f.

As stated in [4], if we share a permutation, defining a permuta-
tion over the shares, then we have a uniform sharing. Hence, the
output sharing is uniform. The next step is to check the indepen-
dence with the input for every shared function. We can divide the
design into four shared functions. The two first ones correspond
to the linear layer (8, 7, 1) and the first part of the non-linear layer
(&). This corresponds, in the figure 4, to the part taking as input
the variables a, b, ¢, d and with the intermediate results e, g, f, h as
outputs. Here, the independence can be checked with the classical
TI property of non-completeness.

Non-completeness can be used here due to the existence of a
uniform and correct sharing at the input of every round. The uni-
formity can be checked thanks to the permutation over the shares.

The last two shared functions correspond to the last part of
the non-linear operation &. They take as input the partial results
e, f, g, h, and output the round results a’,b’,¢’,d’. If we look in
a bitwise manner, we found that every bit depends on at most
three bits of the unshared input of the round. Thus, statistical
independence can be efficiently checked, equation (1). We use the
fact that the round’s output is a uniform sharing, as it has been
shown in the security proof, to have first-order security. !

4.2 More efficient sharing over code

Based on the remark in the footnote and the description of the code
used in Friet, we observe that if we apply the code over the shares,
we do not have a uniform sharing. In other words

(ao, a1, bo, by, co, c1, a0 ® by ® co, a1 ® by S 1) (2

is not an uniform sharing of (a,b,c,d = a ® b @ c¢). In order to
be uniform, d must be shared with fresh randomness. However, if

In general the bitwise study is not recommended in TI analysis as the concatenation
of two uniform sharing may not be uniform; e.g. if (a1, az, a3) is a uniform sharing of
a,(ay, az, as, ai, az, as) is not a uniform sharing of (a, a), the two sharings of a must
be independent. Here, we checked the global uniformity thanks to the permutation
over the sharings.
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we look at only 3 variables out of 4 a, b, ¢, d, we can see that the
corresponding sub-sharing of (2) is uniform.

Thus if we can define shared functions that take shares from at
most 3 of the literals, then non-completeness over the literals and
the independence seen in the previous version can prove the first
order security when we use a sharing as described in (2). In that
version, we need just 3 X 128 bits of randomness to protect Friet
against first-order side-channel instead of 4 X 128.

As discussed in the Friet paper [22], the Friet-TI protect against
SIFA [9], following the protection developed in [7]. The Friet-TI
with reduced randomness has a similar way of protection against
SIFA as the one with full randomness.

The main point of the analysis is the non-completeness over
the literals that are required by code-abiding permutation for fault
protection. This property can also be used to save some randomness
in TL

5 SEARCH FOR MORE EFFICIENT 2 STAGES
3-SHARE S-BOXES

Our method can help to implement more efficiently some block
cipher in relaxed TI. In [4], it has been shown that only 4-bit s-boxes
in the alternative group can be implemented in a TT manner with 3
shares. All quadratic 4-bit s-boxes belong to the alternative group,
thus only functions in this subgroup can be implemented with three
shares.

We show that it is possible with relaxed TI to obtain a 3-share
decomposition of cubic s-boxes that do not belong to the alternative
group. Our example only required 2 stages that are optimal in
relaxed TI for a degree 3 function.

Using classes notion and notation from [4], we were interested
in the s-box Cf = {0x0, 0x1, 0x2 , 0x3, 0x4, 0x5, 0x6, 0x7, 0x8, 0x9,
0xA, 0xB,0xC, 0xD, 0xF, 0xE}. The class Cf is a class of functions
belonging to odd permutations, thus no 3-share decomposition has
been found so far.

We recall the algebraic normal form of this 4-bit s-box Cf :
(x, w,0,u) — (x,w,0,u® (xVwVo)). There is only one non-linear
term that corresponds to the product x V w V v. Special attention
needs to be paid when XORing share’s cross-product of this term.

Using the local independence property we can have the follow-
ing decomposition for 3-share in equation (3). It is easy to check
that ((so, v, wo, x0), (51,1, W1, X1), (82, U2, Wa, X2)) is a correct and
uniform sharing of the s-box. The uniformity comes from the fact
we define a bijection over the shares.

In the proposed decomposition, we have decomposed the shares
t; with i in {0, 5} into 2 stages 3 shares xj, wj, v; and u; with j in
{0, 2}. The independence for the t; can be checked thanks to non-
completeness. While for the s; we check the independence with the
input u, v, w, x by verifying equation (1). Finding these 3 shares s-
boxes proves that the security of threshold implementations based
on relaxed TI can be achieved using different s-boxes cryptographic
algorithms.



Relaxed Threshold Implementations

to =up @ (x0 A wo Avg) @ (x0 A wo Aop) & (x0 A wy Avg)
® (xo Awg Aoy) @ (x1 Awy Aog) @ (x1 A wy Aoq)
® (x1 A wy Avg)

t3 =(x0 A w1 Avg) @ (xo A w2 Aoq)

B =ty ® (x2 A wa Avg) @ (x2 Awz Avg) & (x2 A wg Avz)
® (x20 Awg Avg) ® (xo A wa Avg) @ (xg A wa Adg)
® (x0 A wo Avg)

tg =(x1 A wa Avg) @ (x1 A wo Avz) 3)

ty =1 ® (x1 Awi Avp) @ (x1 Awyp Av2) & (x1 Awz Aog)
® (x1 Awy Avy) ® (x2 Awi Aop) @ (x2 A wy Aog)
® (x2 A wy Aoy)

t5 =(x2 A wi Avg) @ (x2 A wo Avp)

so =tp D 13 S1=11 Dty So =1t D5

All 2-shares decomposition of this class that we found required
4 stages without randomness or using 2 stages and additional ran-
domness. Thus we have the classical trade-off of 2-share vs 3-share
implementation between the number of cycles vs. size and random-
ness requirement.

One can use four shares and compute the output of the s-box
in one cycle according to the result published in [4] and not extra
randomness. Another option is to use the solution presented in this
paper, using 3 shares and two cycles without extra randomness.

Finally, there exist some 2-share implementations that either
require 4 cycles and no randomness or 2 cycles but with additional
randomness. These results are summarized in the table 2. All these
solutions offer different trade-offs for designers according to the
parameters they want to optimize: size, latency, and randomness
requirements.

Table 2: Comparison of different first order masked imple-
mentations of C}

Version ‘ # shares ‘ # cycle ‘ extra rand.
[4] 4 1 no
this paper 3 2 no
2-share TI based on [2] 2 4 no
[11] 2 2 yes

Since there is no correctness for the intermediate results, it is not
mandatory to apply the decomposition into quadratic permutation
used in [4]. Thus, the use of this permutation cannot be done. Look-
ing at the non-complete Boolean function that we can compose, for
3-share of 4 inputs, we have (28)? functions that can be composed
and used in parallel.

6 CONCLUSION

In this work, we have looked at a relaxation of threshold implemen-
tation as a countermeasure against first-order side-channel attacks
in the presence of glitches. We demonstrated that when correctness
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is not fulfilled at every register stage, we need another property
that replaces non-completeness.

This new property of independence needs to rely on correctness
and uniformity in some layers in order to be computationally ef-
ficient. We illustrate the power of this approach by studying and
proving the security of Friet-TI, we show how to reduce the ran-
domness requirement. Finally, we apply our method to exhibit some
new relaxed TI of 4-bit s-boxes. The method offers to designer some
new trade-offs in terms of implementation concerning the number
of cycles vs the size of the circuit.

Our method allows us to prove the security of some relaxation
of TI, it also opens the direction for a new design that can be effi-
ciently protected against side-channel attacks. However, since our
method can be computationally expensive, we rely on the correct
and uniform layers to limit the computational costs.

Future work. For our analysis, we need to rely on correct and
uniform layers that are stored in registers. One open question is
whether we need to synchronize the signal at this step. This required
analyzing the independence with the input of a shared function
with some unstable signal.

Our method can be relaxed to other s-boxes in order to offer
to the implementer several possibilities and trade-offs. However,
as we do not consider the correct intermediate results, the search
space for full s-box decomposition is very large. Some optimization
of the search space is necessary in order to look at all 4-bit s-box
classes.
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