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Abstract—Today, the field of copyright management faces
several security vulnerabilities, making it a target for various
types of rights violations, including piracy and unauthorized use
of creative works. In this context, blockchain technology has
emerged as a robust solution in this sector as it offers enhanced
security, trust for creators, and increased transparency. In this
paper, we first present an overview of the four main applications
in the field of copyright management: (1) management of licenses
and royalties, (2) market for artworks, (3) registration and
protection of works, and (4) proof of anteriority. We then analyze
in details the critical security vulnerabilities of these applications.
Subsequently, we explain how blockchain technology can be
used to mitigate these vulnerabilities. Finally, we discuss possible
methods of preventing common blockchain-based attacks in these
copyright management applications.

Index Terms—Artwork, Attack, Blockchain Technology, Copy-
right, NFT, Proof of Anteriority, Proof of Ownership, Royalties,
Security.

I. INTRODUCTION

The copyright management sector is currently facing a
series of security vulnerabilities that pose significant risks to
the protection and enforcement of copyrights. These issues
make the sector particularly exposed to various types of
infringements, such as piracy and unauthorized use of creative
works. As a result, these threats seriously compromise the
legitimate rights of authors and the originality of works, while
endangering the integrity of artistic and intellectual creation
(LT3

Blockchain technology has recently emerged as a key and
robust solution to a variety of security challenges in sev-
eral sectors, particularly in the copyright management sector.
An essential element of this technology is smart contracts
which represent decentralized and autonomous programs that
automatically execute on the blockchain when predefined
conditions are met (more details on blockchain and smart-
contracts technologies can be found in [4]—[8]]). Indeed, thanks
to the intrinsic properties of the blockchain technology such
as decentralization, immutability, and transparency, along with

the principle of smart contracts, several significant advantages
are provided. These include enhanced copyright security, pro-
tection against unauthorized modifications, complete traceabil-
ity of operations, and boosted confidence among creators and
industry professionals [9]—[11].

We summarize the contributions of this paper as follows.
(1) we provide an overview of the four main copyright man-
agement applications (Section [[I). (2) we analyze the critical
security vulnerabilities in these applications (Section [[II). (3)
we highlight how the blockchain technology could counter
these security vulnerabilities (Section m And (4) we discuss
the different strategies to prevent the most common attacks
on blockchain technology in the context of the discussed
copyright management applications (Section [V).

II. OVERVIEW OF THE MAIN COPYRIGHT MANAGEMENT
APPLICATIONS

Blockchain technology can ensure the security of numerous
applications in the field of copyright management. This paper
focuses on the four main applications in the latter field: (1)
management of licenses and royalties, (2) market for artworks,
(3) registration and protection of works, and (4) proof of
anteriority. In this section, we present an overview of how
these applications are conventionally implemented, excluding
the integration of blockchain technology.

A. Management of Licenses and Royalties

The management of licenses and royalties is traditionally
a complex and centralized process. It involves contractual
agreements between the creators of works such as authors,
musicians, artists, and so on, and entities wishing to use these
works. These contracts define the conditions of use, covering
aspects like the duration of the license, the geographical areas
concerned, and the types of authorized use (e.g., broadcast-
ing, reproduction, public display, and so on). Typically, the
transactions and rights management are handled by interme-
diaries, such as copyright agencies or collective management



organizations. They are responsible for negotiating the terms
of licenses, collecting royalties from users (e.g., publishers,
broadcasters, or online platforms), and redistributing them to
the rights-holders based on the established agreements. The
systems used to manage these processes are based on central-
ized databases that record details of works, contracts, uses, and
financial transactions. They aim to accurately track the use of
works in order to calculate the royalties due. Additionally, they
seek to efficiently manage licensing agreements and payments
while ensuring that creators receive fair compensation for the
use of their works [12]f], [13].

B. Market for Artworks

In the traditional market for artworks, transaction manage-
ment and authenticity verification are primarily ensured by art
galleries, auction houses, and online platforms. These interme-
diaries have a key role in connecting artists with buyers and
facilitating the sale and purchase of works. Indeed, verifying
the provenance and authenticity of works, a task carried out
by field experts, is essential for buyers and sellers to ensure
the value and legitimacy of the exchanged works. However,
this centralized model inherently presents complex aspects.
For instance, reliance on experts for verification procedures
can limit the process’s speed and accessibility. Furthermore,
centralized structures may introduce additional costs for artists
and buyers due to commissions and management fees. Finally,
centralizing these operations involves logistical challenges
such as secure storage and transportation of works, as well
as managing the confidential information of customers and
transaction details [|14].

C. Registration and Protection of Works

The registration and protection of works are traditionally
managed by specialized intellectual property organizations.
These organizations provide a legal framework for the registra-
tion of works, enabling creators to obtain official recognition
and proof of their ownership. The registration process involves
creators submitting detailed information about their work,
including the title, a full description, and often a copy or an
extract of the work. Once the work is registered, it is added
to a public register, which offers transparency and facilitates
the resolution of potential copyright disputes. This system
represents a crucial element in the protection of creators’
rights, enabling them to legally assert their rights in case of
violation. However, its effectiveness can vary depending on
the jurisdiction and the particular nature of the work. More-
over, although registration offers some proof of anteriority,
demonstrating the work’s existence at a specific point in time
can pose challenges. This proof is indeed essential in cases
where the originality or the priority of creation of the work is
under dispute. In such situations, creators may be required to
provide additional evidence, such as drafts, correspondence, or
testimonials to substantiate their claims, thereby highlighting
the importance of documenting and safeguarding reliable proof
of the creation of the work (see Section [13]], [T6].

D. Proof of Anteriority

The proof of anteriority often involves depositing creations
with specialized organizations, or using testimonials and dated
documents. This process aims to establish the existence of
a work at a given point in time, especially in the case of
copyright disputes. In order to prove anteriority, creators can
produce various types of documents, such as drafts, correspon-
dence, or recordings, that attest to the date of creation of the
work. Sometimes, it is also possible to rely on testimonials or
public records to strengthen ownership claims. These methods
of proof are intended to provide legal certainty regarding the
originality and ownership of the work, but the quality and
reliability of any provided proof are crucial. The proofs must
be clear, coherent, and convincing to withstand contestations
and divergent interpretations that can arise in legal proceed-
ings. So, although these methods are widely used due to their
effectiveness in providing legal proof, they require meticulous
attention to the documentation and preservation of relevant
evidence to effectively support copyright claims (see Section

[17] [18].

III. SECURITY VULNERABILITIES IN THE MAIN
COPYRIGHT MANAGEMENT APPLICATIONS

In this section, we analyze the security of the four main ap-
plications of copyright management introduced in the previous
Section [[Il We present the security vulnerabilities identified in
these applications as follows:

A. Vulnerabilities on the Management of Licenses and Royal-

ties

Centralized data management: the management of licenses
and royalties traditionally relies on centralized databases
managed by intermediaries or institutions. These
databases store all data related to copyrights, transactions,
and royalty payments. Such centralization creates single
points of failure where all information and associated
operations can be vulnerable, potentially resulting in data
loss, leaks of confidential information, or service interrup-
tions if the central system is compromised (e.g., following
a cyberattack). In addition, reliance on a centralized entity
can lead to bottleneck problems where delays in data
processing affect the speed and efficiency of transactions.
Finally, centralization can also limit system resilience
and adaptability in response to rapid market changes or
regulatory requirements [[19] [20].

Lack of transparency in royalty calculation and dis-
tribution: the processes for calculating and distributing
royalties due to creators are often opaque in the classic
systems for management of licenses and royalties. In
general, both creators and rights-holders have limited
visibility of how royalties are calculated, particularly
regarding the actual use of their works. This opacity can
result from the complexity of licensing agreements, the
use of undisclosed calculation formulas, or the absence
of detailed information on sales and uses of works. This
situation can lead to a lack of trust for creators, who may



feel underpaid or poorly informed about the exploitation
of their works. Moreover, in the absence of transparency,
errors in the distribution of royalties, whether accidental
or fraudulent, are difficult to detect and correct, which
can lead to disputes and prolonged conflicts between the
involved parties [2] [21].

Delays in payment distribution: they are often due to the

complexity of the administrative processes involved in
collecting, calculating, and distributing royalties. Cen-
tralized systems may require multiple verification and
approval steps, prolonging the time between the collec-
tion of royalties and their distribution to creators. In
addition, reconciling accounts and processing financial
transactions across different institutions and jurisdictions
can add further layers of complexity and delays. These
delays can have a negative impact on creators, particularly
independent artists or small publishers, for whom these
payments may represent a significant proportion of their
revenues [2] [22] [23]].

Challenges in tracking all instances of work usage:

conventional systems managing licenses and royalties
encounter complexity in tracking and recording the use of
works across various platforms and formats, particularly
in the current digital context where works can be easily
copied, shared, and distributed. Although these systems
are often equipped with tracking mechanisms, they are
not always able to thoroughly detect and document each
instance of use, especially unauthorized or informal
uses, such as those on social media, streaming platforms,
or via illegal downloads. This shortcoming makes it
difficult for right-holders to receive all the royalties due
to them and opens the door to major financial losses.
Furthermore, the limited ability of these systems to
provide an accurate and comprehensive tracking of the
use of works hampers the transparency and fairness of
the distribution of royalties, posing significant challenges
for both creators and distributors [24]-[26].

can be difficult to distinguish from the originals. This
poses a problem for buyers who may end up with a
counterfeit, and also for artists and creators who may see
their rights and potential revenue compromised by such
illegal reproductions. In addition, unauthorized duplica-
tion can saturate the market, reducing the perceived value
of the originals. This vulnerability particularly affects
the market for digital artworks, where the copying and
distribution of digital files is relatively easy to achieve
without loss of quality [29] [30].

C. Vulnerabilities on the Registration and Protection of Works

Complexity in proving ownership and anteriority:

determining proof of ownership and anteriority of a
work can be complex in the traditional systems of
registration and protection of works. In order to prove
ownership, creators must often provide substantial
evidence of their efforts to create the work, which
may include drafts, correspondence, or other forms of
documentation. The proof of anteriority, which involves
demonstrating that a work was created at a specific
point in time, can be even more difficult to establish.
It generally requires tangible evidence, such as dated
recordings or testimonials. Such evidence can be hard to
preserve reliably over long periods and can be subject to
contestation, especially if the documents are altered or
lost [31]] [32]].

Lack of universal registers between different countries:

each country has its own system for the registration and
protection of works, with distinct standards, procedures,
and legal requirements. This disparity creates many
challenges for creators seeking to protect their works
internationally. Differences in registration systems can
lead to inconsistencies in copyright recognition and
complicate the protection of works across national
borders. These differences can limit the effectiveness
of copyright protection in a globalized context where
works are easily accessible and distributed around the

B. Vulnerabilities Related to the Market for Artworks world [33].

Authenticity and provenance of artworks: the authenticity
and provenance of artworks represent a fundamental
challenge in the traditional market for artworks. Au- Dependence on physical proofs that can be altered or lost:

D. Vulnerabilities Related to the Proof of Anteriority

thenticating an artwork involves verifying that it was
actually created by the artist in question, and provenance
concerns the history of the ownership of that artwork.
Indeed, authentication and provenance often rely on
physical documents such as certificates of authenticity
or sales histories, which are subject to errors, omissions,
or even falsifications. This creates risks for buyers, who
may acquire artworks that are either inauthentic or have
uncertain histories. The difficulty of reliably tracing the
complete history of an artwork can also affect its market
value and perceived legitimacy [27] [28]].

Counterfeiting and unauthorized duplication: with mod-

ern reproduction technologies, it has become easier to
create high-quality reproductions (copies) of artworks that

the dependence of the proof of anteriority on several
documents or physical objects such as manuscripts,
drawings, recordings, or testimonies presents several
vulnerabilities. Firstly, physical proofs can be altered,
intentionally or accidentally, undermining their reliability.
Modifications or falsifications can be made to the original
documents, making it difficult to determine the authentic
state of the work at any given time. Secondly, physical
proofs are subject to deterioration and loss. Over time,
documents can become damaged or illegible, and there
is always a risk of loss due to natural catastrophes,
accidents, or negligence. These factors compromise
the ability of such evidence to reliably and enduringly
establish the date of creation of a work [34] [35].



Difficulty in establishing incontestable proof of anteriority:

in order to consider a proof of anteriority as incontestable,
it needs to be not only accurate and reliable but also
recognized and accepted by all the involved parties,
including in a judicial context. Traditional methods
of proving anteriority, such as legal deposits or
testimonials, can be subject to contestation and differing
interpretations. For example, questions may arise
concerning the authenticity of presented documents, the
credibility of witnesses, or the integrity of recordings.
Additionally, in an international context, different
countries may have varying standards and practices
for the proof of anteriority, complicating the mutual
recognition of such proofs. This situation can lead to
prolonged litigation and judicial uncertainty, making it
difficult to defend copyrights on an international stage
[136[ 1371.

IV. SECURING COPYRIGHT MANAGEMENT APPLICATIONS

WITH BLOCKCHAIN TECHNOLOGY

are met, ensuring a rapid and equitable distribution of roy-
alties to creators. This approach promotes a greater degree
of transparency for all parties involved and contributes
to strengthening trust between creators, rights-holders,
and users, while simplifying administration and reducing
the possibility of disputes relating to the distribution of
royalties [39].

Addressing delays in payment distribution: the decen-

tralized architecture of blockchain technology facilitates
direct transactions and automates payment processes
through the use of smart contracts. These contracts aim to
eliminate the intermediate verification and approval steps
usually associated with centralized systems, enabling fast
and efficient distribution of royalties to creators. More-
over, blockchain technology ensures transparent reconcil-
iation of accounts in real time by streamlining processing
times for financial transactions between different institu-
tions and jurisdictions. This method accelerates the flow
of revenue to artists and publishers, particularly those
who are independent or small-scale, while improving
their financial stability [40].

In this section, we present how blockchain technology can
contribute to address the ten security vulnerabilities presented
in the previous Section

Addressing the tracking of instances of work usage:
the combination of blockchain technology with advanced
analysis tools significantly improves the traceability of

Addressing centralized data management: blockchain works across a multitude of digital platforms. This en-

technology offers a solution to this vulnerability thanks
to its decentralized and distributed architecture where
data relating to copyrights, transactions, and payment of
royalties are no longer stored in a centralized database,
but are distributed across a network of blockchain nodes.
Each node in the network holds a copy of the entire
blockchain, guaranteeing data availability and integrity
even in the case of failure of one or more nodes. This
approach eliminates single points of failure and signifi-
cantly reduces the risk of data loss, leaks of confidential
information, and service interruptions due to cyberattacks.
In addition, decentralization facilitates greater system
agility and adaptability to rapid market and regulatory
changes, while resolving the problems of bottlenecks
associated with centralization and thus improving the
speed and efficiency of copyright transactions [38] [39].

Addressing the lack of transparency in royalty calcu-

lation and distribution: the use of smart contracts on
the blockchain provides a solution to this vulnerability.
These contracts, once programmed and deployed on the
blockchain, enable the automation of the process of
calculating and distributing royalties in a reliable and
transparent way. Each transaction or use of a work is im-
mutably recorded on the blockchain, providing complete
and real-time visibility on the actual use of the works.
This traceability makes it possible to precisely calculate
the royalties due according to the specific terms of each
license agreement, thus eliminating the uncertainties and
errors associated with opaque calculation formulas. In ad-
dition, thanks to the use of smart contracts, payments can
be automatically initiated once the terms of the contract

ables real-time tracking of the use of works, whether
shared on social networks, distributed via streaming plat-
forms, or downloaded illegally. Each instance of use can
be recorded on the blockchain, providing a detailed and
unalterable history. This enhanced traceability assures
that right-holders receive fair compensation for each
use of their work, while minimizing financial losses
due to unauthorized use. Indeed, this method increases
transparency and fairness in the distribution of royalties,
effectively addressing the major challenges faced by both
creators and distributors in the current digital environment
[25] [41].

Addressing the authenticity and provenance of artworks:

in the market for artworks, blockchain technology can be
used to create an immutable digital register that ensures
the authenticity and traceability of the provenance of
artworks. Each artwork registered on the blockchain is
identified by a unique cryptographic identifier linked to
detailed data on its origin, artist, history of ownership,
and journey through the market. These details are perma-
nently and transparently stored on the blockchain, making
any falsification nearly impossible. This allows buyers
to reliably and transparently verify the authenticity and
provenance of an artwork, while significantly reducing
the risk of acquiring inauthentic artworks or those with
an uncertain history [42].

Addressing Counterfeiting and unauthorized duplication:

in order to prevent counterfeiting and unauthorized dupli-
cation in the market for digital artworks, the use of NFTs
(Non-Fungible Tokens) based on blockchain technology
offers an innovative and effective solution. Each NFT is



a unique digital token associated with a specific artwork
and serves as a certificate of ownership and digital
authenticity. This uniqueness ensures that even if copies
of the artwork exist, only the holder of the NFT owns the
original and authenticated version. Indeed, NFTs enable
transparent tracking of ownership and transactions, while
making any unauthorized reproduction readily identifiable
and traceable. The use of NFTs helps to preserve the
value of originals and protect the rights and potential
revenues of artists and creators [43]].

Addressing the complexity in proving ownership and

anteriority: blockchain technology simplifies proof of
ownership and anteriority by offering a time-stamped,
immutable registration system. When a work is registered
on the blockchain, it receives a unique timestamp certi-
fying its creation date. This information is permanently
stored and cannot be altered, providing undeniable proof
of the anteriority of the work. In addition, the identity
of the creator can be linked to this blockchain entry,
establishing a clear proof of ownership that is challenging
to contest. This system also reduces the need to maintain
physical proofs that are susceptible to alteration or loss
and streamlines the validation process in the case of
copyright disputes [44].

Addressing the lack of universal registers between dif-

ferent countries: blockchain technology operates as a
universal ledger for the registration and protection of
works, transcending national borders. Each work regis-
tered on the blockchain can be viewed from any country,
enabling international recognition and protection of copy-
rights. This uniformity of registration helps to resolve
any inconsistencies due to different national legal systems
and registration procedures. Consequently, creators can
benefit from a more homogeneous protection of their
works around the world, making it easier to manage
copyrights in a globalized context where digital works
can easily cross borders [45].

Addressing the Dependence on physical proofs: blockchain

technology offers a digital solution for storing all proofs
of anteriority in a cryptographically secure form, where
documents, records, or any other type of proof are dig-
itized and stored as transactions in blocks. Each block
is cryptographically linked to the previous one, forming
an immutable, tamper-resistant chain. Consequently, any
modification made to a record is immediately detectable.
Additionally, blockchain technology ensures the dura-
bility of all proofs because even if physical copies are
lost or damaged, their digital versions remain intact and
verifiable on the chain [46] [47].

Addressing the difficulty in establishing incontestable

proof of anteriority: the transparency and immutability
of blockchain technology enable reliable and widely
recognized proof of anteriority to be established. In fact,
when a proof of anteriority is recorded on the blockchain,
it is time-stamped and becomes accessible to all the in-
volved parties. This time-stamping provides indisputable

proof of the existence of the work at a given point in time.
Moreover, due to the decentralized nature of blockchain,
these records are independent of any central authority,
which reinforces their credibility and acceptance in a
judicial context. Finally, thanks to the distributed nature
of blockchain, these proofs of anteriority are recognized
internationally, facilitating the defense of copyright on the
world stage and reducing the risk of protracted litigation
[46] [47].

V. PREVENTING THE MOST COMMON BLOCKCHAIN
ATTACKS IN COPYRIGHT MANAGEMENT APPLICATIONS

In this section, we discuss the various prevention strategies
that can be adapted to counter the most common attacks on
blockchain technology (51% attack, sybil attack, routing at-
tack, double spending attack and smart contract vulnerabilities
(8], [Oll, [48]-[50]]) in the copyright management applications
(see Section [Ml) if the blockchain technology is adopted.

Preventing the 51% attack: a 51% attack occurs when a
malicious actor takes control of more than 50% of a
blockchain network’s computing power, enabling him
to manipulate the blockchain, perform potential double-
spending, or censor and rewrite transactions. Using Proof
of Stake (PoS) blockchains or alternative consensus algo-
rithms such as Proof of Authority (PoA) may make such
control economically or logistically unfeasible. Addition-
ally, implementing extra security protocols and redundant
validation, such as cross-validation by independent nodes,
can strengthen blockchain integrity. The increased de-
centralization of the network, with a wide and diverse
distribution of nodes, can also reduce the probability of
domination by a single group. Indeed, the introduction of
strict rules for block creation and transaction validation
adds an extra layer of security. Moreover, the use of
hybrid blockchain networks, combining the characteris-
tics of public and private chains, can offer additional
validation and enhanced security. All these joint methods
guarantee effective protection against manipulation and
attacks, thereby ensuring the reliability and transparency
of transactions and registrations in the field of copyright
management [S1]] [52].

Preventing the sybil attack: in a sybil attack, a malicious
actor creates multiple false identities to influence or
disrupt the network. To remedy such an attack, it is
necessary to adopt a robust system of authentication
and verification of nodes, such as the use of consensus
mechanisms that require some form of proof of identity
or economic participation, as in PoS or PoA systems. The
establishment of lists of approved nodes or the verifica-
tion of participants by cryptographic methods, such as
digital signatures, can also prevent malicious actors from
creating multiple falsified identities. Indeed, continuous
monitoring of the network must be maintained to quickly
detect and isolate any suspicious nodes. Moreover, the
use of hybrid networks, which combine features of public



and private blockchains, can increase security by re-
stricting access to trusted nodes. These measures, when
applied consistently, improve the resilience and reliability
of blockchain-based copyright management applications
against Sybil attacks [53]-[55].

Preventing the routing attack: a routing attack, where a

malicious entity intercepts or modifies network traffic
between blockchain nodes to disrupt or monitor com-
munications, can be prevented by employing end-to-
end encryption. This ensures that the transmitted data
remain secure and unreadable to unauthorized parties.
In addition, the implementation of secure network pro-
tocols, such as Transport Layer Security (TLS), for
communications between nodes can help prevent data
interception. The use of anomaly detection mechanisms
is also a solution for monitoring and detecting suspicious
activity or unusual traffic patterns that could indicate
a routing attack. Furthermore, diversifying data trans-
mission paths and decentralizing network infrastructure
can reduce reliance on specific paths, thus minimizing
the risk of interception. These strategies enhance the
security of blockchain networks in copyright management
by ensuring data confidentiality, integrity, and protection
against malicious interference [56] [57].

Preventing the double spending attack: a double-spending

attack, where an attacker spends the same cryptocurrency
or token twice by altering blockchain transaction history,
can be prevented with robust consensus mechanisms like
Proof of Work (PoW) or PoS. These mechanisms effec-
tively guarantee that only one version of the truth (the
longest or most valid chain) is accepted on the network.
The implementation of real-time transaction verifications
and multiple confirmations for each transaction can also
significantly reduce the risk of double spending. This
means that a transaction is only considered valid once
it has been confirmed by a sufficient number of nodes
on the network. Additionally, the constant monitoring of
the network is crucial for detecting anomalies and double-
spending attempts at an early stage, where network nodes
must be able to detect and reject fraudulent transac-
tions, thus preventing them from being recorded in the
blockchain. Finally, in systems based on the mechanism
PoS, malicious parties risk losing their stake (the tokens
they have staked) if they attempt to carry out double-
spending attacks, adding an extra layer of deterrence [58]].

Preventing from smart contract vulnerabilities: smart

contract vulnerabilities, often due to code flaws, logic
errors, or unexpected interactions with other contracts,
require rigorous prevention by examining and auditing
the code by blockchain security experts. This involves
static and dynamic code analysis, checking for known
vulnerabilities, and evaluating the logic of the contracts to
identify potential flaws. It is also important to implement
good development practices, like defensive programming,
extensive unit testing, and security mechanisms such as
transaction locks and limits, to reinforce smart contract

robustness. Additionally, implementing procedures for
managing security updates and corrections is effective,
as it ensures rapid updates or corrections to smart
contracts upon the discovery of vulnerabilities, without
compromising operational continuity or data security.
Finally, in order to prevent vulnerabilities right from
the design phase, developers should be trained in
optimal security practices for smart contract creation.
All the aforementioned methods aim to ensure that
blockchain-based copyright management applications
are safeguarded against smart contract vulnerabilities,
thereby securing the integrity, security, and reliability of
transactions and records in these systems [6] [59] [60].

VI. CONCLUSION

Blockchain technology represents a transformative force for
addressing the security challenges inherent in the copyright
management sector. In this paper, we examined the various
security vulnerabilities in the four main copyright management
applications and illustrated the effectiveness of blockchain
technology in addressing these issues. We also discussed the
various strategies appropriate for mitigating the most common
attacks on blockchain technology in the context of copyright
management applications if these latter are blockchain-based.
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