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The full acceptance of Deep Learning (DL) models in the clinical field is rather low with respect to the quantity
of high-performing solutions reported in the literature. End users are particularly reluctant to rely on the
opaque predictions of DL models. Uncertainty quantification methods have been proposed in the literature

glaSS‘ﬁca'ﬂf’n as a potential solution, to reduce the black-box effect of DL models and increase the interpretability and the
tat i ) o . -
Q?z:nli:;cirll[::ol acceptability of the result by the final user. In this review, we propose an overview of the existing methods

to quantify uncertainty associated with DL predictions. We focus on applications to medical image analysis,
which present specific challenges due to the high dimensionality of images and their variable quality, as
well as constraints associated with real-world clinical routine. Moreover, we discuss the concept of structural
uncertainty, a corpus of methods to facilitate the alignment of segmentation uncertainty estimates with clinical
attention. We then discuss the evaluation protocols to validate the relevance of uncertainty estimates. Finally,

Artificial intelligence

we highlight the open challenges for uncertainty quantification in the medical field.

1. Introduction

In recent years, many Deep Learning (DL) medical applications
have been proposed for the automatic analysis of various imaging
modalities, including Magnetic Resonance Imaging (MRI), Computed
Tomography (CT), Ultrasound (US) or histopathological images (see [1]
for a review). To be accepted and routinely used by clinicians, however,
these algorithms must provide robust and trustworthy predictions. This
is of particular importance in the context of clinical applications, where
the automated prediction may have a direct impact on patient care.
However, Neural Network (NN) models are often considered and used
as black-boxes, due to the absence of clear decision rules, as well as the
lack of reliable confidence estimates associated with their predictions
[2]. Additionally, DL models prove to be overconfident about their
predictions on outlier data [3], and very sensitive to adversarial attacks
[4], which suggests a global lack of robustness of this type of model.
Due to these limitations, detecting failures or inconsistencies produced
by DL models is complex, raising concerns as to the reliability and
safety of these algorithms in clinical routine use [5]. To tackle this
important issue, Uncertainty Quantification (UQ) methods [6] have
been developed to quantify the predictive uncertainty of a given DL
model. Enhancing an automated prediction with an estimation of its
confidence has numerous benefits. First, it allows the identification of
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uncertain samples that need human reviewing. In a medical setting,
this is particularly crucial to prevent silent errors that may lead to
inaccurate diagnosis or treatment. Second, it enables the identification
of the model’s pitfalls. For example, uncertain predictions can indicate
an incomplete training dataset. It provides insight into the knowledge
captured by the model and can be used to extend the training set
with supplementary data if needed. High uncertainty can also reveal
anomalies within the input data, which is critical for Quality Control
(QQC). Overall, UQ increases trust in the algorithm and facilitates the
interaction between the algorithm and the user. Moreover, UQ benefits
from strong theoretical foundations and has emerged, from the clinical
point of view, as one of the expected properties of any deployed Al
algorithm [7]. As a result, the medical imaging community is becom-
ing increasingly interested in incorporating UQ into image processing
pipelines in order to highlight model failures or weaknesses. In this
work, we propose a comprehensive overview of such an UQ integration
in medical image processing pipelines.

1.1. Research outline

Several review articles focusing on uncertainty in DL can be found in
the literature. In Abdar et al. [6], authors propose a complete review of
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UQ methods, as well as their various concrete applications. Hullermeier
et al. [8] focus their article on the definition of the two main categories
of uncertainty, namely aleatoric and epistemic uncertainties, in the
context of machine learning applications. In Gawlikowski et al. [9],
insights about the various sources of uncertainty are presented. Reviews
focusing on Bayesian DL [10,11] and prediction intervals [12] have
been also published. More recently, Zhou et al. [13] presented a review
of the latest advances considering epistemic uncertainty quantification
in DL from the perspective of generalization error. These different
works propose an overview of UQ methods in DL from a general point
of view, but they failed to consider the specific aspects of UQ for
medical image processing applications, a domain where the correct
identification of the confidence of the model is crucial. Recently, Kurz
et al. [14] and Loftus et al. [15] presented reviews in this direction,
using a corpus of 22 and 30 papers, respectively. Here, we propose to
extend the latter by presenting a complete review of 218 peer-reviewed
papers implementing UQ applications in supervised DL-based pipelines,
for both medical image classification and segmentation. We also ex-
plore the emerging concept of structural segmentation uncertainty,
allowing the conversion of pixel uncertainty to instance uncertainty
(e.g. lesion or organ) and case uncertainty (e.g. input image, output
segmentation), providing a readable uncertainty estimation from a
clinician’s point of view. Finally, we aim to provide an in-depth dis-
cussion of UQ methods’ evaluation procedures, as well as to point out
the challenges in the field and potential future research directions.
Our review differentiates from those previously published, due to the
following contributions:

+ A review of UQ methods dedicated to DL medical image process-
ing classification and segmentation.

+ A presentation of structural uncertainty frameworks for medical
image segmentation tasks.

+ A focus on the proposed metrics for uncertainty estimates evalu-
ation.

+ A discussion on the current challenges and limitations of UQ for
medical image analysis, and suggestion of future work directions.

1.2. Organization of this review

This review is divided into five sections. Section 2 introduces the
key concepts addressed in this study, namely the application of DL
models to medical image classification and segmentation (Section 2.1),
as well as the main notions of UQ (Section 2.2). Section 3 presents
the most popular UQ methods applied in the context of medical image
analysis. Section 4 introduces the notion of structural uncertainty and
the various methods proposed for its quantification. Section 5 then
focuses on the evaluation procedures that can be implemented to assess
the usefulness of uncertainty estimates. Finally, Section 6 proposes a
discussion of the current challenges and gaps in the literature in the
field of UQ for DL medical image processing.

2. Framework
2.1. Problem setting

In this work, we focus on supervised learning approaches, where
a model learns a task 7 based on a training dataset composed of
pairs of input images X, and their associated ground truths Y. The
targets represent a class in the context of classification (e.g, healthy,
pathological), and represent a mask for segmentation tasks (e.g., the
manual delineation of tumors). By observing multiple examples of pairs
of images and their corresponding labels during training, the learning
agent estimates the probability distribution p(y|x) from the data.

For medical image classification, popular architectures include
Residual and Dense Convolutional Neural Networks (CNNs) [16], Effi-
cientNets [17] or Transformers [18]. For medical image segmentation,
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popular choices include U-Net [19] and its variants, such as Residual
U-Net [20], V-Net [21], Attention U-Net [22] or Dynamic U-Net [23].
Recently, transformer-based architectures gained interest, including the
U-NETR [24], Swin U-NETR [25] or Trans U-Net [26]. Similarly to
medical images that can be either 2-dimensional (e.g. 2D CT, Optical
coherence tomography (OCT), microscopy, or colonoscopy) or 3D (e.g.
MRI, 3D CT, PET...), these models can be implemented in 2D or 3D.

During the supervised training stage, the NN uses images from
the training set to produce predictions, which are compared to the
ground truth targets in order to estimate the error in the model. To
do so, a loss function is introduced to estimate the discrepancy between
predicted and true labels. Standard choices for both image classification
and segmentation include the cross-entropy loss or focal loss [27]. For
segmentation tasks, specific loss functions can also be used such as
the popular Dice loss [21] and variants: Generalized Dice loss [28] or
Tversky loss [29].

In the context of medical image classification, NNs provide a cate-
gorical probability distribution over the different observable classes, by
applying a Softmax function on the model’s output. The final assigned
class corresponds to the one having the highest probability. The same
process is applied for medical image segmentation, except that the
NN predicts one class per pixel or voxel. UQ aims to complement
these predictions with uncertainty estimates, allowing for a better
interpretation of the results with respect to the model’s confidence. In
the following section, the main concepts of uncertainty are introduced.

2.2. The specific language of uncertainty

Predictive uncertainty, meaning the uncertainty associated with the
prediction of a DL model, is generally divided into two parts: model (or
epistemic) and data (or aleatoric) uncertainty.

Epistemic uncertainty describes the lack of knowledge of the
learning model [8]. It is considered to be reducible, meaning that it can
be reduced by using additional data. In practice, epistemic uncertainty
is expected to be high when the model is confronted with images that
are different from those observed during the training stage [30]. Such
discrepancy between test and training datasets is frequent in medical
image analysis, where there may be significant variation between im-
ages acquired at different hospitals or using different machines [31].
Additionally, unexpected patterns can be encountered in test images,
such as diseases not encountered during training, and artifacts.

Aleatoric uncertainty describes intrinsic noise and random effects
within the data [8]. It is not intrinsic to the model, but rather a property
of the underlying generative distribution of the data. In the context of
medical image analysis, noise can be observed in both the input data
(low signal-to-noise ratio, artifacts, partial volume effect, ...), but also
in the ground-truth. It has been observed that inter-rater variability
in the context of ground truth annotations of medical images was
important [32,33]. This has a direct impact on the model’s overall
uncertainty as the same object of interest (e.g. a brain tumor) may have
significantly different ground truth delineations depending on the rater.
An illustration of such aleatoric uncertainty intrinsic to ground truth
labels is presented in Fig. 1.

3. Review of uncertainty-quantification methods for medical im-
age analysis using deep learning

We performed a systematic search on October 2023 using Google
Scholar and PubMed to identify DL studies implementing UQ meth-
ods for medical image classification and segmentation published from
2015 (included) to October 2023. The following combination of key-
words was used for the search: “Deep Learning”, “Uncertainty”, “MRI”,
“CT”, “PET”, “X-RAY”, “Ultrasound”, “Medical image”. Studies were
included if they (1) implemented supervised DL models for medical
image classification or segmentation; and (2) proposed a quantification
of the uncertainty of their algorithms. The following exclusion criteria
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Fig. 1. Illustration of aleatoric uncertainty in prostate MRI segmentation. We present an example image (left) from the QUBIQ 2021 dataset superimposed with the sum of the
annotations by six distinct annotators (right). As expected, rater uncertainty is observed at the prostate border.

were applied (1) non-peer-reviewed studies (exceptions were made for
papers with more than 30 citations); (2) non-English papers; (3) review
articles and (4) animal studies. 218 papers were finally selected for
analysis. It resulted in a total of 338 UQ models, implemented either
as principal contributions or as comparison methods (the exhaustive
list of methods can be found in Appendix, Table 1). We first clustered
them according to the method used for uncertainty estimation. We
further proposed a categorization of these methods according to the
type of uncertainty being modeled, namely epistemic, aleatoric, or
both. The resulting taxonomy is presented in Fig. 2. In the following
of the section, we briefly present each UQ framework.

3.1. Softmax probabilities

An immediate and intuitive approach to obtain uncertainty esti-
mates from classification or segmentation models is to consider the
output predicted probabilities p(y|x) of the NN (Fig. 3). This is based on
the assumption that the predicted probability of the NN reflects the true
probability of an event, e.g when considering all predictions made with
a probability of 0.80, the model should be correct 80% of times. This
desired property occurs when the NN is well calibrated. More formally,
writing Y and ¥ the ground truth and predicted label classes and P the
associated probability, a perfectly calibrated model respects:

P(Y =Y|P=p)=p.Vpel0.1] @

In practice, calibrated probabilities do represent meaningful un-
certainty estimates, with higher probabilities associated with more
confident model predictions. However, modern NNs tend to be highly
miscalibrated, meaning that the produced probabilities are unreliable,
and usually over-confident [2]. To transform the raw probabilities
into real certainty estimates, various calibration methods have been
proposed in the literature. Pioneering work proposed the Temperature
Scaling approach [2], which consists of rescaling the logits of the NN
by a single scalar value, the temperature, which proves to empirically
reduce the calibration error without altering the classification result.
However, Temperature Scaling also reduces the confidence of correct
predictions. More sophisticated approaches were proposed afterward,
based on binning approaches [34] or Dirichlet distributions [35]. Fi-
nally, while these methods imply a post-hoc calibration once training
is completed, another field of work enforces calibration through the
learning objective, in order to obtain ad-hoc calibrated models [36].

Due to its simplicity, the utilization of Softmax probabilities as
uncertainty estimates was naturally explored for medical image pro-
cessing applications, often serving as a simple baseline for comparison
to more sophisticated approaches. As an illustrative example, Diao

et al. [37] and Jungo et al. [38] leveraged the entropy of the (un-
calibrated) Softmax probability vectors for brain tumor segmentation
in MRI. Alternatively, DeVries et al. [39] used the Maximum Softmax
Probability (MSP) uncertainty estimator, corresponding to the highest
probability class for each voxel, for skin lesion segmentation in RGB
images. A similar score is used for out-of-distribution (OOD) detection
experiments in the context of chest X-ray pathology classification [40]
and COVID-19 lesions segmentation in CT scans [41], respectively.
Calibration was explored in Carneiro et al. [42], where authors employ
Temperature Scaling to recalibrate the predicted probabilities of a
polyp classification model. Finally, Murugesan et al. [36] and Liang
et al. [43] proposed incorporating calibration terms in the training
objective of their NN in the context of segmentation and classification
of medical images, respectively, in order to obtain well-calibrated
predicted probabilities.

It is important to note that UQ based on Softmax probabilities
only considers the distribution over the model’s outputs and not the
model’s weights. Thus, this type of deterministic uncertainty estimate
only considers aleatoric uncertainty [8,30].

3.2. Conformal Prediction

Conformal Prediction (CP, Fig. 4) is a statistical approach for un-
certainty quantification that has been attracting a lot of attention
lately in the ML community. While its fundamental concepts are not
new [44], CP has been extensively revisited in DL pipelines as it has
several appealing properties: it makes no assumption about the black-
box predictor nor the distribution of the data, and it provides provable
statistical guarantees. The core concept of CP is to transform the point-
wise prediction of a model into a predictive set. In the classification
setting, these predictive sets correspond to a list of probable class
labels while for regression tasks, they correspond to predictive intervals
(PIs) associated to the regressed value [45]. These sets are constructed
so that the ground truth label is guaranteed to be included with a
user-defined confidence level, such as 90% or 95%. This corresponds
to the desired coverage level. To achieve this result, CP performs a
post-processing of the raw predictions of the model (class probabilities
for classification, or predicted scores for regression) and is usually fit
using a set-aside labeled calibration dataset that comes from the same
distribution as the test dataset. This procedure is called split CP. It is
important to note that in contrast to other UQ methods that aim at
complementing a prediction with an uncertainty estimate, CP instead
starts by defining a target level of uncertainty, and then adapts the
prediction accordingly.
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Fig. 2. Implemented UQ methods in the 218 selected papers. The percentage (and the number) of the selected papers for each class of methods is indicated in the outer ring and
the corresponding percentage is below the class name. The inner ring classifies methods according to the type of uncertainty modeled: aleatoric, epistemic or both.
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Fig. 3. Illustration of the Softmax uncertainty paradigm.

CP has found many applications in natural image classification [46],
regression tasks [47], or drug discovery [48]. Applications to medical
images are emerging: CP is employed in the AmnioML framework
[49] to provide PIs associated with Amniotic Fluid volume prediction.
A similar objective is pursued in the TriadNet model [50], which
enhances a multi-head segmentation model with CP in order to provide
90% PIs associated with tumor volume estimation. As opposed to
volume prediction, Eaton et al. [51] focuses on computing PIs for
counting tasks, applied to cell and brain lesions counting. Finally, CP
is also investigated in two recent studies focusing in medical image
classification [52,53].

User-defined
coverage level

Classification
model

Categorical

Input image distribution

Class 1}

Predictive Set

Fig. 4. Illustration of the Conformal Prediction paradigm.

While extremely promising for medical applications as it provides
statistical guarantees to the user concerning the error of the deployed
model, CP suffers from 2 major limitations that may hinder its us-
age in the field. First, it is based on the assumption that calibration
and test data are exchangeable, meaning that they come from the
same distribution. However, it is well known that domain shifts are
extremely common in medical imaging applications, which hinder the
effectiveness of the conformal procedure [54]. Second, the calibration
dataset must be large enough to perform the split CP procedure. The
current guideline is to use 1000 calibration samples [45]. In medical
applications, data is often scarce, hence obtaining high-confidence PIs
using split CP may not always be feasible.

3.3. Bayesian Neural Network methods

In Bayesian Deep Learning (BDL, Fig. 5), each weight of the NN
is replaced by a distribution, rather than having a single fixed value
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[55,56]. To achieve this, a prior distribution p(w) (usually Gaussian)
is first initialized over the NN weights. It follows that each weight is
represented by a mean and a variance (thus doubling the number of
parameters of the model). Then, during training, the model learns the
posterior distribution p(w|D) given the training dataset D and the prior
distribution, which accounts for the least- and most likely parameters
given the observed data. The trained Bayesian Neural Network (BNN)
is akin to a virtually infinite ensemble of NNs, where each instance has
its weights drawn from the learned posterior distribution. At inference,
to obtain a prediction, the distribution should be marginalized over all
model parameters. Although it is possible for very simple neural net-
works, modern neural networks are over-parameterized, which makes
the exact computation of the posterior intractable [57]. To deal with
this issue, a branch of work has focused on approximating the true pos-
terior using Variational Inference (VI). VI proposes to approximate the
posterior using a variational distribution g(w|0) [10]. The parameters 0
of the variational distribution are learned during training to be as close
as possible to the exact posterior. This is achieved by minimizing the
variational free-energy cost function, usually referred to as the expected
lower bound (ELBO) [55]. Minimization of this loss is achieved using
Stochastic Gradient Descent (SGD), as in standard neural networks.
This training paradigm is called Bayes by Backprop (BBB) [55]. VI
thus allows to address Bayesian Inference as a classical optimization
problem. Once training is completed, various uncertainty estimates
can be obtained, such as the entropy of the predictive distribution,
its variance, or its mutual information. BDL places a distribution on
the model’s weights, hence it is rooted in epistemic uncertainty quan-
tification. However, BDL applied to classification and segmentation
tasks also produces a categorical probability distribution, so it can be
easily coupled with the Softmax probabilities framework previously
introduced (Section 3.1) to also quantify aleatoric uncertainty.

Applications of BDL to medical image processing are scarce. Studies
initially focused on applying Bayesian convolutions associated with VI
approaches. We found applications for 2D medical image classification
[58,59], knee abnormality detection [60], lung and nasal endoscopy
CT segmentation [61] and brain tumor segmentation [62]. However,
this approach requires extensive changes in the model architecture
and training paradigm [55,56], associated with an increase in the
computational cost of both training and inference. This has motivated
recent studies on scalable BDL solutions. For example, in Adams et al.
[63], authors evaluate Rank-1 Bayesian networks [64] as well as la-
tent posterior BNN on a task of organ segmentation in 3D CT. These
two approaches were recently proposed as scalable alternatives to the
standard BDL framework.

3.4. Monte Carlo dropout methods

In Gal et al. [65], authors demonstrated that a NN trained with
dropout [66], a regularization technique based on the random dropping
of activation, is able to efficiently approximate Bayesian inference
without the associated prohibitive computational cost. Based on this
principle, the Monte Carlo Dropout (MC dropout, Fig. 6) technique
proposes to train a model with dropout and keep it activated during
inference. For a given query input, multiple forward passes are then
performed. Each time, a different dropout mask is randomly sampled
(generally following a Bernoulli distribution), producing different pre-
dictions. Following this process, a predictive distribution is obtained,
similar to BNN. As for BDL, MC dropout was initially proposed to
tackle epistemic uncertainty, although it still produces a categorical
probability distribution from which aleatoric uncertainty estimates can
be computed [67]. MC dropout allows the approximation of a BNN in
any network trained with dropout, it thus rapidly gained popularity,
and applications in the medical imaging field are numerous. Implemen-
tations of this framework vary little. Studies that stand out have studied
in further detail the importance of the dropout layers’ position and
type, rate, and the number of drawn MC dropout samples. Jungo et al.
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Fig. 5. Illustration of a Bayesian Neural Network.

[38,68] studied the importance of the positioning of the dropout layer
within a convolutional network for brain tumor segmentation in MRI.
Orlando et al. [69] evaluated the impact of the number of MC samples
at inference on the segmentation accuracy of the photoreceptor layer
in OCT scans, and found no improvement after 20 samples. Similar
work was carried out in Camarasa et al. [70], where the impact of the
dropout rate and type (Bernoulli or Gaussian dropout) was assessed
on a task of cardiac MRI segmentation. While the dropout type had
little impact on the segmentation performance, they found that the
choice of the dropout probability was critical, as the performance of
their model significantly decreased for a dropout probability superior
to p = 0.50. In Ghoshal et al. [71], authors propose to quantify both
aleatoric and epistemic uncertainty using MC dropout in a task of
nuclei segmentation in microscopy images and found that increasing
the number of MC samples led to a decrease of the measured aleatoric
uncertainty.

Other studies have proposed improvements to the standard MC
dropout technique. In Jungo et al. [38], authors propose to use concrete
dropout, a variant where the dropout rate at each layer is learned as
part of the optimization process [72], but found no improvement as
compared to the standard Bernoulli dropout. In a similar vein, [73]
proposed a novel Spike-and-Slab dropout strategy, allowing to learn
during training the dropout probability for each convolutional filter in-
dependently, for brain parcellation in T1-weighted MRI. Alternatively,
Mobiny et al. [74] applied a variant of dropout called DropConnect
[75], following which weights are randomly set to zero instead of
activation, and demonstrated its advantages on various segmentation
tasks, including organ segmentation from CT scans.

3.5. Ensembling methods

Deep Ensemble [76] (DE, Fig. 7) proposes to quantify uncertainty
from a series of sequentially trained NN. As the weights of the neural
networks are initialized randomly, the models reach different optimum
during training. As a result, they produce diverse predictions for the
same query input. As for BDL and MC dropout, uncertainty estimates
or both aleatoric and epistemic uncertainties can then be extracted from
the ensemble’s predictive distribution [77]. A DE does not require any
changes to model architecture or training paradigm and is known for
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boosting predictive performance. Yet, it requires to repeat the train-
ing several times, which is cumbersome when the model is complex.
Moreover, the aggregation of each individual prediction at inference
increases the computational cost of this approach.

Ensembling techniques have been widely studied for UQ in medical
imaging, with various studies demonstrating superior predictive per-
formance and uncertainty quantification quality, as compared to the
MC dropout approach [78-80]. Noticeably, efforts are carried out to
develop more efficient ensembling strategies that preserve the perfor-
mance and uncertainty gain of the standard DE approach, without the
prohibitive computational cost. Typical examples include multi-output
architectures, that are able to produce a diverse set of predictions
in a single pass using different branches or heads. This concept has
been applied to both medical image classification [81] and segmen-
tation [62]. In a similar vein, Layer Ensemble [82] proposes to add a
dedicated output to each intermediate layer of a segmentation model
to form an ensemble within a single network. The same concept is
adopted in the Early-Exit Ensemble [83] and applied to medical im-
age classification tasks. Other illustrative examples include Checkpoint
Ensembling [84] which builds an ensemble from different checkpoints
saved during the course of a single NN training. Alternatively, the
Stochastic Weight Averaging Gaussian (SWAG) framework [85] can
be viewed as an efficient way of ensembling. It aims at estimating a
Gaussian approximate posterior over the weights of a NN by sampling
its weight configurations during training, using a constant learning
rate. At inference, from this distribution, it is possible to sample an
ensemble of diverse models. Two applications of SWAG can be found
in the medical image processing literature, for retinal artery-venous
segmentation [86] and chest X-ray classification [87], respectively.
Finally, another research lead corresponds to developing techniques to
improve diversity within ensembles, which is known to be a key factor
of this technique [88,89]. Two efforts in this direction are Orthogonal
Ensembles [90], which optimize the orthogonality between ensemble
members’ weights to promote variety among predictions, and diversity-
promoting ensembles, composed of varied NN architectures explicitly
chosen to minimize the correlation between their predictions [91].

Finally, it is worth noticing that some works propose to associate
ensemble and MC dropout, forming the so-called Ensemble Monte Carlo
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Fig. 7. Illustration of the deep Ensemble paradigm.

(EMC) [58,92,93]. This allows to investigate two different types of
uncertainty, namely (i) uncertainty resulting from the random seed
used to perform SGD training, yielding to different optima when se-
quentially training NNs and (ii) the weight uncertainty within each
unique ensemble member assessed using the MC dropout approach.

3.6. Learned uncertainty frameworks

Learned uncertainty frameworks (LU, Fig. 8) are built on the idea
that aleatoric uncertainty can be learned during training directly from
the data itself. The most immediate approach, for segmentation tasks,
is to treat the inter-rater variability as a ground truth for uncertainty.
Supervised learning strategies can then be adopted to reproduce the
distribution of the raters annotations [94-97]. However, this approach
is limited to datasets where multiple ground truth segmentations are
available, which is usually not the case. Most LU approaches have
thus developed strategies to learn the segmentation and uncertainty
conjointly without the need for explicit ground truth labels for un-
certainty. In this direction, the initial proposal is to suppose that the
network output logits are corrupted by Gaussian noise with mean equal
to 0 and variance z. The higher the variance, the higher the aleatoric
uncertainty. A model can then be trained to predict the mean logits p,
as well as the noise variance z [30]. To do so, the model is equipped
with two outputs: one for the logits, and one for the variance. During
training, a modified version of the cross-entropy loss is adopted to
learn the variance. Illustrative examples of this approach can be found
for Multiple Sclerosis lesions [98], tumor [99], and atlas segmenta-
tion [100] in brain MRI. This framework was recently extended to
skewed-Gaussian distributions in order to quantify asymmetric con-
tour uncertainty [101]. Another lead consists of learning uncertainty
estimates directly correlated with the errors of the model, usually
for segmentation applications. This is performed using an uncertainty-
augmented loss function. The initial idea is that the errors are available
at each training iteration by computing the differences between the
ground truth labels and the predicted labels. Then, it is possible to use
the computed error maps as ground truth indicators for uncertainty.
In McKinley et al. [102], authors present a modified segmentation
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architecture with 2 output convolutions: one for the segmentation prob-
abilities, and one for an uncertainty output called labelflip probability.
They also propose the labelflip loss in order to correlate this predicted
uncertainty score with the incorrectly segmented voxels. An alternative
approach is the Learned Confidence Estimates loss proposed in Devries
et al. [39]. In this framework, the segmentation model is also equipped
with two separate outputs for the segmentation and for a confidence
estimate, respectively. This estimate is used to interpolate between the
predicted probability distribution and the target distribution so that
low-confidence voxels are pushed toward the correct output. Finally,
Diao et al. [37] proposed the uncertainty cross-entropy loss, which is an
extension of the standard cross-entropy with an extra class correspond-
ing to the uncertain case, when no other classes can be predicted with
confidence. The loss can be minimized in two fashions, either by (i)
predicting the correct class label or (ii) predicting the uncertainty class.
The same motivation is at the core of the Deep Gambler model [103],
recently applied to medical image classification [104], that converts a
m—class classification problem into a m + 1 problem where the extra
class represents abstention from answering.

3.7. Test Time Augmentation

Test-Time Augmentation [105] (TTA, Fig. 9) was proposed as an UQ
method to evaluate aleatoric uncertainty. At test time, multiple vari-
ants of the input image are generated using Data Augmentation. This
can include spatial transformations (e.g. flipping, rotation) as well as
intensity augmentations (e.g. contrast modification, noise injection, or
artifacts). The model generates a prediction for each augmented variant
of the input image. From this distribution, uncertainty metrics can be
extracted such as the entropy or the variance. The TTA process aims to
explore the impact of input-image transformations on the prediction.
TTA is particularly interesting as it is completely model-agnostic: it
does not require any particular architecture or training design, and can
thus be used with any pretrained or open-source model. Various TTA
strategies were proposed for medical image applications. In its simplest
setting, only flipping is applied [41]. Noise and intensity shifts are also
commonly added to the augmentation pipeline [37,106,107]. Ayhan
et al. [105] give an example of a more elaborate setting, where a TTA
scheme based on 128 variants is applied per input image using both
extensive intensity and geometry transformations. In a more original
manner, [108] proposed to use in-painting as TTA for uncertainty
estimation.

3.8. Generative models

Image-conditional generative models have been explored for UQ
in medical image segmentation. The main objective is to generate

Artificial Intelligence In Medicine 150 (2024) 102830

Predictions Aggregation
& Inversion of spatial transformations

[N

class
2

<ls
v

Sample prediction #1  Distribution #1

<

—,
\__ Sampled prodicion #T _ Distribution #7 /

Segmentation model

PA]
&
2 v

Augmentation #T Uncertainty map

(Variance, Entropy,
Augmentation Module

Input image
£

Augmentation #1

class
2

e

Mutual Information, ...)

Fig. 9. Illustration of the Test-Time Augmentation paradigm.

various plausible, spatially correlated segmentation masks for a given
input image. The first attempt in this direction was achieved with the
Probabilistic U-Net [109] which proposed a segmentation architecture
based on a Variational Autoencoder (VAE). This allows the encoding of
the input image into several multivariate normal latent variables which
are then decoded into diverse variations of the same region of interest.
This framework is illustrated in Fig. 10. Several improvements were
then proposed to extend the expressivity of this generative model, such
as with the Hierarchical Probabilistic U-Net [110], the PHISeg [111],
the RevPHISeg models [112], or by the insertion of Normalizing Flows
[113-115]. Another interesting variant was proposed in the Stochas-
tic Segmentation Network [116], which uses a low-rank multivariate
normal distribution on the logit space instead of a VAE, allowing the
generation of a set of spatially coherent segmentation for each input
image. More recently, diffusion models were applied to this problem
[117]. Note however, that these different approaches are based on
the sampling (either sampling several plausible masks at test time for
Probabilistic U-Net and variants, or an iterative generative process for
diffusion models), hence their computation cost is higher than that of
a standard segmentation model.

3.9. Feature-based methods

From a practical point-of-view, epistemic uncertainty is expected
to be high for Out-of-distribution (OOD) images, e.g. images that are
far from the training image distribution. Based on this concrete appli-
cation, efficient epistemic uncertainty techniques have been recently
proposed to detect OOD from the intermediate features of a trained
NN [118]. This builds on the hypothesis that the feature maps com-
puted when processing an input image contain information regarding
its conformity (Fig. 11). These methods are computationally efficient
and are increasingly experimented in medical image processing appli-
cations. For instance, the Mahalanobis Distance was investigated to
detect outliers in the context of COVID-19 lesions segmentation [41], X-
ray classification [40,119,120] mammography classification [121] and
more recently liver segmentation in T1-w MRI [122]. As alternatives,
Karimi et al. [123] proposed to study the spectral signature of the
intermediate feature map by computing its Singular Value Decompo-
sition in order to detect OOD images, while Diao et al. [37] computed
class-wise prototypes from the feature representations in the context
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of brain tumor segmentation in MRI, allowing to detect train-test
mismatches. Finally, Lambert et al. [124] proposed a benchmark of the
aforementioned solutions on a task of tumor segmentation in 3D brain
MRI, and analyzed the importance of the number of feature maps used
to compute the OOD scores.

3.10. Evidential Deep Learning

The Dempster-Shafer Theory of Evidence (DST) is a framework for
dealing with both epistemic and aleatoric uncertainty [125]. In a K-
class classification problem, DST proposes to assign belief masses b*
to each possible class for a given input image as well as an overall
uncertainty mass u such that:

K
1=Zbk+u 2
k=1

where b* > 0 and u > 0. Beliefs are computed from the evidences e,

which are typically obtained by applying a Softplus operator to the raw
logits predicted by the NN [126], such that:
andu=XK 3

k
=%
S S
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where § is called the Dirichlet strength. When there is no evidence
collected guiding to any of the K classes, the beliefs reach their
minimal values 0, while the overall uncertainty reaches its maximal
value 1. Finally, DST proposed to parametrize a Dirichlet distribution
on the model’s outputs in place of the categorical distribution using the
parameters {a!,a?, ..., aX}. Interestingly, the realization of a Dirichlet
distribution is still a distribution. It can be intelligently used to replace
the standard categorical probability distribution of a classification NN
by a distribution over possible Softmax outputs, thus modeling second-
order probabilities and uncertainty [127]. It is thus more expressive
in terms of UQ than the standard Softmax probability framework
(Section 3.1). In EDL, the class probabilities are obtained as p* =
ak /S [127]. Aleatoric uncertainty estimates can be obtained from the
estimated probability, similarly to the Softmax uncertainty framework,
while epistemic uncertainty can be evaluated using the estimated u,
which encompass the accumulated evidences. DSL applications can
be found for both medical images segmentation [126,128,129] and
classification [130-132]. This framework is illustrated in Fig. 12.

3.11. Other UQ methods

Finally, we found a few methods not conforming to any of the
frameworks previously introduced. In Jensen et al. [133], the authors
explore the Monte Carlo Batch Normalization (MCBN) framework, a
variant of MC dropout making use of the stochasticity of batch nor-
malization layers. In Jungo et al. [38], an auxiliary net is proposed to
detect the errors of a segmentation model, and the voxel-wise error
probability is used as an uncertainty metric, allowing the decoupling
of the uncertainty and segmentation tasks. Toledo et al. [134] plugged
a Gaussian Process at the end of a DL feature extractor for diabetic
retinopathy classification. Finally, Wang et al. [135] addressed contour
uncertainty by replacing the binary segmentation masks with a soft
alpha matte mask.

In conclusion, Fig. 2 summarizes the set of UQ methods used in the
current literature for medical imaging classification and segmentation.
Note the importance of MC dropout and Deep Ensemble that represent
altogether 50% of the set of UQ methods and 80% of those addressing
both aleatoric and epistemic uncertainty in medical applications.

4. From voxel uncertainty to lesion-level and case-level uncertain-
ties

In the previous section, the most popular approaches for UQ in
medical image analysis have been introduced. In a segmentation set-
ting, all methods except the feature-based approach produce voxel-wise
uncertainty estimates when applied to 3D medical image segmentation.
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While this is convenient for visualization purposes, this is not totally
aligned with medical attention, which is usually located at the structure
level (e.g. lesion or anatomical region). Moreover, when processing 3D
medical images, the visual inspection of the entire volume to moni-
tor uncertain areas can be time-consuming. A branch of the medical
imaging UQ literature has thus focused on scaling uncertainty estimates
at higher levels. These structural uncertainty scores have been mainly
explored in 2 settings: (1) the binary segmentation of lesions, for which
an uncertainty score is assigned to each identified lesion instance, and
(2) case-level uncertainty, where the goal is to identify non-conform
images (input QC) or poor-quality predictions (output QC). These dif-
ferent scales are illustrated in Fig. 13, and the corresponding literature
is further presented in the following.

4.1. Lesion-level uncertainty estimates

Lesion-level confidence estimation is an emerging UQ application
that consists in attributing one uncertainty score for each identified
lesion in a medical image. This is relevant for applications that rely
on the detection of multiple lesions, and for which precise counting
is required. A pioneering study in this direction is the work of Nair
et al. [98] which proposes to fuse voxel-level certainty scores to lesion-
level scores, for Multiple Sclerosis lesions segmentation. The proposed
strategy consists of using the logsum operator on the uncertainty of
the voxels composing each lesion. One downside is that this metric
systematically attributes higher uncertainties to smaller lesions. Other
aggregation operators have further been proposed for Multiple Sclero-
sis, such as the average of the voxel uncertainties [136]. In a different
direction, several plausible masks can be obtained for each unique brain
lesion using a DE, and the agreement between the ensemble members
has been proposed as a lesion-level uncertainty sore, although not using
directly the voxel uncertainty maps [136].

Lesion-level estimates were also explored for liver tumor lesions
[137,138]. In these two studies, the authors start by computing voxel-
uncertainty maps, for example using MC dropout, DE or TTA. Then,
they compute radiomics [139] for each lesion using the uncertainty
maps. These features are used to train a classifier (SVM) to predict the
status of the lesion: True Positive (TP) or False Positive (FP). While
their primary focus is the reduction of FP liver lesions, it seems that
the FP probability of the lesion constitutes a viable lesion-level uncer-
tainty score, where higher values are associated with more ambiguous
lesions. A similar strategy was proposed by Ozdemir et al. [140] for FP

reduction in nodules detected in lung CT. The CT is first processed by
a segmentation model, providing a segmentation and uncertainty map.
Bounding boxes are further extracted from the segmentation, centered
at each identified nodule. An auxiliary CNN classifier then predicts the
probability that the lesion is a FP.

4.2. Case-level uncertainty estimates

A frequent question when dealing with uncertainty is to wonder
if the overall prediction can be trusted. To answer this, case-level
uncertainty scores can be furnished to the user to provide a general im-
pression regarding the model confidence for a given case. In the context
of medical image segmentation, such scores can actually be com-
puted to detect non-conform inputs (input-level QC) or poor-quality
segmentations (output-level QC).

4.2.1. Input-level QC

Input-level QC, akin to OOD detection, aims at detecting samples
nonsuitable for analysis. For these images, epistemic (i.e. model) un-
certainty is expected to be high [30]. Thus, monitoring the output
uncertainty of predictive models could theoretically be used to detect
poor-quality input images. This idea was explored in McClure et al. [73]
where authors used MC dropout to estimate the voxel uncertainty of a
brain tumor segmentation model. From these uncertainty maps, image-
level scores are derived by averaging voxel scores across the volume.
The scores are then used to detect poor-quality scans. A similar process
is adopted by Gonzalez et al. [41] for non-conform input detection in
chest CT segmentation, using MC dropout and TTA as voxel uncertainty
estimators. In line with these works, the previously presented feature-
based OOD detection methods (Section 3.9) produce case-level scores
that can be used to perform input-level QC.

4.2.2. Output-level QC

Output-level uncertainty estimates aim at evaluating the overall
quality of an automated segmentation. An intuitive solution is to fuse
the voxel uncertainty estimates computed by a standard UQ methodol-
ogy (MC dropout, DE, TTA...) to a case-level score, for example, using
the mean [141]. Following the observation that voxel uncertainty is
often concentrated at the boundaries between classes, two studies have
proposed to reduce the weight of contour voxels to get more accurate
structural uncertainties. This prior knowledge-based aggregation was
investigated in Jungo et al. [38] and Graham et al. [142].
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Instead of relying on voxel uncertainties, a series of studies have
proposed to focus on the set of plausible segmentation masks generated
by standard UQ methodologies. Pionnering work in this direction is the
study carried out by Roy et al. for whole brain segmentation [141].
They use MC dropout to generate a set of segmentation masks for each
input image and use the disagreement between the samples as struc-
tural uncertainty estimates. This follows the intuition that disagreement
between the predictions should be higher for poor predictions. In this
direction, they propose different proxies: the Coefficient of Variations
among the volumes, and the Dice & IoU agreements between the MC
samples. They further show that these proxy metrics correlate strongly
with the true Dice, unknown during inference. This concept of using a
set of plausible segmentation masks to compute structural uncertainty
metrics was further explored via MC dropout sampling [143,144], Deep
ensemble [145] and TTA [106,146]. Other proxies were proposed,
including the Predictive Dice Coefficient [143], the Contour Quality
metric [147] or the Doubt score [148], which have all demonstrated
a strong correlation with the true Dice coefficient.

To further improve the output QC procedure, several studies have
explored the use of these uncertainty metrics as features to train a
ML model to directly infer the prediction quality, in a regression
setting. Ghosal et al. [149] and Hann et al. [150] trained linear re-
gression models to predict the Dice directly from uncertainty estimates
of MC dropout models, for digital histopathology image segmenta-
tion and cardiac MRI segmentation, respectively. Alternatively, Arega
et al. [151] used a Random Forest either in a binary classification
approach (accept/reject poor segmentation) or regression (predict the
Dice score) from the outputs of a MC dropout model. These approaches
require building a training dataset comprising automated predictions
and associated quality to allow the training of the auxiliary ML model.

5. How to evaluate uncertainty quantification approaches

In the previous sections, we have presented the main UQ approaches
that are applied to DL-based medical image classification and seg-
mentation. In this section, we now propose to introduce the different
protocols that are implemented in these papers to evaluate the rele-
vance of the UQ approaches. Evaluating UQ approaches is not straight-
forward, as we generally do not dispose of ground-truth uncertainty
values. Proxy metrics are thus developed to estimate the performances
of uncertainty quantification methods. We have identified 6 types of
evaluation protocols (see Fig. 14, the exhaustive list of protocols and
the corresponding cited references can be found in Appendix, Table 2).
In the following, we present each protocol and identify their use cases.

5.1. Qualitative assessment protocol

As computing quantitative metrics for uncertainty is not direct,
several works focused on a qualitative assessment of the predicted
uncertainty estimates. In this context, a visual inspection of the cases
considered as certain/uncertain is usually performed to verify whether
they correspond to cases that a human would consider as uncertain
[152-154]. Alternatively, the relevance of the incorporation of UQ in a
medical image processing pipeline can be assessed via the monitoring
of its beneficial impact on a downstream task such as active learn-
ing [155], curriculum learning [156-158], weakly-supervised learning
[159], semi-supervised learning [160-164], cascaded inference tasks
[165,166], segmentation refinement [167], federated learning [168],
cross-domain generalization [169], or predictive performance [170].

5.2. Calibration metrics

As presented in Section 3.1, the output Softmax probabilities of a
NN can directly be used as a marker of uncertainty. A popular way
of estimating the accuracy of such uncertainty estimates is the use of
calibration metrics, that verify the correspondence between predicted
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probabilities and actual error rates. Usual choices consist of the Ex-
pected Calibration Error (ECE) [36,38,79,132,140], or the Negative
Log-Likelihood (NLL) score [78]. It is also common to represent calibra-
tion visually using calibration plots, also sometimes called reliability
diagrams [2]. Such a diagram is illustrated in Fig. 14, Calibration.
The main idea is to plot the model’s accuracy as a function of its
confidence. This is performed by binning predictions according to the
associated predicted probability, and computing the accuracy for each
bin. Following Eq. (1), the calibration plot of a perfectly calibrated
model should correspond to the identity function. Any deviation to this
identity function corresponds to a calibration gap (either over or under
confidence). Additionally, the ECE can be directly extracted from the
plot by computing the difference between the average accuracy and
confidence, for each bin.

5.3. Coverage error

As presented in Section 3.2, Conformal Prediction is traditionally
defined around the notion of coverage, following which a fraction of the
ground truth labels should be included in the predictive sets (e.g. 95%
or 99%). A natural way of evaluating uncertainty under this framework
is to compute the distance between the empirical coverage on test data
and the user-defined target coverage [45]. If implemented properly, CP
is statistically guaranteed to approximate the target coverage. However,
this can be achieved with unnecessarily large intervals. Let us take the
example of predicting the volume of a brain lesion, that we want to
equip with a predictive interval using CP. A perfect coverage of 100%
could be achieved by predicting a lower bound of 0 mL, and an upper
bound corresponding to the overall intracranial volume. However,
these intervals would be useless in practice. Thus, CP methods are also
generally evaluated with respect to the average interval width, where
narrower values are preferred [50,51].

5.4. Error detection and referral

A direct downstream application of uncertainty in an automated
pipeline is the detection of samples for which the prediction is likely to
be incorrect. This is crucial to prevent silent errors that could have a
dramatic impact, especially in real-world medical image applications.
Error detection is thus commonly used to estimate the quality of uncer-
tainty estimates. In this scenario, the model’s predictions are classified
into two groups, certain and uncertain samples, by thresholding their
associated uncertainty. The result of this classification is then compared
to the correctness of each sample, namely correct or incorrect. In that
context, a confusion matrix from the uncertainty point of view can be
constructed, by distinguishing 4 possible cases, as shown in Fig. 14,
Error Detection. Usual classification metrics can then be computed
based on the counts of True Positive (TP): the classification is uncertain
and the expected label and the prediction differ, False Negative (FN):
the classification is certain but the expected label and the prediction
differ, True Negative (TN): the classification is certain and the expected
label and the prediction are identical, and False Positive (FP): the
classification is uncertain but the prediction and the expected label
are identical. Illustrative applications of this metric can be found for
COVID-19 detection [80], cell colony segmentation [171] and skin
disease assessment [172]. In a similar vein but specifically for image
segmentation, the uncertainty-error overlap was also proposed [38]
and further extended using mutual information [173]. Other variants
include the use of distance metrics such as the Wasserstein distance
[174] or Jensen-Shannon [175] to measure how much the predicted
uncertainty correlates with the distribution of errors of the model.

Another variant of this framework is the referral mechanism (also
sometimes referred to as rejection or filtering) [176]. In this con-
text, predictions of the model are ordered from the most certain to
the most uncertain. A fraction of the most uncertain predictions are
then rejected (i.e. referred to the expert), and the performance of
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Fig. 14. Illustration of the different approaches used to estimate quantitatively the quality of uncertainty estimates. See text for details.

the model is computed on the remaining predictions. If uncertainty
estimates efficiently identify uncertain cases that are more likely to
be incorrect, then the error rate on the remaining prediction should
decrease. Multiple fractions can be used, producing a curve showing
the error rate of the model with respect to the fraction of rejected
data. The area under the resulting curve is used as a qualitative score.
This referral-based evaluation protocol aims at mimicking a human-in-
the-loop process where the model abstains from uncertain predictions
which are redirected to an expert for correction. It essentially highlights
the same trends as the previous misclassification detection setting. Such
metric was for instance used for MS lesions segmentation in brain MRI
[98], cardiac MRI segmentation [177], brain stroke detection [178]
or diabetic retinopathy detection [179]. Interestingly, such referral
metrics were also used in the context of the QU-BraTS 2020 challenge
focusing on UQ for brain tumor segmentation in MRI [180], as well
as in the more recent SHIFT 2023 challenge focusing on MS lesions
segmentation [181].

5.5. OOD detection protocol

A desired property of uncertainty is to be high in the context
of a train-test mismatch, occurring when input images are signifi-
cantly different from the images seen during training. Similarly to the
misclassification detection setting, the uncertainty estimates can be
translated into a binary classifier that aims at distinguishing between
in-distribution (ID) and OOD images. Standard classification metrics
can further be computed.

Protocols for OOD detection can be characterized based on the type
of OOD data used. The most obvious setting corresponds to extreme
OOD data, corresponding to samples that share little to no similarity
with the training data. For instance, [41] proposes to train a model to
segment COVID lesions in chest CT, and further use colon and spleen CT
as OOD data. A more realistic shift in the context of medical image pro-
cessing is diagnostic shifts, where a disease unobserved during training
is included in the test images. This setting has been explored in Berger
et al. [40] where authors train a binary classifier to distinguish between
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cardiomegaly and pneumothorax in chest X-ray, then use images with
fracture as OOD. Similarly, in the context of digital pathology detection,
[79,81] trained breast metastasis detection models and included images
with new unseen abnormalities at test-time as OOD data. [182] trained
an 8-class classifier on the ISIC 2019 dataset to detect skin disease,
which also contains a test set of OOD images belonging to none of the 8
classes for OOD evaluation. Modality shifts can also be encountered in
medical image processing tasks, where the imaging acquisition protocol
is altered between training and testing images. Tardy et al. [121] train
a 2D mammography classification model and use images acquired from
a different manufacturer at test-time, simulating a common data shift
encountered in clinical routine. [119] considered posteroanterior chest
X-rays as training images and tested OOD detection on anteroposterior
images. Finally, transformation shifts were also investigated, where
transformations are applied to the input images to push them away
from the training images distribution. For instance, [41] generated
OOD data by applying affine transformations and synthetic artifacts to
the input images.

5.6. Quality control

For segmentation tasks uncertainty is expected to be higher for
poorly-segmented images than for well-segmented ones. Based on this
desired property, several works studied the correlation between image-
wise uncertainty scores (in contrast with the usual pixel-wise estimates)
and the segmentation quality, such as the Dice score. In an automated
medical image segmentation pipeline, this process can be used to detect
images for which the produced segmentation does not meet quality
standards. We refer to this mode of evaluation, specific to segmentation
tasks, as QC-based evaluation protocols. In this setting, the goal is gen-
erally to maximize Pearson’s correlation between the true segmentation
quality and the proxy score [82,106,141,143,145,147,183]. However,
we found that such QC-based protocols usually only focus on the
correlation with the Dice score, which has been shown to be correlated
to the size of the segmented object [184,185]. As a result, it is possible
that these QC protocols demonstrate a correlation between the size of
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the segmented region and the uncertainty level (with smaller regions
being more uncertain), rather than the true quality of the segmentation.
Studying the correlation with other segmentation metrics is only rarely
envisaged, with an exception in Kushibar et al. [82] where authors
demonstrate a correlation for both the Dice and Hausdorff metrics.

5.7. Label-distribution protocol

Finally, for segmentation tasks where several expert delineations
are available per image, label-distribution metrics can be employed.
This consists of comparing the predicted distribution of labels P, with
the ground truth distribution of the experts P,, and is thus commonly
used paired with Generative UQ models presented in Section 3.8. A
popular choice of metric is the Generalized Energy Distance [109-
111] between both distributions. Other proposed metrics include the
normalized cross-entropy [97], the normalized cross-correlation [111]
or the weighted mean of the predictive entropy between the true and
predicted uncertainty maps [186].

The distribution of the UQ evaluation protocols in the studied
corpus is shown in Fig. 15.

5.8. Distinguishing aleatoric and epistemic uncertainties during evaluation

While the distinction between aleatoric and epistemic uncertainties
is possible when defining UQ approaches, this distinction is less clear
when dealing with evaluation. Aleatoric and epistemic uncertainty
estimates are often compared using the same metrics [37,38,126,173,
187]. Some evaluation scenarios clearly focus on one particular side of
uncertainty, for instance, OOD detection is clearly linked to epistemic
uncertainty, while label distribution is akin to aleatoric uncertainty.
Other metrics including Coverage Error, Error Detection, Referral, and
Quality Control do not make any assumption about the source of error,
which could come from a noisy data point (aleatoric uncertainty) or
the lack of knowledge of the model (epistemic uncertainty), and hence
cannot be clearly associated to one or the other. Calibration metrics,
that consider the Softmax probabilities of the model, could be cast as a
way to evaluate aleatoric uncertainty. However, there is an increasing
literature on the calibration under domain-shift, which bridges the gap
with epistemic uncertainty [188-191].
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6. Discussion

In the first section, we reviewed the most popular UQ methods for
DL-based medical image analysis. Then, we presented how structural
uncertainty could be assessed to align with clinical interests. Finally,
the various UQ evaluation protocols were investigated. In this section,
we list the key insights of this review and identify potential future
research directions.

First, the large number of studies incorporating UQ in their medical
analysis pipeline proves that the need for UQ is well taken into account
by the DL community. This shows that efforts are being made to
develop Al tools that are not only powerful, but also useful in a real
clinical setting. In this context, the predictive performance of the model
only is not enough to reach a good acceptance. UQ is key to facilitate
human-machine collaboration and break the ‘black-box effect’.

UQ methods. Bayesian methodology, although providing a strong
theoretical background for uncertainty, is scarcely implemented for
medical image analysis (only 2.06% of the papers, see Fig. 2). This
can be explained by the complex implementation that requires (i)
the modification of the NN and (ii) the modification of the training
paradigm. Less formal approximations of the Bayesian framework, such
as dropout-based methods, are thus generally preferred. Overall, MC
dropout method seems to be the most popular approach for UQ in
medical image analysis, representing more than a third of the imple-
mented methods (38.05%), considering both the standard MC dropout
methods (34.81%) as well as MC dropout Ensemble models (3.24%),
which are an MC-dropout extension. This popularity can be explained
by its easy implementation in any NN trained with dropout, indeed
a large majority of NNs. Additionally, dropout helps prevent over-
fitting during training, which is a common problem in the medical
domain, where the training dataset size is limited. However, the per-
formance of MC dropout is highly dependent on the applied dropout
rate [70,192], which can make it impractical to tune. Moreover, it
requires multiple inferences for the same input image, increasing the
inference time, which may not be compatible with Al applications in
clinics. Ensembling approaches are also commonly employed for UQ
(16.22% of the implemented UQ methods), although less common than
MC dropout models. Aggregating the predictions of multiple models
is a well-known trick to improve predictive performance, while also
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providing quality uncertainty estimates. The drawback is an increased
computational cost and time, as it requires multiple training and the
aggregation of their predictions at testing. Other popular UQ metrics
is Softmax probability (12.98%), which provides intuitive and easy-to-
use uncertainty estimates, and learned uncertainty methods (8.26%)
that propose to learn aleatoric uncertainty from the data. Finally,
we note (see Fig. 2) that most implemented methods simultaneously
estimate aleatoric and epistemic uncertainties (61.95%), followed by
aleatoric-only (32.74%) and epistemic-only (4.13%).

For segmentation tasks, structural uncertainty has been proposed
to align uncertainty quantification with medical attention. In clinical
routine, clinicians may be more interested in knowing which automati-
cally detected region (e.g. individual lesion) can be trusted, rather than
knowing which pixels/voxels may be inaccurate. Several leads have
been proposed in this direction, either resorting to the aggregation of
pixel-wise estimates or using an auxiliary model (radiomics-based ML
model or DL model) to produce region-wise uncertainty scores.

UQ evaluation protocols. In the literature, a large variety of eval-
uation protocols are reported, aiming at assessing the quality of uncer-
tainty estimates. In the context of medical image segmentation, if mul-
tiple manual expert delineations are available for a given input image,
the inter-rater variability can be used as ground truth uncertainty, to
be compared with the one predicted (representing 7.57% of the imple-
mented evaluation protocols, see Fig. 15). However, most of the time,
such an uncertainty gold standard is not provided. Thus, the evaluation
of UQ usually relies on proxy tasks, such as the detection of errors
(27.89%), Quality Control (12.75%), or Out-of-distribution (7.97%).
These methods are inspired by concrete applications of uncertainty in
a real-world scenario. Yet, although commonly used, UQ evaluation
based on error detection is not ideal for ranking methods. Indeed, the
set of correct and incorrect predictions is specific to each predictive
model. It is then inappropriate to compare them directly [193]. Cali-
bration evaluation metrics are also commonly used (17.53%). The use
of such metrics seems particularly interesting because many popular
uncertainty estimates, such as variance, entropy, or mutual informa-
tion, can be directly extracted from probability distributions. Thus,
guaranteeing that the probability estimates are well-calibrated seems
to be essential to obtain meaningful uncertainty estimates.

Finally, it must be acknowledged that the effort of the community is
promoted by the organization of uncertainty-oriented challenges. The
2020 edition of the BraTS challenge included an uncertainty task (QU-
BraTS$) asking participants to provide brain tumor segmentation models
that are able to provide voxel-wise uncertainty estimates correlating
with segmentation errors [180,194]. The MICCAI QUBIQ challenge,!
hosted in 2020 and 2021, focused on label uncertainty. Participants
were provided with images annotated by several experts, on a variety of
medical image segmentation tasks, and were asked to develop methods
able to reproduce the rater’s annotation distribution. Finally, the SHIFT
2023 challenge® contained a task of uncertainty quantification for
Multiple Sclerosis lesions segmentation [181]. The challenge focused
on the development of models robust to train-test mismatches and
uncertainty was evaluated through an error detection setting.

6.1. Future directions

Based on our review, we suggest several future research directions
for UQ in DL-based medical image analysis.

First, the majority (67.83%) of the implemented UQ methods are
based on a sampling protocol (MC dropout, Deep Ensemble, BNN, MC
dropout Ensemble, TTA, and Generative models), aiming at generating
multiple predictions for the same query input. Yet, this process may
significantly increase the computational burden of UQ, especially when

1 https://qubiq21.grand-challenge.org/.
2 https://shifts.grand-challenge.org/.
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processing large 3D volumes, which may prevent its adoption in an
automated pipeline in the medical domain. Single-step UQ methods
such as Softmax (calibrated) probabilities, Evidential Deep Learning, or
Features-based methods are thus promising especially for time-critical
applications.

Overall, the detection of Out-of-distribution (OOD) predictions us-
ing uncertainty concerns few studies (7.97% of UQ evaluation pro-
tocols), despite being crucial in real-world medical scenarios. In an
automated medical image pipeline, input samples can exhibit vari-
ous anomalies or be inappropriate for the correct functioning of the
NN, thus resulting in very poor predictions. Real clinical cases may
include artifacts, present a pathology unseen during training, or an
unusual imaging contrast due to a particular acquisition protocol. In
such situations, uncertainty associated with the computed predictions
is expected to be high and should represent a warning to the user (e.g,
the medical practitioner). In practice, this is usually not the case with
standard approaches such as Softmax uncertainty, MC dropout, or Deep
Ensemble, which have limited performance in terms of OOD detection
[195]. The rarity of OOD-based evaluation protocol in the reviewed
corpus may be explained by the difficulty of gathering relevant OOD
data representative of real-world scenarios. A potential lead is to use
Data Augmentation, which allows to generate OOD samples from ID
samples by introducing well-controlled intensity noise or artefacts in
the image [41,62]. Alternatively, OOD detection is not only studied
from an uncertainty point-of-view. For example, Unsupervised Anomaly
Detection [196,197] uses the reconstruction error of Auto-Encoder
models for OOD detection, and did not fall under the scope of this
review.

Experimental results outside the medical imaging field suggest that
the quality of uncertainty estimates degrades in the presence of domain
shift [190,198,199]. Thus, high-quality uncertainty estimates on in-
domain data may not generalize well in the presence of train-test
mismatches. In the context of medical image processing, this major lim-
itation of UQ is only rarely studied. In Murugesan et al. [36], authors
explore the deterioration of probability calibration with increasing
levels of corruption on the input images. Similarly, Thagaard et al.
[79] demonstrated that the ability to detect errors from uncertainty
estimates is reduced in the presence of train-test mismatches. Finally,
the SHIFT 2023 challenge evaluates the robustness of uncertainty es-
timates on a hidden test dataset not used for training. We argue that
the robustness of uncertainty estimates under domain shift should be
more commonly included in UQ evaluation protocols, especially in the
context of medical image processing where domain shifts are frequent.

Finally, while the need for UQ in medical applications is unques-
tionable, we argue that being able to understand the prediction process
of the DL model is also crucial to promote a trustable usage of Al in
medicine. Then, the link between explainability and uncertainty should
be studied, which would allow to understand both how the prediction
is made and whether or not it should be trusted. An interesting research
direction would be to complement uncertainty estimates with explana-
tions [200], helping the user to understand the sources of uncertainty
in an intelligible way and possibly contribute to its improvement.

7. Conclusion

In this review, we have proposed an overview of the most popular
UQ methods implemented in DL-based medical image applications, a
specific domain with inherent uncertainty. Numerous phenomena can
cause predictive uncertainty, such as noisy images, imperfect ground
truth labels, lack of or incomplete data, and inter-site image variability.
The literature proposes various methods to quantify this uncertainty
which are applied to a very large range of medical image applications.
As demonstrated in this review, developing trustable Al solutions in-
tegrating uncertainty quantification of the computed predictions is an
active research topic.
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Table 1
List of reviewed papers according to the uncertainty framework. The same study can
be present in different rows, if several uncertainty approaches have been compared.

Uncertainty Count  Studies

Frameworks

Monte Carlo 118 [37,38,58,79,106,140,141,143,147,183,201-206]

dropout [40,42,78,81,144,154,156,173,174,207-213]
[39,73,123,133,152,157,171,175,178,179,204,214-218]
[80,99,108,126,165,172,177,186,219-226]
[60,67-69,92,121,149,153,161,182,227-232]
[41,62,70,71,74,83,107,137,148,162,163,167,233-235]
[50,51,63,101,104,138,176,236-244]
[59,150,151,187,245-247]

Deep 55 [38,40,58,78,79,81,145,160,183,210,216,248-250]

ensemble [80,82,92,96,126,130,131,133,136,228,229,251-255]
[51,63,83,86,87,90,138,176,233,239,242,256-258]
[59,150,187,243,245-247,259-262]

Softmax 44 [36-38,40,42,58,159,173,175,183,210,217,250,263,264]
[39,41,43,51,138,221,228,238,239,265-270]
[50,104,242,243,246,271-279]

Learned 28 [37-39,95,97,98,132,155,173,213,280-284]

uncertainty [61,94,99-102,104,166,230,285-288]

TTA 24 [37,41,105-108,133,146,170,172,182,216,224,233,250]
[50,59,101,138,142,187,240,244,289]

Generative 15 [37,109-112,116,215]

models [62,113-115,117,126,173,290]

Features 14 [37,40,41,119,121,123,175]
[120,122,124,238,239,242,291]

Evidential 14 [121,126,128,130-132]

deep learning [129,158,168,237,247,292-294]

Dropout 11 [58,80,92,212,228,229]

ensemble [59,93,150,176,295]

Bayesian 7 [58,60,62,296]

neural [59,63,297]

networks

Conformal 5 [49,51,298]

prediction [50,299]

Other 4 [38,134]

[133,135]

Total 338
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Table 2

List of reviewed papers according to the uncertainty evaluation paradigm. The
same study can be present in different rows, if several evaluation strategies have
been used.

Evaluation Count Studies

frameworks

Error 70 [37,38,42,58,79,106,140,145,173,174,202—

detection - 205,211,212]

Referral [73,80,98,134,136,171,175,178,179,204,213,216,217,
222,250,252]
[92,105,121,126,130,131,172,177,182,225,226,228—
231,254]

[70,74,87,93,100—
102,107,138,142,176,234,256,286,287,297]
[59,63,243,247,277]

Qualitative 61 [128,144,154—

assessment 156,159,170,201,206,207,209,248,249,281,282]
[68,99,152,157,160,165,214,218-
220,253,264,265,283,284]
[60,67,94,137,153,161,162,167,232,233,255,267,285,
296]

[71,129,158,163,168,235,236,241,271,272]
[166,257,273,278,292,294,295]

Quality 32 [38,39,69,73,78,82,106,141,143,145-

control 147,173,183,224,280]
[101,148-151,240,244,245,259-262,288-291]

Calibration 44 [36,38,40,42,78,79,123,132,133,140,173,208,210,212,
250,263]
[43,62,80,82,83,86,90,108,126,177,178,221,223,237,
268,269]

[59,101,243,245,247,258,270,274-277,279]

00D 20 [37,40,41,79,81,83,119,121,123,182]

detection [104,120,122,124,238,239,242,246,291,293]

Label 19 [95,97,109-112,116,186,215,251]

distribution [61,96,113-115,117,135,187,266]

Coverage 5 [49,51,298]

error [50,53]

Appendix. Classification of the reviewed papers

This appendix presents the classification of the reviewed papers
according to the implemented uncertainty framework (Table 1) and the
uncertainty evaluation paradigm (Table 2).
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