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Test Pattern Compaction with Boolean Satisfiability
Attack of Logic Locking

Yadi Zhong

Abstract—Test time per chip plays an essential role in manu-
facturing tests. Keeping a low number of test patterns becomes
one of the prime objectives in concurrent with achieving the
desired fault coverage. Unfortunately, finding an optimum set
is a NP-hard problem. Today’s commercial ATPG tools have
significantly reduced the number of test patterns to achieve a
high fault coverage. However, there is still a huge scope for
reducing the total pattern count, equivalent to minimizing test
costs in the production phase. In this paper, we propose two
novel methods to lower the test pattern count to detect all stuck-
at faults in a circuit with the same or higher fault coverage
as in the commercial ATPG tool, e.g., TetraMAX II. The first
approach begins by applying a small set of random patterns to
solve easy-to-detect faults. The remaining faults are detected by
the SAT-based attack on logic locking with converting all the
remaining faults into one locked circuit. Each stuck-at fault is
modeled with its equivalent key gate. The second approach selects
the first few patterns generated by the ATPG tool and applies
the SAT attack of logic locking to determine the test patterns for
detecting the undetected faults. By exploiting the overall linear
iteration complexity and the exponential removal of incorrect
key combinations per each SAT attack iteration, it is feasible
to significantly reduce the total pattern count while maintaining
the same or higher fault coverage as the ATPG counterpart. We
demonstrate the effectiveness of both approaches and show that
we are able to achieve more compact test pattern set compared
to commercial ATPG tool.

Index Terms—Automatic test pattern generation (ATPG), test
pattern compaction, Boolean satisfiability (SAT), logic locking.

I. INTRODUCTION

Integrated circuits (ICs) are everywhere and they are at the
heart of every technology ranging from commercial, industrial,
and Department of Defense (DoD) spaces. Semiconductor
manufacturing is a booming industry and it is projected to
become the trillion-dollar asset by 2030 [1]. Innovations in
aggressive technology scaling and drastic shrinking of device
geometries have propelled the complex fabrication, packaging,
and test processes. As demand for more computational capa-
bilities and capacity for electronics grow, i.e., more transistors
in a single chip or package, it is increasingly important for
aggressive testing to reduce manufacturing defect escape to
a minimum. For chips deployed in critical infrastructures,
achieving high-quality tests through IC, package and system-
level testing are crucial for the reliability of systems. To
ensure the reliability of ICs, a desirable fault coverage is
required during test pattern generation process [2]. Besides
high fault coverage, the total test patterns used for attaining
the specified fault coverage is an important factor to support
massive production. For targeting the expected manufactur-
ing quality, the number of test vectors to meet the quality

assurance of a device can influence the production of such
products as the manufacturing test applies all test vectors
on every chip it produced. Optimizing test compaction and
minimizing test pattern counts before the production phase will
reduce test time bottleneck. Today’s commercial automatic test
pattern generation (ATPG) tools have significantly reduced the
number of test patterns needed to detect faults with very high
fault coverage. However, it is agnostic to the tool itself if
it has found the minimum set of test vectors to detect all
or the maximum number of faults in the complete fault list.
It is common knowledge that finding the minimum pattern
count is difficult and in NP-hard in computation complexity.
Nevertheless, it is possible and beneficial to further shrink
test counts, getting one step closer to the computationally-hard
optimal solution for a given circuit.

Over the past few decades, we have witnessed a steady
increase in fault coverage of digital circuits due to the novel
techniques developed in combinational and sequential ATPG
techniques, i.e., D-Algorithm [3], [4], PODEM [5], FAN [6],
SOCRATES [7], TRAN [8], etc. Along with these test pat-
tern generation techniques, SAT-based solutions targeting high
fault coverage have also been proposed [9]–[13]. In addi-
tion, recent progress of SAT-based techniques examines test
compactions [14]–[18]. Concurrently, SAT has been actively
applied as effective attacks in breaking various logic locking
methods of the past decade. The effectiveness and efficiency
of SAT attack [19] rendered the earlier locking schemes of
insufficient security against oracle-guided adversaries. Since
then, multiple works have focused on adapting SAT attack
to exploit previously SAT-resistant designs, including recent
study on complexity analysis of SAT attack and how it can be
constructively applied for test pattern generation [20]–[22].

In this paper, we build upon the prior work in test pattern
generations, which achieved 100% fault coverage with SAT
attack of logic locking, and optimize the SAT attack-based
method for test pattern compaction. Our goal is to minimize
the overall test pattern count as it will reduce the accumulated
test time bottleneck after batch manufacturing. We proposed
two SAT attack-based approaches to optimize the pattern set
compared to commercial ATPG tool counterpart. The approach
I leverages random pattern generation to first solve easy-to-
detect faults before using SAT attack to determine the patterns
for the remaining faults. Random patterns are determined
based on (i) maximizing entropy reduction and (ii) minimizing
the selected patterns from a set of randomly generated set
beforehand. Approach II targets improved test compaction
from commercial ATPG tools. Patterns derived from ATPG
are partially included while the SAT attack is applied to



solve the rest of the undetected faults. Both approaches have
been demonstrated using ISCAS’85 benchmarks and they
outperforms TetraMAX II in minimizing test count with c6288
having the highest test set reduction percentage.

The contributions of this paper are described as follows:
• SAT attack-based test compaction: We propose two novel

test pattern reduction methods using SAT attack for logic
locking. The first approach combines both random pattern
generation and SAT attack-based method to complete
the test set with 100% fault coverage. The random pat-
terns are optimized with the proposed entropy reduction
approach by discarding patterns with low impact of
fault coverage increment through adaptive threshold. SAT
attack-based pattern generation kicks in after optimized
random patterns are chosen. The second approach im-
prove test compaction of TetraMAX II directly by SAT
attack-based method. Test pattern generation with SAT
attack returns more compact pattern subset than ATPG
tool for reaching fault coverage of 100% due to the
observed linear attack complexity shown in logic locking.

• Better Test Reduction than TetraMAX II: Overall, both
approaches needs fewer patterns than commercial ATPG
tool TetraMAX II to achieve 100% fault coverage. We
achieved an average test pattern count reduction of
14.97% (Approach I) and 23.66% (Approach II), and the
maximum reduction of 37.68% (Approach I) and 43.48%
(Approach II) compared to TetraMAX II. We believe our
work provides insight for minimizing test set through
maximizing the efficiency of SAT attack against logic
locking with average linear attack complexity.

The rest of the paper is organized as follows: An overview
of SAT-based attack on logic locking, test pattern generation,
and SAT-based test compaction techniques are provided in
Section II. The two proposed SAT-attack-based approaches for
test compaction are described in Section III. We present the
results for the implementation of the proposed methods with
analysis on ISCAS’85 benchmarks in section IV. Finally, we
conclude our paper in Section V.

II. BACKGROUND

This section presents the prior work of test pattern genera-
tion and test compaction techniques using Boolean satisfiabil-
ity (SAT). We describe briefly the overview of logic locking
and SAT attack, and the recent adaption of SAT attack for test
pattern generation of hard-to-detect faults [22].

A. SAT-based Test Pattern Generation and Test Compaction

Boolean satisfiability (SAT) was first explored for test pat-
tern generation by Larrabee [9] and Stephan et al. [10], where
a fault-free circuit and a faulty circuit with stuck-at fault are
XORed at the output for deriving a test. With the advances of
SAT solvers, the SAT solving time got expedited. Since early
2000s, multiple test generation and test compaction techniques
have considered SAT to achieve higher fault coverage, and/or
more compact test sets [11]–[13], [22]. Fujita et al. [12]
have observed minimal test set increase for multiple stuck-at
faults from patterns of single stuck-at faults. Their approach,
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Figure 1: Logic locking-based modeling of a saf : transform a sa0
to AND key gate (k = 1), (a) successful propagation of key k with
logic 1, (b) failed propagation of k with 0; a sa1 to OR key gate
(k = 0), (c) successful propagation of k with logic 0, and (d) failed
propagation of k with 1. [22]

however, considers faults occurred only at the output of gates,
which includes a limited locations for faults. Zhong et al. [22]
apply SAT attack for test generation of hard-to-detect faults
and redundant faults from commercial ATPG tool. It also
adopts the more generic notion which faults can appear at
any line, fanout or segment of the circuit.

SAT-based test compaction has also been evolving in the
past two decades [14]–[18]. Eggersglüß et al. [14] focused on
increasing the unspecified bits in patterns generated from SAT
solvers, where post-processor identifies input bits necessary
to make fault observable. However, this post-processing step
has the multiplicative complexity for both circuit gate count
and number of primary outputs. PASSAT 2.0 [17], a multi-
functional testing framework based on SAT, apply both static
and dynamic test compaction as well as fault simulation, but
its test set size for c5315 and c7552 of ISCAS’85 is still
large and take significantly more patterns than our proposed
approaches (see Section IV, Table I). Eggersglüß et al. [18]
uses both external and internal necessary assignments for
static compaction of test sets. It works on pre-computed
deterministic test set for industrial circuit, however, neither
sets nor circuits are available for comparison.

B. SAT attack in Logic Locking and Test Pattern Generation

Proposed by Subramanyan et al. [19], SAT attack has been
both effective and efficient against logic locking available by
then. The attack correctly derives the secret key by construct-
ing a miter of two locked circuit, where a distinguishing input
pattern is determined in each iteration and the corresponding
oracle response helps the SAT solver “learns” additional
information about the correct key. Zhong et al. [21] showed
linear iteration complexity of SAT attack breaking single logic
cones of secure logic locking with reconvergent fanout.

Besides, the same SAT attack is demonstrated effective in
finding test sets for hard-to-detect faults from commercial
ATPG tool. Zhong et al. [22] applied the same SAT attack
to achieve 100% fault coverage for test pattern generation.
Each hard-to-detect fault is converted to an equivalent locked
gate. Figure 1(a,b) shows the modeling of sa1 fault with AND
key gate with key k = 1, where SAT attack’s propagation of
key value to the miter output only when logic 1 is placed
at the AND’s input. Logic 1 is also the value to make sa1
fault observable. The sa0 fault is modeled as OR gate with
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k = 0. Again, OR gate ensures the identical conditions for
key propagation of SAT attack and fault observability in VLSI
testing, as in Figure 1(c,d). This transformation of fault to
key gate preserves controllability and observability conditions
for generating test patterns so that SAT attack’s distinguishing
input patterns are essentially tests for the stuck-at faults.

III. PROPOSED SAT ATTACK-BASED APPROACHES FOR
TEST COMPACTION

The proposed approaches target test pattern generation of
stuck-at faults, where any line in the circuit could have
stuck-at 0 (sa0), stuck-at 1 (sa1) faults. The goal is to find
better optimized test pattern set with lower test count while
maintaining high fault coverage. We assume that the stuck-
at faults in a circuit are collapsed faults, which is commonly
used during pattern generations in various ATPG tools.

A. Complexity Equivalence of Set-Covering Problem

Let us first look at the NP-hard set-covering problem [23],
[24] and how test compaction is a natural fit into set-covering.

Definition 1. Given a finite set F of elements {fi} and a
family S of non-empty subsets of F , there exists element fi ∈
F which belongs to one or more subsets of family S, fi ∈
Sj ∈ S; and F can be represented as combining all elements
from every set Sj of S,

F =
⋃

Sj∈S

Sj

The set-covering problem of (F ,S) is defined as the minimum-
size subset M ⊆ S whose members contain all elements in
F:

F =
⋃

Sj∈M

Sj

It is straightforward that finding the fewest subsets from S
to reconstruct set F is combinatorial problem in the worst case,
while its decision problem, set-covering, is NP-hard. From
VLSI testing perspective, we consider all stuck-at faults in a
circuit as elements fi in finite set F since total faults is linear
to the lines in the given circuit. A test pattern pj , on the other
hand, can detect one or more faults in F , and the collection of
these faults Sj is a subset of F , where different test patterns
form the set family S. Please note that test patterns pjs are, in
practice, fewer than all possible primary input patterns, which
are subject to exponential increase with input size.

Centered around test compaction, we ask the optimization
questions as follows: how to (i) obtain these test patterns {pj},
and (ii) heuristically optimize test compaction from {pj} such
that it needs fewer patterns, a step closer to optimal solution,
while fault coverage are kept same (or higher)?

B. Proposed Approach I

Proposed approach I consider first leveraging random pat-
tern generation (RPG) to solve easy-to-detect faults and let
the remaining faults to be determined by SAT attack-based
technique. However, not all random patterns contribute equally

to the fault coverage. Random pattern testing exhibits a
logarithmic growth of fault coverage, where huge number of
patterns are required as coverage growth diminish towards
100% [2]. Therefore, blindly accepting all random patterns
is far from a solution for test compaction.

In order to maximize benefit from random pattern gener-
ation with its initial fast-rise fault coverage, we selectively
choose patterns from randomly generated ones with greedy
heuristic and adaptive thresholding (P1-Opt. RPG):
1) Intermediate fault coverage per pattern: Pre-compute n

random patterns (p1, ..., pn) for a given circuit with a
pseudo-random number generator. Patterns p1, ...pn are
simulated on a one-by-one manner through fault simulator.
The intermediate fault coverage after running pattern pj ,
j = 1, ...n, is recorded. Note that the order of applying
these n patterns affects the intermediate fault coverage
except the last one as some fault may be detected earlier
or later during fault simulation. In this method, we do not
considering reordering p1, ..., pn for optimization as it is
combinatorial problem with nonlinear complexity.

2) Greedy heuristic: Finding the optimal threshold is equiva-
lent to the previously discussed set-covering problem with
set F as the faults covered by p1, ..., pn. However, here
we consider a variant of set-covering problem, namely,
the minimum-size subset of S including the majority of
elements in F , but not all. We apply the greedy heuristic
approach for choosing patterns giving the large stuck-at
fault coverage increase with the given fault simulation re-
sult of previous step. We leave the rest of undetected faults
for SAT attack-based approach in latter step. However, the
boundary for deciding which patterns to keep while others
to drop need to be determined on a circuit-by-circuit basis.

3) Adaptive thresholding: Due to the probabilistic nature of
random patterns, the same fault may have already been
detected by an earlier pattern, and thus fault coverage
increases non-uniformly. We compute the delta ∆j fault
coverage between pattern pj−1 and pj , j ≥ 1. All ∆j

values are sorted in descending order. By excluding the
outliers, we compute the mean µ, median η, and standard
deviation σ of fault increments ∆j . The threshold for
selecting patterns from this pre-computed set is based on
(i) maximizing entropy reduction (or undetected faults)
and (ii) minimizing the selected patterns from randomly
generated set beforehand.

threshold = µ+ c0 · η − c1 · σ,

where c0 and c1 are constants for tuning the threshold
which are partially influenced by removed outliers.

4) Optimized set of random patterns: Patterns with ∆j incre-
ment exceeding the threshold is selected and others with
minimal contributions to fault coverage increase are dis-
carded. We rerun fault simulation on the selected patterns
to obtain fault coverage, both complete and incremental,
along with a list of undetected faults.

The remaining undetected faults may still have some easy-
to-detect fault excluded during optimizing random pattern
set, but the majority faults should be random-pattern-resistant
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faults. SAT-based ATPGs outperform classical ATPG in gener-
ating tests for hard-to-detect faults and identifying redundant
faults [14], [22]. In addition, [22] showed mapping multiple
faults to a single locked circuit also provided pattern reduction.
We apply SAT attack-based approach to generate the remain-
ing test set for faults undetected by (P1-Opt. RPG), denoted
as P1–SAT. Note that faults are grouped into a locked circuit
(Second approach in [22]), where each fault is transformed to
its SAT-attack-based key gate equivalence as in Figure 1. The
details are explained in Algorithm 1 of Section III-C

C. Proposed Approach II

The proposed approach II improves test compaction of
TetraMAX II by partially removing tests obtained by it with
SAT attack-based method. The rationale behind replacing
patterns of TetraMAX II with SAT attack-based ones are due to
the observed linear attack complexity for SAT attack breaking
logic locking designs. We include patterns determined from
commercial ATPG tool and neglected the rest of the patterns
based on a fault coverage cutoff percentage. We denote this
approach as ATPG + P2–SAT. Our goal in this approach is
to demonstrate the effectiveness of SAT attack on generating
compact test sets on hard-to-detect faults (or faults in general)
than TetraMAX II’s compact set. Considering the preliminary
results in [22] of tests reduction among hard-to-detect faults,
it is feasible to reduce pattern counts while achieving equiv-
alent fault coverage than ATPG tool given the overall linear
iteration complexity and exponential removal of incorrect key
combinations of SAT attack for every iteration.

Algorithm 1 shows SAT attack-based test compaction of
ATPG + P2–SAT. Since P1–SAT and ATPG + P2–SAT are sim-
ilar in regard to SAT attack-based test compaction except with
different input fault list, we also include description of P1–SAT
(Lines 15, 18-36) and consider it as a sub-function/procedure
inside ATPG + P2–SAT (Lines 1-17). Algorithm first initialize
fault coverage list FC, ATPG pattern list L, trimmed list
Ltr, undetected fault list UF , SAT attack generated patterns
Lsat, and final test set P2 to empty sets (Line 2). First,
netlist CN and standard cell library are loaded into ATPG;
TetraMAX II is set with all stuck-at faults, maximum abort
limit, and high merge effort for test pattern generation (Lines
3-5). ATPG return faults are stored in list L (Line 6) and
incremental fault coverage FCj is recorded (Lines 7-10)
since fault simulation is accumulative by removing faults once
detected. With a given cutoff percentage co, only patterns
contributed to reaching fault coverage co are included while
the rest is discarded, and are saved in trimmed list Ltr (Line
11). Fault simulation is again invoked with entire set Ltr to
find out the remaining undetected faults UF . Both netlist CN

and faults UF are passed to function P1–SAT to obtain SAT
attack generated pattern set Lsat (Lines 12-15). The complete
test set for approach II is known by combining the trimmed
set from ATPG Ltr and SAT attack-based Lsat, and this test
compaction set is return to the user (Line 16).

Function P1–SAT accepts netlist CN and to-be-detected
fault list UF as inputs and begins with initializing SAT attack
results SP , final pattern set Lsat, and converting CN to bench

Algorithm 1: SAT attack-based test compactions.
Input : Synthesized circuit (.v) (CN ), standard cell

library (stdlib), cutoff percentage co.
Output: Test pattern sets P2.

1 function ATPG + P2–SAT (D) is
2 FC,L, Ltr, UF, Lsat, P2 ← ∅ ;
3 loadATPG(CN , stdlib) ; addFaults(sa0, sa1, ‘all’) ;
4 setATPG(AbortLimit = max, Merge = high);
5 runATPG ;
6 L← reportPatterns() ;
7 addFaults(sa0, sa1, ‘all’) ;
8 foreach (element pj ∈ L) do
9 FCj ← faultSim(pj) ;

10 end
11 Ltr ← removeByCutoff(L,FC, co) ;
12 addFaults(sa0, sa1, ‘all’) ;
13 faultSim(Ltr) ;
14 UF ← reportFault(undetected) ;
15 Lsat ← P1–SAT(CN , UF ) ;
16 Return P2 ← {Ltr, Lsat} ;
17 end
18 function P1–SAT (CN , UF ) is
19 SP,Lsat ← ∅ ; CBN ← toBench(CN ) ;
20 while UF ̸= ∅ do
21 CL ← faultModeling(CDN , f, [22]) ;
22 CBL ← toBench(CL) ;
23 [SP, k]← SAT-attack(CBL, CBN ) ;
24 fcmax, spmax ← 0 ; U ← ∅ ;
25 foreach (element sp ∈ SP ) do
26 fc← faultSim(UF, sp) ;
27 if fc > fcmax then
28 fcmax ← fc ; spmax ← sp ;
29 U ← reportFault(undetected) ;
30 end
31 end
32 Lsat ← append(Lsat, spmax) ;
33 UF ← U ;
34 end
35 Return Lsat ;
36 end

file CBN (Lines 18-19). SAT attack-based test compaction is
performed dynamically, where all faults in UF are converted
to their equivalent locked gates with keys (Line 21). SAT
attack runs on technology-independent locked (.bench) circuit
(Line 22) to generate distinguishing input patterns SP and
key k (Line 22). We invoke fault simulation on each of the
pattern sp in set SP and select pattern spmax producing the
largest fault coverage increase fcmax (Lines 24-31). Fault list
with respect to this spmax is also recorded in Line 29. Pattern
spmax is included in the final SAT pattern set Lsat, and the
remaining faults UF are updated based on it (Lines 29, 32-
33). This selection of spmax maximizing the current choice
of fault coverage fcmax is essentially a greedy approximation
for finding the compact test set, equivalent to greedy heuristic
approaches in solving set-covering problem. This process
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(Lines 19-33) of picking one pattern producing the maximum
fault coverage in a SAT attack run is repeated until all faults
in UF is solved. Test set Lsat produced with SAT attack is
returned in the end (Line 35).

IV. EXPERIMENTAL RESULT

The proposed methods dynamically select one pattern giving
the maximum delta increase of fault coverage after every SAT
attack run. To evaluate the proposed approaches, our imple-
mentation is developed around the original SAT attack paper
by Subramanyan et al. [19]. Both approaches are analyzed
using ISCAS’85 benchmarks. Synopsys 32nm SAED32 library
is used for circuit synthesis and for technology-dependent
library for TetraMAX II ATPG [25]. Any advanced technology
nodes can be applied as SAT attack requires technology-
independent bench file. Conversion of bench file from standard
cell library is enabled for locking of fault-equivalent gates.
For comparison purposes, we also run TetraMAX II on all
ISCAS’85 benchmark and record pattern set of each circuit.
Total number of collapsed faults (TC), test pattern count
(C) generated by TetraMAX II, and the corresponding fault
coverage (FC) for each benchmark are recorded in Columns
2-4 of Table I. Note that after obtaining the TetraMAX II’s
pattern set, we rerun the fault simulation with all test patterns
one by one from the set to collect the incremental fault
coverage (see Figures 3 and 5 for fault coverage curves of
TetraMAX II).

For our proposed approach I, we first randomly generate
100 input patterns for each circuit, and then obtained the
incremental fault coverage for each from fault simulation. The
delta ∆j increment is the fault coverage difference before and
after applying pattern pj to the simulator. Then, all fault in-
crement ∆js, excluding two of the largest and smallest values
(four outliers), are sorted in descending order, as shown in
Figure 2, where mean, median, and standard deviation of each
{∆j} ensemble of ISCAS’85 circuits is included. Optimized
random patterns (P1-Opt. RPG) is selected with c0, c1 = 0 due
to median η ≈ 0 and standard deviation σ ≫ µ. The remaining
undetected faults are solved by SAT attack-based method
(P1–SAT) as described in Section III-B. Figure 4 shows
proposed approach I (P1-Opt. RPG + P1–SAT) in comparison
with the initial 100 random patterns (green curve) using bench-
marks c1908 and c7552 as examples. For c1908, 20 out of 100
random patterns are selected as P1-Opt. RPG (orange curve),
along with 47 patterns determined by SAT attack (P1–SAT)
(purple curve). For c7552 benchmark, proposed approach I
determines 19 optimized random patterns (P1-Opt. RPG) with
52 patterns from SAT attack (P1–SAT). Figure 5 visualizes the
fault coverage of approach I with P1-Opt. RPG (orange curve)
and P1–SAT (purple) with TetraMAX II (blue) as reference,
where all benchmarks except c880 outperform TetraMAX II.
TetraMAX II has 1 fewer patterns than approach I. Table I
reports the summary of approach I on ISCAS’85, where
the optimized random pattern count (CR), SAT attack-based
patterns (CS1), total pattern count (CP1), fault coverage (FC),
accumulated SAT attack running time (tSAT ), and the test set
reduction (%) compared with commercial ATPG (Column 3)
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Table I: Summary of test compaction for TetraMAX II, proposed Approach 1 (P1-Opt. RPG + P1–SAT), and Approach 2 (ATPG +
P2–SAT) on ISCAS’85 benchmarks. Total pattern count (CP1 = CR + CS1, CP2 = CT + CS2), SAT attack time (tSAT ), and pattern set
reduction percentage are summarized for both proposed approaches.

Bench- TF ATPG Proposed Approach I Proposed Approach II
mark C FC CR CS1 CP1 FC tSAT Reduct. CT CS2 CP2 FC tSAT Reduct.
c432 1026 53 99% 25 19 44 100% 0.69s 16.98% 20 22 42 100% 1.24s 20.75%
c499 1304 75 100% 17 37 54 100% 2.35s 28.00% 15 37 52 100% 5,45s 30.67%
c880 1872 46 100% 24 23 47 100% 2.36s -2.17% 10 25 35 100% 5.57s 23.91%
c1355 2172 118 100% 24 62 86 100% 7.81s 27.12% 16 66 82 100% 19.78s 30.51%
c1908 1544 72 100% 20 47 67 100% 6.93s 6.94% 15 44 59 100% 9.58s 18.06%
c2670 3328 67 100% 17 48 65 100% Ab(5)+38.29s 2.99% 9 46 55 100% 31.93s 17.91%
c3540 5606 126 100% 29 78 107 100% 96.64s 15.08% 35 79 114 100% 108.83s 9.52%
c5315 7956 63 100% 21 39 60 100% 36.97s 4.76% 10 43 53 100% 65.48s 15.87%
c6288 14928 69 100% 18 25 43 100% Ab(24) 37.68% 10 29 39 100% Ab(29) 43.48%
c7552 7352 81 100% 19 52 71 100% 96.86s 12.35% 8 52 60 100% 94.67s 25.93%

are listed in Columns 5-10. Note that we set the limit of SAT
attack duration to 1 minute before aborting the attack program
and analyzing those distinguishing input patterns generated
during the 1-min interval, as described in Section III-B. For
benchmarks c2670 and c6288, which have inherent complexity
for SAT solvers [19], [21], each of them have 5 aborts (Ab(5))
and 24 aborts (Ab(24)), respectively. The abort time is not
converted to seconds but is listed explicitly in the SAT attack
running time tSAT , as shown in (Ab(n)) for n aborts in Table I.
With proposed approach I, we can observe an average of
14.97% test set reduction and a maximum of 37.68% reduction
(on c6288) on ISCAS’85 benchmarks than TetraMAX II.

Proposed approach II reuses a few patterns from TetraMAX
II before asking SAT attack to solve the remaining faults.
In our experiment, we selected the initial patterns returned
by TetraMAX II that reach fault coverage threshold of 80%
(about the same level as RPG achieves). We examine how
many patterns the proposed approach II requires to fill the final
20% fault coverage compared with TetraMAX II’s remaining
patterns. Figure 5 visualizes the fault coverage of approach
II (orange curve) and TetraMAX II (blue curve), where all
benchmarks outperform TetraMAX II. The details of pattern
count are summarized in Table I. Columns 11-16 comprise of
selected TetraMAX II pattern count (CT), SAT attack-based
patterns (CS2), total pattern count (CP2), fault coverage (FC),
SAT attack total running time (tSAT ), and test set reduction
(%) compared to TetraMAX II (Column 3), respectively. For
example, approach II on c499 needs only 37 patterns (CS2) to
reach 100% fault coverage while TetraMAX II would require
C− CT = 75− 15 = 60 additional tests. Circuit c6288 takes
CS2 = 29 patterns to fill the final 20% fault coverage than
C− CT = 69− 10 = 59 for TetraMAX II, where all 29 tests
are generated from 1-min time limit of SAT attack (Ab(29)).
For proposed approach II, we obtain an average of 23.66%
test set reduction and a maximum of 43.48% reduction than
TetraMAX II. In both approaches, the multiplier benchmark
(c6288) has the largest test reduction. Both approaches offer
further optimized test compaction from commercial ATPG
tool, i.e., TetraMAX II, and we emphasize the application of
SAT attack achieve this test set reduction.

V. CONCLUSION

In this paper, we proposed two novel techniques to op-
timize test compaction utilizing the efficiency in Boolean
Satisfiability attack on logic locking. All stuck-at faults of
a circuit are transformed to their equivalent locked gates. As
test compaction problem is equivalent to NP-hard set-covering
problem, both approaches consider the greedy approximation
algorithm which allows finding a solution within the logarith-
mic approximation of the optimal solution. Our methods are
validated on ISCAS’85 benchmarks, demonstrating better test
compaction than commercial ATPG counterpart. We achieved
an average test pattern count reduction of 14.97% (Approach
I) and 23.66% (Approach II), and the maximum reduction of
37.68% (Approach I) and 43.48% (Approach II) compared to
TetraMAX II. We believe our work offers additional insight
for minimizing total test patterns with the average linear
complexity of SAT attack on logic locking. Our future work
will focus on test compaction of large industrial circuits and
improving both strategies with more time efficiency.
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