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Abstract. The rise of Large Language Models (LLMs) has triggered
legal and ethical concerns, especially regarding the unauthorized use of
copyrighted materials in their training datasets. This has led to law-
suits against tech companies accused of using protected content without
permission. Membership Inference Attacks (MIAs) aim to detect whether
specific documents were used in a given LLM pretraining, but their effec-
tiveness is undermined by biases such as time-shifts and n-gram overlaps.
This paper addresses the evaluation of MIAs on LLMs with partially
inferable training sets, under the ex-post hypothesis, which acknowl-
edges inherent distributional biases between members and non-members
datasets. We propose and validate algorithms to create “non-biased” and
“non-classifiable” datasets for fairer MIA assessment. Experiments using
the Gutenberg dataset on OpenLLaMA and Pythia show that neutraliz-
ing known biases alone is insufficient. Our methods produce non-biased
ex-post datasets on which MIAs achieve AUC-ROC scores comparable
to those previously obtained on genuinely random datasets, validating
our approach. Globally, MIAs yield results close to random, with only
one Meta-Classifier-based MIA being effective on both random and our
datasets, but its performance decreases when bias is removed.

Keywords: Membership Inference Attack · LLM · Assessment · Bias.

1 Introduction

The proliferation of Large Language Models (LLMs) has ignited significant le-
gal and ethical debates, particularly concerning copyright infringement. These
models often do not document their training data sources, leading to disputes
over unauthorized use of copyrighted material. For instance, lawsuits are piling
up against OpenAI accused of training ChatGPT using articles and other books
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without permission6. Similar accusations have been leveled at Meta or Google
for allegedly using protected content7. These issues underscore the societal, eco-
nomic and legal implications of LLM training practices.

Recent surveys highlight the challenges of respecting copyright in AI training
across different jurisdictions, such as the USA and France. In the USA, the use of
copyrighted data is generally prohibited without the rights holder’s permission
unless it falls under “fair use” [24]. For the culture and media sectors, LLM train-
ing could not be exempted from this limitation due to the conditions associated
with it. More than twenty lawsuits are pending in the USA. In the European
Union, the Directive 2019/790 on copyright and related rights in the digital sin-
gle market introduces a “text and data mining” exception, for any purpose, that
could correspond to the use of protected content for LLM training. However, its
benefit is conditional on lawful access to copyrighted data and the absence of an
opt-out by rights holders. However, not only do the training databases contain
infringing works, but most of the rights holders have exercised their opt-out.
However, the opacity of the process compromises the return to exclusive rights.
So, to provide leverage, the AI Act (European Regulation 2024/1689), the first
comprehensive regulation on AI, has required LLM providers, on the one hand,
to put in place an internal policy aimed at respecting copyright and, on the
other, to be transparent about the sources of training. The AI Office will pro-
vide a template on this point. The issue of knowledge of the use of content by
the LLM is therefore crucial for rights holders.

Objective. From a technical perspective, determining whether a specific doc-
ument was a member of the training set of a machine learning (ML) model
based on the model’s output, is a Membership Inference Attacks (MIAs) prob-
lem, highlighted in 2017 by Shokri et al. [26]. However, the effectiveness of MIAs
in the context of LLMs is subject to debate.

Limits of existing solutions. To determine whether a particular document
has been used to train an AI model, MIAs rely on overfitting, which results in
stronger predictions when applied to training data. While some research shows
that MIAs can achieve high accuracy [19,18], other studies [7,6] question their
validity due to inherent biases in the datasets of members and non-members used
for their assessment. For example, biases like time shifts and n-gram overlaps can
lead to over-interpretation of results [7]. Additionally, studies indicate that some
biases can be exploited to make a “blind” classifier, without model access, more
effective than MIAs [6]. This raises doubts about the robustness and practical
relevance of current MIA techniques, and recent surveys like [13] point out the
lack of rigor and practical relevance of current proposals.

Research question and contributions. This paper aims to address the problem
of assessing MIA effectiveness on LLMs which do not disclose their full training
datasets but where part of the training dataset can be inferred. The research

6 See, e.g., “The copyright lawsuits against OpenAI are piling up as the tech company
seeks data to train its AI”, Jun 30, 2024

7 See, e.g., “Congress Senate Tech Companies Pay AI Training Data”, July 2, 2024

https://www.businessinsider.com/openai-lawsuit-copyrighted-data-train-chatgpt-court-tech-ai-news-2024-6
https://www.businessinsider.com/openai-lawsuit-copyrighted-data-train-chatgpt-court-tech-ai-news-2024-6
https://www.wired.com/story/congress-senate-tech-companies-pay-ai-training-data/
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question we seek to answer is: “How can we construct an unbiased dataset for
evaluating MIAs on LLMs with partially inferable training sets?”

We propose and evaluate two approaches: (1) Creating datasets that are “non-
biased” by design with respect to known biases, and (2) Constructing datasets
that cannot be classified, ensuring fairer assessment. Our contributions can be
summarized as follows:

– We provide algorithms for constructing ex-post datasets of two types: No−
Ngram (“No N-gram bias”) and No−Class (“non classifiable”), each designed
to mitigate specific types of biases for MIA assessment.

– We validate our algorithms and compare our proposed methods in the as-
sessment of existing MIAs.

– We demonstrate that neutralizing known biases (e.g., time shifts, n-gram
biases) is insufficient for accurate MIA assessment; we also show that several
existing MIAs, which are presumed to be effective, are not efficient when
evaluated using non-classifiable datasets. For instance, our experiments show
that the TPR@10%FPR and ROC AUC of the best performing MIA out
of the 6 assessed drop by 40% and 14.3% respectively when evaluated on
datasets produced with our approach rather than on randomly sampled ones.

Outline. Section 2 reviews related work and positions our research. Section 3
synthesizes our hypotheses and the addressed problem. Section 4 presents our
proposed solutions and algorithms, detailing ex-post (i.e., a posteriori) construc-
tion of unbiased datasets. Section 5 provides a comparative experimental eval-
uation of the proposed solutions. Finally, Section 6 concludes the paper and
suggests directions for future research.

2 Related Work and Positioning

MIA techniques, originally developed for machine learning classification algo-
rithms [26], have recently been adapted to the context of LLMs. The baseline
technique use likelihood-based metrics such as loss [31] and perplexity [2] to dis-
tinguish between members (documents which were used for LLM training) and
non-members (not used in training). Several studies show that likelihood-based
MIAs applied to LLMs are effective, with high AUC-ROC values. For exam-
ple, [19] reports an AUC-ROC of 0.856 for the Gutenberg dataset [23] (also used
for evaluation in our paper). Other metrics, such as Min-k%Prob [25], are based
on the premise that if the text has been read by the LLM, it is more likely to ap-
pear. More precisely, Min-k%Prob selects the k% tokens of the document with
the minimum probabilities returned by the LLM and computes their average
log-likelihood.

Neighboring-based MIAs calibrate the perplexity score using either neighbor-
ing models M′ or neighboring documents D′. Classification between members
and non-members is then obtained by comparing the likelihood of the target
model M and document D with that of the neighboring model M′ and document
D, or the model M and neighboring documents D′. Neighboring models hence
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assume access to a reference model trained on a disjoint data set drawn from a
similar distribution, which is often unrealistic [7]. Neighboring documents [9] are
more realistic but present slightly lower performance and additional difficulties
in correctly setting noise parameters.

In cases where LLMs do not output likelihood information, complementary
metrics can be used with acceptable performance penalty. For example, [14] pro-
poses a MIA method called SaMIA, which measures the similarity between input
samples from a document D and the rest of the text in D using ROUGE [16].
SaMIA demonstrates an AUC-ROC of 0.64 on subsets of The Pile dataset [10].

Recent studies [7,18] challenge the high-performance claims of MIAs on
LLMs. They identify several biases that may skew results, such as timeshift
between members and non-members, leading to different distributions of dates
and word usage. Re-evaluating some MIAs on Pythia [1], trained on genuinely
random train/test splits of The Pile [10] (and hence have no bias), shows de-
creased AUC-ROC measures, questioning the apparent success of some MIAs.

Some studies suggest that naive classifiers can distinguish members from non-
members with good results based on these biases [6,20]. These studies conclude
that MIAs must be evaluated on random datasets taken from a same distri-
bution. While this is possible with open LLMs like Pythia, which reveal their
training and test data sources, it is not feasible for LLMs that do not disclose
their sources (those of interest in copyright cases). As shown in the literature
(see, e.g., [7,18,21]), the same MIAs yield different performance (accuracy and
relevance) results on different LLMs/datasets. Therefore, the assessment of MIAs
on open LLMs cannot be directly transposed to LLMs that do not disclose their
training dataset. This confirms the need for techniques like the one we propose.

A technique inspired by the Regression Discontinuity Design from causal
inference, originally used to study treatment effects based on a cutoff date, is
proposed in [20]. However, documents added just before or after the cutoff date
must be known and sufficiently numerous. Additionally, declared dates often
deviate from reality [4], making this approach impractical.

Many other works are based on MIA attacks on LLMs but rely on different
hypotheses, leading to solutions not applicable to our context. [15] introduces a
framework using loss gap variation during fine-tuning to detect if a document
has been seen, though this is not generalizable to initial training documents and
also requires an assesment using unbiased datasets. Related works on copyright
aspects include copyright issues in LLM outputs [22,17] to reduce copyrighted
text generation and protect users from potential plagiarism, and watermarking
techniques [21,29] for detecting violations in LLM pretraining data, or LLM
fine-tuning data [30], but these works are not transposable to our context.

3 Problem Statement

A Membership Inference Attack on a large language model M is a binary clas-
sification task aimed at determining whether a specific textual document D was
included in the training dataset Dtrain used to build M. The goal of this attack
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is to design a function MIA : D → {0, 1} that can ascertain the truth value of
D ∈ Dtrain for any document in the document space D.

In the context of copyright checks, our goal is to detect ex-post potential
violations involving protected texts in the LLM’s pretraining dataset. Our hy-
potheses H1 to H3 stem from this context, acknowledging that the LLM may
try to obscure the use of these texts:
H1: Self-Assessment. We assume that a reliable assessment of the MIA must

be performed on the target LLM M itself. As shown in the literature (see,
e.g., [7,18]), the same MIAs yield different performance (accuracy and rele-
vance) results on different LLMs/datasets.

H2: Partial Member Knowledge. The training dataset Dtrain of M is par-
tially inferable, i.e., a subset Dknown

train of Dtrain can be inferred by an attacker.
For example, it is know that OpenAI models like GPT-4 have memorized
some precise collections of copyright protected books [3].

H3: Bias Recognition. A subset Dknown
nm of non-members (i.e., Dknown

nm ⊂
D\Dtrain) is (obviously) known. Traditionally, such a subset is constructed
by considering documents not available at the time the target LLM was re-
leased. This creates inherent biases in the ex-post context, where members
and non-members are not drawn from the same random distribution.

We address the problem of producing datasets of members DNob
train ⊂ Dknown

train

and non-members DNob
nm ⊂ Dknown

nm which aim to minimize bias (hence the name
“Nob” for Non-biased). These datasets ensure a reliable evaluation of MIAs on
LLMs while satisfying these three hypotheses.

4 Neutralizing Bias in Ex-Post Dataset Construction

In this section, we present our approach to identifying and mitigating specific bias
in the construction of datasets used for the assessment of MIAs. Our methodol-
ogy operates in two phases: first, addressing bias caused by low n-gram overlap,
which has been shown to significantly affect the assessment of MIAs [7]; and
second, mitigating additional biases that go beyond n-gram overlap.

4.1 Methodology for Identifying and Mitigating Bias

We begin by targeting n-gram bias, as previous work has demonstrated that
n-gram overlaps between members and non-members can distort MIA bench-
marks [7]. To counteract this, we propose the No − Ngram algorithm, which
aims to generate members and non-members sets with similar distributions of
n-gram overlaps.

Next, we leverage traditional classifiers, which we refer to as “LLM-Agnostic”
classifiers, to identify and mitigate bias beyond n-gram overlap. These classifiers
operate without any prior knowledge of the target language model M or the
training dataset Dtrain. Our approach uses these classifiers to create member
and non-member datasets that resist effective classification. The No − Class
algorithm further neutralizes detectable biases, hindering the classifier’s ability
to distinguish between members and non-members.
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4.2 Neutralizing N-gram Bias

The impact of n-gram distribution on MIA performance has been extensively
documented. For example, time-shifted datasets often exhibit variations in n-
gram distribution due to changes in dates, but also language, vocabulary and
topics of interest over time [7]. A significant difference in n-gram overlap between
non-members and left-out members can lead to an inflated evaluation of MIA
performance. To mitigate this, we propose the No − Ngram algorithm (see
Algorithm 1), which generates member and non-member sets with distributions
of n-gram overlap w.r.t. left-out members that closely match.

Algorithm 1 No−Ngram

Input: Dknown
train set of known members, Dknown

nm set of non-members, integer n the size
of the output datasets, Dist distance between two vectors
Output: DNob

train ⊂ Dknown
train a set of members, DNob

nm ⊂ Dknown
nm non-members, minimiz-

ing N-gram bias
Require: n ≤ 1/2 ∗ |Dknown

train |
Ensure: n = |DNob

train| = |DNob
nm |

1: DNob
train ← random sample of Dknown

train of size n
2: Dremain

train ← Dknown
train \DNob

train

3: distribtrain ← distribution(DNob
train,Dremain

train ) ▷ Compute n-gram overlap
distribution

4: DNob
nm ← ∅

5: for i = 1 to n do ▷ Select document minimizing overlap distributions distance
6: Dremain

nm ← Dknown
nm \DNob

nm

7: D ← argmin
D∈Dremain

nm

(dKolmogorov−Sminrov(distribution({D} ∪ DNob
nm ), distribtrain)

8: DNob
nm ← {D} ∪ DNob

nm

9: end for

Algorithm overview. Algorithm 1 operates in three steps:
– Initial sampling: The algorithm begins by selecting an arbitrary sample

DNob
train of Dknown

train of an appropriate size (line 1).
– Overlap distribution computation: It then computes the distribution of n-

gram overlap between the selected members and remaining ones (line 3) using
the function distribution (described below). This distribution represents the
target overlap distribution that the non-member set should mirror to be
indistinguishable from selected members.

– Greedy construction: Afterwards, the non-member dataset is constructed
document by document, in a greedy fashion: at each step (lines 5 to 9),
the document that minimizes the Kolmogorov-Smirnov distance (see below)
between the n-gram overlap distributions is selected.

The Kolmogorov-Smirnov (KS) distance8 used in the algorithm is a widely
used metric for measuring the distance between (real, non parametric) distribu-
8 Other distance metrics could be used. Exploring them is planned for future work.
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tions. In the context of LLMs, it is particularly useful for comparing distributions
of generated verbatim text as it appears in the training data or prompts [27].
Other distance could be used, which is considered future work.

The distribution function produces the distribution of n-gram overlap of a
dataset with reference to another. For a given document D, which is considered
as a sequence of k tokens (such as letters or words), an n-gram is defined as
a continuous sequence of n tokens. The overlap of n-grams from a document
D with reference to a set of documents Dref is computed as the percentage of
n-grams in D that appear in any document of Dref . The resulting distribution
is comprised of the overlap scores of each document in the first dataset.

4.3 Constructing a Non-Classifiable Dataset

To mitigate bias indicated by the ability of agnostic classifiers to distinguish
between members and non-members, we introduce the No − Class algorithm
(see Algorithm 2). This algorithm is designed to produce datasets where the
performance of classifiers is minimized, effectively neutralizing their ability to
differentiate between members and non-members.

Algorithm 2 No− Class Dataset Generation
Input Dknown

train , Dknown
nm , integer n the size of the output datasets, (Ci)i∈[1,N ] a vector

of agnostic classifiers outputing P[Ci(D)] the probability of D being a member
Output DNob

train ⊂ Dknown
train , DNob

nm ⊂ Dknown
nm

Require: n ≤ 1/4× |Dknown
train | & n ≤ 1/4× |Dknown

nm |
1: Dm ← random sample of Dknown

train of size n
2: Dnm ← random sample of Dknown

nm of size n
3: train each (Ci)i∈[1,N ] on Dm ∪ Dnm

4: DNob
train ← ∅

5: Dremain
train ← Dknown

train \Dm

6: DNob
nm ← ∅

7: Dremain
nm ← Dknown

nm \Dnm

8: for i = 1 to n do ▷ populating members and non-members minimizing confidence
9: Dm ← argmin

Dm∈Dtrain
remain

∥∥(Ci(Dm)− 0.5)i∈[1,N ]

∥∥
2

10: Dnm ← argmin
Dnm∈Dnm

remain

∥∥(Ci(Dnm)− 0.5)i∈[1,N ]

∥∥
2

11: DNob
train ← DNob

train ∪ {Dm}
12: Dremain

train ← Dremain
train \{Dm}

13: DNob
nm ← DNob

nm ∪ {Dnm}
14: Dremain

nm ← Dremain
nm \{Dnm}

15: end for

Algorithm overview. In Algorithm 2, we consider a vector of N classifiers
(Ci)i∈[1,N ], each of which, once trained, assigns a probability in the range [0, 1]
to indicate the likelihood of a document being a member. The closer to 1 (re-
spectively, 0), the more confident the classifier is that the document is a member
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(resp., non-member). The intuition behind our algorithm is to exploit the con-
fidence to ensures that the constructed datasets are as challenging as possible
for the classifiers. It is worth noting that other variants of this algorithm have
been implemented, balancing the number of false positives, false negatives, true
positives, and true negatives in each member/non-member class. The algorithm
operates in two main steps:

– Sampling and training: The algorithm begins by randomly sampling known
members and non-members from the dataset (lines 1-2). These samples are
then used to train a set of N agnostic classifiers (Ci)i∈[1,N ] (line 3).

– Confidence minimization: Using the classifiers (Ci)i∈[1,N ] on the left-out
members, we then construct DNob

train and DNob
nm (lines 8 to 14) minimizing

the overall confidence of the classifiers. Since the further Ci(D) is from 0.5,
the more confident Ci is in its assessment of document D, we consider the
vector (Ci(D) − 0.5)i∈[1,N ] representing the confidence of each classifiers.
At each step, we add the element D that minimizes the l2-norm of this
confidence vector. For instance, considering the construction of considered
members: (1) among the members that have neither been selected as “Non-
biased” (Nob) nor used to train the classifiers (D ∈ Dremain

train ), the one that
minimizes the l2-norm of the confidence vector (i.e.,

∥∥(Ci(x)− 0.5)i∈[1,N ]

∥∥
2
)

is selected (line 9); (2) the aforementioned element is inserted in the set (line
11); (3) the set of remaining candidates is updated (line 12).

5 Experimental Validation of Our Approach

In this section, we apply and evaluate our proposal with reference to the Guten-
berg dataset. Experimental settings are described in Sec. 5.1, detailing how the
candidate datasets are constructed to avoid a priori bias, how bias are assessed,
as well as the MIAs and LLMs assessed on the datasets produced following our
proposal. In spite of known members and non-members being constructed to
circumvent bias, Sec. 5.2 shows that random samples exhibit n-gram bias. Such
bias are addressed in Sec 5.3 by producing datasets following the No−Ngram
algorithm (Alg. 1), which still exhibit residual bias exploitable by an agnos-
tic classifier. Section 5.4 assesses the last pair of datasets produced following the
No−Class algorithm (Alg. 2). Finally, Sec. 5.5 presents the assessment of MIAs
using the produced datasets and discusses the impact of bias in the evaluation
of MIAs. All the code, resulting analysis and dataset are available online9.

5.1 Experimental Setting

Dataset: Gutenberg Project. The project Gutenberg10 offers a high-quality
open dataset of over 70,000 books, continuously expanding. PG-19 [23], a subset
of 28,752 books extracted in 2019, has been included in RedPajama-Data [5] and
9 https://github.com/ceichler/MIA-bias-removal

10 https://www.gutenberg.org/

https://github.com/ceichler/MIA-bias-removal
https://www.gutenberg.org/
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The Pile [10] and used to train LLMs such as Pythia [1] and OpenLLaMA [11].
It is also widely used to evaluate MIAs (e.g., [19], [18]). We use documents from
Project Gutenberg in our experiments because of its quality, recognized relevance
in MIA research and the availability of methods [19] to minimize bias.

We assume an LLM trained on PG-19 [23] and draw our members from
this dataset. Regarding non-members, since Project Gutenberg is ongoing, with
books continuously added, all English books added after the publication of
PG-19 are potential non-members. To circumvent the potential for temporal bias
between the member and non-member sample, we adhere to the methodology
proposed by Meeus et al. [19] and restrict our analysis to books published
between 1850 and 1910. This leads to final sets Dknown

train and Dknown
nm of 7300 and

2400 books, respectively. Note also that Das et al. [6] identified a potential bias
in datasets constructed following this methodology. Indeed, they showed that
the format of the preface metadata that project Gutenberg adds to books has
changed since 2019. To circumvent this, we discard such metadata. Therefore,
our starting sets of members Dknown

train and non-members Dknown
nm are chosen

because, a priori, there is no (known) bias affecting them.

Bias assessment. The agnostic classifiers employed in this study utilize a
Bayes algorithm for multinomially distributed data, focusing on the distribution
of 1 to 3-grams. These classifiers are trained and applied using scikit-learn,
chosen for its robustness in handling such data distributions. For the n-gram
analysis, characters are treated as tokens when computing n-grams. We focus on
n=7, as previous research [7] has shown that 7-grams reveal the most significant
distributional differences. The n-gram analysis is conducted using a Bloom
filter based on the implementation of [12], ensuring efficient and accurate bias
detection.

LLMs. We conduct our experiments on two autoregressive large language
models: OpenLLaMA [11] and Pythia [1]. OpenLLaMA is a series of 3B, 7B
and 13B open-source models trained on 1T tokens that aims to emulate Meta’s
LLaMA [28]. OpenLLaMA is trained on RedPajama-Data [5], an open-source
reproduction of the original LLaMA training dataset. Pythia is an open and
transparent suite of LLMs ranging in size from 70M to 12B parameters that
has been specifically released to enable research. The language models in
Pythia have been trained on The Pile [10]. In this work, we have used the
OpenLLaMA-3B and Pythia-2.8B models. Both The Pile and RedPajama-Data
include PG-19 [23].

MIAs. We conduct our experiments adapting the codes provided by [18] with
the following state-of-the-art MIAs:

– Min-k% Prob is based on the likelihood of the k% of tokens in a sequence
D that have the lowest probabilities, based on the preceding tokens [25].
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– Max-k% Prob is the inverse metric of Min-k% Prob, based on the tokens
that have the highest probabilities. We use k = 10 for both Min-k% Prob
and Max-k% Prob.

– zlib Ratio identifies potential member when having a low ratio of the
model’s perplexity to the entropy of the text [2]. This entropy is calculated
as the number of bits required to compress the sequence using [8].

– Perplexity (ppl) leverages perplexity [2] as scores and then threshold them
to classify samples as members or non-members.

– Meta_MIA is based on the work of [18], which aggregates 52 MIAs (in-
cluding Min-k% Prob, perplexity, zlib Ratio, etc.) to create a single feature
vector. A linear regressor is trained to learn the importance of weights for
the different MIA attacks and thus classify their membership status.

5.2 Assuming No bias: Random Sample

By construction, Dknown
train and Dknown

nm are exempt of bias related to meta-data
and time-shift. Since there is no reason to suspect a bias, we construct DNob

train

and DNob
nm through a random sample. We compute the distributions of n-gram

overlap of these two sets with reference to the left out members (Dknown
train \DNob

train)
as described in Sec. 4.2. The result is depicted as histograms in Fig. 1.

(a) Randomly selected members. (b) Randomly selected non-members.

Fig. 1: Histograms of n-gram overlap w.r.t. left out members (KS-dist = 0.222).

Surprisingly, in-spite of the absence of time-shift and metadata bias, the set
of members and non-members exhibit significant distributional difference of n-
gram overlap, with a KS distance of 0.222. This bias can be exploited by an
agnostic classifier achieving an AUC ROC of 0.84 (reported hereafter).
Conclusion. The text of books written in the same time interval but added to
project Gutenberg at different dates (before or after the extraction of PG-19) still
exhibit n-gram shifts and a random sampling produce heavily biased datasets.
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(a) No−Ngram members. (b) No−Ngram non-members.

Fig. 2: Histograms of n-gram overlap w.r.t. left out members (KS-dist = 0.034).

(a) Trained on No−Ngram sets. (b) Trained on randomly sampled set.

Fig. 3: ROC of 5-folds agnostic classifiers.

5.3 No − Ngram to Minimize N-gram Bias

To address the highlighted n-gram overlap bias, we produce new samples DNob
train

and DNob
nm following the No−Ngram algorithm. The corresponding distributions

of n-gram overlap are depicted in Fig. 2. Their KS distance is 0.034, a drastic
84% drop from 0.222, the distance achieved with random samples. Notably, non-
members exhibit high n-gram overlap with the left out members, only 5 non-
member books having an overlap score lesser than 0.8.

We further assess residual bias by training a classifier on DNob
train and DNob

nm .
The ROC of each fold is illustrated in Fig. 3a. As a reference, the evaluation
of a classifier trained on randomly sampled datasets is depicted in Fig. 3b. The
agnostic classifier achieves on average over 5 folds 0.82 AUC ROC and 5%,
26%, and 49%TPR at 1%, 5%, and 10% FPR, respectively. This remains highly
accurate and the accuracy loss is marginal when compared to random samples
where an agnostic classifier achieves 0.84 AUC ROC and 3%, 30%, and 63%
TPR at 1%, 5%, and 10% FPR, respectively.
Conclusion. While the No −Ngram algorithm has successfully reduced (if not
eliminated) the bias in n-gram overlap, the produced sets can still be discrimi-
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nated with high accuracy by an agnostic classifier. Contrarily to previous pro-
posal [7], this suggests that distributional difference in n-gram overlap is insuf-
ficient as a metric of MIA benchmark difficulty.

5.4 Sampling Unclassifiable Datasets

The datasets being classifiable even when n-gram bias are minimized, we apply
No − Class11 using a single classifier trained on randomly sampled set whose
evaluation is presented in Fig. 3b. To evaluate residual bias, we train a new
agnostic classifier on the resulting sets whose evaluation is shown in Fig. 4.

Fig. 4: ROC of 5-folds agnostic classifier trained on No− Class sets.

On average, the agnostic classifier achieves 6%, 13%, and 20%TPR at 1%, 5%,
and 10% FPR, respectively. Interestingly, the 5th fold achieves lower TPR than
a random guess for FPR in the 30-45% interval. Overall, performance is slightly
better than random, particularly at low FPR, but significantly worse than pre-
vious settings. Indeed, the TPR at 5% and 10% FPR decrease by roughly 56%
and 72% when compared to a classifier trained on random samples, respectively.
Similarly, the AUC ROC drops from 0.84 to 0.58, denoting a 76% decrease of
the distance to the AUC ROC of a random guess.
Conclusion. These results indicate that hard-to-classify sets also resist training,
showing minimal exploitable bias for agnostic classifiers.

5.5 Assesment of MIAs

We assess 6 state of the art MIAs on 2 LLMs and the datasets random, No −
Ngram, and No−Class presented in Sec. 5.2, 5.3, and 5.4, respectively. Tables 1
and 2 report their TPR at 10%FPR and AUC ROC averaged over 5 runs.

Overall, no MIA manage to outperform an agnostic classifier on the ran-
dom and No −Ngram datasets. Only Meta-MIA outperforms the classifier on
11 Since we use a single classifier, we also ensure the same number of false positive,

false negative, true positive and true negative in the selected sets.
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Model Dataset Meta_MIA Max10%Prob ppl zlib_ratio Max10%Prob
Pythia-2.8B random 0.314 0.085 0.087 0.111 0.062
Pythia-2.8B No−Ngram 0.350 0.149 0.050 0.145 0.124
Pythia-2.8B No− Class 0.314 0.313 0.127 0.140 0.162
OpenLLaMA-3B random 0.371 0.111 0.059 0.139 0.122
OpenLLaMA-3B No−Ngram 0.386 0.156 0.074 0.131 0.222
OpenLLaMA-3B No− Class 0.224 0.070 0.046 0.132 0.081
Table 1: TPR values at 10%FPR. Bold values outperform agnostic classifiers.

Model Dataset Meta_MIA Min10%Prob ppl zlib_ratio Max10%Prob
Pythia-2.8B random 0.692 0.544 0.554 0.494 0.490
Pythia-2.8B No−Ngram 0.688 0.538 0.477 0.544 0.557
Pythia-2.8B No− Class 0.670 0.665 0.583 0.531 0.578
OpenLLaMA-3B random 0.740 0.523 0.493 0.501 0.576
OpenLLaMA-3B No−Ngram 0.744 0.543 0.545 0.506 0.642
OpenLLaMA-3B No− Class 0.634 0.520 0.503 0.523 0.494

Table 2: AUC ROC values. Bold values outperform an agnostic classifier.

No − Class on both OpenLLaMA-3B and Pythia-2.8B, while 10%_min_probs
outperforms it solely on Pythia-2.8B according to the TPR@10%FPR.

Meta-MIA is consistently significantly above a random guess and the best
MIA across all settings and metric. It achieves its best results on Pythia-2.8B,
with 37.1% TPR@10%FPR and a AUC ROC of 0.74 for the random biased
dataset. On No−Class, these values drop to 22.4% and 0.634, denoting a ratio
No− Class/random of 0.60 and 0.857.
Conclusion. Meta-MIA is consistently the best out of the 6 MIAs evaluated on
our datasets. Yet, its TPR@10%FPR and AUC ROC drop by 40% and 14.3%
respectively when evaluated on datasets produced using our approach rather
than on randomly sampled ones. This underlines the importance of our approach
to accurately estimate MIAs performances.

6 Conclusion

As LLMs are trained leveraging myriads of data items, including copyrighted
ones, it is key to ascertain whether a piece of data has been used in this process.
Yet, the effectiveness of MIAs has been recently questioned, due to the existence
of biases in datasets constructed ex-post. This work introduces Nob−MIAs, a
set of algorithms to build unbiased datasets, thus setting a more solid ground
for MIA assessment. Our experiments on the Gutenberg dataset confirms that
our approach significantly reduces bias (e.g., an 84% reduction of difference in n-
gram overlap distribution) and impacts on MIA evaluation, with TPR@10%FPR
and ROC AUC of the best-performing MIA (out of 6) decreasing by 40% and
14.3% respectively, compared to evaluations on randomly sampled datasets.



14 C. Eichler et al.

This work opens several future research avenues, including extending the
algorithms to detect and mitigate residual biases and applying this approach to
non-textual MIAs, where ex-post dataset construction is also common.
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