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Abstract

Modern Microcontroller Units (MCUs) often feature integrated Flash memory, which has been found
to be vulnerable to hardware attacks. This type of memory is used to store critical data, including
firmware, passwords, and cryptographic keys, making it a valuable target for attackers. Recent research
has demonstrated the use of Laser Fault Injection (LFI) during runtime to corrupt firmware by
targeting the Flash memory during read operations. However, these faults are non-permanent, as they
only affect the read copies of the data without altering the actual data stored in the Flash memory,
following a bit-set fault model induced on a single bit. In our work, we extend this fault model to
the Flash memory of a 32-bit MCU, allowing us to induce permanent faults by compromising the
stored data during read operations. In addition, we leverage Photoemission Analysis (PEA) for target
identification and characterization, enhancing the precision of our attack. By utilizing a double-spot
LFI technique, we are able to concurrently induce permanent bit-set faults at two distinct locations
in the Flash memory, increasing the complexity and effectiveness of the attack. We also provide a
practical example of how this fault model can be applied, wherein we iteratively change all 32 bits
of a password to logic ’1’, successfully bypassing a basic counter for login attempts. It is important
to note, however, that there are physical limitations associated with using multi-laser spots in this
context, which we thoroughly discuss in our research. Nonetheless, our approach presents a powerful
method for exploiting vulnerabilities in Flash memory of MCUs, underscoring the need for robust
security measures to protect critical data and mitigate the risks associated with hardware attacks.
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1 Introduction

Physical attacks have been shown to be a major
threat for the security of Microcontroller Units
(MCUs). They can be utilized to find and exploit

several hardware-related vulnerabilities with the
ultimate goal of retrieving secret information.

MCUs often integrate cryptographic functions
for processing, transmitting, and storing sensitive
data, utilizing secret parameters like encryption
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keys, seeds, or passwords. These parameters are
usually stored in a non-volatile memory (NVM)
such as Flash memory, which is commonly embed-
ded in MCUs. However, semi-invasive attacks such
as Photoemission Analysis (PEA) and Fault Injec-
tion Analysis (FIA) have become prevalent meth-
ods to bypass the security mechanisms of these
devices. [1–5].

PEA attacks have been utilized to reverse-
engineer circuits, leveraging the emission of pho-
tons to map memories’ addresses to their phys-
ical locations on devices. For instance, in [6],
the authors demonstrate how PEA can be used
to attack a target MCU. Furthermore, recent
advancements have led to techniques that exploit
light emissions to extract secret information from
these devices, as discussed in [7].

Previous FIA related works demonstrate
attacks on a Flash memory by means of LFI.
The attacks reported in [8, 9] aimed at corrupt-
ing the memory content by disrupting its normal
operations. Recent studies [10–12] demonstrated
on 32-bit MCUs embedding a NOR Flash that
LFI induces non-permanent faults when instruc-
tions and data are read from the Flash. The stored
data were left unmodified while the read data
were faulted one bit at a time following a bit-
set fault model (i.e., a ’0’ is turned into a ’1’).
A bit-reset (i.e., a ’1’ is turned into a ’0’) fault
model during Flash programming operations was
presented in [13]. This model induces permanent
faults directly on the data stored in the Flash,
providing new attack scenarios. Those studies also
show how changing the location of the laser beam
made it possible to choose which of the 32 bits was
faulted.

As in [14], we induced multi-bit transient faults
simultaneously on data read from a MCU’s Flash
memory. This paper reports an extension of pre-
vious threats. We were able to inject 2-bit perma-
nent faults during read operations by exploiting a
vulnerability in the programming flow necessary
for updating a variable stored in the Flash. We
showcase the feasibility of permanently rewriting
sensitive data stored in the same page as non-
sensitive, user-modifiable data. We also present
physical related limitations of using multiple laser
spots.

Taking advantage of how data are written in
this particular MCU’s Flash memory, we injected
permanent faults into data that were neither

explicitly written nor read, though the faults
were induced during hidden read operations. By
using a double-spot laser assembly, we induced
bit-set faults on bits located on different memory
addresses simultaneously. The faulted values were
written back to the Flash together with genuine
data. To validate this new fault model, we set all
32 bits of an unknown password stored on the
Flash memory to logic ’1’. To be able to modify
the password without exhausting the number of
allowed attempts, the second laser beam was used
to hold the password try counter to its initial value
(3). This allowed us to bypass a common security
countermeasure against brute force attacks and to
ultimately have access to elevated user privileges.

Photoemission Analysis was employed to char-
acterize the target’s Flash memory, using it to
locate the logical addresses and to determine
the position of bits more accurately, saving time
during the characterization phase. The employed
attack techniques necessitate some preparation
of the target device, including the depackaging
of the MCU’s backside to visualize the circuit’s
light emissions and accurately target the laser
beam. Further details regarding the methodology
employed in these attacks will be elaborated upon.

This article is organized as follows: Section 2
provides background information on NOR Flash
memories architecture and operating modes as
well as a background on LFI and PEA. Section 3
describes our laser injection setup and the MCU
target. Section 4 presents the process of char-
acterizing the target. The obtained experimental
results are given in section 5. Finally, a conclusion
is drawn in section 6.

2 Background and
Vulnerability Assessment

In this section, we discuss the fundamental archi-
tecture and operational modes of the embedded
Flash memory in the MCU, specifically focusing
on NOR Flash for the circuit under considera-
tion. We also examine the impacts of LFI on
NOR Flash memories and outline the principles of
Photoemission Analysis.

2.1 NOR Flash Architecture

The NOR Flash memory was born in the mid 80’s
as an EPROM replacement [15]. The advanced

2



architecture of this non-volatile memory is effec-
tively conceived to meet the requirements of the
MCU by optimizing the trade-off between speed
and power consumption. It also gives the possi-
bility of using a single Intellectual Property (IP)
design to store both user code and user data.

All the features of the NOR Flash are inher-
ently related to the memory cell concept and its
memory array organization as depicted in Fig. 1.
Each transistor is called a cell and it is made of
a stacked-double-poly floating-gate MOS device.
The memory cells are arranged in a NOR type
array organization, which means that all the cells
are parallel connected with a common ground
node and the bit lines (Bit 0 to N in Fig. 1) are
directly connected to the drains of memory cells.
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Fig. 1: NOR Flash memory architecture

2.2 NOR Flash Operating Modes

A NOR Flash memory allows three elementary
operations: Program (Write), Erase and Read as
illustrated in Fig. 2. The high voltages needed for
Program/Erase operations are internally gener-
ated in the MCU chip (voltage values are given as
an illustration). The write and erase operations to
the Flash memory are managed by an embedded
Flash Program/Erase Controller (FPEC).

(10V) G

D (7V)

S (0V)

Program

(0V) G

D (10V)

S (10V)

Erase

(VDD) G

D (Sense Amp)

S (0V)

Read

Fig. 2: Operating modes of the Flash memory:
Program (Write), Erase, and Read

Read: to read a value from the Flash memory
at the application level, it is sufficient to create a
pointer to the specific address and read its con-
tent as a common memory space. At the electrical
level, the threshold voltage of a cell is measured
by a sense amplifier (connected to the cell’s bit
line) and compared with a threshold voltage refer-
ence (VTREF in Fig. 3). If the observed threshold
voltage is lower than VTREF , it is determined
that the memory cell contains a logic ’1’ (erased).
If the observed threshold voltage is higher than
VTREF , the cell’s content is equivalent to a logic
’0’ (programmed) [15].

ONE ZERO

IDS

VGS
VT1 VT0VTREF

Fig. 3: Read operation mode at the electrical
level. Observed waveforms by the sense amplifiers.
Value is read as one or zero depending on the
IDS−VGS characteristics of the Flash memory cell

Program (Write): the embedded Flash mem-
ory can be programmed at run time using
in-application programming (download program-
ming data into memory while the application is
running). In the case of our target (cf. section
3.3), only 16 bits (from a 32-bit word) can be pro-
grammed at a time. At the electrical level, each
cell can be programmed by using channel-hot-
electron injection [15]. As a result, electrons are
pushed into the floating gate of a cell as illustrated
in Fig. 4. At logical level, a programmed cell stores
a logical ’0’ (it is not possible to write a ’1’, which
is done through erasing).

Erase: at the physical level, the erase opera-
tion is done using the Fowler-Nordheim tunneling
effect [15]. As a result, the electrons stored into
a cell’s floating gate are removed as illustrated in
Fig. 5. At the logical level, an erased cell stores a
logical ’1’. In the case of our target (see 3.3), eras-
ing is done on a whole memory page containing 1
kB of data.
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Fig. 4: Cross-section view of a Flash Memory cell.
Program operation mode at the physical level

Fig. 5: Cross-section view of a Flash Memory cell.
Erase operation mode at the physical level

As a result, writing data into a Flash memory
involves a two-step process. Firstly, the targeted
area, which encompasses the entire memory page,
is erased by setting all of its bits to ’1’. Secondly,
the bits that need to be set to ’0’ are programmed.
This process is influenced by the organization of
MCU’s Flash memories, which use pages to define
the minimum granularity of erase operations. Con-
sequently, when writing a 32-bit word into a Flash
memory, the following steps are necessary: (1)
reading the complete page data into the SRAM to
prevent data loss during the erase step, (2) eras-
ing the entire page, and (3) programming the page
using the read data and the 32-bit word intended
for writing. The vulnerability discussed in Section
5 takes advantage of this complex mechanism.

2.3 Effect of a Laser Shot at
Transistor Level

ics are known to be sensitive to induced tran-
sient currents. Such currents may be caused by
a laser beam passing through the device, creat-
ing electron-hole pairs along its path [16]. These
induced charge carriers generally recombine with-
out any significant effect, unless they reach the
strong electric field found in the vicinity of reverse-
biased PN junctions (the reverse-biased junction
is the most laser-sensitive part of circuits) [17].
In this case, the electrical field puts these charges

into motion and a transient current flows. Each
induced transient current has its particular char-
acteristics such as polarity, amplitude and dura-
tion that depend on laser energy, laser shot loca-
tion, device technology, device supply voltage and
output load. The nature of these currents was first
studied in the case of radioactive particles [18–
22]. Laser illumination was first used as a way
to emulate the effect of ionizing particles since
the properties of the transient currents they both
induce are similar.

Fig. 6 translates to the case of laser illumina-
tion the results of [17]. As shown in Fig. 6a, at the
onset of an event caused by a laser shot, a track of
electron hole pairs with high carrier concentration
is formed along the path of the laser beam. When
the resultant track traverses or comes close to the
depletion region, carriers are rapidly collected by
the electric field creating a current/voltage tran-
sient at that node. An interesting feature of the
event is the distortion of the potential into a
funnel shape [20, 23]. This funnel enhances the
efficiency of the drift collection by extending the
field depletion region deeper into the substrate
(Fig. 6b). The profile of the funnel (size and dis-
tortion) depends on the substrate doping. This
collection phase is completed in the picosecond
range and is followed by a phase where diffusion
begins to dominate the collection process (Fig.
6c). An additional charge is collected as electrons
diffuse into the depletion region on a longer time
scale (nanosecond range) until all excess carriers
have been collected, recombined, or diffused away
from the junction area. A laser-induced transient
current is thus called ’photocurrent’ [24, 25]. The
corresponding current pulse IPhotocurrent (IPh)
resulting from these three phases is shown in Fig.
6d. The red arrows in Fig. 6 represent the tran-
sient current flowing from the sensitive drain to
the Psubstrate biasing contact tied at gND.

2.4 Flash Memory Laser Fault
Model

To the best of our knowledge there is no study
at physical level reporting on how a laser injec-
tion affects the cells of a Flash memory. However,
since the Flash memory cell is similar to an nmos
transistor with a floating gate, we suppose that
the laser is able to induce a transient current in
the Flash memory cell by irradiating its inverse
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Fig. 6: Charge generation and collection phases
in a reverse-biased PN junction and the resultant
transient current caused by the passage of a laser
beam [16, 17]

polarised PN junction as it happens for the nmos
transistor.

In this case, laser shots may generate pho-
tocurrents in the Flash cell when there is a reverse
biased PN junction between the drain and the
Psubstrate. as shown in Fig 7. Thus, an induced
transient current (IPh) flows from the drain to the
Psubstrate biasing contact (at gND).

Fig. 7: Simplified representation of the laser-
induced current component (IPh) in a Flash mem-
ory cell. On the left, its schematic view with
an attached current source to simulate the laser-
induced photo-current IPh. On the right, its cross-
section view with the laser-induced current IPh

The authors of [10] and [11] describe how such
a transient current may discharge the bitline of a
Flash memory cell during a read operation result-
ing in a bit-set transient fault. As LFI is local, it
makes it possible to fault a single bit (the laser
effect is then restricted to a single bit-line) and to

choose its index while reading a 32-bit word with
100% success rate.

2.5 Photoemission Analysis

The emission of photons by electronic circuits has
long been utilized by the Failure Analysis commu-
nity to locate and diagnose defects within chips
[1]. In CMOS devices, when a transistor changes
states, photons are emitted if certain conditions
are met. At the physical level, charge carriers are
accelerated by the strong electric field present in
the source-drain region and their kinetic energy is
converted into luminous energy when leaving this
zone [26], a phenomenon known as Hot-Carrier
Luminescence.

This phenomenon is more noticeable in N-
type transistors than in P-type transistors due
to the greater mobility of electrons compared to
holes [27]. The emitted photons have optical wave-
lengths ranging from 500nm to over 1200nm,
known as the Short Wave Infrared (SWIR) range
[28, 29].

However, a single switching event has a very
low probability of emitting photons, requiring a
large number of switching operations to generate
a detectable amount of light [1]. The operating
frequency and supply voltage of a circuit also
influence the number of emitted photons in a
given interval: increasing the frequency equals to
a higher amount of switching operations per sec-
ond while a higher supply voltage improves the
chances of emitting a photon.

This technique is best performed through the
backside of a target, as the substrate is transpar-
ent to the SWIR wavelength and thus the emitted
photons can traverse it. On modern circuits, the
amount and complexity of metal connection lay-
ers on the front side block the majority of optical
emissions. Furthermore, most defensive measures
(e.g. shields) are present on the frontside only
[30, 31].

By utilizing a specialized SWIR camera
designed for this precise purpose and focusing it
at a circuit’s backside, it is possible to capture
photons emitted by its operation. This capabil-
ity proves particularly advantageous in several
ways, including identifying active regions within
the chip, pinpointing logic blocks, highlighting
areas of interest, and efficiently mapping Flash
memory addresses. As a result, employing this
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technique significantly streamlines the target char-
acterization phase, leading to substantial time
savings.

3 Experimental Method

3.1 Laser setup for the
experimental fault injection

The experimental results for LFI, as detailed in
the following sections, were obtained by targeting
the backside of the target using a laser source with
a wavelength of 1,064 nm (in the near-infrared
range). Laser pulses with durations ranging from
30ns to 90ns and a power of 200mW were gen-
erated using this source. An objective with 5x
magnification was used, resulting in a laser spot
diameter of 15µm.

3.2 Camera setup for
Photoemission Analysis

The PEA results were acquired using the highly-
sensitive SWIR camera Ninox 640 II, coupled with
x5 and x20 magnification lenses. This camera can
be used to capture IR and PE images by chang-
ing its gain mode and exposure time. The x5 lens
provides a general view of the entire Flash mem-
ory, while the x20 lens offers a more detailed view
of the bitlines’ disposition.

The camera’s exposure time was set to 2,500
ms. Initially, we captured a PE image of the
circuit powered on but idle, referred to as the
”background-noise image”. This image was later
subtracted from captures of the circuit while exe-
cuting a scenario to improve the Signal-to-Noise
Ratio. Subsequently, we ran a simple write-erase
routine loop and captured the photons emitted by
the Flash memory during this process.

3.3 Target board and
microcontroller

The target MCU used for the experiments embeds
an ARM Cortex-M3 core with 128 kB of Flash
memory manufactured in the CMOS 90 nm tech-
nology node. Its clock was set to the maximum
MCU frequency of 24MHz. An infrared picture
of the target is shown in Fig. 8. The chip has an
approximate dimension of 3mm x 2.5mm. The
main parts of the chip are outlined including the

Fig. 8: Infrared picture of the targeted MCU

Flash memory which constitutes the target of this
experiment. Since LFI requires the surface of the
chip’s die being visible, the MCU packaging was
milled away with engraving tools [32]. The chip
was then placed into a custom-made test platform.
The board was mounted on a motorized XYZ-
stage coupled with a CCD camera mounted on
optical column (Fig. 9).

Fig. 9: Objective lenses above the targeted 32-bit
MCU mounted on the custom-made platform

Target’s Flash memory organization: it con-
sists of two main components, a main memory
block and an information block. The main memory
block is comprised of 128 pages, each with a capac-
ity of 1 kB. The organization of the flash memory,
along with the corresponding base addresses in the
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memory map, is presented in Table 1. The mem-
ory is organized as 32-bit wide memory words that
can be used for storing both code and data.

Table 1: MCU’s embedded Flash module orga-
nization.

Block Name Base Address Size

Main mem.

Page 0 0x0800 (0000 to 03FF) 1 kB

... ... ...

Page 127 0x0801 (FC00 to FFFF) 1 kB

Information
System mem. 0x1FFF (F000 to F7FF) 2 kB

Option Bytes 0x1FFF (F800 to F80F) 16

3.4 Target preparation

As detailed on [32], there are several steps between
choosing a particular target and performing a suc-
cessful attack on it. This section briefly introduces
the creation of a custom test platform and details
different chip depackaging techniques.

3.4.1 Creating a custom support PCB

For the LFI and PEA attack scenarios presented
in this paper, the target MCU needs to be pow-
ered and be able to interface with a host, to
receive commands and send data back. It also
needs to be soldered on a board with its back-
side exposed. Compared to a breadboard circuit, a
PCB is more robust and compact, has lower par-
asitic capacitance and it is easier to mount to a
test setup.

For this target, a 2-layer, 10x10 cm board was
designed. The second layer can be used to route
signals that would otherwise cross another track
in the first layer. In this instance, this layer was
defined as a ground plane, which protects against
ground loops, shields against noise and facilitates
the routing of ground pins [33, 34]. As shown in
Fig. 9, a 7-mm diameter hole is cut out to provide
access for attacks through the chip’s backside.

3.4.2 Chip depackaging

To gain access to the target’s interior from the
backside, the attacker must first remove the resin
layers and the copper plaque heatsink protecting
the silicon chip inside. As the techniques presented
in this paper are meant to be performed from
the target’s backside, i.e. from the silicon side,

we will focus on the backside depackaging tech-
niques employed by MicroPackS [35], our partner
responsible for preparing our target.

Fig. 10 provides an example of the backside
depackaging of a target.

Fig. 10: Backside depackaging. Left: target before
decapping. Center: resin removed. Right: copper
layer removed, backside silicon exposed

Chemical: This method is employed for remov-
ing the resin from either front or backside. The
substances used are Nitric Acid (HNO3), Sulfuric
Acid (H2SO4) or a mixture of both, depending on
the material of the resin and the bonding wires,
as shown in Table 2. The parameters must be
carefully chosen to avoid destroying the wires and
ruining the chip.

The mix is applied to the MCU’s surface and
corrodes the resin until the heatsink is exposed.
The copper layer is then removed using tweezers
and the silicon is now exposed.

Mechanical: A milling machine [36] may alter-
natively be used to depackage a target, milling
away each layer of the resin. Special care must be
taken while depackaging the front side, as the cir-
cuit can be easily destroyed if the drill reaches it.
The process must be completed using acidic solu-
tions. As in the chemical method, it is common to
lose samples while determining the drilling depth
and position for a particular target.

For backside decapsulation, the operator can
drill all the way to the copper heatsink, remove
it, expose the silicon and grind it if it needs to
be thinned for PE or LFI purposes. The silicon
is then polished to allow PE observation and LFI
through the die.

Table 2: Acidic solution parameters for two types
of bonding wires

Bonding material Gold wires Copper wires

Solution 100% HNO3 5/6 HNO3, 1/6 H2SO4

Temperature 80°C 44°C
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Laser: A laser beam can also be employed to
melt and remove the resin covering the die. As
with the mechanical techniques, it will destroy the
circuit and the bonding wires if the beam comes
into direct contact with them.

For frontside depackaging, the laser is used
to remove most of the resin material and the
final removal is done by chemical methods. For
the backside, the laser drills all the way to the
heatsink, which is then removed. This technique
is faster than mechanical depackaging and allows
finer movement control.

Summary: Frontside opening involves essen-
tially removing the resin and any eventual shield
(in the case of secure systems), thus giving an
attacker direct access to the circuit inside. Open-
ing from the backside, an attacker needs to remove
the resin, then remove the copper layer (usually
included as heatsink or as common ground) found
between the resin and the die, grind and polish
the silicon substrate if needed.

The target MCU used in this paper was
mechanically opened from the backside using a
ASAP-1 machine [36]. No thinning of the silicon
layer was performed.

3.5 Vulnerability Analysis and
Exploitation

In this section we look at our target’s footprint,
discover the vulnerabilities associated with it and
propose an attack scenario that can be exploited
by malicious attackers.

3.5.1 Step 1: Reconnaissance /
Footprint

The key to successfully exploit or intrude a remote
system is about the information we gather. The
first step for attacking a system is reconnaissance,
and as can be seen in Fig. 8, the target (Flash
memory block) is easily identified since the surface
of its regular structure covers a significant portion
of the IC.

3.5.2 Step 2: Vulnerability Analysis

We went through the initial stages of characteris-
ing our target by doing footprint and reconnais-
sance. Now it is time to reveal its vulnerabilities
and lay out an exploitation scenario.

As explained in section 2.2, writing data (made
of both ’0’s and ’1’s) in the Flash Memory takes
several steps. If a user wants to change the value
at a specific address, the whole page containing
the address must be erased. In order to avoid los-
ing the data of other addresses, the whole content
of the page must be transferred to SRAM before
the page is erased. We consider this constraint as
a vulnerability that can be exploited as will be
explained in the next step.

3.5.3 Step 3: Exploiting the
Vulnerability

Fig. 11 illustrates the vulnerability of the Flash
memory due to its operating mode which is
imposed by the FPEC as described in the previous
step.

An attacker uses the vulnerability discovered
in step 2 to induce a permanent single-bit fault in
the Flash memory. In this example, the attacker
achieves its goal by changing the value stored
at an arbitrary address from 0x2 to 0x3 during
the reading (transfer) of the whole page of the
Flash memory to SRAM (1-Read Page to SRAM)
before erasing its content (2-Erase Page). This
takes advantage of the bit-set fault model obtained
when exposing the Flash memory bit-line (of the
corresponding faulted bit) to a laser perturbation
during a read operation. When the whole page is
copied again from the SRAM to the Flash mem-
ory (3-Write Page) with valid modifications, the
faulted value will be copied as well, in this exam-
ple, 0x2 will be permanently stored as 0x3. This
behavior was observed even when the flash mem-
ory is protected by an Error Correction Code
(ECC) that detects 2-bit errors and corrects 1-bit
faults.

1-Read Page to SRAM

Page 127

FLASH MEM SRAM

0x00000002
...

0xABCD2022

0x00000003
...

0xABCD2022

Page 127

FLASH MEM

0xFFFFFFFF
...

0xFFFFFFFF

2-Erase Page

Page 127

FLASH MEM

0x00000003
...

0xABCD2022

3-Write Page

Fig. 11: Vulnerability of the Flash Memory due to
its operating mode: Program (Write), Erase, and
Read
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Fig. 12 illustrates the attack scenario elabo-
rated thanks to the vulnerability shown in Fig.
11. For this proof of concept, which is the main
goal of this paper, we used two laser spots. We
consider a password verification system limited
to 3 tries. The admin password and the tries
counter are stored in the same page of the Flash
Memory (page 127). Any user who knows the
current admin password has the permission to
change it. The user has 3 tries to insert the cor-
rect admin password before the login system is
blocked as a simple counter-measure against brute
force attacks. Since the content of the whole page
needs to be transferred to the SRAM in order to
change and store the tries counter value, an attack
is performed targeting the admin password and
the tries counter. One laser spot illuminates the
bit responsible for always keeping the tries counter
value equal to 3 (i.e. without injecting this fault
it would have been decreased to 2 as soon as a
wrong password was tried), and another laser spot
illuminates all 32-bits of the password sequentially
in order to set the unknown admin password to
a know value (0xFFFFFFFF) by bit-setting its con-
tent. At the end of the attack, this forged password
(0xFFFFFFFF) will be the current password and
since it is now a known value for the attacker, it
can be changed to a new one. The end goal here
is then to change the unknown admin password
(0x????????) for a known one (0xCAFE2021).

Page 127 addr: 0x0801 FC00 addr: 0x0801 FFFF

Admin password
val: 0xABCD2021

#Tries Counter
val: 0x00000003

Read (load) to SRAM faulted values

Erase Flash memory page

spot 1 spot 2

Write faulted values back into Flash

...

Page 1

Page 0

Fig. 12: Attack scenario using two laser spots.
Modify the admin password and set the tries
counter to be always equal to 3

3.6 Embedded Software and Aim of
Experiment

Our work aimed at demonstrating the ability
of LFI to inject permanent faults into a Flash
memory using two laser spots.

3.6.1 Characterization of the Flash
memory

First, we performed the characterization of the
reading operation of the Flash memory. To that
end, we wrote a dedicated test code as described
by the pseudo-code in listing 1.

The code implemented in the MCU corre-
sponds to the FPEC rules to deal with elementary
operations of the Flash memory (read, erase, pro-
gram). The implemented code receives via UART
the address, value and page in which an opera-
tion will be performed, and the desired action. To
send the commands via UART, a python script
was implemented with different scenarios.

Listing 1: Program used to perform the character-
ization during reading operation (results reported
in section 5.1)

// Erase a page o f the f l a s h memory
erase f la sh mem ( ) :

page = get from UART(”mem page” )
FPEC PageErase ( page )

// Program the f l a s h memory
program flash mem ( ) :

addr = get from UART(”mem addr” )
va l = get from UART(”mem val” )
FPEC Program( addr , va l ) ;

// Lock the f l a s h memory
lock f lash mem ( ) :

FPEC Lock ( )

// Read the content o f an address
read ( ) :

addr = get from UART(”mem addr” )
read from mem ( addr )

3.6.2 Attack scenario

We subsequently developed another code specifi-
cally tailored for the attack scenario, as shown in
listing 2 and illustrated in Fig. 13.
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Change Admin Password

Yes

Yes

No

No

tries_counter--

print("Password updated")

print("Number of tries
excedeed")

get_current_pwd
get_new_pwd

tries_counter = 3
stored_pwd = new_pwd

tries counter > 0

current_pwd =
= stored_pwd

Fig. 13: Flowchart of the program used as the
attack scenario

4 Characterizing the Target

4.1 Reverse engineering

Before running the experiment to overwrite the
original and unknown password stored in the
Flash memory, we first analyzed the addresses’
disposition on the memory using PEA. Using
the information gained from this analysis, we
determined which parts of the Flash memory are
vulnerable to LFI.

4.1.1 Employing Photoemission
Analysis to locate memory
addresses on the Flash

As a first step for characterizing the target, an
attacker may implement a simple scenario to
determine the precise position of Flash memory
pages and addresses. If the attacker is unable to
freely implement and execute arbitrary code on
the target device, they may procure an identical
MCU and use it as a clone of the original, as
their internal components will be identical. Fur-
thermore, performing this preliminary study on
a clone component has the added benefit of not
damaging the original target, as each Erase/Write
cycle degrades the Flash cells. The Flash mem-
ory for this particular MCU has an expected
endurance of 10,000 cycles [37].

The proposed scenario, illustrated by the
flowchart in Fig. 14, uses the implemented
FPEC Program() and FPEC PageErase() (listing

Listing 2: Program used to perform the attack
using two laser spots. Results are reported in
sections 5.1 and 5.2

modify admin pwd ( ) :
# Check i f t r i e s counter i s g r e a t e r than

zero
i f t r i e s c o u n t e r > 0 :

# Get cur rent admin pwd and new admin pwd
from UART

current adm pwd = get from UART(”
current adm pwd” )

new adm pwd = get from UART(”new adm pwd”
)

# Check i f cur rent admin pwd == stored
admin pwd

i f current adm pwd == stored adm pwd :
# se t t r i e s counter to d e f au l t va lue

(3 ) and s t o r e new adm pwd
t r i e s c o u n t e r = 3
stored adm pwd = new adm pwd

pr in t ( ”Password changed s u c c e s s f u l l y !
” )

# Otherwise t e l l user that cur rent
admin pwd i s i n c o r r e c t and
dec rease t r i e s c o u n t e r

e l s e :
t r i e s c o u n t e r −= 1

# I f t r i e s counter i s exhausted
e l s e :

p r i n t ( ”You have exhausted the number o f
t r i e s . ” )

1) Flash memory functions. The Erase function
will reset an user-selected page on the target’s
Flash memory, while the Program function will
write a user-determined 32-bit word at a spe-
cific address. To maximize the photonic emissions,
in this scenario all the words on a page were
written to 0x00000000 sequentially and then the
whole page was erased (i.e. all words written to
0xFFFFFFFF).

Fig. 14: The proposed scenario for PEA
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This Erase-Write loop forces a particular page
of the Flash memory to be set and reset continu-
ously. As seen on Section 2.2, the Write and Erase
operations both have elevated voltages and cur-
rent draw. Thus, the region corresponding to the
memory addresses contained in this page will emit
photons, which are captured by the camera setup
described on Section 3.2. The resulting image is
then combined with an IR image of the Flash
memory, revealing where the addresses are located
by their emissions, as can be seen on Fig. 15.
The IR image was taken on low-gain mode, 2 ms
exposure time. The PEA image used the high-gain
mode, 2,500 ms exposure time, with the camera
cooled to -20°C. Both the IR photo and the PEA
image were obtained using a x5 objective.

Fig. 15: Photonic emissions caused by erasing and
then writing a page continuously on the MCU’s
Flash memory. Data written: 0x00000000

The continuous line observed on the memory is
caused by erasing page 127 then programming the
256 32-bit words contained therein to 0x00000000
in a loop. The entire operation is executed in 32
ms. With the acquisition time set to 2,500 ms,we
estimate that 80 such loops take place during the
capture of each raw image. Taking the total num-
ber of bits into account (256 words x 32 bits),
there are 16,384 switching events in a loop (8,192
erases, 8,192 writes), making for 1,310,720 total
operations captured on Fig. 15.

It has been observed that only the bits pro-
grammed to ’0’ emit light, those written to ’1’
will remain dark, as essentially no operation takes
place since ’1’ is the reset (erased) value for this
particular target.

Fig. 16: The photonic emissions caused by eras-
ing and then writing a page continuously on the
MCU’s Flash memory. Data written: 0xFFFFFFFE

Leveraging this knowledge and changing
the data written on each word (i.e. writing
0xFFFFFFFE, where a single bit is ’0’, as shown
on Fig. 16) it is possible to determine the dispo-
sition of bits in the memory, giving an attacker a
more accurate spatial location of each bit of the
32-bit word. As shown on Fig. 16, the least sig-
nificant bit of the 256 words is located on the left
side. By writing other values, it was verified that
the bits are positioned sequentially, with the most
significant bit being located on the rightmost side.

4.1.2 Scanning process

The first step of laser injection characterization
was using a laser beam to analyze the effects of an
LFI on the Flash memory surface. We identified
as shown in Fig. 17 an area equal to 1400µm ×
550µm. The green dot represents spot 1, meaning
that for this initial experiment spot 2 was OFF.

4.1.3 Delay and Pulse Width
Characterization

The second step was to identify timing constraints,
i.e., at which time after a trigger signal from the
target was raised should the laser be activated as
well as the laser pulse duration (pulse width). Fig.
18 shows that for different delays (instant of laser
shot) and laser pulse widths, different addresses
of the Flash memory were affected. However, it
was observed that for a delay near 2,040ns all
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Fig. 17: Illustration of the scanning process using
one laser spot. Lower bound: (X=0 µm, Y=0 µm).
Upper bound: (X=1400 µm, Y=550 µm). ∆X and
∆Y vary depending on the experiment

addresses were affected for all pulse widths. There-
fore, in the experiments we consider a delay equal
to 2,040ns.

The function read() in listing 1 provides a trig-
ger signal. This signal is drawn in purple, blue
and green in Fig. 19 for the MCU working at
different clock frequencies. An electronic synchro-
nization board is then used to deliver a shot signal
to the laser source, denoted laser pulse in Fig. 19
after the programmable delay selected in Fig. 18.
For a more realistic scenario, the trigger signal
used to synchronize the laser shots can be replaced
by observing the electrical activity of the circuit
using a shunt resistor [38] or by ”listening” to the
circuit’s electromagnetic fingerprint [39].

Fig. 18: Characterization of delay vs pulse width
for different addresses. Power: 200 mW

Fig. 19: Voltage waveforms sampled during the
reading operation of a 32 bits word. MCU work-
ing at 8MHz (green), 16MHz (blue) and 24MHz
(purple). The trigger signal (square waveforms) is
used to synchronize the laser shots with the read
operations. The laser pulse with a power equal to
300 mW is represented by the waveform with volt-
age amplitude of ≈ 200 mV

4.1.4 Single-bit spatial effect

Fig. 20 shows the induced faults repeatability
when focusing on a single-bit (bit 16 in this par-
ticular case), i.e., moving the laser spot along the
x-axis of the Flash memory with a displacement
step ∆X=1µm. A normalized window of 30µm
was selected which represents the spacing between
two consecutive bits. It can be observed a 100%
repeatability at around 6µm to 20µm for pulse
widths superior to 50ns for the selected laser
power (200mW). With these values in mind, we
chose 90ns as the pulse width, which gives us a
relaxed margin of around 14µm for the sensible
zone. This zone’s width matches with the spot
diameter of around 15µm.

4.1.5 LFI Scanning of the MCU Flash
Memory

Fig. 21 reports the LFI sensitivity scan we car-
ried out on the Flash array surface (targeting its
memory cells) with ∆X=5µm and ∆Y=100µm
displacement steps. To achieve this result we used
the values for the laser pulse width, power and
delay characterized in the previous steps. For this
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Fig. 20: Single-bit distribution of the read oper-
ation faults. Step: 1µm. Power: 200mW. Spot
diameter: 15µm

experiment, the value 0x00000000 was written at
the memory address 0x0801FFF0.

Moving the laser spot along the X-axis made it
possible to fault independently every bit of a 32-
bit word. Locations where faults were induced are
marked in purple: for Y=100µm the 32-bit loca-
tions are clearly visible. Changing the laser spot Y
coordinates had no effect on the faulted-bit. These
patterns of LFI sensitivity are similar to the ones
observed by [10–12] when inducing faults during a
read operation as well as [13] when inducing faults
during the programming of the Flash memory.
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Fig. 21: LFI scanning of the MCU Flash memory:
depending on the laser spot X position (from left
to right) bit 0 to 31 of the read word were faulted
following a bit-set fault model

4.2 Multi-Bit fault on Flash
memory using two laser spots

After characterizing the Flash Memory with a sin-
gle laser spot we proceed with its characterization
using two laser spots.

4.2.1 Field of View

Fig. 22 shows the field of view (FOV) for differ-
ent lenses. The background image corresponds to
the infra-red picture of our target, i.e. the Flash
Memory. Table 3 shows the values for the FOVs
of the x5, x20 and x50 amplification lenses of our
laser bench. As can be seen in Fig. 22 only the x5
lens covers the whole Flash Memory with dimen-
sion of 1400µm × 550µm. In this case if we want
to target bit 0 with one laser spot and bit 31 with
another laser spot, we are limited to use the x5
lens, which imposes a 15µm laser spot diameter.

Fig. 22: Field of View for different lenses

4.2.2 Scanning process

In the next experiment, we characterized the Flash
Memory with two laser spots. The Y-position
is now fixed to 100µm to focus on the X-Axis
motion. The laser’s Spot 1 position is set at
X=0µm. At each iteration, the Spot 1 induces a
bit-set at the fixed position of 0µm while Spot 2
moves along the X-Axis.

Results from the experiment are shown in
Figure 24. The X-Axis correspond to the Spot 2
motion on the Flash area while the Y-Axis pro-
vided the associated faulted bit from bit 0 to bit
31. We observe that two bit-set faults are induced
simultaneously on two different bit values of the
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Table 3: Field of View of the ic when imaged on
the Infra-Red Camera and laser effect area with-
out major distortions for different magnification
lenses.

Lens Magni-
fication

Field of View
(WxH)

LASER
effect area

x5 1920µm
× 1536µm

1600µm
× 1200µm

x20 480µm
× 384µm

400µm
× 300µm

x50 192µm
× 153µm

160µm
× 120µm

Fig. 23: Illustration of the scanning process using
two laser spots

read word. For example with Laser Spot 1 and 2
at the respective position of 0µm and 700µm, the
data read by Flash memory is 0x00020001, mean-
ing that bit 1 and bit 18 have been set to logical
value ’1’.

5 Permanently modifying the
content of a Flash memory
during read operation

5.1 First proof of concept: setting a
password to a known all-1s
using one laser spot

For the first proof of concept, we applied this fault
model to iteratively set to one a 32-bit password
stored in Flash. In this case there was no pro-
tection implemented and, for such a small-sized
password, the attacker can try to find it by means

Fig. 24: Scan of the two laser spots on the MCU
Flash memory. Spot 1 is fixed at X=0µm, while
Spot 2 is moved along the X-Axis. At each itera-
tion, two faults are induced simultaneously, Spot 1
induced bit-set on bit 0 while Spot 2 induced bit-
set from bit 1 to 31 depending on the X position

of brute force. However, it becomes progressively
harder to achieve this goal as the size of passwords
grows.

For this reason, we decided to take another
approach. The code in Listing 1 was used with the
Y-axis position set to 100µm, while the X-axis
was swept from 0µm to 1400µm with a ∆X=5µm
step. For this experiment it was assumed that
the password was unknown (though its value was
0xABCD2021), and that the only available infor-
mation was its address in memory (0x0801FFF0).
The experiment aim was to set the password to
0xFFFFFFFF (a known value). In a conservative
approach, it was used 280 steps ( 1400µm

5µm ) along
the X axis to iterate on the 32 bits of the pass-
word. As a result, all the ’0’s in the password were
set to one (the bits already at ’1’ were not mod-
ified by the LFI). This process is illustrated in
Table 4 which depicts actual data from the experi-
ments and highlights (in red) the induced bit-sets.
Therefore the unknown password was replaced by
a known all-1s one that can be used to give access
to secure information stored in the Flash memory.
By performing this experiment several times, the
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same result was observed in every attempt, thus
giving a 100% success rate.

Table 4: Iteratively setting the password to one
(faults in red)

Bit Value (Hex) Value (Bin)

- 0xABCD2021 1010 1011 1100 1101 0010 0000 0010 0001

1 0xABCD2023 1010 1011 1100 1101 0010 0000 0010 0011

2 0xABCD2027 1010 1011 1100 1101 0010 0000 0010 0111

3 0xABCD202F 1010 1011 1100 1101 0010 0000 0010 1111

4 0xABCD203F 1010 1011 1100 1101 0010 0000 0011 1111

6 0xABCD207F 1010 1011 1100 1101 0010 0000 0111 1111

7 0xABCD20FF 1010 1011 1100 1101 0010 0000 1111 1111

8 0xABCD21FF 1010 1011 1100 1101 0010 0001 1111 1111

9 0xABCD23FF 1010 1011 1100 1101 0010 0011 1111 1111

10 0xABCD27FF 1010 1011 1100 1101 0010 0111 1111 1111

11 0xABCD2FFF 1010 1011 1100 1101 0010 1111 1111 1111

12 0xABCD3FFF 1010 1011 1100 1101 0011 1111 1111 1111

14 0xABCD7FFF 1010 1011 1100 1101 0111 1111 1111 1111

15 0xABCDFFFF 1010 1011 1100 1101 1111 1111 1111 1111

17 0xABCFFFFF 1010 1011 1100 1111 1111 1111 1111 1111

20 0xABDFFFFF 1010 1011 1101 1111 1111 1111 1111 1111

21 0xABFFFFFF 1010 1011 1111 1111 1111 1111 1111 1111

26 0xAFFFFFFF 1010 1111 1111 1111 1111 1111 1111 1111

28 0xBFFFFFFF 1011 1111 1111 1111 1111 1111 1111 1111

30 0xFFFFFFFF 1111 1111 1111 1111 1111 1111 1111 1111

5.2 Second proof of concept: setting
a password to a known all-1s
using two laser spots

For the second proof of concept we used the attack
scenario described in section 3.5.3 which involves
the use of two laser spots to perform a successful
attack.

Table 5 shows the reported values from the
experiment. The first column shows the faulted
bit (from ’0’ to ’1’), the second column shows the
password stored in the Flash memory. The third
column represents the value of the number of tries
still available to insert the correct password and
the fourth column tells us if the entered password
matches the password stored in the Flash memory.

As can be seen in Table 5 the protection
method against brute force attacks was fairly eas-
ily bypassed thanks to the use of two laser spots.
As a result, the stored password 0xABCD2021,
which is unknown to a normal user, was updated
to a known password (0xFFFFFFFF) and then
changed to one defined by the attacker, in this case
0xCAFE2021.

Table 5: Iteratively modifying the admin pass-
word and setting the counter of tries to be always
equal to 3 (induced faults are marked in red).
Total iterations: 32

Bit #
Password stored # Tries

Success?
in Flash (Flash -> SRAM)

- 0xABCD2021 3 -> 3 –

2 0xEBCD2021 2 -> 3 Fail

4 0xFBCD2021 2 -> 3 Fail

6 0xFFCD2021 2 -> 3 Fail

11 0xFFED2021 2 -> 3 Fail

12 0xFFFD2021 2 -> 3 Fail

15 0xFFFF2021 2 -> 3 Fail

17 0xFFFFA021 2 -> 3 Fail

18 0xFFFFE021 2 -> 3 Fail

20 0xFFFFF021 2 -> 3 Fail

21 0xFFFFF821 2 -> 3 Fail

22 0xFFFFFC21 2 -> 3 Fail

23 0xFFFFFE21 2 -> 3 Fail

24 0xFFFFFF21 2 -> 3 Fail

25 0xFFFFFFA1 2 -> 3 Fail

26 0xFFFFFFE1 2 -> 3 Fail

28 0xFFFFFFF1 2 -> 3 Fail

29 0xFFFFFFF9 2 -> 3 Fail

30 0xFFFFFFFD 2 -> 3 Fail

31 0xFFFFFFFF 3 -> 3 Success

- 0xCAFE2021 3 -> 3 -

6 Conclusions and Discussion

The experiments presented in this paper assess the
extension of the transient bit-set fault model to a
permanent bit-set model during read operations.
They also demonstrate the usefulness of employing
Photoemission Analysis as a way to study the LFI
target, i.e. the MCU’s Flash memory, prior to the
actual attack to speed up the target characteriza-
tion phase and improve the precision of the laser
beam positioning. Such analysis provides detailed
information about addresses location and bit dis-
position in the memory. By including a section
on target preparation, we provide an extensive
guide on a combined PEA + LFI attack, covering
the depackaging of the chosen target, designing
its support board, and analyzing the results and
conclusions from the attack.

The faults are induced repeatably when target-
ing the Flash array during a read operation. This
is an extension of previous works that reported
laser-induced transient bit-sets. Thanks to a vul-
nerability found in the Flash controller, this work
presents an attack scenario devised to induce per-
manent faults by compromising the stored data
during read operations.

To demonstrate the effectiveness of our new
fault injection model, we implemented an attack
scenario. In this scenario, we targeted an unknown

15



32-bit password stored in the Flash memory. Ini-
tially, we set the password to an all-1s value and
subsequently changed it to a known password.
Concurrently, a second laser spot was used to hold
the password try counter at its original value of
3. While an attacker could potentially use a single
spot to hold the try counter at its default value
and attempt a brute-force attack to uncover the
correct password, this method becomes increas-
ingly impractical as the password size grows. The
results we obtained were based on a laser beam
diameter of 15, µm and a pulse duration of 90, ns,
which are relatively accessible settings for an
attacker.

There are certain constraints associated with
this attack scenario. Specifically, it requires knowl-
edge of the password range and the addresses of
the try counter variable stored in the Flash. Addi-
tionally, the fact that both the password and try
counter are stored on the same page makes the
attack easier to execute since it allows for simi-
lar timing requirements for accessing both pieces
of data. However, this attack scenario relaxes one
of the constraints found in previous works, which
required prior knowledge of a user’s password. In
those cases, the attack relied on repeated reads
and subsequent page writes to the Flash mem-
ory triggered by password updates. By eliminating
the need for prior knowledge of a user password,
this attack opens up the possibility of target-
ing systems that typically do not provide a user
access profile. Overall, these factors contribute to
the feasibility and potential impact of the attack,
enabling exploitation of vulnerabilities in systems
that lack user access profiles.

A simple firmware countermeasure that would
hinder the LFI attack (though not invalidate it) is
to explicitly assign different Flash memory pages
for sensitive data such as the password and, in
this case, the try counter. In terms of physical
countermeasures that protect against both PEA
and LFI attacks, one of the most straightforward
approaches is to implement a metallic shield on
the backside that the MCU can use to detect tam-
pering. This solution significantly increases the
cost and effort required to carry out a successful
attack (BOR18). However, this type of counter-
measure is expensive to implement and typically
reserved for secure MCUs due to its cost.

We present a practical attack scenario which
increases both the relevance and the threat level of

previous works. Though we used a code-generated
trigger signal to synchronize the laser shots with
the target activity, it can be replaced by observ-
ing the electrical activity of the circuit using a
shunt resistor or by ”listening” to the circuit’s
electromagnetic fingerprint.

Having demonstrated a practical application
for the proposed 2-bit bit-set model on a particu-
lar target, we may consider the generalization of
this attack scenario to other MCU targets as a
perspective for future works. Further investigation
is necessary to determine the feasibility of 2-bit
bit-reset attacks. If such fault model is deemed
possible and repeatable, the development of sce-
narios employing a mix of multiple bits bit-set
and bit-reset faults is another prospective work
that may further aggravate the associated threat,
presenting yet another angle of attack.
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