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ABSTRACT

On 29 February 2024, the European Parliament approved the amend-
ment of the eIDAS Regulation. The revision introduces new ele-
ments and a new EU Digital Identity Wallet, expected to be ready
by the end of 2026. Even after the wallet is released, the numerous
digital identity schemes operating within the Member States will
continue to function for some time. The introduction of the new
wallet and the coexistence of numerous digital identity schemes
will pose challenges for service providers, who will need to adapt
to support various means of identity, including the EU wallet, for
their services. In response to this challenge, this study examines
how to plan interoperability between eIDAS and existing frame-
works. First, we organize the eIDAS components in a knowledge
graph that encodes information through entities and their relations.
While doing this, we highlight various design patterns and use a
graph entity alignment method to map components of eIDAS and
the Trust Over IP.
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1 INTRODUCTION

The Internet needs trust mechanisms to know with whom we in-
teract. Earlier Internet designers did not implement trust services
because they knew and trusted each other [35]. The first to warn
about the consequences of the lack of trust was Kim Cameron in
The Seven Laws of Identity (2005) [7], then quoted by the MIT scien-
tist David D. Clark in a series of articles from the Washington Post
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(2015) [47]. Online fraud and identity theft rise everywhere, with
consequences for users [27] and organizations [22]. For example,
compromised firms lost 2.1% of market value within the two days
surrounding a data breach [8]. Effects can last up to 2 years [5].!
Thus, Europe considers building trust in cyberspace a priority [48].

The first tentative to create a trustworthy digital space was in
1999 when Europe published directive 1999/93/EC to harmonize the
use of electronic signatures [14]. However, the directive was trans-
posed into national laws differently. In 2014, the eIDAS Regulation
federated existing flavors and expanded the scope of the previous
directive to include identity verification and trust services [17]. The
Regulation introduced a supervisory regime to guarantee secure
interactions, although the number of cross-border transactions was
low [13]. In 2021, the Regulation was revised to meet the evolving
digital landscape [30]. The revision introduced new elements and
an EU Digital Identity Wallet (EDIW). These new entities should
allow every person in Europe to exchange identity information
from trusted private and public sources. Today, industry partners
are actively collaborating to streamline the wallet, with a mandate
to be ready by Q4 2026. The European Union has also introduced a
supporting specification, the Architecture Reference Framework
(ARF), that will assist the industry in designing the wallet [16].

The ARF provides a set of functional and non-functional re-
quirements and templates [44]. Those requirements were initially
quite abstract; for example, the ARF needed to provide insights
regarding technical aspects to consider when implementing the
stored cryptographic functions of the EDIW, as stated in [44]. It
also lacked an in-depth analysis of relationships between entities.
Today, the ARF - which is currently at v1.3 and v1.4 is meant to be
published in the coming weeks — is a more comprehensive speci-
fication that defines the roles and responsibilities of entities such
as (Q)TSPs, PID Providers, QEAA Providers, and QES Providers —
along with the necessary trust relationships. These are in Section 4
(European Digital Identity Wallet Ecosystem) and Section 6 (Trust
Model) of the ARF [16]. Besides conforming to best practices, some
challenges remain unresolved for the future implementation of the
eIDAS framework:

a) Standards and technological immaturity. Many existing tech-
nologies for developing the basic building blocks of the EDIW
are still in their early stages. Several working groups, such
as the Decentralized Identity Foundation (DIF),?> OpenID

!'This data refers to three automaker companies that suffered a trust incident in 2015.
Their market capitalization has been compared to the value of the STOXX Europe 600
Automobiles index record.

Zhttps://identity.foundation/ accessed on 12 April 2024
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Foundation (OIDF),> World Wide Web Consortium (W3C),*
Open Wallet Foundation,? and ISO 18013-5 [33], contribute
with protocols and components. A pre-emptive assumption
of what technology to include in the ARF can be challenging
for most of these technologies.
In 2022, there were 24 notified eID schemes with 40 eID
means operating within the Member States (MSs). It is ex-
pected that these will continue to operate long after the
release of the EU wallet. Thus, Service Providers (SPs) need
to be able to support several eIDs, including the EDIW, for
their services [44].
¢) In addition to this, even a preliminary study of the inter-
operability between eIDAS and private sources of identity
information from existing trust frameworks, such as banks
and the aviation industry, can be challenging. In corner cases,
this may require inspecting the wallet’s source code or the
vendor’s archetypal assumptions.

b

~

Given these challenges, we aim to streamline the interoperability
between eIDAS and the public/private sources by mapping the el-
DAS components to the Trust Over IP model. The Trust Over IP
(TolP) is a reference model for implementing interoperable trust
systems, which has recently gained traction among the decentral-
ized identity community. By mapping eIDAS to the ToIP, we can
potentially enhance the efficiency of future interactions between
elDs and existing trust frameworks that rely on private companies
as a source of information. This could also streamline the imple-
mentation of new interoperable protocols and technologies.

Contributions. This paper contributes with:

(1) a mapping of eIDAS entities along the Trust Over IP stack.
By positioning eIDAS entities along the Trust Over IP stack,
we guide the industry in the design of interoperable wallets
and ecosystem entities. We clarify where to position services
for data provisioning, the interface to open, and the pro-
tocol to choose when planning interoperability with other
frameworks. However, this requires to know with whom to
interact.

(2) Therefore, while doing this, we organize eIDAS as a knowl-
edge graph. A knowledge graph frames the relationships
between entities. This graph provides information about
whom to address for legal and technical hurdles.

Contributions (1) and (2) are consistent with the actual eIDAS
revision and help to address challenges (a — ¢). The remainder of
this paper is as follows. We model information from the Regulation
and its complementing ARF in the form of a knowledge graph
(Section 2). For clarity, we favor high-level descriptions over low-
level details: e.g., we do not list all instances of (Q)TSPs; rather,
we generalize them as one entity. We then highlight the evolution
of trust models (Section 3); in doing so, we overview the Trust
Over IP model, which is a dual-layered stack that guides the design
of interoperable trust systems [11]. We use the entity alignment
method to map the eIDAS and Trust Over IP (Section 4) and discuss
findings (Section 5). We examine the limitations of our mapping

3https://openid.net/ accessed on 3 May 2024
“https://www.w3.0org/ accessed on 1 May 2024
Shttps://github.com/openwallet-foundation accessed on 24 April 2024
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process in Section 6. Finally, we summarize key contributions and
provide avenues for future research.

2 THE EIDAS REGULATION

The eIDAS is the European Regulation that aims to harmonize the
use of electronic identification and trust services across Europe. It
defines identification schemes that require users to authenticate
to a service with a level of confidence that can be low, substantial,
or high [24]. Once authenticated, users have access to a range of
services that allow them to sign documents (eSignature), ensure the
origin of data (eSeal), and provide evidence (timestamp, delivery
service, website authentication) [43].

Trust establishment. The framework establishes a trust pyra-
mid [3]. At the top of the pyramid are the EU Trusted Lists, which
are XML-based repositories appointed by Member States to retrieve
relevant information about identity providers. On the second level,
Conformity Assessment Bodies (CABs) and accreditation authori-
ties set a supervisory regime for specific service providers referred
to as Trust Service Providers (TSPs). Among TSPs, Qualified Trust
Service Providers (QTSPs) adhere to specific trustworthiness re-
quirements to issue services with high assurance [39]. Examples
of QTSPs include ValidatedID and InfoCert [10]. They can issue
identity documents and attestations with legal value. For instance,
opening an online bank account requires customers to (digitally)
sign a statement accepting the bank’s conditions. The bank can-
not release this statement; it must be issued by a qualified service
provider (e.g., ValidatedID or InfoCert) on its behalf. Once signed by
the parties (bank and customer), the document confirms the open-
ing of the bank account. Finally, the bottom level of the pyramid
includes standards and best practices from the European Telecom-
munications Standards Institute (ETSI), the European Committee
for Standardization (CEN), and the International Standard Organi-

zation (ISO).
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Figure 1: eIDAS pyramid of trust [1].

Service provisioning. The service provisioning starts with (Q)TSPs
to issue personal data (PIDs) for holders who store them in their
wallet storage component. The wallet also has additional logical
components to interface human behaviors, such as the Driving
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application, and prepare a composition of personal data as creden-
tials for Relying Parties (RP). The holder then presents credentials
to the Relying Parties. When the holders and Relying Parties are
physically close and without Internet connectivity, communication
can be initiated through NFC (or QR-code) in compliance with
ISO/IEC 18013-5 [2].% For online communication, alternative proto-
cols that extend the OpenlID specifications can be used: the OpenID
for Verifiable Credential Issuance [31] and its counterpart for cre-
dential presentation [46]. The former is used to ship credentials
from (Q)TSPs for holders, while its counterpart, the OpenID for
Verifiable Presentation, allows holders to present attestations to Re-
lying Parties. These protocols will be tested within pilot projects to
cover primary use cases, roughly divided into user authentication,
e-signatures, and website authentication. The pilot projects aim
to concretize the effort to instill technical assurance and human
accountability.

(QTSP RP

Remote flow
OpenlD4VCP

Wallet instance

Proximity flow )
ISO/IEC 18013-5

Figure 2: eIDAS service provisioning [15].

Next steps. After the plenary vote on 29 February 2024, we expect
the amendment to enter into force between April and May. A six-
month period of implementing acts for the technical specifications
of the wallet will follow. Then, Member States will have 24 months
to provide their respective wallet solutions. Figure 3 shows the
timeline of the legislative process and technical implementation of
the EU wallet. However, this approach to legal mandates, trust es-
tablishment, and technical interoperability may deviate from other
frameworks. Over the years, there have been several attempts to
create interoperable models for digital trust.
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Figure 3: Timeline of the legislative process and technical
implementation of the EU wallet.

3 TRUST MODELS EVOLUTION

We synthesize some major efforts to create interoperable models
for digital trust. We then discuss the main differences between the
models.

Sovrin. Sovrin was among the pioneers in creating trust mod-
els. Its stack consists of a ledger, agents, and clients [38]. The ledger

The ISO/IEC 18013-5 provides references and specifications to consume personal
information from a mobile driving license.
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is a public, permissioned network that employs agents and runs
transactions. Agents are the counterparts of digital personas who
execute, read, and write commands on the chain; clients are system
endpoints, such as smartphones or laptops, that facilitate users’
interaction with the network. With time, discussions on promising
standards, new Decentralized Identifiers, and protocols hardened
the work on the stack; thereby, the Sovrin Foundation produced a
list of reference documentation as a legal foundation of the Sovrin
Network. Since then, Sovrin has provided only governance of tech-
nology. Today, Sovrin deploys human accountability. Its work also
strengthens governance in the Trust Over IP stack [19].

Trust Over IP. The Trust Over IP (TolP) is a late-generation mod-
el [11] resulting from the collaboration of organizations and in-
dividual contributors from various research fields. The model is
a dual-layered stack that integrates technical verifiability and hu-
man accountability at every layer. The stack features a four-layer
hourglass [26] (Figure 4), which is commonly used to describe the
design of the TCP-IP Internet stack, where a large number of pro-
tocols at the top and bottom narrow to only one protocol in the
middle: the IP protocol. A similar shape is now being used to lay
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Figure 4: The hourglass model of the Trust Over IP [11, 26].

interoperability across trust systems by the Trust Over IP. In the
ToIP model, the bottom is supporting items for trust tasks. This
layer provides public utilities and anchor points for trust system
items on a persistent layer. It includes identifiers and data registries
that should last for a long time. They narrow to a second layer:
agent-to-agent communication, which provides a standard way
to establish secure communication between two endpoints. The
second layer is also the hourglass neck. The hourglass neck must be
as thin as possible. While the other layers may implement items to
accomplish the same trust task, layer two abstracts from the specific
implementation underneath while supporting the composition of
items from the trust task (layer three). The third layer is where
e-identity data is exchanged between parties. It involves the type of
data with credential formats and entities: issuer, holder, and verifier.
Protocols depend on ecosystem applications, such as healthcare
systems and educational purposes. Therefore, technology items
may vary slightly between vertical stacks for different industry
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solutions. The task of layer four is to combine the technology items
from the previous layers in a convenient and easy-to-use way. Hu-
man mandates and policies intertwine with technology in each of
these layers.

Decentralized Identity Foundation — DIF. The DIF hosts discus-
sions on decentralized identity with many industry contributors.
Its Interoperability Working Group proposes a stack inspired by
the classic OSI model [6]. The stack is similar to the Trust Over IP,
with a few exceptions: 1) the target is on cross-cutting technology
in the sphere of decentralized identity; 2) the stack refers only to
technical considerations; 3) it has a traversal "Layer X" that deals
with cross considerations, such as storage, crypto primitives, and
accountability. However, the layer still needs a proper definition,
as the ToIP did for all its layers.

We synthesize the scope of the three models in Table 1. The Sovrin
governance layer provides legal documents for the Sovrin network,
while the DIF deals with technical aspects of decentralized identity.
Besides, the Trust Over IP needs to harden its stack. For example,
layer two requires a deeper insight; its establishment of trust spans
beyond the identity field and potentially covers several trust sys-
tems. Additionally, it deals with technology and human accountabil-
ity. Given these considerations, we aim to map the eIDAS entities
and the Trust Over IP model.

Table 1: Summary of Sovrin, ToIP, and DIF.

Model Scope Tech Governance
Sovrin Identity / Sovrin Network v
TolP Several trust systems v v

DIF Decentralized Identity v

4 MAPPING METHODOLOGY

Mapping is the process of finding equivalence between entities in
different contexts [53]. It involves matching two or more elements
from a source domain and a target domain [9]. Those domains can
be encoded as two distinct knowledge graphs (KGs) to provide a
visual representation of human knowledge. A knowledge graph
KG = (E, R, A) consists of entities E , relationships R, and attributes
A. Graphs possess an excellent property that allows annotations to
match identical entities in two distinct graphs.

Therefore, in the reminder, we describe our methodology to
map eIDAS and ToIP using manually annotated knowledge graphs.
While doing this, we depart from previous mapping exercises [23,
36], as they did not formalize a methodology, leaving the reader
with a leap of faith. Our procedure, instead, tweaks a process de-
scribed for knowledge graph alignment [12] that consists of the
following steps:

1. Organization of knowledge. First, we express eIDAS and Trust
Over IP concepts as two distinct knowledge graphs (KG). Figure 5
shows the knowledge graph of eIDAS. The knowledge graph is
incrementally built starting from the overview of the wallet logical
components and ecosystem entities presented in the ARF v1.3 [15].
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Figure 5: The knowledge graph representing eIDAS frame-
work. As service providers, from left to right: (Q)EAA is
(Qualified) Electronic Attestation of Attributes provider. QES
stands for Qualified Electronic Signatures and Seals provider.
QEAA stands for Qualified Electronic Attestation of At-
tributes provider. QC is Qualified certificate for electronic
signature/seal provider.

Since it defines the roles and responsibilities of entities along with
the necessary trust relationships, we just used academic papers
and the European Union Agency for Cybersecurity (ENISIA) to
complement the information [1, 34, 43]. Similarly, the ToIP knowl-
edge graph combines documents from official deliverables and pa-
pers [11, 20]. The result is shown in Figure 6. This step is crucial to
plan the mapping exercise. For brevity, in the following, we refer
to the eIDAS knowledge graph as KG, and the ToIP as KG;.

2. Selection of entity in eIDAS. We select one entity from KGe,
the eIDAS Knowledge Graph. The selection can be random or com-
ply with specific heuristics. Once the entity has been selected, it is
removed from the graph KGe.

3. Selection of the next candidate in ToIP. The mapping hap-
pens in the space of possible candidates for KG;. The next candidate
is selected by systematically identifying all potential pairs.

4. Matching. Given the two knowledge graphs KG, = (E;, Ri, A;)
and KG; = (Ej,Rj,Aj), where E is the set of entities, R is the set
of relationships, and A are the attributes; we define a mapping
m = (ej, ej) with e; € E; and e; € Ej as a pair e; and ej of identical
entities [51]. We consider two entities identical when they serve
the same purpose and can perform the same function or activity.
The purpose of the entity is specified under the ARF v1.3 [15]. The
result of this step is to identify all possible mapping pairs M for
a given entity e;. In other words, this step results in exploring all
possible candidates in the target space for a given eIDAS entity.
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Figure 6: The knowledge graph representing the Trust Over
IP items along the stack.

5. Placement. If a mapping exists, so M is not an empty set, we
position the entity within the layer of the ToIP stack to which the
target entity e; pertains. Whereas M is an empty set, the entity e;
will not be part of the final graph. Finally, if M contains more than
one possible mapping for e;, a conflict is solved by referring to the
official documentation of e; to find the best match. As a result of
the mapping exercise, a new graph is created, containing entities
from the original eIDAS graph KG, that are common to the ToIP
graph KG;. As a direct result of the matching process, the’ new’
entities mirror the position of Ej in KG; within the ToIP’s layering
architecture. For this reason, the entities of the TolP stack will not
appear in the final graph. Only the eIDAS entities that directly
match the TolP entities will take the respective place of the entity
from the TolP.

6. Iteration. Steps 2 - 5 are iterated to build the output graph
progressively. Iterations halt when E; is empty, and all possible
entities have been explored. Hence, no new alignment is proposed.
We then use the intermediate results of step 5 as output.

The following section synthesizes the outcome.

5 RESULTS AND OBSERVATIONS

We present the outcomes of our eIDAS and Trust Over IP mapping
exercise. We complete the description with a visual representation
of eIDAS components along the Trust Over IP stack. The next part
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kickstarts the technical discussion, whereas the subsequent part
concerns governance. We conclude with findings and observations
as a result of the mapping process.

5.1 Technical Stack

The following is a high-level description of entities that serves as
an introduction to Figure 7. The left-hand side of the figure reports
entities for anchoring technical trust and services for system end-
points.

Layer 1: Trust support. System end-points are anchored on a
persistent layer through identifiers and public registries. The Eu-
ropean Union foresees the implementation of several national and
pan-European public registries to provide information about at-
tributes and their revocation. Identifiers play a pivotal role in cross-
border transactions. By identifying transactions, they simplify the
process, improving efficiency and convenience. Provisioning iden-
tifiers demands an infrastructure that can be centrally managed,
e.g., the Public Key Infrastructure (PKI), or a decentralized database,
e.g., EBSI [45]. The EBS], the European Blockchain Service Infras-
tructure, stands as a robust solution, ensuring the secure storage
of identifiers and personal information in a tamperproof manner,
maintaining the integrity of data over time. The EBSI then becomes
an authoritative source of information on the respective wallet, cer-
tificates, and relying parties. By querying these registries, verifying
the accuracy of the information shared by the wallet is possible. A
unique identifier links the holder, issuer, and verifier to the registry.
One of the main differences between Europe and the United States,
for example, is that central registries managed by governments are
considered by citizens (in Europe) as a source of authority. At the
same time, in the US, people tend to consider a central database
untrustworthy.

Layer 2: Trust spanning. This layer hosts hardware, software
components, and protocols for the peer-to-peer communication
between system end-points. The European Commission foresees
a mobile wallet app installed on the user’s device. The app will
contain several logical components to manage attributes and key
material and present a collection of attributes to relying parties.
Peer-to-peer communication between wallets and relying parties
follows the OpenID SIOPv2 specification, a variant of the OpenID
Connect client that does not rely on a preconfigured Provider but
uses a Self-issued OIDC Provider [32]. The P2P communication
allowed by SIOPv2 specification allows us to concentrate on the use
case description of proximity supervised and unsupervised flows,
as depicted in the ARF. In a proximity flow scenario, when the user
is physically close to a Relying Party, the exchange and disclosure
of mDL attributes occur through proximity technologies like NFC
or Bluetooth. These two proximity flows vary significantly: in the
supervised flow, the EUDI Wallet showcases mDL attributes to a
human Relying Party or under their guidance (who may also utilize
a device), while in the unsupervised flow, the EUDI Wallet reveals
mDL attributes to a machine without human supervision. Addi-
tionally, several options are available for implementing proximity
(in-person) flow, with Europe featuring the ISO/IEC 18013-5, com-
monly used for mobile driver’s licenses [4].
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Layer 3: Trust task. This layer employs protocols and data formats
where data exchange happens over the Internet (remote flow). In
the EUDI Wallet, we have two distinct scenarios. In the remote
cross-device flow, the User accesses information from the service
on a different device than the one hosting the EDIW Wallet, which
solely serves to secure the session. This could be, for instance, scan-
ning a QR code with the EUDI Wallet on a login page to access a
bank account via a web browser. On the other hand, in the remote
same-device flow, the EUDI Wallet User utilizes the EUDI Wallet
device to secure the session and access information from the service.
The remote communication happens through a family of protocols
that complement the OpenID Connect family of protocols with APIs
to support the issuance and presentation of credentials: the OpenID
Connect for Credential Issuance and OpenID Connect for Creden-
tial Presentation. The OpenlID for Verifiable Credential Issuance
provides a standardized framework for securely issuing digital cre-
dentials using decentralized identity technologies. This not only
ensures their tamper-evident nature and interoperability across
different platforms but also enables a trusted and interoperable
ecosystem for managing and exchanging verifiable credentials in
digital transactions. Similarly, the OpenlID for Verifiable Credential
Presentation focuses on the secure presentation and verification of
these digital credentials, allowing individuals to selectively disclose
their credentials to relying parties in a privacy-preserving manner.
This leverages cryptographic proofs to demonstrate the credentials’
authenticity and validity without revealing unnecessary personal
information, a significant benefit in today’s data privacy landscape.
This OpenID Connect protocol family supports different JSON-
based data formats, from SD-JWT and JSON-LD/LD-Proof [28].

Layer 4: Trust application ecosystem. Technology items from
the previous layers are selected on a vertical stack for specific
applications. For this purpose, the European Union has actively
initiated pilot projects to implement the vertical stack for several
primary use cases. The eIDAS large-scale piloting projects repre-
sent a crucial step towards fostering seamless digital interactions
across Europe. The projects are centered around e-travel creden-
tials (EWC), e-government website authentication (POTENTIAL),
instant payment (NOBID), and education services (DC4EU) [50].
Through these pilot projects, various stakeholders collaborate to
test and validate innovative solutions. By facilitating the mutual
recognition of electronic identities and enabling secure electronic
transactions, these projects contribute significantly to Europe’s
digital transformation, empowering citizens, businesses, and public
administrations alike.

These projects organize technical items in a vertical stack. For those
items to work together in a concerted manner, they need policies
and rules under a governance framework. These rules are enforced
by public institutions acting on behalf of national or supranational
authorities.
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Figure 7: The result of the mapping exercise of eIDAS and
Trust Over IP.

5.2 Governance stack

The following is a high-level description of entities and must serve
as an introduction to the right-hand of Figure 7, which shows enti-
ties that promote human accountability.

Layer 1: Trust support. Public utilities require ad hoc providers,
such as Member States and national authorities, to provide cata-
logs of attributes and attestations. The pan-European blockchain
network (EBSI) comprises node operators selected by the Mem-
ber States and certified by the European Blockchain Partnership
(EBP). Policies for the EBSI are carried out under the European
Directorate-General DG CNECT, with the DG DIGIT department
managing the technical implementation of the network.

Layer 2: Trust spanning. The layer primarily encompasses system
end-point manufacturers and protocol designers. The prospect of a
single wallet for all European citizens versus multiple digital wallets
remains uncertain, and its emergence will depend on pilot projects.
More than 200 organizations collaborate on the wallet’s design
with different degrees of commitment. Regarding the peer-to-peer
protocol, developing the OpenID SIOPv2 is a collaborative effort
involving Microsoft, Self-Issued Consulting, and Sprind.org [52].

Layer 3: Trust task. A few authorities supervise the provisioning
of electronic identification and services. Member States account
for national e-identity schemes; those schemes define rules for the
delivery of services. These services may include electronic signa-
tures, which must meet specific European Telecommunications
Standards Institute (ETSI) standards. Standards in compliance with
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the ETSI are Advanced Electronic Signatures based on CMS-signed
data, such as CAdES, XML with XAdES, PDF-based with PAdES,
and JSON-based JAdES [25].

Layer 4: Trust application ecosystem. Several governing au-
thorities facilitate the trust scaling. First and foremost, the trialogue
formally drafted the revision of the Regulation. The trialogue is
an informal negotiation process in which the EU Commission, the
Council, and the Parliament meet. The Regulation mandates Mem-
ber States to publish and maintain the lists of qualified trust service
providers. Any modification must reflect the online tool (List of
Trusted Lists) [10] provided by the European Commission. Finally,
standards are approved and promoted by the European Telecom-
munications Standards Institute (ETSI).

5.3 Observations

The mapping exercise has yielded valuable insights into eIDAS.
All items from eIDAS have been positioned along the stack, and
no companion is left behind. Notably, each layer contains at least
one element, indicating the absence of empty layers within the
stack. This observation suggests that Europe possesses a robust
framework encompassing human accountability and technical veri-
fiability.

On the one hand, Europe has increased support for technical
protocols and data formats. This is evident from the increased
support for technical items like the SIOPv2 protocol. SIOPv2 is a
federated protocol that allows for self-assertion of credentials. In-
cluding SIOPv2, Europe aims to bridge the gap between traditional
centralized identity management systems and emerging decentral-
ized models. SIOPv2, or Self-Issued OpenID Provider (version 2),
plays a critical role in bridging different identity management ap-
proaches by allowing users to assert their own identities across
various online platforms. However, to enhance its effectiveness in
this role, there is a need for more evidence and clarity regarding
its implementation and benefits. This could involve comprehensive
case studies, empirical data, and clear documentation outlining how
SIOPv2 facilitates interoperability between different identity sys-
tems. Additionally, providing clearer guidelines and best practices
for integrating SIOPv2 into existing identity management frame-
works would further strengthen its role in harmonizing diverse
identity approaches. By addressing these aspects, stakeholders can
better understand and leverage the capabilities of SIOPv2 to achieve
seamless and secure identity management across different digital
ecosystems.

On the other hand, the number of technical items included is
only a portion of the items in the ToIP stack. For example, eIDAS
does not support Decentralized Identifiers (DIDs). DIDs work with
whatever registry is on the first layer. Therefore, the number of
supported standards limits eIDAS’s ability to compose items on a
vertical technical stack.

The governance side has plenty of authoritative bodies in each
layer. This is probably because the European Union may leverage
direct or indirect control over government authorities. It may also
result from eIDAS being a mere Regulation for harmonizing service
provisioning and identity in Europe.

ARES 2024, July 30-August 02, 2024, Vienna, Austria

Concluding the observations, practitioners may now streamline
the work of pilot projects and compose a custom selection of items
in each layer to build their vertical stack. This approach facilitates
the identification of optimal interfaces between eIDAS components
and wallet solutions within the industry. Furthermore, stakeholders
can replicate this exercise within existing ecosystems to identify
potential overlaps between vendor solutions and eIDAS. Europe
can bring trust to identity solutions and interoperability, as the
GDPR did for privacy protection regulations.

6 LIMITATIONS

Although process mapping has several advantages, there are some
downsides to consider. One significant drawback of process map-
ping is the considerable time investment required for manual align-
ment, which can significantly slow down the overall process. Al-
though manual alignment creates knowledge graphs tailored to
our specific case and does not use external tools, the time to pro-
cess the mapping increases with the graph’s size. As the size of
the graph increases in a manual alignment, the performance de-
creases, and more time is needed to map all items between the two
graphs, highlighting a potential challenge. In particular, exploit-
ing our methodology, if the cardinality of the eIDAS knowledge
graph is |[KG,| = m and the Trust Over IP knowledge graph is
|KG¢| = n, the algorithm’s upper time complexity will be O(n x m);
this while considering a constant time for the instruction execution.
The time complexity increases when KGe, is a large graph. There-
fore, we strive to have eIDAS descriptions at a high level rather
than low-level details.

Manual alignment may also result in conflicts between entities,
such as an eIDAS entity that matches two items in the TolP stack.
These conflicts can be resolved by referring to the ARF’s supporting
documentation. However, conflicts are still biased towards personal
understanding rather than algorithmic functions. Alternative tech-
niques based on ontology alignment perform better [51], but they
can be tedious to settle.

7 CONCLUSIONS

This work is a segment of the research line that aims to develop
an assessment model to evaluate digital identity solutions [41, 42].
Such models are essential in response to the numerous attempts to
create identity systems and to reason on the existing technical stan-
dards and specifications [37]. Interoperability is a crucial criterion
for an evaluation model and eIDAS.

More specifically, this work provides an in-depth analysis of
eIDAS, as outlined in Section 2. It also maps eIDAS entities with the
Trust Over IP framework (Section 5). This mapping offers valuable
insights to professionals on where to position their services to en-
sure interoperability between eIDAS and other frameworks [29, 40].

Related work. Besides creating a trusted digital space and har-
monizing national identity schemes, the eIDAS introduces new
elements and a new identity wallet, which promises interoperabil-
ity between systems. The European Union has introduced the ARF,
a set of specifications to streamline the wallet’s design. On one
hand, the supervisory regime guarantees standard rules for ser-
vice providers. On the other hand, the ARF guides the delivery of
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interoperable solutions. Besides the effort, Europe’s paradigm of
trust establishment through legal mandates may diverge from other
frameworks. These differences demand a comprehensive mapping
of entities and protocols that differ from previous works.

Past exercises include a graphical overview of identity technol-
ogy structured along the Trust Over IP technology stack [49] and
the DIF stack [23]. They help to position technical items to explore
future interoperability challenges. A graphical representation of
the eIDAS trust services and corresponding provisioning along a
pyramid of trust [18] led to a common understanding of digital
identity initiatives on both sides of the Atlantic: EU and the US [36].
Our work departs from previous exercises, where the target is either
to list all possible standards within a stack [23, 49] or to build and
coordinate future interactions on two frameworks [18, 36].

Future work. Future research may explore ontology alignment
techniques to overcome conflicts during the mapping process [51].
An ontology is essentially a meta-model that assists in construct-
ing a knowledge graph [21]. Specifically, a knowledge graph is
generated by applying an ontology to a given domain. Besides
resolving conflicts, an ontology can be used with automatic or
semi-automatic tools to expedite entity mapping. This not only en-
hances performance but also fast-tracks conflict resolution. Similar
work has been done with entity-alignment [51] and network-based
approaches [53].
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