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ABSTRACT The 3D video traitor tracing approach is an effective technique for securing 3D content.
This approach involves the protection of the multimedia content and the prevention of each malicious
manipulation by embedding the Collusion-Secure Fingerprinting (CSF) codes. Traitor tracing aims also at
retrieving back the actors who contributed to the construction of an illegal release of a multimedia product
by applying an efficient tracing scheme. Depending on the position of embedding the CSF codes, the current
secure 3D video content schemes can be classified into three categories: the first one embeds the fingerprint
into the 2D video, the second one into the depth maps’ content, but each of these two categories protects
only one component of the 3D video which gives rise to the proposal of a third category which embeds the
fingerprint in both the two components of the 3D video and protects independently and simultaneously the
2D frames and the depth maps contents. This paper proposes a novel traitor tracing technique to protect the
two essential components of 3D videos by embedding the CSF in the 2D frames and the depth maps by
applying a novel and robust spread spectrum watermarking scheme. Experimental assessments demonstrate
the effectiveness of this proposed technique by applying it to a case study of 3D games and show promising
results in terms of speed and tracking accuracy constraints.

INDEX TERMS DIBR-based 3D video, Collusion-secure, Fingerprinting, Spread Spectrum, Traitors

tracing, Tardos

I. INTRODUCTION

videos become more and more attractive and re-
3D alistic than 2D videos. This type of visual media
has highly expanded the user’s interest and its popularity is
essentially tied to video game applications. The 3D videos
are of two major types according to their archiving format:
the side by side videos format composed of the right and left
views taken by two cameras with the same characteristics, and
the Depth-Image-Based Rendering (DIBR) videos format,
based on respectively 2D video frames and their correspond-
ing depth maps. Most of the stored videos use the 3D-DIBR
format because of its reduced storage size and transmission
bandwidth costs compared to the first type. Due to the avail-
ability of the Internet and the huge evolution of the digital
era, it becomes easy to modify, copy and re-distribute digital
media. Unfortunately, digital video content can be prone to
illegal manipulations, well-known as the digital piracy trials.
Consequently, digital rights management (DRM) systems be-
come crucial to control the use of digital content [1] and to
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protect any distributed media by preventing the illegal use
of shared releases and detecting eventually malicious users.
Traitor tracing as an effective technique for DRM involves
the presence of both a fingerprinting technique and a tracing
algorithm. The fingerprinting technique’s role is to embed the
fingerprint code which is assigned to a unique user in each
release of the media to identify it and protect it from any
illegal treatment. Then the tracing algorithm’s objective is to
retrieve malicious users. In this paper, we propose a robust
fingerprinting scheme to protect DIBR-based 3D videos by
protecting independently and simultaneously the copyright of
their two major components: the 2D frames and the depth
maps. The idea is to use a spread spectrum watermarking
scheme to embed the identifier in both the 2D frames and the
depth maps, then to implicate the suitable tracing technique
to identify the illegal users in case of collusion attacks.

The paper is arranged as follows: Section II reviews the
related work in multimedia tracing systems. Section III de-
scribes the spread spectrum watermarking scheme and Sec-
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tion IV describes the tracing code, well-known as Tardos
code. In Section V, we detail the different steps of the
proposed tracing framework. In Section VI, we present the
different experimental assessments we carry out to validate
the performance of the proposed approach. Finally, we sum-
marize with a conclusion and future work in Section VII.

Il. RELATED WORK

Handling a great number of shared 3D videos and surviving
different types of unauthorized manipulations present crucial
challenges for the majority of fingerprinting schemes. In this
context, several techniques were proposed in the literature.
This section is divided into two sections. Section II-A focus
on the watermarking techniques suitable for 3D videos while
Section II-B is reserved for the tracing techniques.

A. OVERVIEW ON THE EXISTING 3D VIDEO
WATERMARKING SCHEMES

Several watermarking schemes were suggested for DIBR-
based videos [3]-[13]. Mainly, these schemes are divided
into three classes according to the watermark embedding
positions: 2D video frame-based watermarking, depth map-
based watermarking and the third one is a hybrid scheme.

To cope with that issue, depth-map-based watermarking
schemes were proposed. The particularity of this kind of
approach is that watermarks are embedded into the depth
maps, which guarantees that no distortions can be seen on
the synthesized 3D videos [9].

2

B. THE TRACING TRAITOR: A BRIEF REVIEW

In the literature, several fingerprinting schemes have been
proposed to improve collusion-secure codes to ameliorate
their detection rates with fair lengths, even for a large number
of users and pirates [21]. Massive research was investigated
on the Tardos tracing process [18] which has proposed a good
trade-off between the code length and the tracing rates [22]. In
this context, several researchers focus on optimizing Tardos
accusation’s functions to ameliorate its robustness against the
collusion attacks [24]—[31]. In other fingerprinting schemes,
the target was to find a good trade-off between the tracing
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code and the watermarking technique to provide a tracing
scheme able to resist different types of collusion attacks [12],
[13], [18]-[22]. But the robustness of these schemes was
checked only against the averaging collusion attacks for a
small number of users. In this paper, we propose a good
trade-off between the adapted watermarking scheme and the
Tardos-based tracing process that provides good tracing re-
sults for several collusion attacks. To our knowledge, we are
the only ones proposing a tracing scheme for 3D videos and
a use case for 3D video games.

Ill. SPREAD SPECTRUM WATERMARKING SCHEME
Initially, the spread spectrum was used to ensure the security
of communication in the military domain. In the communica-
tion field, the spread spectrum system was defined by [42] as
follows:

Spread spectrum is a mean of transmission in which the signal
occupies a bandwidth in excess of the minimum necessary to
send the information; the band spread is accomplished by a
code which is independent of the data, and a synchronized
reception with the code at the receiver is used for despreading
and subsequent data recovery.

By analogy to the spread spectrum communications, Cox
et al. [16] spread the watermark in the frequency domain
by the Discrete Cosine Transforms (DCT), to protect the
image. In cox et al. [16], "the watermark is spread over many
frequency bins to make the energy in any one very small and
undetectable.” The DCT represents an image as a sum of
sinusoids of varying magnitudes and frequencies. With an
input image, X the coefficients for the output image X' is:

X'(z,y) = \/%\/Eazay "jgfjgx(i,j) cos [£%(2i + 1)] cos [ 35 (2 + 1)],
)]

where: o = { V2’ fori =0 ,

1, otherwise
where N and M are the wide and high of the input image X,
X (i,j) is the intensity of the pixel in row m and column n,
X'(z,y) is the DCT coefficient in row z and column y of the
DCT matrix.

The spread spectrum ensures then the embedding of a
watermark W = {wy,--- ,w,} in a sequence of frequency
V ={vi,--+,v,} to obtain the sequence V' = {v},--- ,v,}
as follow: v = v; + aw;.

The spread spectrum hiding alleviated the weak points
of the LSB technique. Certainly, the LSB ensures higher
perceptual transparency but it is not very robust. Therefore the
use of the spread spectrum provides excellent results in terms
of perceptual transparency and robustness. Several robust
watermarking techniques derived from this spread spectrum
technique [40], [41] prove their robustness against many at-
tacks like noise attacks, cropping, and geometrical attacks.

In another hand, spread spectrum hiding technique con-
firms the highly resistant to collusion attacks [41]. For this
reason, [32] used the spread spectrum embedding technique
to prevent any malicious collusion trial as shown in Fig. 1.
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Consequently, [32] proposed a new derivation of the spread
spectrum embedding method:

VJ/- =V + OéUk(—].)W(i‘i), 2)

with w(i,j) = 0 or 1 and Uy is a Gaussian sequence of size 1.
The attacked watermarked signal is Z = Y + n, where n is the
noise due to the attack. The watermark bit S’ (i, j) is extracted
from Z by the linear correlation of Z and Uy, of length [ as:

b0 i ZIU) > 0
S“”‘{L iz <o

IV. THE COLLUSION-SECURE FINGERPRINTING CODE:
TARDOS CODE

We are interested in this work in the well-known (CSF) code,
the Tardos code which was proposed by Gabor Tardos in
2003 [23]. This probabilistic binary code, compared to other
existing codes, has provided a good compromise between
code length and tracing results. The main idea of the Tardos
code is to generate a {n X m} matrix X with n number of users
and m the length of the codeword Xj; assigned to each user j,
i € {1...m}. The Tardos code model consists of three steps:
initialization, construction and accusation.

o The second step is the construction step. For n users, a
{n x m} matrix X is constructed. And each element of
X is generated independently with Prob[X; = 1] = p;

o The last step is the accusation step. this step aims to
determine if the user j participated in the creation of the
suspicious code, an accusation score S; in equ. (4) was
calculated for each user j, j € {1...n} according to the
symmetric accusation functions in equ. (5) and equ. (6)
defined by [2] as follows:

m

Si=>g(YiXipi), )
i=1
1—
g(1,17p)=g(0,0,1—p)= ( pp)7 Q)
_ _ p
8(1,0,p) =g (0,1,1—p) = — i) (6)

If §; > Z, the output of the Tardos decoding algorithm
includes a suspicious fingerprint j with a false positive
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Original image
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Figure 1: The Spread Spectrum scheme.

error < €1. Z is the threshold parameter [19] defined
by:
Z = 7e(ln i) 7
€1

V. THE PROPOSED TRAITOR TRACING SCHEME FOR 3D
VIDEOS
In [13], the traitor tracing system is defined as a system that
aims to protect the delivered media in a distribution platform.
The most important component in the tracing scheme is the
fingerprinting code which identified each user. This system is
based on three principal folds [13]:

« The copyrights registration phase: The purpose of this
phase is to embed the fingerprinting code in the media
by using a fingerprint embedding scheme that should
respect the following requirements: imperceptibility, se-
curity, and robustness.

e Collusion attacks:In this phase, a group of dishonest
users tries to generate and distribute new media copies.
These illicit copies are produced by combining some of
their copies.

o The copyrights identification phase: which target is to
correctly extract the fingerprinting code from the suspi-
cious release and then to provide the suspicious collud-
ers.

According to

A. THE COPYRIGHT REGISTRATION PHASE

The new proposed Spread Spectrum Fingerprinting (SSF), is
applied to the sequence of 2D frames and the sequence of
depth maps frames simultaneously and independently. The
proposed SSF starts with a preliminary step. The goal of
this phase is to generate the user identification code and
prepare the Groups Of Frames (GOF). The second step is
the fingerprint embedding step in which the watermark is

4

integrated into respectively GOFs of 2D and depth according
to the spread spectrum technique. The detailed procedure of
the proposed SSF is composed of two steps:

1) The preliminaries’ step

Before the distribution of the copy of media, the media holder,
assigns a unique fingerprint code-word, I € {1,--- ,m}
to each media release buyer. Moreover, the fingerprint or
identifier should be unique and should identify the media
owner to protect the digital content from any unauthorized
treatment. In this context, we used the initialization and con-
struction step of Tardos mentioned in section IV to generate
the fingerprints’ base.

To have a robust watermarking scheme we should increase
the length of the fingerprinting code but at the same time,
we should not decrease the quality of the image. The em-
bedding of the watermark in each frame of the 2D frames
or depth maps will may the distortions in synthesized 3D
videos. Hence we should find a good conjunction to keep a
robust watermarking scheme and conserve the high quality
of the 3D video. So to resolve this problem we will divide
the watermark into k parts and each part will be inserted in
a frame. So to insert the totality of the watermark we need
K frame. These K frames noted groups of frames (GOF). To
optimize the result of the embedding phase, the sequences of
both 2D frames and depth maps are divided into groups of
frames (GOF). Each GOF is composed of k frames and is
considered as a fingerprint carrier. In the case of Ny frames in
the sequence, there are Ny /k groups.

The fingerprinting code will be embedded in each GOF of
the sequence of 2D frames and of depth maps as depicted in
Fig. 2.

To embed the fingerprinting code in a GOF, the code is also
divided into k parts (P,,), and each part is embedded in one
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Figure 2: The principle of GOF division.

frame of the GOF. For an identifier code of length of L, we
can generate k (P,,) with size L /k.

2) The fingerprint embedding step

fingerprint.

For the frame F}, in the high band frequency of coefficients
of the selected block, one bit of the fingerprint part (P,;)
is embedded by using the spread spectrum technique as ex-
plained in equ. (2) presented in Section III.

Finally, the fingerprint is embedded in all the GOF and the
IDCT transformation is applied to generate the marked 2D

VOLUME 11, 2023

Algorithm 1 Embedding fingerprinting algorithm

1: Divide the sequence of 2D frames in N /k GOF and the
sequence of depth maps in Ny /k GOF

2: for j =1to Ny /k do

33 fori=1tokdo

4: Divide the frame on blok of 8 x 8

5: Apply the DCT to each block

6

7

8

Select the corresponding part of the fingerprint P,
Choose the block B which have the higher DCT
choose pixel of higher DCT coefficient of the chosen
bloc B to embed one bit of the fingerprint
9: Apply the spread spectrum watermarking technique
to embed the P,,; in the frame F;
10: Apply the IDCT
11:  end for
12: end for
13: Generate the watermarked sequence of 2D frames and the
watermarked sequence of depth maps
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C. THE COPYRIGHT IDENTIFICATION PHASE

Once the distribution of the watermarked video is done, the
media can be the target of many malicious treatments and
attacks. The most important one is the collusion one which
has as its purpose to hide the identity of the video owner. For
this reason, the main objective of the copyright identification
phase is to determine whose colluder participates in the cre-
ation of the illegal version of the video.

1) The fingerprint extracting step

The goal of the fingerprint-extracting step is to detect the
embedded fingerprint from the suspicious video by using
the appropriate watermark extraction process. This extraction
process is the reverse process of the watermark embedding
process. This phase takes as input a sequence of 2D frames
and a sequence of depth maps of fingerprinted 3D video
to return as output the extracted fingerprint code W' =
{wi,wh,--- ,w) } as depicted in Fig. 4.

Algorithm 2 resumes the fingerprint extracting step.

2) The Tracing technique

In the case of the extracted code, the fingerprint extraction
step is classed by the supplier as an unknown fingerprint. We
use the tracing technique to trace back colluders. The tracing
process is based on the Tardos code which was presented in
Section IV.

Algorithm 2 Extract fingerprinting algorithm

1: Divide the sequence of 2D frames in Ny /k GOF and the
sequence of depth maps in Ny /k GOF.
2: forj = 1to N;/k do
% extract the fingerprint codes from 2D sequence
33 fori=1tokdo
4 Apply the 2D_DCT.
5: Choose the block B which have the higher DCT.
6: Choose pixel of higher DCT coefficient of the cho-
sen block B to extract one bit of the fingerprint.

7: Extract from Fj; part of the fingerprint PW; =
{w'1,--- ,w'n} by using the spread spectrum tech-
nique.

: Apply the D_IDCT.
9:  end for
10:  Regrouped the different part of the fingerprint Wj’ =
{Ww'l,--- ,wm}.

11: end for

12: Repeat the steps from 2 to 9 to extract the fingerprint
codes from the depth maps sequence.

13: Apply the majority vote technique (MVT) to the ex-
tracted fingerprint to determine the final detected finger-
print code.

VI. EXPERIMENTAL RESULTS

In this section, we evaluate firstly the robustness of the pro-
posed SSF scheme. Then, we evaluate the efficiency of its
tracing process against different collusion attacks. The tested
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database contains 150 different 3D video clips collected from
the database [38]. Other 2D video clips are selected from
different movies, with their corresponding depth maps cali-
brated using the technique in [39]. Each video of the database
contains respectively 100 2D frames and 100 of depth maps
of size 1920 x 1080. And the sequence of 2D frames and
depth maps is divided into different GOF consisting of k = 10
frames.

A. THE WATERMARKING RESULTS

In this section, we evaluate the proposed scheme’s robustness
and imperceptibility.

1) Imperceptibility results:

To demonstrate the watermarking scheme’s efficiency, it is
important to evaluate its imperceptibility. In this context, we
compute the Peak signal to noise ratio (PSNR):

2552
PSNR = 10log . (12

N
: ;(1(1',1) —I'(i,)))?

Mz

M XN -
i=1

Table 1 presents the different PSNR values depending on
the watermark length embedded in the 3D video. The high
rates of PSNR show that the proposed scheme guarantees an
efficient imperceptibility of the embedded watermarks.

Table 1: PSNR VALUES.

Fingerprint length (bits) 2450 6810 15330
2D frames 49.8 47.7 45.6
PSNR (dB)
Depth maps 43.8 43.6 43.3

2) Robustness to signal processing attacks

We compute the Normalized Correlations (NC) criterion and
the Bit Correction Rate (BCR) between the original and re-
covered watermarks to assess the robustness of the proposed
approach against collusion attempts.

S Waa (i) Way (i) (13)

NOSLOENO S A UE

NCoyy =

, 1w ,
BCR(W7W):1—2;’W/¢—W/¢ : (14)

where 1 <i<Land 1<k <L.

In Table 2 we compare the NC and BCR values in three
case—using only 2D frames, using only depth maps, and in
the case of our proposed scheme— with the same fingerprint-
ing length L = 6810 and different attacks. It is observed that
the proposed scheme is the most robust against the different
attacks.

The higher NC and BCR values indicate stronger water-
marking robustness.



IEEE Access

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

Sequence of queried
depth frames

Sequence of queried
2D frames
GOF division

Convert to
YCbCr

Wc |
Wec of
depth

Sequence of Depth
watermark

Spread Spectrum
technique

e

7

Sequence of 2D
watermark

Figure 4: Copyright identification phase.

Table 2: NC AND BCR VALUES.

Attack Only using | Only using
2D frames | depth maps
NC [BCR [|NC [BCR [NC [BCR
Average filtering 3 1 0.99 [0.76 | 0.63 1 1
Average filtering 5 |0.99 | 0.92 |0.76| 0.63 |0.99 | 0.99
Average filtering9 |0.73| 0.72 |0.71| 0.6 |0.88| 0.89
Median filtering 3 1 0.99 |0.76 | 0.63 1 1
Median filtering 5 [ 0.99 | 0.92 |0.76 | 0.63 [0.99| 0.99
Median filtering9 [ 0.73| 0.72 |0.71| 0.6 [0.93| 0.93
Gaussian noise (0.01) | 1 092 [0.86| 0.6 [0.99] 0.99
Gaussian noise (0.03) [0.99 | 0.83 [0.93| 0.7 |0.99]| 0.99
Gaussian noise (0.05) [0.96 | 0.76 | 0.8 | 0.7 |0.96| 0.96
Salt & pepper (0.005) | 0.99 | 0.99 |0.97 | 0.97 [0.99| 0.99
Salt & pepper (0.01) |0.98| 0.98 |0.74| 0.69 |0.97 | 0.97
Salt & pepper (0.03) [0.93| 0.93 |0.64| 0.6 |0.75] 0.78
resize (1/2) 1 0.98 |10.82| 0.62 1 1
resize (1/4) 0.76| 0.75 [0.71| 0.6 |0.96| 0.96
brightness (+30%) 1 1 0.82] 0.76 1 1
brightness (-30%) 1 1 0.82| 0.76 1 1
Cropping 1 1 0.82| 0.76 1 1

Proposed

Table 3: Compare NC VALUES.

Attack [13] Proposed technique
2D Depth 2D Depth
frames | maps | frames | maps
Average filtering 9 0.6 0.48 0.73 0.71
Gaussian noise (0.05) 0.95 0.87 0.96 0.8
Salt & pepper (0.01) 0.98 0.99 0.98 0.74
Salt & pepper (0.03) 0.96 0.97 0.93 0.64

resize (1/4) 0.6 0.48 0.76 0.71
brightness (+30%) 0.5 0.5 1 0.82
brightness (-30%) 0.5 0.5 1 0.82

3) Comparison to other audio watermarking techniques

In this part, we try to compare our watermarking technique
to [13] the only work that embedded the watermark in both
components of 3D videos. In Table 3 we compare the Nc value
when we used the watermarking technique proposed by [13]
and when we used our proposed watermarking technique.

B. THE TRACING RESULTS

In this section, we test the robustness of the tracing technique
against some collusion attacks. In Fig 5 we give an illustration
example for each tested collusion attack.

In order to prove the performance of the proposed system
in terms of tracing rates, we take respectively the number of
users to n = 50, the false positive probability to e; = 10", the
size of the fingerprint embedded in the video is L = 6810, and
the number of the colluded users is respectively 2, 4, 6, 8, and
10.

The experimental results, which are shown in Fig. 6,
demonstrate our system’s effective and accurate tracing per-
formance against attacks such as Majority vote, Average, All-
one, and All-zero. Without any wrongly accused users, we can
find all colluders using majority vote and average attacks, but
with all-one and all-zero assaults, we can only detect about
half of the colluders.

C. CASE STUDY: 3D VIDEO GAMES

For this section, we pulled a video clip from YouTube for
the video game "Apex Legends". From this 3D sequence, we
retrieve the 2D frames and their Depth Maps.

1) The watermarking results:

This section examines the robustness of the video game’s
watermarking technique. Hence in the first phase, we con-
trasted the original image with the watermarked image and
the targeted image (Average filtering 5, Brightness, Gaussian
noise (0.05), Median filtering 9) As shown in Fig. 7. The NC
and BCR values are then calculated in three scenarios—using
only 2D frames, using only depth maps, and in the case of
our proposed scheme—to confirm the method’s robustness
as indicated in Table 4
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1010
Majority Attack 1100
1111
1110
1 010
All-Zero Attack 1100
1111
10 00
1 000
All-One Attack 1100
1101
1101

Figure 5: Exemples for tested collusion attacks.

Table 4: NC AND BCR VALUES.

Attack Only using | Only using
2D frames | depth maps
NC [BCR [NC |BCR |NC |BCR
Average filtering 3 1 099 {05 05 |07 ]0.74
Average filtering 5 {0.99] 0.96 | 0.5 | 0.5 | 0.7 | 0.74
Median filtering 3 1 098 [0.71] 0.7 1 1
Median filtering 5 [0.98 | 0.83 | 0.7 | 0.6 [0.98| 0.98
Median filtering9 [ 0.87| 0.7 | 0.7 | 0.6 |0.86| 0.86
Gaussian noise (0.01) [0.94| 0.84 | 0.5 | 0.5 |0.67| 0.72
Gaussian noise (0.03) [ 0.76 | 0.69 | 0.5 0.5 0.6 | 0.64
Salt & pepper (0.005) | 1 | 098 |0.82| 0.74 | 1
Salt & pepper (0.01) | 1 0.97 |0.81| 0.73 1
Salt & pepper (0.03) |0.99| 0.93 |0.82| 0.72 | 1
Salt & pepper (0.05) |0.98| 0.87 | 0.8 | 0.7 |0.97| 0.97
1
1
1

Proposed

brightness (+30%) 1 1 0.81| 0.74
brightness (-30%) 1 1 |0.82| 0.76
Cropping 1 1 0.82 | 0.75

2) The tracing results

The purpose of this section is to assess how well the tracing
approach works. So, we demonstrate the outcome of the test
of the collusion attacks in the video game in Fig. 8. In this test,
the number of users is n = 50 and the size of the fingerprint
is L = 6810. In the case of Majority and Average attacks,
all the colluders have been successfully traced. But in the
case of All_one and All_zero attacks, we detect same wrongly
accused users.

VII. CONCLUSIONS AND FUTURE WORK

The 3D video traitor tracing technique is a promising method
for securing 3D content by protecting multimedia content
and preventing malicious manipulation. The paper proposed
a novel traitor tracing technique that embeds the collusion-
secure fingerprint in both the 2D frames and depth maps,
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providing independent and simultaneous protection of both
components of the 3D video. The use of a spread spectrum
watermarking technique was found to be effective in exper-
imental assessments of 3D games, with promising results in
terms of rapidity and tracking accuracy constraints.

Overall, this paper demonstrates the importance of devel-
oping new techniques for securing 3D content, particularly
in the face of increasing digital piracy and unauthorized
distribution. The proposed traitor tracing technique has the
potential to improve the security of 3D video content, and
further research in this area could lead to new and innovative
ways to protect multimedia content in the future.
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