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Abstract. Cyberattacks have become more complex and analysts need
help managing all alerts promptly. Many organizations implement Se-
curity, Orchestration, Automation, and Response (SOAR) tools to au-
tomate Incident Response (IR). However, it is challenging to integrate
these tools, often delaying expected Return on Investment (ROI). Our
approach aims to automatically generate optimal playbooks using the
Pareto front, which balances impact, loss, and complexity. These play-
books are populated in an ontology that aims to be integrated with a
SOAR to overcome the SOAR limitations. Using the Pareto Front, we
aim to reduce the generated playbooks by an average of over 75%.

Keywords: Network security · Playbooks · Security management

1 Introduction

The global increase in cyberattacks concerns all organizations using IT compo-
nents. Organizations monitor network traffic and information systems to identify
potential attacks and trigger security alerts for investigation. However, the Com-
puter Security Incident Response Teams (CSRIT) are overcome by the volume
of incidents they must analyze manually. Analysts face too many alerts, leading
to delayed response or desensitization to the alerts.

To ease analysts’ work, Security, Orchestration, Automation, and Response
(SOAR) systems help by ingesting data from sensors and Security Information
and Event Management (SIEM) systems to automate responses. However, SOAR
integration is complex and time-consuming, requiring the integration of all se-
curity tools. It also demands severe financial investment, such as buying tools
and engaging specialized personnel. Therefore, organizations often see a delayed
Return on Investment (ROI) and only automate small tasks.

There is a lack of research concerning the SOAR, while no standards ex-
ist for its interoperability. Playbooks, which define how to execute automated
actions, vary in format and lack formalization, so responses are not uniform
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for the analyst. We propose using an ontology to formalize Incident Response
(IR) playbooks to address SOAR limitations. To enhance interoperability, we
propose automatically generating optimal playbooks, balancing conflicting ob-
jectives, and integrating them into an IR playbook ontology for use in any SOAR
system.

We base our approach on countermeasures selected from matching the MITRE
D3FEND KG3 and the Vulnerability Description Ontology (VDO) KG [1]. The
playbooks are automatically generated, matching the selected countermeasures
with the IR actions from the RE&CT framework4.

We identify only the optimal playbooks thanks to the Pareto front [12] and
choose from any of the optimal playbooks. We populate the IR playbook ontology
with instances for the selected playbook, then validate the approach through a
use-case scenario. We evaluate the approach by comparing the gap of playbooks
generated before and after applying Pareto and based on the time cost.

2 Related Work

The National Institute of Standards and Technology (NIST) describes IR as
an action plan an organization can follow to contain an attack and recover from
it [2]. According to NIST, the lifecycle of an IR includes the steps of Preparation,
Detection & Analysis, Containment, Eradication & Recovery, and Post-incident
activities.

The RE&CT framework inspired by MITRE ATT&CK 5 is a knowledge base
of attack techniques and tactics that allows for categorizing IR techniques and ac-
tions. However, dependencies and automation amongst actions are not explained
within RE&CT. Therefore, we define playbooks using our IR ontology and pro-
vide more information for executing actions. Oasis’s Collaborative Automated
Course of Action Operations (CACAO) playbook schema offers structured and
standardized playbooks with logical steps and workflow definitions, enhancing
automation potential [7] that we use in our approach.

Automated playbook generation varies. Empl et al. [3] extract CACAO play-
books from CSAF documents, but limitations arise when documentation lacks
asset information. We propose a knowledge-based approach to fill this gap. Sarda
et al. [8] use Large Language Models (LLMs) for anomaly detection and remedi-
ation. Islam et al. [6] automate security tool integration with NLP models and
an ontology. Mern et al. [9] propose an Automated Cyber Security Orchestra-
tor (ACSO) using Reinforcement Learning (RL), which can be time-consuming.
Our approach generates playbooks by aligning knowledge bases to populate a
playbook ontology for SOAR integration.

Moreira et al. [10] advocate using an ontology for security incident manage-
ment, defining critical concepts like action and event, also found in the Unified
Cybersecurity Ontology (UCO) [11]. Hutschenreuter et al. [5] apply ontologies
3 https://d3fend.mitre.org/
4 https://atc-project.github.io/atc-react/
5 https://attack.mitre.org/
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to port infrastructure resilience, introducing concepts like threat and security
measures. While these ontologies offer relevant concepts, adaptation is needed.
We employ an ontology to formalize IR playbooks for SOAR integration. We
reuse some concepts proposed in [5, 10] in our ontology.

Ganin et al. [4] introduce a multicriteria framework for risk management. Our
approach similarly considers multiple criteria, utilizing the Pareto front to select
dominant playbooks based on impact, complexity, and loss. We choose these
parameters based on knowledge from the literature review. We also rationally
fix their values based on state-of-the-art knowledge. The Pareto front prioritizes
dominant playbooks regardless of specific criteria values, ensuring fairness in
selection.

3 Our approach

3.1 The Proposed Approach

Figure 1 illustrates our optimal IR playbook generation process. Countermea-
sures are selected through KG matching, obtaining a list categorized by the
RE&CT framework’s IR phases. Our IR playbook ontology provides attributes
for the IR actions, such as required tools, complexity, loss, and impact values.
The list of actions is pruned, matching these attributes with system and attack
details. All possible playbooks are generated from the refined list, ensuring each
playbook exceeds a set impact threshold. The Pareto front allows the identifi-
cation of the optimal playbooks and the selection of one to create ontological
individuals for our playbook ontology.

Fig. 1: Our Optimal Playbook Generation Process

3.2 IR playbook Ontology

This section describes our IR ontology6 represented by Figure 2. We reuse some
classes from existing ontologies. However, they are insufficient for modeling the
6 https://github.com/phDimplKS/playbook_ontology
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playbook concept. We create new classes to represent better and formalize the
domain. The class Playbook is a super-class of Playbook Step, identifying
the successive steps corresponding to IR actions; each individual of the playbook
step class defines the action’s position in the playbook. We take the class Action
from the UCO [11] ontology. The classes Tool and Security Tool, taken from
the existing ontologies UCO and SecOrp [6], represent assets involved in action
completion. The class Requirement, created based on the requirements linked
to each action from RE&CT, is equivalent with Security Tool, which is a
subclass of Tool. Data represented by the class Artifact can also release actions.
These actions released allow us to respond to attack tactics and techniques used
by an attacker as described in the MITRE ATT&CK matrix; we represent these
concepts by the class ATTACK Thing, which has the subclasses Offensive
Tactic and Offensive Technique. The execution of an action requires releasing
commands. Each Command individual is linked to a security tool and an action.

Fig. 2: Our IR Playbook Ontology.

The class Use Case concerns a specific use case monitored by an Intrusion
Detection System (IDS). We also create our ontology properties representing the
relationship between the individuals of the different classes. Each containment
action is linked to a recovery action thanks to the property linked to recovery
action. There is no concept in an ontology that allows different action sequences.
We then create the following properties. The property has coa is directed to
the first step of a playbook (coa signifies Course of Action). The property has
next determines which playbook step should follow in the playbook workflow.
Properties has next if false and has next if true allow representing the order
of the actions when a condition exists. The property parallel expresses the fact
that two actions can be executed at the same time.

We populate our ontology with individuals created from two existing secu-
rity knowledge bases: 1) the MITRE ATT&CK framework constitutes a base
for representing attack concepts, and 2) the RE&CT framework is the base for
expressing IR. We instantiate the sub-classes Offensive Technique and Of-
fensive Tactic with knowledge from MITRE ATT&CK. We do this population



Optimal Automated Generation of Playbooks 5

process semi-automatically. We instantiate the class Incident Response Phase
with the phases defined in RE&CT; the RE&CT actions allow instantiating the
class Action. For the Requirement class, RE&CT proposes requirements for
some actions, so we populate the ontology with them. However, no requirement
is proposed for some actions, so we should consult security blogs to find their re-
quirements and populate the ontology. We populate the classes Playbook Step
and Playbook with the individuals created for the optimal playbooks selected.

3.3 Countermeasures Selection

This section details the automated process of selecting countermeasures for an
exploited vulnerability using KG matching. The dashed part in Figure 1 illus-
trates the graph-matching process, with VDO KG and D3FEND KG as in-
puts. After parsing the KGs and conducting text processing to create corpora,
Word2Vec models are trained, and KGs are embedded. Cosine similarity cal-
culation matches attack impacts and attacker methods entities with their most
similar offensive techniques in D3FEND. A query on D3FEND retrieves artifact
entities linked to the matched offensive techniques.

When no artifact is linked to the offensive techniques, cosine similarity helps
find the most similar artifact entity of D3FEND to its corresponding entity in
VDO. Finally, our solution automatically queries the defensive techniques linked
to this artifact from D3FEND, the countermeasures against the vulnerability
exploited. Each countermeasure is automatically linked with an IR phase and
a category of the RE&CT framework. The candidate countermeasures selected
serve as input to our optimal playbook generation solution.

3.4 Optimal Playbooks Generation

As Figure 1 shows, the playbook generator first generates a list of IR actions, cor-
relating the countermeasures with the RE&CT framework. Our solution queries
the action attributes for its release. The playbook generator verifies that the
system contains at least one required security tool for the action execution. In
addition, it verifies the needed attacker’s position to release the attack. For a
remote attack, it discards the action block internal IP address.

The playbook generator generates different combinations of actions consider-
ing the following conditions. We fix a threshold value that the sum of all actions’
impact values must exceed. A playbook should contain at least 1 action from
two different phases: Identification, Preparation, Containment, and Eradication
phases, considering that an action of the identification phase is necessary to de-
tect and analyze an anomaly, and then at least one action from the containment
or eradication phase should be taken to mitigate the threat detected.

We fix a maximum number of actions in a playbook to reduce the execu-
tion time required to generate a playbook. Based on our experiments presented
in Section 4.1, we notice that we get an average of more than 20 alternative
playbooks for a vulnerability. In order to choose the optimal one, we use the
concept of Pareto optimality in our process. The optimality objectives are: a)
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maximize the impact, b) minimize the complexity, and c) minimize the loss.
All the playbooks that have no other playbooks dominating them are Pareto
optimal.

The recovery action for each containment action in the optimal playbooks
and the lessons learned phase’s actions are added automatically to these play-
books. One of the optimal playbooks can be selected randomly, since they are all
equally optimal. Our approach automatically generates individuals for the cho-
sen playbook to populate our playbook ontology. An instance for the playbook
class is created, linked with the first playbook step through the has coa prop-
erty. Playbook steps are associated using the has next and parallel properties,
with each step linked to a playbook action.

4 Results and Evaluation

4.1 Illustrative Example

The chosen scenario to explain the application of our approach implementation7

includes the exploitation of CVE-2021-21277. The remote exploitation of this
vulnerability may lead to sensitive information discovery and privilege escalation,
allowing the adversary to exploit other vulnerabilities in the system. Figure 3
sketches the network environment. The system includes a vulnerable web server,
a terminal with antivirus and firewall software, a SIEM, and an IDS.

Our solution gets the candidate IR actions, matching RE&CT with selected
countermeasures. A query retrieves their attributes from the playbook ontology.
Considering system software and attacker position, only 14 actions are used in
playbook generation. Table 1 lists some of these actions and their parameters.

Playbooks are generated based on the constraints from Section 3.1 for 2
conditions. For the first condition, because of an organization’s limited resources,
each phase can only be repeated once; this condition results in 28 playbooks. For
the second condition, considering that an organization may have more resources
available, phases can be repeated multiple times; however, each category can be
repeated once per phase. This condition leads to 214 playbooks.

We implement a Pareto front algorithm to select one optimal playbook. The
playbooks dominating others and not dominated by any playbook constitute the
Pareto front; they are optimal. For the first condition, the algorithm allows us to
get 2 optimal playbooks. For the second condition, we get 6 optimal playbooks.
In both cases, the solution randomly selects 1 of the optimal playbooks.

Figure 4 represents the optimal playbook selected for the second. In this play-
book, 2 identification and 2 containment actions can be executed in parallel; their
execution requires different tools. However, the action Patch vulnerability has
higher priority than the action Block process by executable format because it has
a higher impact value. Executing actions follows a logical workflow; containment
actions follow identification actions. Then, the recovery action Unblock blocked
process follows. Afterward, the playbook ontology is populated with instances of
the selected playbook.
7 https://github.com/phDimplKS/play
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Table 1: List of actions with their parameters’ values for CVE-2021-21277
Defensive
Technique Action Impact Complexity Loss Phase Category

Process
Segment

Execution
Prevention

find process
by executable

format
5 3 0.3 Identification Process

Asset
Vulnerability
Enumeration

list victims of
security alert 4 4 0.2 Identification General

Process
Segment

Execution
Prevention

list processes
executed 4 3 0.2 Identification Process

Asset
Vulnerability
Enumeration

put
compromised
acounts on
monitoring

3 7 0.7 Identification General

Software
Update

patch
vulnerability 4 3 0.0 Containment General

Segment
Address

Offset Ran-
domization

block process
by executable

format
4 3 0.0 Containment Process

Fig. 3: Example System Fig. 4: Optimal Playbook Generated

4.2 Evaluation

We evaluate our approach over 40 CVEs for the 2 different conditions : First
condition considering that each phase can only be repeated once in a playbook
and Second condition considering that a phase can be repeated, but a category
repeats only once per phase. We base our evaluation on the following metrics:

– The percentage gap between the number of playbooks generated before n
and after m applying Pareto optimality using the formula: (n−m)/n ∗ 100.

– The execution time of our optimal playbook generation process in seconds.

Table 2 compares the average metrics for both conditions. The Pareto front
reduces generated playbooks by over 75%. Despite higher generation time in the
second condition, model performance remains unaffected mainly due to initially
higher playbook numbers.

5 Conclusion

Our proposed approach tackles the SOAR integration problem with a scalable
and reusable ontology. It is easier to populate an ontology communicating with a
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Table 2: Evaluation of our approach
No Playbooks
before Pareto

No Playbooks
after Pareto

First metric:
Gap in %

Second metric:
Time in s

First condition 26.5 2.1 78.59 7.07
Second condition 8417.5 10.175 82.22 13.01

SOAR than to manage multiple playbook formats. Thanks to all the knowledge
bases involved in our approach, the actions of a playbook compose a logical
workflow ensuring optimal responses. An optimal playbook is generated each
time we launch our system for the same attack scenario on an unchanged system.
In the future, we will focus on instantiating the playbook actions on an AG.
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