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Abstract. The race for digitization created a real need to protect smart
infrastructures. Environments are becoming highly connected and auto-
mated. Their growing complexity and connectivity make it hard to as-
sure and assess their cyber resilience, i.e., protecting them from cyberat-
tacks, failures, and errors. Traditional strategies for ensuring the cyber re-
silience of smart infrastructures suffer from a lack of holism. Indeed, since
smart infrastructures are often structured in layers, traditional protection
methods can lead to conflicting and competing goals. For instance, they
may increase the resilience of specific layers at the expense of decreasing
the performance of others. This chapter reviews existing methods aiming
to address this problem. We focus on two leading methodological assess-
ment families: quantitative and qualitative. The former includes numer-
ical metrics to quantify and assist system-dependent decision-making
processes. The latter builds upon symbolic modeling to offer a system-
agnostic assessment. The chapter provides an in-depth exploration of
quantitative and qualitative methodologies with significant potential to
enhance the resilience of layered smart infrastructures. Our exploration
covers classical technological aspects (e.g., cascading effects) and socio-
technical factors (e.g., human-in-the-loop interaction).

Keywords: Resilience Assessment - Resilience Enhancement - Attack
Remediation - Socio-Technical Theory - Cascading Effect - Smart In-
frastructure - Cyber-Physical System - Human-in-the-Loop - Security
Ceremony - Formal Modeling - Theorem Proving - Hypergraph.

1 Introduction

We live in a constantly changing world. How we conceptualize, design, and build
architectures of Cyber-Physical Systems (CPS)s are also changing. We have ex-
perienced four industrial revolutions in the last two centuries. The fourth indus-
trial revolution was one of digitization induced by increased competitiveness. To
remain competitive, the new generation of systems faces multiple challenges. The
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work by Ryalat et al. presents the main pillars of Industry 4.0 [35], which are:
CPSs, additive manufacturing, automation and industrial robots, simulation,
blockchain, augmented reality, big data analysis, cloud computing, Artificial In-
telligence (AI), and Internet of Things (IoT). The use of these new technologies
aims at enhancing the productivity and reliability of industrial processes. How-
ever, there may be a lack of hindsight on these technologies. We may not have
a sufficient perception of their potential safety risks.

Motivation. Modern systems consist of multi-layered architectures. Traditional
resilience enhancement strategies could help improve the resilience capabilities
of one layer but to the detriment of the others. There is a need for holism in
resilience mechanisms, especially in smart infrastructures where the high degree
of interconnection between its functions increases the risk of cascading effects.

Contributions. The contributions of this chapter are twofold. We discuss ex-
isting methodologies to solve the above challenge. We focus on quantitative and
qualitative methodologies that could enhance layered smart infrastructures’ re-
silience potential. We review the relevance of the presented methodologies and
research challenges related to the resilience enhancement of smart systems.

The chapter is organized as follows. Section 2 presents background on smart
infrastructures and preliminaries on the emergence of new technologies and rel-
evant models. Section 3 surveys existing quantitative methodologies, including
numeric metrics, to help quantify and assist system-dependent decision-making
processes. Section 4 surveys qualitative methodologies, including symbolic mod-
eling and other representative methodologies. Section 5 discusses some directions
and trends for further research on the resilience of smart infrastructures. Sec-
tion 6 concludes the chapter.

2 Smart Infrastructures in a Digitized World

This section presents some preliminary background on smart infrastructures and
the new generation of architectures in Industry 4.0. We also provide preliminaries
on the emergence of new technologies and representative models used to analyze
smart systems and architectures of the future [13].

2.1 Industrial Revolutions

Historically, there have been four industrial revolutions in the last centuries. The
first revolution started at the beginning of the 19" century and has led to a ma-
jor industrial transformation of societies in terms of mechanization. The second
revolution started around 1870 with massive technological inventions and indus-
trial advances, fostering the emergence of new energy sources such as electricity,
gas, and oil. The third revolution started in the 1970s with the emergence of
nuclear energy, the first computers, and the rise of electronics. The fourth revo-
lution is the one of Industry 4.0. However, many people disagree with the arrival
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of such a revolution because we do not yet know the magnitude of its impact.
The transition to digitization and smart technologies is underway. With the use
of highly connected devices in cyberspace, we are becoming aware of new threats
and vulnerabilities to which critical systems are subjected. This revolution in-
cludes advances in Al, IoT, blockchain, big data, and other technologies that we
present in a more detailed way in the next section.

2.2 Emergence of New Technologies and Initiatives

The adjective smart describing infrastructures, facilities, and critical systems in-
dicates a high degree of connectivity and digitization in the cyber world. Indeed,
the digitization era has led to significant changes in the design of industrial sys-
tems’ architecture, such as maritime port infrastructures, supply chain systems,
and Industry 4.0. Cyber-physical systems are involved in this transformation
because they connect the real and cyber worlds. Figure 1, which has been re-
alized within the Secure Ports of the Future (PFS) project [39], presents new
technologies used in smart infrastructures.

The new generation of complex systems comprises the integration of com-
munication technologies for enabling communication between a larger set of
connected components (including 5G networks, WiFi, Bluetooth, and GSM to
enable connectivity between mobile devices); digitization, involving the use of
many connected devices highlights a need to analyze, store and protect these
data. These data technologies include IoT and Industrial Internet of Things
(ITIoT) components, Cloud, Blockchain, Big Data, and also Edge Computing
(modern computing paradigm located at the edge of the network, which allows
client data to be processed closer to the data source instead of far-off central-
ized locations such as huge cloud data centers [43]) and Fog Computing (located

5G IoT, IIoT GPS Driven Additive manufac-
Wi-Fi Cloud GIS Automated (g, D) i
Bluetooth Blockchain Image processing Advanced robotics Predic'ti\'le,
prescriptive
GSM Edge, Fog comput. Remote sensing Cobots maintenance
Big Data
-— v
N = @ N |
Communication Data Location Robotics Production
Barcode Physiological Al Digital twin
QR code biometrics Machine-learning Virtual,
RFID Behavioral Deep-learning Augmented reality
biometrics BIM
@ t o =
Identification Authentication Intelligence Simulation

Fig. 1. Technologies used in smart infrastructures.



between the Cloud and the Edge, it is based on locating certain resources and
transactions closer to the edge of a network [43]). Smart systems also integrate
various location technologies to find merchandise and external or internal hu-
man employees during sensitive missions. Robotic technologies in handling or
transportation systems are also a part of smart systems. In the industrial field,
predictive maintenance algorithms are used to anticipate malfunctions. Recently,
prescriptive algorithms have been created to provide not only the failure date
of a component but also prescription recommendations to optimize a compo-
nent’s lifetime. Identification technologies such as barcodes, Radio Frequency
Identification (RFID), and QR codes are used in smart infrastructures to ob-
tain a detailed information sheet about products involved in the supply chain.
In such smart infrastructures, there is a need to improve the authentication
processes. Organizations use physiological and behavioral biometrics to guaran-
tee an accurate and secure authentication process. Many machine-learning and
deep-learning strategies are used to identify patterns in data and make appro-
priate decisions. Virtual, augmented reality and digital twins are also part of
Industry 4.0. These advanced simulation techniques allow us to anticipate the
exploitation of vulnerabilities by an adversary and analyze security scenarios in
specific environmental constraints.

These new technologies and infrastructures must remain competitive and re-
spond to society’s challenges while remaining high-performance. For this reason,
these new systems are building their activities on smart initiatives that use future
technologies, such as blockchain, AI, Machine Learning (ML), IoT, IIoT, virtual
reality, and digital twins. However, these technologies are not the only innova-
tions that bring critical infrastructures into the 4.0 era. Environmental problems
such as global warming and increasing pollution will anchor future systems in
environmental protection approaches. Some initiatives are eco-friendly and aim
to reduce the environmental impact of systems in terms of pollution, noise pol-
lution, and so on. Other initiatives aim to encourage using renewable energies
such as wind, hydro, geothermal, and even hydrogen. The systems of the future
are also intended to be anchored in participatory democracy strategies, involving
citizens living near industrial facilities in new land use and other projects.

In Wavestone’s report dedicated to smart ports [38], Sinibaldi has presented
three main families of smart solutions. They include ecological solutions, which
are related to the use of renewable energies and focused on protecting the en-
vironment from the impact of facilities; economic solutions associated with the
supporting functions, the core business, and the open innovation strategies of
a company; and participatory which includes solutions involving citizen in new
projects.

We have analyzed the evolutionary trends of the ten smartest ports in the
world. Figure 2 [39] presents the results of our analysis. We can see that in mar-
itime port infrastructures, the emphasis is put on support functions (orange)
and core business-related smart solutions (brown). Indeed, these solutions aim
to enhance the port’s competitiveness and facilitate operations and missions.
We also see that most of the smartest ports apply environment-related solutions
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to reduce noise nuisance and air pollution and use automated vehicles. These
diversified initiatives show that there’s a shift in the way we design the architec-
tures of the future and modernize existing ones. Industry 4.0 systems must be
anchored in a world where environmental protection and the use of renewable
energies are becoming a real issue.

3 Quantitative Methodologies

Quantifying the resilience of complex cyber-physical systems is a vital research
axis of growing interest. Quantifying approaches aim to design complex systems
considered resilient-by-design and assist designers in improving and upgrading
existing infrastructures to bring resilience capacities. This section reviews rel-
evant existing methodologies to quantify and help system-dependent decision-
making processes.

Quantitative deterministic metrics are built upon intrinsic properties of a
system such as performance, mission delivery, reliability, and accuracy. These
metrics provide either a numerical estimation of resilience based on certain
properties or a numerical score of different parameters that compose resilience.
Metric-based strategies involve numerical indicators that build upon certain sys-
tem properties. As resilience is highly related to performance, many metrics are
used to quantify a system’s ability to complete a certain mission, deliver a spe-
cific rendering, or remain secure during an adversarial event. Linkov and Kott
present two different families of strategies for assessing the resilience of sys-
tems, which are metrics-based and model-based [23]. Clédel et al. [11] present
methodologies for measuring resilience capacities. These approaches are twofold:
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Fig. 2. Number of smart initiatives per smart port.



(i) quantitative deterministic, which involves indicators to analyze performance
losses of a system facing known disruptive events; (ii) quantitative probabilistic,
based on uncertainties. Thus, stochastic aspects are added to resilience assess-
ment. Another way to classify metrics is by their empirical or analytic nature.
They are discussed further in the following.

Date  Duration (Minutes)

04-10-2019 124
21-10-2019 116
22-10-2019 138
23-10-2019 115
01-11-2019 191

Fig. 3. Ottawa O-Train transit system. Fig. 4. Disruptions (Data source: [16]).

3.1 Empirical Metrics

Empirical metrics rely on data collected by observing cyber-physical systems
during a time interval. Their use in resilience analysis of cyber-physical systems
has been highlighted by Lewis [25].

We review some empirical metrics using sample data collected during the
operation of the Ottawa O-Train transit system, Figures 3 and 4. The table lists
disruptions exceeding 100 minutes that occurred in October and November 2019.
For this example, the disruption time threshold is 100 minutes. During that two-
month observation period (7p), five (N) disruptions exceeded 100 minutes. The
average monthly occurrences is:

N,, = N/Tp, i.e., 2.5. (1)

A probability of exceedance model can be constructed using this parameter
to predict the future. The probability of exceedence is defined as:

P=1-¢Nnlr (2)

Where T}, is the prediction period.

Figure 5(a) plots the exceedance probability for a 100 minute disruption or
longer versus time (in months). The random variable is time. For this example,
the probability is one for three months and longer. In such a case, the metric
to minimize is the probability of a disruption. Another interesting number that
can be derived is the mean recurrence interval, which corresponds to the ratio:

T, =1/Np, (3)
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Fig. 5. Example of empirical metrics usage associated to sample data collected during
the operation of the Ottawa O-Train transit system. (a) 100-minute disruption ex-
ceedance. (b) Cumulative distribution. (¢) Density function and probable loss. (d) Tail
distribution.



In this example, it is 0.4 month. It roughly means that a 100-minute disruption
can be expected biweekly. The data can be examined from several different
perspectives. Figure 5(b) plots the cumulative duration of a disruption versus
the duration of a disruption (minutes). In this case, the random variable X is
the disruption duration. The diagram plots

F(z) = Pr[X <], for z = 1,2,...,200 minutes. (4)

When a disruption occurs, the plot indicates the probability that it is at least
that time for every possible duration. The F'(x) derivative yields the probability
density function of X, that is, f(z). The product zf(x) is interpreted as the
probable loss, Figure 5(c). This probable loss has a maximum. The ratio z f(x)
over the maximum indicates resilience. The complementary of F'(z) is:

F(z)=Pr[X >2]=1—-F(z) (5)

It is interpreted as the tail distribution, Figure 5(d). When alternatives are
available, resilience-wise, a thin tail distribution is preferable to a fat tail dis-
tribution. The examples presented in this section are built using a small data
set. Ideally, analyses should built on large sets of data. Such data sets may not
be available for new systems. In such cases, analytic metrics discussed in the
upcoming section can be used.

Quantitative probabilistic metrics include stochastic strategies. Some uncer-
tainties exist in such metrics. The probability considered in resilience evalua-
tion includes the stochasticity of the occurrence of an adversarial event. In such
quantitative probabilistic approaches, there exist event-specific metrics. For such
metrics, the resilience of a system facing a specific event is considered. Certain
approaches claim that resilience can be quantified only once a threat scenario is
established [11,18]. This approach is called event-specific.

3.2 Analytic Metrics

Analytic approaches rely on mathematical or logical reasoning to predict cyber-
physical systems’ resilience. Analytic metrics may be considered in a graph mod-
eling framework. Graph modeling is a rigorous framework that captures entities
and relationships between them [21]. In contrast to classical databases, the em-
phasis is on the relationships and how entities interact. They are particularly well
adapted for answering queries involving several relationships chained together.
Graphs are well-suited for capturing the design aspect of complex cyber-physical
systems. For example, functionality can be defined as the percentage of function-
ing graph nodes. Links from node to node can capture cascading effects due to
fault propagation.

The issue of cascading effects is of paramount importance. Indeed, smart
infrastructures are, due to their complexity, more prone to the damaging conse-
quences of cascading effects, i.e., their functions, components, and sub-systems
have high link densities between elements of the systems, which increase the risk.
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A cascading attack describes an adversarial event during which an adversary at-
tacks a specific point of an infrastructure, gains access to another system, and
compromises it due to their connectivity. According to this definition, a cascad-
ing effect corresponds to a domino effect through interconnected systems with
severe and unexpected consequences.

For cyber-physical system modeling, graph nodes may correspond to system
components, such as pumps and valves. Links represent connections between
components, such as conduits. The interconnections can be specified with an
adjacency matrix where rows and columns correspond to components. Spectral
radius has been considered to characterize the resilience of a cyber-physical sys-
tem modeled as a graph. The spectral radius is the largest eigenvalue of the ad-
jacency matrix [40]. When there are nodes that tend to play the roles of centers,
the spectral radius reflects their number of connections to other neighbor nodes.
It is indicative of the potential for fault propagation through cascading effects.
A graph can also be analyzed to highlight the presence of blocking nodes versus
the number of links. Removing a blocking node partitions the graph, break-
ing connections from one partition to another. Resilience-wise, a low blocking
nodes-number of links ratio is preferable.

Wang et al. [42] studied six different graph spectral metrics and highlighted
that their interpretation regarding resilience may be contradictory. In a recent
paper [14], we investigated the use of the spectral radius and (k, £)-resilience to
evaluate the resilience of a water treatment system [2,3]. We arrived at similar
conclusions.

3.3 Multi-Layered Frameworks

Frameworks, such as the Industrial Internet Reference Architecture (ITRA) [26]
and Reference Architectural Model Industrie 4.0 (RAMI 4.0) [19], are dedicated
to helping model architectures of the Industry 4.0 as multi-layered architectures.
Figure 6 represents the RAMI 4.0 framework.

The RAMI 4.0 framework works with a 3-D model by representing an archi-
tecture with the following layers: asset, integration, communication, information,
functional, and business. The two other axes are the life cycle value stream and
hierarchy levels. RAMI 4.0 is made to ensure that all the participants involved
have a common understanding of a specific system.

We have applied RAMI 4.0 to a water treatment system architecture. Fig-
ure 8 presents the obtained model divided according to the RAMI 4.0 layers
[44]. Indeed, the asset layer is dedicated to physical components such as sensors
and actuators. The integration layer makes a transition between the physical
and cyber-world. It deals with easy information processing. The communication
layer provides communication elements between the integration and information
layers. The information layer is related to all the information about materials
manufactured in an industry or, in our case, information related to the water
treatment process. The functional layer deals with system control and processing
rules. The business layer integrates business strategies or business models used
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Layers Life cycle value stream
Hierarchy

Business - - - levels

Functional ---
Information - - -
Communication -- -
Integration - - -

Asset ---

Product ! Control ! Work ! Connected
i Device i Centers World
Field Station  Enterprise
Device

Fig. 6. RAMI 4.0 model.

during the life cycle of a system. In the case of a water treatment system con-
trolled by a state and healthcare agencies, business models can be summarized
as initiatives to launch inter-sectoral water swaps, for example, [34].

We must highlight that the RAMI 4.0 model combines the vital elements
of Industry 4.0 in a layered model. Such a structure is useful to systematically
organize and flourish the technologies used in Industry 4.0.

3.4 Knowledge Graphs

The knowledge graph concept gained interest in various areas, especially cyber
security. Indeed, knowledge graphs can structure and process high volumes of
data generated from cyberspace. Using ontology-based knowledge representa-
tions, they capture information’s complexity and heterogeneous nature [37,45].

The knowledge graph presented in Figure 7 represents the Secure Water
Treatment System (SWaT) [12]. It is a CPS test bed reproducing the behav-
ior of an actual water treatment station in Singapore. SWaT consists of six
sub-functions: (1) pumping phase; (2) chemical dosing phase; (3) Ultrafiltration
(UF) phase, which works by alternating filtration and backwash cycles to clean
the UF membrane until a manual cleaning is required; (4) ultraviolet treatment
and dechlorination phase; (5) reverse osmosis phase; (6) final stage and back-
wash sending flow for the membrane of the UF unit in the third phase. Each of
the six sub-functions is controlled by a Programmable-Logic Controller (PLC),
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Fig. 7. Knowledge graph of a water treatment system.

and each of these PLCs communicate with each other during the water treat-
ment process. The nodes and links related to the system are put into a dark
square. Other entities are considered outside the scope of the system. Indeed,
the system requires non-potable water from the groundwater or rivers. At the
level of the last stage, the system produces potable water sent through water
distribution networks to residential areas. The produced water must also comply
with the regulations established by organizations responsible for implementing
health policy.

3.5 Summary

We have presented multiple approaches for resilience assessment purposes. Given
the wide variety of approaches in the literature to quantify the resilience of CPSs,
we refer the reader to the surveys [1,7,11] for further details on existing resilience
techniques.

We must highlight that the knowledge graph and multi-layer approaches
presented in Sections 3.3 and 3.4 are considered quantitative because the metrics
applied to such models for resilience assessment purposes yield a quantitative
estimation of the resilience.

Some of the techniques we presented are based on mathematical indicators,
while others use probabilistic reasoning, graph representations, or disrupting

11
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events analysis. The main takeaway is that due to their new intrinsic structures,
resilience applied to smart infrastructures must be considered with a new look.
Indeed, the new principles of Industry 4.0 can be summarized as follows:

— More widespread Internet availability.

— Devices become smart and connected to the cyber-space.

— New services and functions are involved.

— All parties involved in business processes, in the manufacturing and process
industry, are mutually connected.

— Information from suppliers, customers, and within organizations are con-
nected and transparently available for the stakeholders.

— The production is managed autonomously by machines.

— There are transitions between companies and sectors.

The Industry 4.0 principles aim to connect the stakeholders involved in a
system and allow data to be shared. Some of the metrics presented previously
help model such smart architectures. Knowledge graphs allow the modeling of
several entities, e.g., physical or conceptual. Representing the links between these
entities enables us to consider a system holistically, i.e., within its environment.

4 Qualitative Methodologies

We review qualitative methodologies, such as symbolic modeling methodologies
and alternative solutions that can be used for resilience assessment purposes.
Symbolic modeling can help to examine architectures from a holistic point of
view. However, these methodologies may be undated or inaccurate for quantita-
tive assessment.

4.1 Symbolic Modeling Methodologies

We discuss how symbolic modeling can contribute to resilience evaluation. It is
an interesting approach because it complements the spectral radius and (k, ¢)-
resilience metrics, focusing on system structure [2,3]. Loss scenarios, a symbolic
approach, consider threats from the environment and control structures (phys-
ical controller or human employee) interacting with a system. However, due to
abstraction and several assumptions about the examined system and its envi-
ronment, obtaining results perfectly reflecting reality is challenging.

Modeling threat scenarios in propositional logic leads to obtaining the truth
assignment of axioms that validate them. For example, consider the follow-
ing scenario: The RAW_WATER_TANK s full. CTRL-P1 does not produce the
Start Pump Control Action because CTRL-P1 incorrectly believes that the tank
is not full. This flawed condition occurs when there is a delay between the
data coming from the level sensors of the tank, a wrong conversion of data
units from the sensors, or readings are not received from the level sensor. This
may be due, for instance, to a sensor failure or a conflict between the sen-
sor readings and the conversion tool used to adapt to the global data units.
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Fig. 8. RAMI 4.0 model of a water treatment system.
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In this scenario, we distinguish between error, failure, and fault. According to
ISO/IEC/IEEE 24765:2017, an error can be an erroneous system state or a
difference between a computed, observed, or measured value or condition and
the true, specified, or theoretically correct value or condition. A failure is the
non-performance or inability of a component (or a system) to perform its in-
tended function. A fault is a defect in a hardware device or component that
causes errors. In the scenario, it is implied that the fault conflict between read-
ings causes the error a wrong conversion of data unit from the sensors, which in
the end causes the failure Start Pump Control Action is not produced. This sce-
nario can be translated into the following formula (((FAULT_-OCCURED) +—
(ERROR.OCCURED))ANFULL.WATERTANK). The result of such a for-
mula is either a loss or not. However, we could change the previous formula if
we consider that an error can happen without fault. Furthermore, this level of
abstraction makes it impossible to know which kind of loss occurs, such as loss
of life, loss of regulatory conformity, or loss of customer satisfaction.

As we can see, propositional modeling has limitations due to its abstraction
and distance from reality. However, it remains an interesting research axis to
consider. Axiom combinations highlight dangerous combinations of events that
were not anticipated by risk assessment methodologies.

4.2 Security Ceremonies and the Human Factor

Security ceremonies, introduced by Ellison [15], have been initially applied to
network and security protocols to encompass everything considered out-of-band,
such as humans. Ceremonies are a way to emphasize the need to include humans
and their behavior in analyses. This is in response to the fact that, as Ellison
[15] noted: It is common for computer professionals to disparage human users
as the source of all the flaws that make an excellently designed product malfunc-
tion. This concept can be applied to any cyber-physical system that interacts
with human users, variously called socio-technical systems [17,41], socio-technical
physical systems [24], or cyber-socio-technical system [32]. As some other authors
noted [5,30,33], there is a need to meld cyber security with social sciences. How-
ever, both the security ceremony analysis and security analysis of socio-technical
systems are disciplines that are still in their early stages. The interdisciplinary
combination of cyber resilience analysis and quantification of socio-technical sys-
tems is also an emergent field. The complexity of CPSs from an architecture
and an operating point of view makes it challenging to quantify and assess cy-
ber resilience. Many indicators, such as performance indicators and robustness,
could be used to conduct resilience assessments. However, the abstraction prob-
lem remains a significant challenge in considering accurate resilience strategies.
These aspects are related to CPSs architectures. Still, from our point of view,
the human factor must also be considered in cyber resilience assessment and
enhancement applied to complex systems. As such, cyber resilience analysis of
CPSs needs to be regarded as a socio-technical challenge. However, the formal
analysis requires clarifying the ceremony’s structure to build a ceremony model.
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The model defined in [4] spans several socio-technical layers, ranging from a
computer network to society.

In the literature, Bella et al. [6] use Tamarin to present a distributed and in-
teracting threat model related to humans involved in security ceremonies. Radke
et al. [33] investigated security flaws in three security ceremonies, named HTTP,
EMV, and Opera Mini. In their work [9], Carlos et al. present a dynamic threat
model for a dynamic analysis of the corresponding ceremonies. Johansen and
Josang [22] follow a different approach and present a model based on user-
interaction information obtained by sociologists to model human actions as a
probabilistic process. Martina and Carlos [27] proposed an extended abstract
that formalizes human-cognitive processes in security ceremonies for protocol
verification. From the resilience perspective, Haring et al. [20] explore the re-
silience quantification of socio-technical CPSs.

We consider the SWaT system presented with more details in Section 3.4. The
Figure 9 shows two exchange diagrams of the third phase of SWaT dedicated
to the UF process, namely normal operating (Fig 9(a)) and facing a replay-
adversary (Fig 9(b)). Seven roles have been identified, namely: Operator (the
human supervisor having access to the monitoring system of the plant); THM
(the human-machine interface itself); Controller P3 (the controller assigned to
the UF phase of SWaT); Pump P6 (the backwash pump involved after a filtration
cycle); Pump P3 (the pump sending water through the UF membrane during a
filtration cycle); Tank level (the ultrasonic level sensor of the feed tank); TMP
(the Transmembrane Pressure (TMP) sensor of the UF unit); plus an additional
role dedicated to the replay-adversary in the diagram presented in Fig 9(b).

The SWaT test bed has been studied and exposed to many different attacks
to analyze its behavior under constraints. An example of a powerful attack per-
petrated against the system is the one compromising the readings sent by the
TMP sensor (located on the UF membrane, in the third sub-function) to the
corresponding controller [29]. Indeed, this pressure sensor, measuring the cake
layer formation pressure on the membrane, tells the controller to switch from
a filtration cycle to a backwash cycle. The study has shown that an adversary
attempting to compromise the readings made by the sensor and sent to the
controller by increasing the measured pressure values could put the system in
a perpetual backwash cycle, interrupting the production of purified water. The
attack is impactful, leading to different kinds of losses such as financial loss (due
to the production lack of clean water), reputation loss (due to the impact on
the mission of the system), loss or damage to the material of the system (a
membrane submitted of a high-pressure backwash during too much time could
be degraded), and loss of mission and loss of customer satisfaction (due to the
incapacity to clean the water).

According to the literature, an adversary attempting to perpetrate such an
attack can do so in four different ways: (i) man-in-the-middle attack: the ad-
versary must intercept the legitimate traffic through the network, then send
corrupted data to the intended destination, i.e., the controller; (ii) replay attack
(a kind of man-in-the-middle attack): the adversary must eavesdrop on the net-
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Fig. 9. Exchange diagrams of the ultrafiltration phase of SWaT [12].
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work, mimic legitimate data and replay it to the controller; (iii) jamming attack:
the adversary must know the transmission power and modulation scheme of the
communicating parties; and (iv) hardware Trojan attack: it requires modification
of an Integrated Circuit (IC).

4.3 Summary

We have presented several approaches that consider qualitative resilience assess-
ment. Other approaches are described in [11], including methodologies based on
events handling, fuzzy rules, frameworks, and guidelines.

The approaches that we have presented are based on symbolic modeling,
which offers interesting research axes, such as the theorem-proving strategies
applied to the top layers of a multi-layered architecture, associated with model-
checking strategies applied to the lower levels, which are dedicated to the physi-
cal, and component views of a given system. It is important to note that symbolic
modeling methodologies could be complex to apply to models. However, some
approaches such as the one applied by Sempreboni et al. [36] are interesting to
consider due to their ability to capture unexpected human actions.

5 Further Research Directions

Through the previous sections, we reviewed various techniques and method-
ologies for resilience assessment and enhancement purposes. A new comparison
between these approaches is presented in Table 1. To go beyond this comparison,
we must highlight that choosing an appropriate resilience enhancement strategy
depends on the system. Indeed, symbolic methodologies based on model-checking
and theorem proving are suitable to conduct a resilience analysis of an IC com-
ponent. On the other hand, multi-layer modeling and knowledge graphs are
suitable for complex systems such as maritime ports or water treatment stations
involving various families of components or many stakeholders. Graph models
are adapted to network architectures or smart-grid systems.

Some of the approaches presented provide answers to specific questions. In-
deed, dealing with the resilience quantification of complex systems in the context
of Industry 4.0 implies using models and frameworks adapted to complex archi-
tectures. In this context, as covered in Section 3.3, multi-layered models are
attractive for two reasons. They can represent an architecture consisting of an
overlay of layers that captures how the components, functions, and sub-systems
work together and communicate. Such a multi-layered representation constitutes
a foundation for introducing resilience strategies at each system level. The main
challenge is to make each layer resilient without detrimental effects on the others.

Particular attention must also be paid to the interpretation attributed to
metrics. Indeed, it has been established that the results obtained for a given
metric could have several interpretations. These interpretations may be contra-
dictory [14,25]. An example is the spectral radius applied to graph models. This
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Table 1. Comparison of the presented approaches.

Approach Scope Limitations
Based on the study Does not consider
Empirical of testbed and the constraints of
real system data. real environments.
Mathematical modeling Difficult to apply
Analytical for predicting to complex

Multi-layer

Knowledge graph

a system’s behavior.
Infrastructures involving
stakeholders or
architectural levels.
Complex systems with
complex interactions,
difficult to model.
Model-checking and

systems.

Requires a level

of abstraction to
build all the layers.
The way the graph
is built impact the
assessment results.
Difficult to apply

Symbolic theorem-proving to complex systems.
analysis. Difficult to use.
Include the human Requires a well-
Ceremonies factor and how complex understanding of the way

relationships impact a system. a system operates.

notion of graph models related to analytic metrics has been discussed in Sec-
tion 3.2. On the one hand, a value increase from one design to another of the
same system represented as graphs could reflect higher resilience. This is due to
the increase in the density of links between two states, reflecting a lower risk of
unreachable states in case of a node deletion, e.g., a component failure. On the
other hand, a value increase can also be interpreted as lower resilience because a
higher density of links between the states reflects a higher risk of producing cas-
cading effects due to an attack. Two possible interpretations do not mean that
a metric is useless for quantifying the resilience of a system. The spectral radius
illustrates very well the fact that there is a delicate balance between increasing
the resilience potential and mitigating the increase in the security risk [14].

Another research axis concerns the human factor in modeling and resilience
assessment strategies, as covered in Section 4.2. It is well-known that many in-
cidents are due to human factors. Ceremonies, which consider a system from
a holistic point of view, can help evaluate the human factor. The underlying
problem is the unpredictability of human actions. Risk analysis can help antici-
pate the wrong or dangerous actions that human people can perpetrate, but an
accurate knowledge of the system is necessary. This problem is related to the
prediction of cascading effects on complex systems. We have shown an example
of an exchange diagram in Section 4.1 that can be used to predict the adversary’s
actions. However, there is a lack of tools to accurately quantify the impact of
the human factor on resilience strategies.
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What we know about resilience assessment strategies is that they are based
on simulation. These simulation models can be applied to data provided by
test beds, as covered in Section 3.1. We must highlight an intrinsic limitation
in the data obtained with test beds. In a resilience assessment context, test
bed-generated data do not capture the stress present in live scenarios, i.e., the
actual operating conditions and characteristics of a specific environment. These
particular features cannot be imagined or anticipated with test beds because they
do not operate in a real environment. Thus, metrics applied to test bed data
may yield erroneous or inaccurate results. Using live scenarios and stochastic
engineering (e.g., use of chaos monkeys [28]) can address the limitations of test
beds.

This notion of environment is also related to knowledge graphs, as discussed
in Section 3.4. Indeed, knowledge graphs allow us to consider a higher diver-
sity of entities than traditional graphs, such as abstract entities, e.g., missions,
regulations, and stakeholders involved in the life cycle of a system. In our past
research [14], we used traditional graphs mapped to square adjacency matrices
to model physical and logical links between the components of a use case, a
water treatment system. However, this model only considers physical elements
such as controllers, valves, pumps, and sensors. The knowledge graph that we
have presented in Section 3.4 shows the potential of the model in comparison
to traditional graphs. With this supplementary knowledge, the anticipation of
cascading effects is more accurate.

Advances in these research axes are essential to implement the resilience
principles in smart infrastructures. However, we must note that the resilience
concept can conflict with other objectives. Similar to the cyber security princi-
ple that was not taken into account by all organizations during the last decades,
the resilience concept is not sufficiently valued and considered. This can be ex-
plained by the fact that increasing the resilience potential of an architecture is
related to augmenting the diversity of the controllability and observability as-
pects [14]. This augmentation has a cost. Several organizations are not prepared
to spend money to increase the resilience potential of their systems. Resilience
also increases the complexity of an architecture. It is known that adding more
components connected to the cyber world increases the attack surface. Increas-
ing the complexity also increases the risk of cascading effects due to the high
density of links between each component or function of a system.

In our opinion, accepting resilience is highly related to regulation. Indeed, a
common basis must be established to ensure that resilience principles have been
officially analyzed and proven to be of paramount importance to organizations.
The Cyber Resilience Act [8,10] is an initiative that works on three guarantees:
(i) providing harmonized rules when products or software including a digital
component are brought to market; (ii) providing a cyber security requirements
framework for the governance of the planning, design, and development and the
maintenance of such products. Obligations must also be met at each stage of the
value chain; (iii) providing a duty of care for the whole lifecycle of these prod-
ucts. Other initiatives, such as the General Data Protection Regulation (GDPR)
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[31], which deals with data protection across the European Union, highlight the
importance of regulations across several countries. These initiatives are very im-
portant to know which entity, organization, state or country is responsible in
case of a problem with the conformity of products to resilience principles.

6 Conclusion

As the main conclusion, we can state that considering and applying resilience
principles are based on several pillars. The first pillar is understanding the sys-
tems to be considered and acquiring sufficient knowledge about their behavior
and missions to model them accurately. The second pillar is layered modeling
for complex systems because the physical and cyber views depend on other lev-
els, such as the mission, stakeholders, and business processes. The third pillar is
the need to consider systems holistically, which involves threats from everywhere.
The more we understand an architecture, the more we can avoid cascading effects
with damaging consequences. In the context of such a holistic view, knowledge
graphs have an exciting potential. They allow the modeling of various entities,
their relationships, and structures. The absence of international regulations in-
dicates that work remains to ensure that resilience principles are understood,
accepted, and applied.
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