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Terahertz Nondestructive Characterization of
Conformal Coatings for Microelectronics Packaging

H. Shi, S. Calvelli, M. Zhai, M. Ricci, S. Laureti, P. Singh, H. Fu, A. Locquet and D.S. Citrin

Abstract—Measuring the thickness of conformal coatings and
detecting defects in a nondestructive and noncontact fashion is
important to ensure the reliability and performance of packaged
electronic components and systems. In this study, we explore the
application of terahertz time-of-flight tomography, a noncontact
and nondestructive method here applied to conformal-coating
thickness. We measure the time delay of terahertz pulses reflected
(echoes) from fabricated structures covered by a conformal
coating to ascertain its thickness. Orthogonal matching pur-
suit, is applied to deconvolve reflected terahertz signals from
different interfaces, viz. air/conformal coating and conformal
coating/substrate. By these means, we map the conformal-coating
thickness distribution over significant areas. The conformal
coating thickness found over the metal area is ∼64.3 µm while
it is ∼56.2 µm over the metal-free area. Moreover, the Gaussian
mixture model, a machine-learning algorithm, is used to detect
a possible defect-rich region within the conformal coating itself.

Index Terms—Conformal coating, THz-TDs, Gaussian mixture
model, heterogeneous packaging, machine learning, nondestruc-
tive evaluating, nondestructive testing, orthogonal matching pur-
suit

I. INTRODUCTION

TO protect devices and systems mounted on printed circuit
boards (PCB) from ambient gasses and water vapor that

can attack microelectronics, a thin layer of synthetic resin or
plastic is typically applied on top of packaged circuits [1],
[2]. This thin layer of protection is called a conformal coating
(CC). Typical CC materials include silicone, urethane, and
acrylics [2]. Choice of CC material involves a balance of cost,
degree of conformance, conditions under which the packaged
circuit will operate, and the ability to make repairs on the CC.

In addition, although CCs are used to protect PCBs and
mounted ICs and structures from harsh environments that can
damage circuits, defects in manufacturing or failure in service
in the CC itself may occur. Some common defects include
capillary flow, cracking, dewetting, delamination, orange peel,
and bubbles [3], [4]. Detecting these defects, especially in
early stages, can help prevent future failure and assist in
optimizing the CC deposition process. It can also save costs if
they are detected during production. To evaluate the protection
and performance of CCs, surface insulation resistance (SIR)
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and sequential electrochemical reduction analysis (SERA) are
commonly used [5]. These techniques provide general infor-
mation about the protection ability of the CC, but they may
not be able to pinpoint where defects may lie. To locate the
defect, visual inspection of the CC is often used [6]. However,
such an approach is laborious and defects or degradation may
escape visual detection.

In addition to defect detection, understanding the thickness
of CC deposited is important to guarantee proper cover-
age, while excessive CC material may stress or otherwise
compromise underlying circuitry. Excessive buildup of ma-
terial might also be difficult to remove in making repairs.
Methods to measure CC thickness include both destructive
and nondestructive techniques. For destructive methods, most
straightforward is cutting samples and measuring the cross-
section under a microscope; however, it is time consuming, and
obviously irretrievably damages samples. It is also not suitable
for inline/online evaluation [7]. As for nondestructive methods,
direct measurement of the thickness with a micrometer is
common. In this case, the thickness of the PCB and other
materials present without the CC need to be measured before-
hand. In addition, it is not possible to obtain the variation in
the CC thickness across the sample with a resolution less than
millimeters, and perhaps centimeters. It is also rarely possible
to measure CC thickness over structures present on the PCB
and it should also be understood that micrometer measurement
involves contact with the sample surface. Another commonly
used method is eddy currents [8]. Although this approach has
the potential for high thickness resolution in homogeneous
samples, it is difficult to use this to map out the spatial
variation of CC thickness on a small scale since the diameter
of the probe is usually larger than 5 mm [9]. The approach
also only works when the CC is directly over a conductive
layer.

Moreover, for current industry standards like IPC-CC-830B
[10] and J-STD-001E [11], the thickness measurement for
the CC is taken over free and unencumbered surfaces, while
important features such as corners and edges of closely spaced
conductors are not considered [12]. In addition, it should
be also noted that differential wetting of the deposited CC
on various proximate materials gives rise to CC thickness
differences over those materials; CC thickness measurements
on uniform materials will not yield CC thickness and its
spatial variation over of complex structures. As we discuss
here, terahertz (THz) time-of-flight tomography (TOFT) is a
promising nondestructive and noncontact method that can be
used for material and structure analysis and for CC thickness
measurement and testing [13], [14]. THz TOFT uses short
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(a) (b)
Fig. 1. (a) Photograph of the chip with acrylic CC. The red square area is the region of interest corresponding to the chip. (b) Cross-section of the chip with
Ag serpentine film. The substrate is SiO2.

pulses of THz-frequency electromagnetic radiation to probe
the properties of a variety kind of matters. The typical band of
ultrafast THz pulses is between 0.1 and 3 THz, corresponding
to a wavelength range 30 mm down to 10 µm. It is reported
that THz TOFT has the ability to examine delamination
in glass fiber-reinforced composite laminates [15] Thickness
measurements using THz TOFT for samples such as mill-scale
thickness on hot-rolled steel strip [16], [17], silicon wafers
[18], dental tissue [19], and automotive paint [20] have been
reported [21].

In the present work, we use THz TOFT along with orthog-
onal matching pursuit (OMP) [22] to measure the CC thick-
ness in a nondestructive and noncontact fashion. A detailed
distribution of CC thickness illustrated as line scans (B-scans)
and over areas (C-scans) are presented. Also, by applying a
Gaussian mixture model (GMM) clustering to the THz signal,
we can also locate a region with a high density of defects.

II. SAMPLE AND EXPERIMENT

Figure 1 presents the structure of the test sample we study.
In the top view of the sample in Fig. 1(a), the region of
interest studied is indicated by the red square. The entire chip
is mounted on a peg PCB. The schematic cross section of the
chip is shown in Fig. 1(b), which consists of a serpentine Ag
film deposit on SiO2. A layer of acrylic CC covers the entire
chip including the PCB. There is another layer of PCB below
SiO2 which holds the chip. The refractive index for acrylic
around 1 THz is assumed to be 1.62 [23].

In this experiment, the THz system was a TPS Spectra
3000 (TeraView Ltd., Cambridge, UK), which is capable of
producing a broadband and pulsed THz signal. A schematic
diagram of the system is shown in Fig. 2. An ultrafast near-
infrared fiber laser triggers quasi-single cycle THz pulses at
the photoconductive emitter [24]. The THz pulse band extends
from ∼ 100 GHz to 3 THz. The emitted THz pulse is incident
on the sample near normal incidence (the incidence angle
is exaggerated to accommodate the various components of
the system in the diagram). The reflected THz signal then
impinges on the photoconductive receiver, which is gated by a
time-delayed portion of the original near-infrared pulse. In this

way, the magnitude and phase of the reflected THz signal is
mapped out in time. The study was conducted in a controlled
laboratory environment with a temperature of 22 ◦C and a
relative humidity of less than 48 %. The THz signal was
directed near normal incidence onto the surface. The sample is
scanned with motorized stages in both the X and Y directions
with a step size of 100 µm. The sampling period in this
experiment is 0.0116 ps. For each data point collected, the
length of sample signal is 4096. Before measuring the signal
reflected from the sample, a reference signal reflected from
bare metal (an essentially perfect reflector) at the same position
is measured. The THz pulses employed roughly consist of a
single electromagnetic cycle of duration of a few ps covering
the band from 0.1 to 3 THz. A detailed description of the THz
pulse generation is in Ref. 25.

In the B-scans we plot the raw reflected signal or the
reflected signal following analysis–here with GMM. to reveal
the location of interfaces that are sufficiently close that their
reflections temporally overlap. In this case, the experimental
technique is known as THz TOFT. Knowing the refractive
indices of the constituent materials, we can translate time delay
in the reflected signal to layer thickness to reconstruct the
sample’ stratigraphy. See Eq. (2) below.

Fig. 2. Schematic diagram of the THz system. An mode-locked ultrafast fiber
laser is incident on a fast photoconductor to generate a roughly single-cycle
THz pulse covering the band from 0.1 GHz to 3 THz.
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III. METHODS

A. Gaussian Mixture Model

GMM is a probabilistic model extensively employed in a
wide range of applications, including image segmentation [26],
anomaly detection [27], and classification [28]. It models the
complex data distributions by representing them as a weighted
sum of multiple Gaussian components. To implement GMM,
we select representative features in the reflected THz signal
that are likely to be correlated with the presence and types of
defects observed. We then carry out a statistical analysis on the
data related to the presence or absence of the selected features
to classify the signal as being characteristic or not of a given
type of defect. We thus assume that the signal reflected from
an area with defects will differs in the distribution of features
compared to other areas, e.g., when the diffuse reflection
from highly inhomogeneous areas leads to a weaker reflected
peak. Specifically, a set of 14 features were selected from the
original time-domain signals, which includes the maximum
and minimum values, their corresponding temporal positions,
median, standard deviation, skew, number of peaks above a
certain threshold height (0.05), average width and height of
the peaks, kurtosis, and the first, second, and third quantiles.
These features effectively represent the measured time-domain
signal and facilitate the accurate identification of the reflected
signal using GMM clustering.

B. Orthogonal Matching Pursuit

OMP is a deterministic algorithm utilized for sparse data
reconstruction. Essentially, the dictionary within OMP repre-
sents an expansive set of basis functions. Rather than parti-
tioning the data, OMP seeks to express the data in terms of a
minimal number of these basis functions. Thus, the objective
is to achieve a close approximation of the original data using
the fewest dictionary elements possible.

As a greedy algorithm, OMP selects the most important
piece at each step and add it to the solution, until the recreated
data is close enough to the original data. This method is useful
in various fields, such as data compression, signal processing,
and image processing. The system can be written as

µ = Aβ + e (1)

where A is a 4096 × 4096 matrix and is called the dictionary,
each column of which is a delayed version of reference signal.
Each column is also known as an atom; µ is the measured
reflection signal from chip; β is a vector which represents the
impulse response function, the elements of which represent
the contribution of the corresponding atom in the dictionary
to the measured signal. By iteratively selecting atoms from a
dictionary, we can find the atom that has the highest inner
product with the residual signal. The new residue will be
calculated by subtracting the inner product from residue in
the previous iteration.

What we want to reconstruct is the column-vector β which
has a sparse form and represents the inner structure of the
sample. We also assume that the noise in the measurement is
e, which is regarded as Gaussian white noise. By iterating as
above, we can obtain the most likely β that reconstruct the

system. The iteration will ends when the residue is below
a specified error or when a maximum iteration number is
reached.

IV. RESULTS AND DISCUSSION

Fig. 3. C-scan of the chip. The contrast mechanism is the peak value of the
reflected THz signal.

Figure 3 displays a THz C scan where the contrast mech-
anism is the peak value of the reflected signal. As metals
are excellent THz reflectors, the peak reflected THz field is
strongest when the THz pulse is incident over metal as the
reflections from the air/CC and CC/SiO2 interfaces are weaker.
As a consequence, the C-scan clearly shows the serpentine
metallization.

Figure 4 shows a typical raw A-scan at two points, one on
the serpentine film, the other between the metallization. The
initial strong peak is the combined reflections from the air/CC
and CC/metal or SiO2 interfaces. Due to the fact that the CC
is thin, the two respective echoes from the front and back
surfaces of the CC overlap in time and may not be obviously
visually distinct. When the incident THz signal is between the
serpentine metallization (black), there is a weaker but still clear
reflection from the SiO2/PCB interface, which is not visible
when the signal is incident on the metal (red), which as an
excellent reflector, shadows underlying features. Also note that
because the metal is an excellent reflector, the peak reflection
on metal is higher than between the metal.

Fig. 4. A-scan at two different points on the sample: (10.7,8.3) is on the
serpentine film and (6.3,8.5) is between the serpentine film, both under CC.
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Fig. 5. AIC/BIC with different cluster number.

The feature at 33 ps is a reflection from the back of SiO2

surface. Note that it is largely absent when the incident pulse is
on the metallization as the metal shaddows deeper-lying layers
from the incident signal. Although detecting small defects
such as individual air bubbles in the CC may be below the
resolution of our experiment, single strongly-scattering point
defects, larger defects, defect aggregates, and inhomogeneities
may be detected even when the individual defects cannot be
resolved. The photomicrograph displayed in Fig. 8(a) shows a
region where the conformal coating has a high defect density
composed of near-surface blisters. (Air bubbles appear to be
within the CC under the microscope as various features come
into and out of focus as the focus is varied within the CC.
Blisters appear on the surface as they are only in focus when
the focus is at the air/CC interface.) The grey features in Fig.
8(b) are on the CC surface and may be dust. A region of
interest with both types of defects seen in Fig. 4(a) and (b)
was selected as the black rectangle in Fig. 3.

In GMM, determining the optimal cluster number is a
critical step. To find the suitable number, the Akaike infor-
mation criterion (AIC) [29] and the Bayesian information
criterion (BIC) [30] are widely used and can balance the model
complexity with goodness-of-fit. AIC and BIC for different
GMM cluster number are shown in Fig. 5. The observation
reveals that no apparent global minimum exists for GMM; as
the number of clusters increases, both AIC and BIC continue
to decrease. Nevertheless, lower AIC and BIC values do
not necessarily indicate improved clustering performance in
this scenario; instead, the trend suggests the potential for
overfitting. Upon examining the plot, it becomes evident that
the rate of decrease in both AIC and BIC diminishes beyond
three clusters, indicating overfitting. Therefore, the cluster
number three is regarded as an elbow point for this particular
problem and two or three are potentially suitable numbers to
conduct GMM.

The cluster result is shown in Fig. 6. When we set the cluster
number as 2, it is obvious that GMM clusters the signal by the
criterion if there is serpentine film beneath the point probed or
not. When a larger cluster number 3 is employed, except for
the similar area as is shown in cluster number 2, there will be
a new cluster which is shown as the red area in Fig. 6(b). The

new area found is in consistent with an area identified under
the microscope as having a high defect density of bubbles.

To extract the CC thickness, OMP is applied. The thickness
of the sample can be extracted from

d =
c∆t

2n
(2)

where ∆t is the time delay between the two interfaces which
is calculated by the extracted β (i.e., sample number between
peaks in β multiplies sampling period), c is the speed of light
in free space and n is the refractive index of the CC. It is also
assumed that the impulse-response function, which defines the
reflected signal, primarily consists of a baseline at zero and a
sparse series of sharp peaks connected to reflections from the
interfaces. In the impulse-response function, where a reflection
is found is assigned “1” while “0” is assigned when reflection
is not detected. By doing so, a binary THz B scan can be
formed as shown in Fig. 7.

In order to measure the thickness distribution of the CC
across the chip, three sections are selected to perform B scans.
Intentionally, one line was selected to cross the serpentine
structure (y = 9.6 mm), while the other two lines were entirely
directly over metal or SiO2, respectively (x = 9.8 mm, x = 10.8
mm) as shown in Fig. 7. The x-axis in the B scans provides the
coordinates of the measure points while the y-axis gives the
optical delay at each sample point. In Fig. 7 (b)-(d), the red and
orange lines around 15 ps represent the CC/SiO2 and CC/air
interfaces of the CC. For areas without metal, the THz signal
was able to penetrate the SiO2 and reach the bottom SiO2/PCB
interface, which is represented by the green line around 31 ps
in the plot. Fig. 7(c) illustrates a B-scan choosing a section
without underlying metal whereas Fig. 7(d) represents a B-
scan for a section including the serpentine metallization. It is
apparent that due to the presence of the metal, the THz signal
was more strongly reflected by the CC/metal interface.

The CC thickness can be extracted by Eq. (2). Figure 9(a)
shows the thickness distribution of the CC in a section crossing
the serpentine metallization. The CC thickness is observed to
be nonuniform over the line with a tendency for the thickness
to decrease with x. Also striking, the CC thickness over metal
is consistently greater than over where the metal is absent. This
trend is also evident in the thickness measurements taken along
the y direction, as in Fig. 9(b). The average CC thickness along
x = 10.8 mm is 64.3 µm while at x = 9.8 mm, the average
thickness is 56.2 µm. Furthermore, when looking at the line
chosen along the x direction on metal (x = 10.8 mm), we
observe a decrease in the thickness starting around y= 9.6mm.
[black line in Fig. 9(b)]. However, for the section chosen
that is not through the metallization, this kind of behavior
is not found [red line in Fig. 9(b)]. This is shown as the
grey area in Fig. 9(b). This area is at the apex of the curved
section in the serpentine film and the substrate below the CC
is gradually changing from metal to SiO2. Our measurement
of sharply varying CC thickness cannot be easily accessed
nondestructively by other methods.

A tomograph is generated for the region of interest to better
visualize the variation of the CC thickness distribution over
the entire chip, as in Fig. 10. The blue surface represents the
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(a) (b)
Fig. 6. GMM clustering result for cluster number (a) two and (b) three. The red area in (b) is estimated area with high defect density.

(a) (b)

(c) (d)
Fig. 7. (a) C-scan where the contrast mechanism is the peak value of the reflected signal and (b)-(d) binary B-scans over lines indicated in the (a) at positions
y = 9.6 mm, x = 9.8 mm, and x = 10.8 mm.

CC/ SiO2 interface while the red surface represents air/CC
interface. The thickness distribution over the area is shown in
projected onto the XY plane. The total gradual CC thickness
variation over the entire sample is ∼ 10 µm. The result sug-
gests that the nonuniformity in the CC thickness distribution
is primarily due to irregularities on the air/CC interface rather
than at the irregular CC/SiO2 interface. The observation of a
thicker CC on metal is consistent with the expectation that the
acrylic CC experiences higher cohesive force on Ag than on
SiO2, and thus wets the metal better than the underlying SiO2.
It is also noteworthy that areas that are clustered differently by
GMM when the cluster number is 3 also exhibit differences in
thickness. Specifically, a decrease in CC thickness is observed

near the edge around (x,y) = (10 mm, 11 mm) which may be
caused by degradation of the CC as seen in Figs. 8 and 6.

V. CONCLUSION

We have for the first time demonstrated that THz TOFT
combined with OMP and GMM can nondestructively provide
CC thickness maps on the sub-mm scale and can identify
regions of the CC with high defect density. We find the
variation in CC thickness over a serpentine Ag film on the
sub-mm scale with thicker CC on the metal than over SiO2.
Thus, THz imaging provides essential information about CCs
that is otherwise difficult or currently impossible to access in
a nondestructive and noncontact fashion.
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(a) (b)
Fig. 8. Photomicrograph of CC with (a) high defect density (bubbles and blisters) and (b) low defect density (surface dust).

(a) (b)
Fig. 9. CC thickness distribution over the three lines in Fig. 6(a): (a) y = 9.6 mm, (b) x =10.8 mm (black), x = 9.8 mm (red). For line x=10.8mm, when y
is greater than 9.6 mm, the CC thickness exhibits a decreasing trend.

Fig. 10. Tomograph of the layers. The red surface is the air/CC interface
while the blue surface is CC/SiO2 interface. The projection on XY plane is
the estimated thickness distribution over the area.
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