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Mitigating air risk of drone operations in low-level airspace with
a 4D trajectory U-space framework

Thomas Dubot* and Antoine Joulia®
ONERA/DTIS, Université de Toulouse, Toulouse, France, F-31055

U-space, the drone traffic management framework in Europe, is deploying advanced services
to ensure safe and efficient air traffic management in low-level airspace. In urban areas, drone
operations must mitigate the risk of mid-air collisions, or air risk, with both manned and
unmanned traffic, whether planned or not. To address these challenges, we have developed
an innovative solution that utilizes virtual 4D protection bubbles around drones. We present
here an extension of this 4D trajectory-based model to incorporate the air risk associated with
unplanned traffic. Protective bubbles are formed, ensuring sufficient separation from planned
traffic, while also serving as a risk indicator throughout the trajectory. To demonstrate the
efficacy of this approach, we present an operational use case based on the delivery of blood
bags over a densely populated area. We also detail the construction of a basic risk model that
combines a set of risk layers using data from geographically risky areas and historical traffic
data. Finally, we explain how a suite of U-space services can leverage this 4D framework to
evaluate and mitigate the air risk incurred by drones flying in low-level airspace.

I. Introduction

THE safe operation of Unmanned Aircraft Systems (UAS), also known as drones, at low-level airspace has driven

significant advancements in technology, operations, and regulations over the past decade. NASA’s UAS Traffic
Management (UTM) initiative [1] paved the way for the development of drone traffic management frameworks, similar
to the Air Traffic Management (ATM) system for conventional aviation. In the US, the Federal Aviation Administration
(FAA) has released its UTM concept of operations [2], while in Europe, the SESAR Joint Undertaking (SJU) has
produced the U-space Blueprint [3], defining the principles of U-space (the European UTM counterpart) and outlining
four levels of implementation of U-space services, or U-levels (U1 to U4). The CORUS project (Concept of Operations
for EuRopean UTM Systems) released the first U-space concept of operations in 2019 [4], which was updated in 2022 [5]
to integrate Urban Air Mobility (UAM) operations. To standardize UTM initiatives globally, the International Civil
Aviation Organization (ICAO) released its third edition of UTM - A Common Framework with Core Principles for
Global Harmonization in 2023 [6].

In parallel, the European Commission released in 2019 an implementing regulation on the rules and procedures for
the operation of unmanned aircraft [7], and in 2021, a regulatory framework for the U-space [8]. These documents both
emphasize the need for 4D trajectory during the operation plan preparation stage, as well as the necessity to define and
formalize geographical zones in order to address risks pertaining to safety, privacy, protection of personal data, security,
or the environment inherent in low-altitude drone operations.

[5] provides a mapping table with the different names and associated U-levels for the large number of U-space
services introduced in both CONOPS and regulation documents. In our previous work [9, 10], we examined the
implementation of 4D protection bubbles as a means of supporting conflict management services (prediction and
resolution), ranging from strategic to tactical phases. We focus in this paper on the ability of a set of U-space services to
integrate such a 4D framework, by extending the concept so that 4D protection bubbles are also constructed based on
the potential air risk induced by unplanned traffic.

In Section II, we provide a brief summary of the U-space services. In Section III, we detail how U-space services can
be facilitated by 4D trajectories and protection bubbles. In Section IV, we describe our operational use case, based on a
blood bag delivery service between two hospitals in the city of Toulouse, France. In Section V, we present a model for
evaluating and mitigating air risk based on a combination of risk layers, and then we analyze how a U-space framework
can be used to detect these risks and propose initial mitigation. Finally, Section VI summarizes the conclusions, the
limits and the perspectives of this study.
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I1. U-space services

According to the International Civil Aviation Organization (ICAO) [6], the Unmanned Aircraft Systems (UAS)
Traffic Management (UTM) system can be considered as a collection of services, among other features, intended to
ensure the safe and efficient operations of drones within authorized airspace volumes. The European version of the UTM
system, named U-space, is also defined in a similar way by the Single European Sky ATM Research Joint Undertaking
(SESAR JU), which describes it as "a set of new services relying on a high level of digitalization and automation of
functions and specific procedures designed to support safe, efficient, and secure access to airspace for large numbers of
drones." [11]

The SJU’s U-space Blueprint [3] defines four U-space levels, ranging from foundation services (U1) such as
identification and registration, to full services (U4) offering the highest levels of automation and integration, as detailed
in Figure 1 (adapted from [12]).
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Fig. 1 SESAR U-space service levels.

The European U-space regulation [8] has identified four initial mandatory services to be deployed at the U1 level,
namely network identification, UAS flight authorization, geo-awareness, and traffic information.

In a similar way, the CORUS consortium’s latest edition [5] (CORUS-XUAM) summarizes these U-space services
for levels U1 to U3, including the four aforementioned mandatory services.

Given our focus on assessing and mitigating the risk of mid-air collisions in shared low-level airspace, we are
considering a vast array of U2 level services, including strategic conflict resolution and tracking services. We are also
looking into an initial implementation of tactical conflict prediction and resolution services that are currently planned
for the U3 level.

I11. A 4D trajectory framework for conflict management services
Conflict management refers to the process of preventing aircraft to operate too close to each other, i.e. with a
separation distance below an agreed separation standard. This process is usually divided into two tasks:
* conflict detection: the identification of two aircraft operating (or about to operate) too closely;
» conflict resolution: the actions to be performed in order to go back to an adequate separation.

The most important aspect of conflict management should take place during the strategic phase, through a coordinated
process based on flight demands. However, this is not always sufficient, as unexpected events such as weather phenomena
may require tactical updates. We have proposed in [9, 10] the use of 4D trajectories and 4D protection bubbles to
facilitate conflict management services. The following paragraphs provide a summary of the usage of this 4D trajectory
framework in both the strategic and tactical phases.



A. Strategic layer

During the strategic phase, UAS operators provide their flight plans to U-Space Service Providers (USSPs). The
UAS operator submits a flight authorization request to the USSP responsible for the U-space airspace. According to
Annex IV of the European Commission’s regulatory framework for U-space [8], this UAS flight authorization request
must include a 4D trajectory. The USSP then augments these trajectory data with additional information gathered from
various sources, such as other U-space services, UAS operators, or external sources. This includes considering factors
like weather predictions or airspace constraints.

Using this information, the USSP could determine a 4D protection bubble for each drone, following the principles
of 4D contracts [13, 14]. A 4D protection bubble is a dynamic set of protection bubbles surrounding each successive
timed position of the drone along its 4D trajectory. As part of this study, we model the protective bubble in the form of a
cylinder. However, considerations based on low speed and the resulting impact of wind have led us to believe that it
would be relevant to define a "ad hoc" shape, particularly with a more elongated rear buffer.

This 4D protection bubble allocation process is used to create a conflict-free traffic through the following steps:

1) Along the trajectory, the protection bubble is checked for overlap with any airspace or traffic constraints provided
by Air Navigation Service Providers (ANSPs) or other UAS protection bubbles previously granted by one
USSP of the U-space airspace. The priority policy is based on a first-come, first-served principle, even if some
exceptions remain possible (for state or emergency drones, for instance).

2) In case of conflict with another flight (i.e. bubbles overlap), a new 4D trajectory is calculated with optimization
algorithms and sent to the UAS operator for agreement and validation.

3) Once a conflict-free 4D trajectory has been agreed upon, the USSP delivers a flight authorization to the UAS
operator, in the form of a 4D contract.

4) The UAS operator commits to operate the drone within its protection bubble (i.e. to respect the contract).

Upon completion of the optimization process, all 4D trajectories, as agreed upon by drone operators, are deconflicted.
As aresult, as long as all aircraft stay within the boundaries of their respective 4D bubbles, there will be no aircraft
operating in dangerously close proximity to one another.
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Fig. 2 Conflict-free trajectories (bottom) generated to minimize bubbles intersections (top)

Fig. 2 illustrates the result of this optimization phase with a zoom on a district of a large French city. The top image
displays the situation before the optimization, where the original flight demands would lead to the intersection of two
pairs of protection bubbles, which is an undesirable outcome. In contrast, the bottom image demonstrates the outcome
of an optimization process employing take-off time-shift, which successfully mitigated the previously detected bubble
overlaps to ensure a safe and conflict-free traffic [9].



B. Tactical layer

As previously indicated, the tactical phase of the flight remains critical in terms of conflict management, as various
types of uncertainties (mission updates, weather variations, airspace access restrictions) may arise after take-off. These
uncertainties are likely to cause deviations between the planned (conflict-free) trajectories and the ones that are actually
flown by the drones. Therefore, it is crucial to manage this air risk by detecting and resolving potential conflicts. To
ensure the highest level of safety, responsibility for managing the air risk is shared among all actors involved in the
drone flight. 4D protection bubbles, combined with other U-space services, are a crucial enabler for conflict detection at
both the onboard and supervision levels.

1. Conflict detection

4D protection bubbles are employed to identify potential conflicts surrounding aircraft:

* At the vehicle level, it is the drone’s responsibility to remain within the boundaries of its assigned 4D protection
bubble during flight. Techniques like geocaging strategies [15] can be employed to achieve this goal. The UAS
operator is responsible for ensuring that the drone stays within its bubble, with the assistance of U-space services
such as monitoring service. If there is a risk of bubble excursion, the UAS operator must promptly notify the
USSP of this potential risk.

* At the supervision level, the USSP monitors the traffic under its jurisdiction to identify trajectories that deviate
from the planned ones. This task is facilitated by a subset of U-space services and information that is directly
provided by UAS operators.

Fig. 3 Intersection of bubbles requiring limited action

When a deviation between planned and actual trajectories is detected, the USSP is in charge of evaluating the
potential conflict risk. If the risk is limited, as illustrated in Fig. 3, the USSP can perform a minor trajectory update for
the deviating drone to ensure that it remains conflict-free for the remainder of the flight. However, if there is a significant
risk of conflict, the USSP shifts to conflict resolution mode.

2. Conflict resolution

Once a risk of conflict between two aircraft is detected, the conflict resolution phase is initiated. In this phase, new
4D trajectories with associated 4D protection bubbles must be generated and communicated to all drones involved in the
conflict, either directly or indirectly. A local cluster-based computation of conflict-free trajectories is performed to
ensure the safety of the drones, taking into consideration various factors such as drone positions, aircraft performance
limitations, and weather updates. As detailed in [16], this computation prioritizes actions on the faulty drone and
attempts to minimize the impact on the rest of the traffic, as well as any potential domino effect. Once the updated
trajectories are generated, they are communicated to the drone operators, and a new monitoring phase begins to ensure
the safety of the drones.



IV. Operational use case
The aim of the following use case is to implement a drone system that can transport blood bags between two hospitals
situated in the city of Toulouse, France. Since the two hospitals are in the immediate periphery of the city center, direct
trajectories would require flying over a dense urban area, as depicted in Fig. 4.
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Fig. 4 Delivery of blood bags in dense urban area

The proposed system involves a fleet of several drones that can operate concurrently with low traffic density. To
minimize the need for segregating airspace for specific drones, we require the deployment of a drone traffic management
system. We aim to describe this system’s U-space implementation by detailing the required U-space services and
associated airspace. At minimum, we assume the availability of a surveillance service that can monitor all traffic at low
altitudes.

This operational use case is feasible in the short-term, however, it requires the deployment of several U-space
services of U-space level 2. In addition, there may be an early implementation of some services of U-space level 3, such
as tactical conflict resolution, to ensure the safe and efficient operation of the system.

We assume that the 4D framework described in Section III will be used by many U-space services of the traffic
management system. Each drone flight is hence defined by a 4D trajectory with associated 4D protection bubbles. In our
low-altitude scenario primarily involving drones and helicopters, we have determined that implementing a single layer is
more appropriate. This is due to the need for drones to avoid flying below helicopters. As such, a singular altitude layer
is utilized, and protective bubbles can be envisioned as cylinders originating from the ground and extending to the
upper boundary of the low-altitude layer, augmented with a slight security margin. Even though we only work with 3
dimensions (latitude, longitude, and time), we will continue to use the terms 4D trajectory and 4D protection bubbles to
avoid any confusion about the absence of time information. In the next section, we will detail how the variation of the
protection bubbles’ radius could help to mitigate the risk of collision.

As part of the risk assessment for encounters with other low-level traffic, one of the primary concerns is the
possibility of encountering emergency helicopters. This is particularly relevant for our use case, as the main heliport for
the city is located in one of the two hospitals and may be used for operations similar to those of our drone fleet. In the
event of such an encounter, we will apply the right-of-way rule established in the CORUS CONOPS [5], which requires
drone flights to give way to crewed flights.

Two scenarios have been considered for this use case:

1) Operation in nominal conditions: This scenario illustrates the expected proceedings of the use case. It involves the
cohabitation of new drone operations with other traffic, strategic planning of safe operations with 4D trajectories,
dynamic management of encounter risk, and a return to normal operations process.

2) Operation in abnormal conditions: In this scenario, one of the aircraft operating within the U-space area of
responsibility exhibits abnormal behavior due to safety reasons (e.g., a malfunction of an aircraft component) or
security reasons (e.g., aircraft spoofing).



V. Assessing and mitigating air risk

A. Building a risk proximity layer from UAS geographical zones

The size of the protection bubble should be adaptable, depending on the local traffic density. In areas where drone
positioning accuracy is crucial due to high traffic density, the bubble size is minimized to reduce the risk of collision.
On the other hand, in low-density areas where the risk of encounter is low, enlarging the bubble provides more flexibility
to the drone operator in managing the flight.

However, this process only applies to aircraft that file a 4D trajectory before the flight, such as other drones from
the same fleet or another fleet of drones. Meanwhile, other traffic, including emergency helicopters, shares the same
low altitude airspace. Such airspace users are not integrated into the 4D bubbles optimization process, and thus, this
"unplanned traffic" has to be treated specifically. However, it is necessary to take them into consideration when defining
the 4D protection bubbles to fully benefit from the underlying services. To model the air risk associated with the
unplanned traffic, we suggest using the same 4D protection bubbles. We computed the radius of the protection bubbles
based on the probability of encountering unplanned aircraft: the higher the probability, the smaller the bubble radius.

When planning a mission, it is important to consider the geographical area in which it will take place. In accordance
with regulatory documents [7, 8], a geo-awareness function must be implemented to comply with the following
requirements: Firstly, UAS geographical zones must be defined as portions of airspace that facilitate, restrict, or exclude
UAS operations to address risks related to safety, privacy, protection of personal data, security, or the environment.
Secondly, drone operators must be provided with up-to-date information on airspace constraints. Finally, potential
breaches of airspace limitations must be detected, and pilots must be alerted to take immediate action.

In compliance with Article 15 of [7], which deals with the provision of UAS geographical zones, the Aeronautical
Information Service (SIA) in France provides this information, along with a user guide [17] that elucidates the nature
and reasoning behind the designated zones. The zone descriptions are characterized by the "reason" field, which may be
labeled "air traffic” in cases where restrictions are associated with the risk of mid-air collisions with typical zone traffic.
However, other areas (tagged as "other", for example) also deserve to be considered in our context. We assign manually
a weighting factor to each type of identified zone. Subsequently, we create a risk matrix by converting the map of the
area into a matrix where each cell is assigned a value, from 0 (no risk) to 1 (very high risk), based on the risk factor of
the surrounding zones, taking into account a decreasing function of the distance to the barycenter of each zone.

< 1
sp(x,y) = Z wi - m (1

i=1

where 7 is the number of zones, w; is the weight of zone i, and d;(x, y) is the distance from zone i to the barycenter.
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Fig. 5 Using UAS geographical zones (left) to build proximity risk layer (right)



The outcome of our analysis is a proximity risk layer that is represented by pixels, as depicted in Fig. 5. The red
dots visible in the image, for instance the one located above Toulouse-Blagnac International Airport (northwest of the
picture), indicate a high likelihood of encountering air traffic based on the declared UAS geographical zones.

B. Building traffic density layers from ADS-B data

An alternative approach to modeling the air risk linked to a specific geographical zone involves utilizing historical
flight data. For this purpose, we employed Automatic Dependent Surveillance-Broadcast (ADS-B) data that was
collected and provided by the OpenSky Network [18]. Specifically, we analyzed all recorded trajectories by ADS-B
receivers in low-level airspace above the Toulouse area during the year 2022. To facilitate analysis, we categorized the
trajectories based on traffic type, such as commercial, general, or military aviation, as well as helicopters.

Next, we combined this data to construct two-dimensional (2D) heatmaps for the specific zone considered in our use
case. Each heatmap depicts the density of a particular traffic type across the cells of the geographic matrix. Similar to
the proximity layer described in the preceding paragraph, these density layers can be utilized by drone operators in the
strategic phase, especially when designing the initial trajectory routes. Drone operators can use these density layers to
replicate some of the relevant trajectory patterns while avoiding zones that are likely to be congested.

Map tiles by Stamen Design, CC BY 3.0 - Map data (C)
OpenStreetMap contributors

Fig. 6 Drone operator path and corridor (left) versus emergency helicopter traffic density layer (right)

On Fig. 6, the left image depicts the drone initial path (north to south), designed by the drone operator to comply
with requirements of the operational use case. On the right, this drone initial path is superimposed on the density layer
of emergency helicopter traffic. It can be observed that both drone and helicopters aim at performing the most part
of the flight above the river. However, whereas helicopters seem to follow a departing procedure, the drone aims at
reaching the river with a direct path. The first leg of the drone flight follows a high density corridor, but as soon as an
alternative becomes available (a secondary arm of the river, which is almost not used by helicopter traffic), the drone
operator opts for a lesser-risk path.

C. Building trajectory protection bubbles from layers

Once the drone operator’s initial trajectory is received, a 4D trajectory can be generated, incorporating protection
bubbles whose size varies along the route. While the bubble size can be adapted to ensure separation from other
aircraft’s 4D trajectories, it can also serve to model and visualize the air risk based on the previously defined layers,
namely the risk proximity layer and traffic density layers. When the combination of these layers indicates a high risk
of encounter, the radius of the protection bubbles is reduced to mitigate the risk. This approach enhances situational
awareness by providing the drone operator with a real-time visual representation of the airspace risk level along the
intended path.



After normalizing the risk scores of all relevant layers and assigning weighting factors to each layer based on their
relative importance, we utilized a weighted sum to calculate the radius of the protection bubble at regular intervals.
Note that these weighting factors are unrelated to those used to construct the proximity risk layer.

V(x,y) =rmax_(rmax_rmin)zwisri(x’Y) 2)

i=1

where n is the number of layers, w; is the weight of layer i, and s,, (x, y) is the risk score of layer i.
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Fig.7 Variation in bubble size depending on weights of risk layers: priority to UAS geographical zones (left),
priority to helicopter traffic (right)

Fig. 7 demonstrates the impact of weighting factors assigned to each layer on the final result. The left image shows
the bubbles when the risk proximity layer is given the highest priority. The right image shows the bubbles when the
emergency helicopter traffic density layer is given the highest priority. The obtained results differ significantly.

Protection bubbles can clearly become a key enabler for air risk mitigation, both at strategic and tactical levels.
During the strategic phase, the size of the bubbles provides the drone operator with a clear visual indication of the
portion of the flight plan that deserve the most attention. This may prompt the drone operator to modify the initial route
or focus on risk mitigation strategies in specific areas, such as identifying emergency landing zones. In the tactical
phase, the bubbles serve as a clear indicator of areas with a high risk of unplanned traffic encounters. Additionally, they
provide an efficient means to define a new safe trajectory in case an update becomes necessary.

D. Integrating air risk in U-space framework

From a U-space perspective, the current CORUS CONOPS [5] identifies several services that are necessary for the
management of drone traffic. As previously analyzed in our earlier articles [9, 10], 4D trajectories are at the core of
some of these services. They serve as a means of communication between UAS operators and drone traffic managers for
effective sharing of airspace. In fact, we believe that the 4D trajectory concept, including all the enhancements presented
in this paper, has the potential to become an implementation for several U-space services as presented in the table below.



Service Description

Conflict prediction and resolution | 4D protection bubbles could be a key element for conflict prediction,
especially during the strategic phase, where they ensure that the drone
remains separated from other aircraft as long as it stays within its bubble.
In the tactical phase, they can also facilitate conflict prediction by quickly
computing updated bubble intersections.

Operation plan preparation The calculation and display of protection bubble sizes based on the
associated local air risk (including undeclared traffic) can significantly
help the drone operator in developing an effective and secure flight path.

Geo-awareness This service aims to provide drone operators with information regard-
ing predefined UAS geographical zones. We propose to enhance this
information by presenting associated risk layers based on the reasons for
creating these zones. Providing density layers by traffic type is also a
pertinent approach to provide maximal information to drone operators.
In the tactical phase, generating 4D bubbles whose sizes vary depending
on potential air risk can benefit this service, particularly in the context of
the dynamic geofencing concept. By integrating both separation from
planned traffic and the risk of encountering undeclared potential traffic,
these bubbles can be a natural implementation of dynamic geofences.

Monitoring and emergency man- | As a complement to the geo-awareness service, 4D protection bubbles
agement can be utilized to detect potential breaches of airspace limitations. This
feature allows for early detection and mitigation of potential air incidents,
providing an added layer of safety for drone operations.

Risk analysis assistance The collection of risk layers and their utilization in the formation of 4D
protection bubbles can serve as a fundamental set of tools for this service.
One of the main goals of this service could be to manage abnormal
situations that are considered in the operational use case (nofe: this aspect
is not covered in this paper).

VI. Conclusions, limits and perspectives

In order to manage a complex traffic of drones in an urban environment, we developed a concept of operations based
on 4D protection bubbles to manage potential conflicts between drones. From initial 4D trajectories submitted in flight
authorization requests, conflict-free bubbles are calculated to keep each drone separated from any other planned traffic.
The size of these protection bubbles can be dynamically adjusted based on the presence of other planned operations in
the vicinity of the drone.

We present an extension of the 4D protection bubble concept to address air risk, specifically the possibility of
collision with other aircraft not considered in the initial 4D optimization. To evaluate and mitigate this risk, we
utilize data from relevant UAS geographical zones and historical low-altitude traffic data to assess the probability of
encountering different types of traffic. We introduce a basic model that compiles this data in the form of risk layers,
which are used to calculate the size of the protection bubbles along the trajectory. The bubble size is determined by
balancing the risk scores provided by the different layers, as illustrated by the example presented in Appendix.

In the near future, we aim to reconsider the operation concept by studying how certain "unplanned traffic" can be
partially integrated into optimization through agreement protocols. Additionally, updating 4D trajectories could be
facilitated by the introduction of personal parking zones, defined as an element of the drone’s 4D trajectory.

The developed 4D framework has the potential to facilitate the integration of numerous level 2 U-space services. In
particular, this framework provides a means to improve the functionality of the geo-awareness service and serves as a
foundational component for the upcoming risk analysis assistance service.

The air risk model presented here is limited and would benefit from a set of improvements, both in terms of proximity
risk and traffic density layers. Moreover, combining the air risk with ground risk [19] is necessary. Therefore, our future
model should integrate several additional layers, including population density as described in [20]. Our next objective
will be to determine whether this model can provide quantitative risk assessment as a supplement to the qualitative risk
assessment defined in the Specific Operation Risk Assessment (SORA) methodology [21].
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Fig. 8 Example of 4D protection bubbles after a risk layers trade-off
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