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A B S T R A C T   

Preventing cheating without invading test-takers’ privacy in high-stakes online summative as-
sessments poses a challenge, especially when the assessment is remote and unproctored. We 
conducted a between-subjects experiment (N = 997) in a realistic online test simulation to 
investigate the effects of three privacy-non-invasive anti-cheating interventions (honor code 
reminder, warning message, and monitoring message) on cheating prevention from a user- 
centered perspective. The quantitative results indicated that, compared to a control condition, 
displaying a honor code reminder during an online test worked best in lowering the odds of 
cheating. None of the interventions affected user experience and test-taking self-efficacy signifi-
cantly. Further open-ended questions revealed that interventions can cause distraction which in 
turn could potentially evoke negative emotions. The decision to cheat was influenced by the 
extent to which interventions conveyed that cheating is wrong and also by test-takers’ perception 
of getting caught if they cheated. We derived recommendations for a fair and cheating-preventive 
unproctored online assessment for researchers and practitioners.   

1. Introduction 

Ensuring the integrity, validity, and fairness of online summative assessments is a priority not only for schools and universities 
(Kam et al., 2018; Ranger et al., 2020), but also for other high-stakes scenarios such as admission to higher education (Yucas, 2015), 
promotional exams in organizations (Mitchell et al., 2018), and teacher recruitment processes (Fontaine et al., 2020). With the advent 
of remote learning and teaching, cheating frauds (Yucas, 2015) have raised concerns about the credibility of online assessment3 

processes. Among the stakeholders of an online assessment, there is a discussion about the trade-off between the effectiveness of 
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cheating prevention techniques and the perception of privacy violations among test-takers (Balash et al., 2021). Prevention techniques 
can be privacy-invasive and privacy-non-invasive. Privacy-invasive techniques collect test-takers’ personal information by controlling 
their devices (Baume, 2019), whereas privacy-non-invasive techniques neither collect such information nor control devices (Pleasants 
et al., 2022). Privacy-invasive techniques, such as remote proctoring technology, have recently received considerable attention. 
Remote proctoring uses either live human invigilators or automated monitoring techniques such as eye-tracking, screen-recording, 
real-time biometric verification, etc. (Baume, 2019; Li et al., 2021). As these practices require taking control of the webcam, micro-
phone, or screen, they may compromise test-takers’ privacy (Balash et al., 2021; Baume, 2019), possibly increasing test anxiety (Conijn 
et al., 2022; Karim et al., 2014; Wuthisatian, 2020) and inhibiting test performance (Chin et al., 2017; Zeidner, 1998). Overall, from a 
user-centered perspective, privacy-invasive remote proctoring affects the test-taking experience (Balash et al., 2021; Karim et al., 
2014) and therefore, may not be the most preferred cheating prevention solution. For the purpose of our study, we use the term 
user-centered perspective to encapsulate user experience and test-taking self-efficacy (details in sections 2.3.1 and 2.3.2). On the other 
hand, research (Corrigan-Gibbs et al., 2015; Humbert et al., 2022; Pleasants et al., 2022) has studied the impacts of interventions on 
cheating prevention in unproctored online assessments, which do not control the test-taking devices, and hence, do not invade 
test-takers’ privacy. They are honor codes, warnings about punishment, and warnings about both surveillance and punishment. However, 
there are four main shortcomings in these studies.  

(1) Selection of interventions - The previous studies compared different combinations of the above-mentioned privacy-non- 
invasive interventions. Two other potential interventions that have not been studied empirically much yet are a honor code 
reminder which was studied only by Bing et al. (2012), and a warning about only surveillance (i.e. monitoring) which has not 
yet been studied empirically to our knowledge.  

(2) Testing conditions - Testing conditions across the studies lack consistency in terms of the timing of display and visual design of 
such interventions. For example, interventions were displayed either before a test (Bing et al., 2012; Corrigan-Gibbs et al., 2015) 
or both before and during a test (Pleasants et al., 2022). No studies compared interventions presented solely during a test, even 
though this condition could simulate the perceived fear of getting caught while cheating (Freiburger et al., 2017), similar to a 
proctored test. Also, the interventions did not have similar visual designs where only certain aspects were varied systematically.  

(3) User-centered perspective - Anti-cheating interventions during high-stakes assessments must be designed carefully to avoid any 
negative impact on test-takers’ performances and overall experience. The impact of privacy-non-invasive interventions has been 
mostly unexplored from this user experience (UX) perspective. Besides UX, test-taking self-efficacy, which is a reliable proxy for 
test performance (Zimmerman, 1995), is also worth investigating to predict test-takers’ perceived confidence in performing 
well in similar test designs in the future.  

(4) Sampling - To date, studies have focused on student populations from similar learning groups and educational disciplines. 
Although students generally are the primary target group for assessment programs, studying a population with higher de-
mographic heterogeneity, including the students, could be a significant contribution to the literature. Non-student populations 
are also important for other assessment programs such as in life-long learning, recruitment processes or promotional exams in 
organizations. 

In this study, we address these gaps and take a user-centered perspective to investigate the effectiveness of three different privacy- 
non-invasive anti-cheating interventions (a honor code reminder, a warning mentioning the possibility of punishment, and a message 
about monitoring test-takers’ activities) on the cheating behavior, UX and test-taking self-efficacy. All interventions in our study have 
similar visual designs that are systematically varied and are presented during an unproctored online test. We performed an experiment 
capturing both quantitative (UX, emotional experience, and test-taking self-efficacy) and qualitative (through sentence completion 
method) insights to investigate the impact of the interventions. 

1.1. Contribution  

• We contribute empirical insights into cheating prevention from a user-centered perspective in a simulation of a high-stakes 
unproctored online assessment by investigating its impacts on a population with demographic heterogeneity in terms of age, 
gender, educational background, and past experiences with online assessments.  

• We propose actionable guidelines for a cheating-preventive test design for researchers and practitioners. 

2. Related work 

2.1. Factors influencing cheating behavior 

When it comes to high-stakes summative assessments like end-of-year university exams (Kam et al., 2018), admission tests (Yucas, 
2015), promotional exams (Mitchell et al., 2018), or recruitment processes (Fontaine et al., 2020), cheating becomes a significant 
concern due to the importance of these evaluations (Manoharan, 2019). Research on academic dishonesty, including cheating in 
high-stakes tests, often explores the reasons why students or test-takers do cheat and why they do not. Much of the research (Brimble, 
2016; Ghanem & Mozahem, 2019; McCabe et al., 2001) that considered the question as to why students cheat have identified a range of 
individual factors (such as gender, grades, self-esteem etc.) and situational factors (such as peer pressure, ethical awareness, 
administrative deterrence etc.) that can significantly influence a student’s decision to engage in exam cheating. Amigud and Lancaster 
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(2019) found that academic aptitude or skills, perseverance, and self-discipline can also play a role in students’ cheating decisions. On 
the other hand, when it comes to reasons not to cheat, Miller et al. (2011) underscored the importance of moral reasoning as a sig-
nificant factor. The study highlighted the significance of internalizing integrity standards as an integral part of one’s moral character. 
In line with this, Bandura (1990) proposed that a cheating situation must activate moral reasoning in order for it to hold moral 
relevance and serve as the foundation for making ethical decisions. However, fear of punishment as another deterrent to cheating may 
have a stronger impact than a moral appeal (Miller et al., 2011; Nagin & Pogarsky, 2003), as the moral appeal merely conveys the 
presence of personal monitoring but not external monitoring, suggesting a lack of external deterrent to cheating. It is also important to 
note that the likelihood of being caught has been found to deter students from cheating more effectively than merely stating the 
severity of punishment (Freiburger et al., 2017; Nagin & Pogarsky, 2003). 

2.2. Cheating prevention practices in unproctored online assessments 

Research has shown different approaches to address cheating in online assessments, both in proctored (Hu et al., 2018; Moten Jr 
et al., 2013) and unproctored (Bing et al., 2012; Corrigan-Gibbs et al., 2015) setups. Of late, the rising evidence of cheating in 
unproctored online tests has led many test-organizing institutions to turn towards remote proctoring (Conijn et al., 2022). However, 
this technology comes with substantial drawbacks regarding test-takers’ privacy and their test experience. First, there are concerns 
about test-takers’ privacy as proctoring companies may force them to share personal information to complete the test (Cohney et al., 
2021). Second, students reported an increase in test anxiety when being proctored (Balash et al., 2021; Hylton et al., 2016), a phe-
nomenon that can affect their performance (Chin et al., 2017; Zeidner, 1998). 

Traditionally, there has been a great reliance on unproctored test administration due to increased flexibility and cost-effectiveness 
(Rios & Liu, 2017). A robust anti-cheating approach in unproctored tests largely involves considering test-takers’ awareness of 
cheating, instructor vigilance, and institutional policies. Notably, high-stakes exams often employ instructional strategies like strict 
time constraints (Schultz et al., 2008), test questions randomization (Chen et al., 2018), no backtracking to previous questions 
(Ladyshewsky, 2015), and inclusion of critical-thinking tasks (Harper, 2006) to impede external help. Despite such measures, some 
cheaters persist in seeking outside help, prompting Dawson and Sutherland-Smith (2019) to observe that professional training in 
contract cheating (i.e. when test-takers outsource the assessed work) can improve instructors’ ability to recognize illegitimate test 
responses. However, establishing instances of cheating remains complex without substantial proof, frequently dissuading instructors 
from reporting to the relevant authorities (Harper et al., 2019). Therefore, the shared responsibility for preventing cheating em-
phasizes the vital role of policy-level endeavors in nurturing an anti-cheating culture, underscored by stringent regulations and a 
commitment to academic integrity. Some countries have even criminalized contract cheating to prevent unauthorized external 
assistance (Thacker et al., 2022). Beyond these measures, other anti-cheating methods in unproctored settings address test-taker 
awareness by conveying anti-cheating information before or during tests, as briefly discussed below. 

One of the most prevalent anti-cheating interventions in unproctored tests is the display of honor codes which shifts the re-
sponsibility of promoting and upholding academic integrity from the teacher to the students by instilling a sense of moral engagement 
(McCabe & Trevino, 1993). Studies (McCabe et al., 2001) showed that adopting a honor code policy in an academic institution has the 
potential to increase students’ understanding of what cheating constitutes. Moreover, actual decreases in cheating behaviors when 
using honor codes have been observed (McCabe, 1993; Schwartz et al., 2013). However, Shu and Gino (2012) found that a honor code 
alone may not suffice; the institution’s culture has to emphasize and nurture integrity. This includes reminding test-takers of their 
honor code to restore the moral rules that a test-taker might forget following dishonest behavior. 

Warnings about specific penalties against cheating constitute another unproctored intervention. Corrigan-Gibbs et al. (2015) found 
that warnings against cheating are more effective than displaying a honor code. Recently, in Pleasants et al. (2022)’s study, a warning 
about penalties coupled with a message regarding surveillance lowered the cheating rate significantly more than displaying only a 
honor code. Moreover, Bing et al. (2012) found that cheating could be cut down to half if test-takers are shown a honor code reminder 
along with a warning about consequences, compared to displaying each separately. 

Due to methodological shortcomings, the effectiveness of these interventions has not yet been conclusively demonstrated. First, 
studies (Bing et al., 2012; Corrigan-Gibbs et al., 2015; Pleasants et al., 2022) comparing combinations of privacy-non-invasive 
anti-cheating interventions are inconsistent in their timing of display. For example, Corrigan-Gibbs et al. (2015) and Bing et al. 
(2012) presented the interventions before a test, whereas Pleasants et al. (2022) compared a honor code presented before a test and a 
warning presented during a test. To simulate the perception of getting caught while cheating (Freiburger et al., 2017), as can occur in a 
proctored test, it is worth investigating the impact of the interventions presented only during a test. In addition, the interventions used 
in these studies did not have similar visual designs (e.g., variable message size, message content, etc.) that were systematically 
controlled. Hence a causal relationship between interventions and cheating behavior cannot be claimed. To overcome these meth-
odological shortcomings, our study investigated privacy-non-invasive interventions presented only during a test, and with a sys-
tematically controlled similar visual design, discussed in section 4.1.2. 

2.3. User-centered parameters in online assessments 

2.3.1. User experience 
In recent years, the impact of technology on end-users has been increasingly discussed from a user experience (UX) perspective, 

because it encompasses all aspects of the interaction with a digital product. According to Hassenzahl (2001), when users interact with a 
product, they build a subjective impression of the pragmatic and hedonic qualities of the product, which are called pragmatic and 
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hedonic dimensions of UX, respectively. The pragmatic dimension refers to the instrumental aspects of interaction that cover usability 
components such as ease of use or efficiency. The hedonic dimension refers to the emotive, subjective, and temporal aspects of 
interaction (Hassenzahl & Tractinsky, 2006). 

In the context of cheating prevention in an online assessment, the overall test-taking experience could be impacted by how the 
testing process is designed. For example, Baume (2019) reported concerns that remote proctoring, which may invade test-takers’ 
privacy, could have an adverse impact on their test-taking experience. However, Butler-Henderson and Crawford (2020) noted that 
test-takers generally viewed online assessments positively, mainly because of the flexibility in test-taking and improved perception of 
test integrity offered by remote proctoring (Milone et al., 2017). Unlike the proctored test setting, studying the impacts of 
privacy-non-invasive interventions on test-taking experience in an unproctored test setup has mostly been unexplored. Hence, UX is 
important to measure in an unproctored test setup because it is a significant factor that predicts product acceptance (Mlekus et al., 
2020); in our study, this is the cheating-preventive test design. 

2.3.1.1. Emotional experience. Measuring usability (i.e., the pragmatic dimension of UX) is a popular practice in HCI research to assess 
product quality. However, prior work (Buck & Davis, 2010; Buck & Ferrer, 2012) has found that considering emotion, a hedonic 
dimension of UX, is also necessary for effectively influencing computer-based activities. The term ‘emotional experience’ is often used 
to signify the emotional outcomes of UX, which can be classified into positive or negative emotions. Remotely proctored exams, for 
instance, might increase stress (Balash et al., 2021; Karim et al., 2014) and anxiety (Hylton et al., 2016; Lilley et al., 2016; Wuthisatian, 
2020) due to privacy concerns and discomfort from perceived technical problems (Sefcik et al., 2022). In the field of UX, understanding 
both positive and negative emotional states may prove essential to improve user interaction with products. 

2.3.2. Test-taking self-efficacy 
Besides user experience, a test design should facilitate test-takers in achieving their expected test performances by removing ob-

stacles during their interaction. In an academic context, students’ performances (Bandura, 1993; Honicke & Broadbent, 2016; Zim-
merman, 1995) are enhanced by the belief about their own capabilities, which is termed ‘self-efficacy’. Self-efficacy is a motivational 
construct with origins in Bandura et al. (1999)’s social-cognitive theory. It was defined as the belief that one can successfully execute 
the behaviors needed to produce the desired outcome. This belief influences the effort people are willing to expend and how well they 
cope with challenges. Hence, every intervention should be free of hindrance to that belief. Importantly, the outcomes from Bandura 
(1993); Credé and Phillips (2011); Honicke and Broadbent (2016); Zimmerman (1995) were based on the assumption that self-efficacy 
beliefs necessarily reflect a greater level of domain specificity; in these studies, the academia. 

The use of a generic form of self-efficacy in a specific domain or task is a matter of debate. Self-efficacy beliefs, according to Bandura 
(1986) and Bandura et al. (1999), vary based on the magnitude of task difficulty, the certainty of perceived success, and the extent to 
which both can be generalized across situations. Most researchers have conceptualized self-efficacy as a task-specific or state-like 
construct (i.e., specific self-efficacy or SSE) by considering task difficulty and success. However, there is growing interest in general 
self-efficacy (GSE), which refers to a trait-like dimension of self-efficacy. Eden (1988) argued that GSE has a positive impact on SSE 
across tasks and situations. However, other studies (Eden & Zuk, 1995; Stanley & Murphy, 1997) found that GSE failed to predict SSE. 
It is because the predictability of GSE and SSE depends on the scope of the performance domain (Eden, 1996). Modifications of 
self-efficacy indices have been developed to apply GSE to other contexts. For example, Park and Avery (2019) modified GSE indices 
created by Chen et al. (2001) and Schwarzer and Jerusalem (1995) and adopted them to measure behavioral aspects in the crisis 
management domain, while Lown (2011) created a domain-specific self-efficacy scale to measure the individual ability to deal with 
financial management based on Schwarzer and Jerusalem (1995, 2010)’s GSE indices. 

In the literature, few studies measured test-taking self-efficacy during interventions. Some assessed test-taking self-efficacy by 
measuring the impact of online synchronous group interventions (Coohey & Cummings, 2019) and perceived fairness of tests (Truxillo 
et al., 2001). Research (Bandura, 1993; Zimmerman, 1995) has found that self-efficacy in academics is reliable for predicting test 
performance. In recent times, Pleasants et al. (2022) and Daffin and Jones (2018) observed that remote proctoring interventions might 
affect test performance, possibly as a result of increased test anxiety (Chin et al., 2017). To the best of our knowledge, there has been no 
previous research exploring the relationship between anti-cheating interventions and an individual’s test-taking self-efficacy. 
Therefore, we investigate their impact on test-takers’ self-efficacy in an unproctored online assessment, as this is a vital step in un-
derstanding their confidence in taking future tests. 

3. Research objectives 

Conducting a fair and cheating-preventive unproctored online assessment is challenging due to limited control over the test 
environment. An anti-cheating intervention during a high-stakes online assessment may affect the overall test-taking experience. 
Hence, the objective of this study is to assess the effects of three interventions on cheating prevention and to investigate any unin-
tended negative consequences for test-takers experiences, as well as their self-efficacy related to taking the test. The research questions 
addressed are.  

• RQ1a: What is the effect of displaying privacy-non-invasive interventions (a honor code reminder, a warning message, and a 
monitoring message) on cheating behavior in an unproctored online assessment?  

• RQ1b: How do test-takers perceive the potential impact of interventions on their intention to cheat? 
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• RQ2a: What is the effect of displaying these interventions on user experience (UX) including emotional experience?  
• RQ2b: What do test-takers perceive as the potential concerns by the interventions on their overall experience during test-taking?  
• RQ3: What is the effect of displaying these anti-cheating interventions on test-taking self-efficacy? 

4. Methodology 

4.1. Research design 

This study used a between-subjects experimental design to explore the relationship between four conditions (control and three 
privacy-non-invasive anti-cheating interventions) and six dependent variables (cheating behavior, pragmatic and hedonic UX, positive 
and negative emotional experience, and test-taking self-efficacy). Participants were assigned two subsequent tasks - (1) taking a 
standardized test in an online test portal, and (2) filling out online questionnaires (Fig. 1). The entire study took approximately 15 min 
per participant. Participants gave informed consent and agreed not to look up any help on the internet. In the end, they were 
compensated with £2. To encourage participants to try and provide the correct answers, we offered an additional performance 
incentive of £15 for solving all questions correctly. The entire design and all measurements were thoroughly pre-tested and refined 
during the pilot tests described in Appendix C. 

4.1.1. Design of online test 
We designed an online test interface (Fig. 2). It consisted of five unique quantitative aptitude challenges to be solved within 10 min. 

Questions requiring critical thinking were selected which was motivated from Harper (2006)’s study to reduce cheating. The questions 
were adapted to the standards of highly reputed online admission tests supervised by the Educational Testing Service (www.ets.org). 
Some of the recommended ways of reducing cheating were incorporated into the design, such as putting strict time limits (Schultz 
et al., 2008) and blocking backtracking to previous questions (Ladyshewsky, 2015). We provide the full test questions in Table B.1 in 
Appendix. Participants were assisted with a warning upon spending much time on a single question and were also motivated by 
displaying a performance-based incentive in the test interface. They also could quit the test at any point. 

4.1.2. Conditions in online test 
Participants were randomly assigned to one of the four groups: honor code reminder group (honor code was reminded), warning group 

(a warning message with probable punitive measures was displayed), monitoring group (a live monitoring message was displayed) and 
control group (no intervention was presented). 

The displayed interventions varied experimentally in two dimensions: directive and precept (Fig. 3). The directive statement varied 
over the three treatment conditions syntactically and was kept relatively standardized semantically by asking participants not to look 
for any help on the internet. This was intended to minimize the subjective interpretation of cheating by the participants (Barnhardt, 
2016). Precept, on the other hand, conveyed the type of interventions. Other design aspects (e.g., size, icon, color etc.) were held 
constant. The text of the intervention was kept short to facilitate test-takers comprehending it quickly. 

The treatment groups saw the respective interventions only between question 2 and 5 (Fig. 1). The first question was presented 
without an intervention in order to motivate them towards problem-solving by avoiding possible negative affective reactions at the 

Fig. 1. Overall design of the experiment - (1) participants committed not to look for answers on the internet in an online consent form prior to the 
study, (2) whoever gave their consent took an online test of five quantitative aptitude questions, (3) anti-cheating interventions are displayed in the 
test interface according to the group assigned randomly, (4) Finally, they filled out questionnaire on UX, open-ended questions regarding their 
subjective opinions about the interventions, questionnaire on emotional experience followed by test-taking self-efficacy questionnaire. 
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beginning. From the second question, the interventions for the treatment groups appeared 10 s after the question to capture the 
attention of test-takers in line with the findings by Theeuwes et al. (1998). 

4.1.3. Design of online questionnaire 
After completing the test, participants were instructed to complete an online questionnaire, which is described in detail in section 

4.2. In the questionnaire, a standardized user experience scale was provided for the participants to complete, with the help of a 
screenshot of the test system (similar to Fig. 2) to aid in recalling their overall experience. Participants who underwent the intervention 
were also asked to provide their subjective opinions about the interventions through a separate set of open-ended questions. Addi-
tionally, they were required to fill out a standardized scale to measure their emotions followed by a self-efficacy scale specifically 
designed for the test-taking context. Note that the inclusion of open-ended questions was specifically intended to gather information 
and infer the perceived causality regarding the impact of interventions on cheating behavior, user experience, and emotions, in 
particular. Participants assigned to the treatment groups were obligated to respond to the open-ended questions as illustrated in Fig. 1. 

4.1.4. Design of ‘trap’ websites 
Measuring test cheating accurately is challenging due to accuracy in detection and potential false accusations. Previous studies used 

different methods to detect cheating, such as analyzing text similarity (Humbert et al., 2022), detecting unusual incorrect answers 
(Schultz et al., 2022), analyzing action logs (Pleasants et al., 2022) or tracking cookies of the test-taking devices (Corrigan-Gibbs et al., 
2015). However, these studies involved a certain level of subjective interpretation by researchers due to the detection methods used, 
which led to errors, namely false positives and false negatives. To minimize errors and increase transparency, experiments should 
record evidence when test-takers cheat. 

Our study used an experimental design similar to Corrigan-Gibbs et al. (2015), who measured cheating rates by posting test 
questions on a public website without answers and providing cheaters with web buttons to click for answers. However, they couldn’t 
detect cheaters who used a second device to search for answers. To address this problem and generally improve cheating measurement 
certainty, we provided answers through web buttons on three public ‘trap’ websites indexed by search engines. We distributed all test 

Fig. 2. Snapshot of different components of the test interface.  

Fig. 3. Three different privacy-non-invasive anti-cheating interventions: reminding honor code (left), warning message (middle), and monitoring 
message (right). 
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questions on these websites to reduce suspicion among test-takers. The answers were generated uniquely per visitor and had a range of 
realistic values (Table B.1 in Appendix). Section 4.2.1 outlines the procedure for detecting cheating through the utilization of trap 
websites, which we discuss in detail. 

4.2. Measurements 

4.2.1. Measuring cheating behavior 
During the test, participants’ responses were recorded in the database along with pseudonymized IP addresses, question numbers, 

device types, browser types and local system times. If a participant retrieved answers from a ‘trap’ website, the corresponding entries 
were also recorded (Fig. 4), allowing reliable identification of cheating behavior even if test-takers switched to another device to search 
for answers. The flowchart in Fig. 5 explains the procedure. The procedure involved checking for answer similarity between the 
website-generated ones and test-takers’ entries in the test interface, similarity in pseudonymized IP addresses (device accessing test 
and device accessing ‘trap’ websites) and local system times4 matching, followed by a manual validation. For question 5, having a 
smaller range of website-generated answers, we separated each iteration of generated values by the ‘trap’ websites and matched it with 
the entered answers that were recorded within the corresponding timeframe. The decision about cheating then followed the procedure 
stated in Fig. 5. Cheating behavior was measured by determining if a participant cheated at least once between question 2 and 5. A later 
section (5.5) examines participants’ strategies, including changes in browsers or devices used for cheating. 

4.2.2. Measuring user experience (UX) 
AttrakDiff (Hassenzahl et al., 2003), UEQ (Laugwitz et al., 2008), and meCUE (Minge & Riedel, 2013) are the three most recognized 

standardized questionnaires for UX evaluation. While AttrakDiff and UEQ offer a subjective evaluation of pragmatic and hedonic 
qualities, UEQ is more balanced (Laugwitz et al., 2008). MeCUE provides self-reported assessments of product perceptions, emotions, 
consequences, and overall evaluations. As the study aimed to measure emotions separately with more dimensions than meCUE, UEQ 
was used as the UX evaluation measure. 

We evaluated UX with the standardized 8-item short version of the UEQ or UEQ-S (Schrepp et al., 2017) because it takes less time to 
fill and provides sufficient psychometric quality for our purposes, compared to the full version (Schrepp et al., 2017). Each dimension 
of UEQ-S (pragmatic and hedonic) is measured with a 7-point semantic differential scale with four items. We generated two mean 
values for UX Pragmatic and UX Hedonic. 

4.2.3. Measuring emotional experience 
We measured the emotional aspect of user experiences specifically as its hedonic dimension. Traditional evaluation methods rely on 

self-reported data to measure emotional states. The Positive and Negative Affect Schedule (PANAS) scale (Watson et al., 1988) is a 
widely used instrument for this purpose. Positive and negative affect are two independent unipolar dimensions that encompass all 
affective states with positive (active, proud, enthusiastic, etc.) and negative (upset, afraid, nervous, etc.) valences, respectively. 

We measured the emotional component of experiences with the standardized 20-item PANAS scale. Each dimension (positive and 
negative) is measured with a 5-point Likert scale (not at all to extremely) with ten items each. We computed mean scale values for both 
positive and negative emotions. 

4.2.4. Measuring test-taking self-efficacy 
The most widely used general self-efficacy (GSE) indices are developed by Sherer et al. (1982) and Schwarzer and Jerusalem 

(1995). Later, Chen et al. (2001) developed a modified self-efficacy index based on the GSE indices, titled the new general self-efficacy 
(NGSE) index, and argued that the reliability and validity of the NGSE index are higher than that of other GSE indices. 

We used an ad-hoc measure of test-taking self-efficacy based on the standardized 8-item NGSE (Chen et al., 2001). The items were 
modified to the study context (Table B.3 in Appendix) to make it a domain-specific measure as discussed in Section 2.3.2. Participants 
rated how much they agreed or disagreed with each item on a 5-point Likert scale. We computed mean scale values by averaging the 
respective items. The Internal consistency reliability for the scale to measure test-taking self-efficacy is calculated as 0.95 using 
Cronbach’s alpha. 

4.2.5. Qualitative questions 
In addition to the above, we used sentence-completion method (Kujala et al., 2014) to gather qualitative insights on participants’ 

views about the interventions. This technique yields a broader range of responses and helps understand users’ thoughts, feelings, 
experiences, and motives (Doherty & Nelson, 2010; Donoghue, 2000). Participants in the treatment groups completed five sentences 
related to the intervention messages, including questions about how the interventions affected their behavior and emotions. We also 
measured their perceptions of the interventions’ impact on others (Table B.2 in Appendix). 

4 The time difference should be positive, as cheaters enter answers later than they fetch from the ‘trap’ websites. We assume that the cheaters 
should not take more than 2 min (i.e. the average time to answer each question) to enter a fetched answer. 
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Fig. 4. (Left) A uniquely generated answer in a ‘trap’ website (shown here on a mobile) is entered in the (right) test system (shown here on a 
desktop) and the overview of JSON data for both processes in MongoDB cloud; the IP addresses are strictly pseudonymized. 

Fig. 5. The flowchart represents the processes followed in decision-making about the incidence of cheating during test-taking.  
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4.3. Recruitment and participants 

We recruited 997 UK-based participants (excluding pilot study participants) from Prolific, a reliable crowd-working platform 
providing higher quality data (Peer et al., 2022) than other popular platforms such as MTurk. Participants were randomly assigned to 
one of four conditions (control group: 255, honor code reminder group: 244, warning group: 253, and monitoring group: 245). The 
data collection took one day in July 2022. The sample was non-representative, with 49.3% female, 49.7% male, and 0.9% non-binary 
participants. On average, participants were 38 years old (SD = 13) with diverse educational backgrounds, and around 70% had a 
university degree. Approximately 18% had taken more than 20 online tests in the last two years, while 20% had not taken any. 

4.4. Ethical consideration 

Participants were given a digital informed consent and a study information sheet before the study. To avoid bias regarding 
measuring cheating behavior, we informed them that the study aimed to improve user interaction with the test interface and would 
reveal the study objectives during the debriefing. We followed GDPR practices and informed participants about data collection, 
storage, and opt-out opportunities. After the study, we debriefed participants on the detailed purpose and approach for measuring 
cheating behavior. IP addresses were strictly pseudonymized, and no disciplinary action was taken against cheating participants. Every 
participant was compensated fairly, and the online test included questions that were moderately difficult with the promise of a bonus. 
However, none of the participants were able to answer all the questions correctly, resulting in them not receiving the bonus. Note that 
the cheaters could never get all questions correct as the websites never provided the correct answer. Considering the delayed 
debriefing, we pre-screened only those participants who agreed to be involved in a deception study. The university’s ethics committee 
reviewed and approved our experimental protocol. 

4.5. Data analysis 

4.5.1. Quantitative analysis 
To account for the binary nature of cheating behavior (if participants cheated or not), we used a binary logistic regression model. For 

other dependent variables (UX Pragmatic, UX Hedonic, positive emotion, negative emotion, test-taking self-efficacy), we conducted Ordi-
nary Least Squares (OLS) regressions. The regressions were conducted using robust standard errors to account for heteroskedasticity. 
We estimated three separate models for our dependent variables. At first, we estimated the overall effect of anti-cheating interventions 
on each of our dependent variables in a model. We then estimated the individual effect of different anti-cheating interventions on each 
of our dependent variables in a second model. If we found significance in model 2, we compared the effect of different interventions on 
the dependent variables between each other in the third model. For models 1 and 2, we used the control condition as a baseline for 
regressions. Statistical analyses have been conducted using STATA v17. For binary logistic regression, the odds ratios5 are reported in 
place of regression coefficients to interpret the effect size. In Equation (2), |OR-1| informs how much less or more the impact will be 
under the influence of treatment in comparison to that of control. For OLS regression, effect sizes are reported following Cohen’s 
convention. 

odds ratio (OR)=
odds(cheating)treatment

odds(cheating)control
=

prob.(cheating)treatment
prob.(no cheating)treatment

prob.(cheating)control
prob.(no cheating)control

(1)  

odds(cheating)treatment = odds(cheating)control + (OR − 1) ∗ odds(cheating)control (2) 

We checked for bivariate correlations (Table A.1 in Appendix) between the four conditions and respondent characteristics (age, 
gender, university degree, and past experiences with online tests) before running regressions. The correlations were close to zero and 
not significant, except for age and university degree, which had small correlations with some conditions. However, these correlations 
were also close to zero, indicating successful randomization. 

4.5.2. Qualitative analysis 
For qualitative analysis of the responses regarding participants’ perception about the intention of the interventions and the 

perceived impacts on their behavior and emotions, we used an inductive coding process in MAXQDA (ver. 2022). Two coders (first and 
second author) individually analyzed the data and developed an open coding scheme (Creswell & Poth, 2016). Non-agreement cases 
were discussed, and codes adapted. A selective coding process was conducted by the coders together, which identifies categories (e.g., 
impact on UX etc.) so that the codes (e.g., distraction to test-taking) can be assigned to them. Any disagreement on assigning codes was 
discussed among the coders and resolved accordingly. To avoid misunderstandings or guessing impacting the results, we conducted a 
quality check to understand how accurately participants could remember the intervention message. Only qualitative inputs that were 
either correct or partially correct interpretations of the message were considered. Note that we did not measure inter-rater reliability 
because the data were short and straightforward (McDonald et al., 2019). 

5 ‘Odds’ are defined as the ratio of the probability of an outcome occurring to the probability of that outcome not occurring (Equation (1)); an Odd 
Ratio is the ratio of odds of an outcome between two groups. 
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5. Results 

We will first describe the summaries of our dependent variables (cheating behavior in 5.1.1, UX and emotional experience in 5.2.1, and 
test-taking self-efficacy in 5.3.1), followed by statistical analyses to answer the research questions (RQ1a in 5.1.2, RQ2a in 5.2.2, and 
RQ3 in 5.3.2) stated in section 3. We also include a section (5.4) stating the qualitative analysis specifically for dependent variables 
cheating behavior and user experience answering RQ1b and RQ2b respectively. Finally, we present exploratory findings about the 
observed cheating strategies (5.5). 

5.1. Effect of anti-cheating interventions on cheating behavior 

5.1.1. Descriptive statistics of cheating behavior 
We observed that participants cheated more in the control condition (21.2%) than in treatment conditions (13.5%). Within 

treatment groups, cheating rates were 11.9% with a honor code reminder, 13.1% with a warning message, and 15.5% with a moni-
toring message (Table 1). 

5.1.2. Statistical analyses of effect of interventions on cheating behavior 
Table 2 displays the results of logistic regression on cheating behavior with different anti-cheating interventions. Overall, the 

interventions had a significant negative6 effect (p = 0.004), resulting in a 42% decrease in cheating odds7 compared to control. Honor 
code reminders (p = 0.006) and warning messages (p = 0.016) had significant negative effects on cheating (50% and 44% decrease in 
odds, respectively). However, the monitoring condition did not have a statistically significant (p = 0.103) effect on cheating, although 
there was a 32% decrease in the odds of cheating from control. Wald tests showed no significant differences between the interventions. 

5.2. Effect of anti-cheating interventions on user experience (UX) 

5.2.1. Descriptive statistics of UX-pragmatic, UX-hedonic and emotional experience 
The results presented in Table 3 indicate that, in general, the pragmatic qualities of user experience (UX) received higher ratings 

compared to the hedonic qualities. Furthermore, among the different treatments, the honor code reminder received higher ratings than 
both the warning and monitoring conditions. Ratings ranged from − 0.8 to +0.8, indicating a neutral UX evaluation (Schrepp, 2019) in 
both control and treatment groups. In addition to UX qualities, Table 4 reveals that all interventions evoked positive emotions more 
frequently than negative emotions. 

5.2.2. Statistical analyses of effect on UX-pragmatic, UX-hedonic and emotional experience 
Table 5 presents OLS regression results on UX with different anti-cheating interventions. The overall impact of the interventions 

was small and statistically non-significant on both pragmatic (p = 0.373) and hedonic qualities (p = 0.743). Likewise, no individual 
intervention had a significant effect on either of these qualities. 

Table 6 displays OLS regression results on emotional experience with different anti-cheating interventions. Similar to the findings 
for UX, the overall impact of the interventions on positive emotions (p = 0.559) and negative emotions (p = 0.283) was small and not 
statistically significant. Additionally, no individual intervention had a significant effect on either positive or negative emotions. 

5.3. Effect of anti-cheating interventions on test-taking self-efficacy 

5.3.1. Descriptive statistics of test-taking self-efficacy 
Overall, participants had a neutral evaluation of test-taking self-efficacy (Table 7). Moreover, self-efficacy under the influence of 

honor code reminders was rated slightly higher than the other interventions, while the warning was rated the lowest. 

5.3.2. Statistical analyses of effect of interventions on test-taking self-efficacy 
Table 8 displays OLS regression results on test-taking self-efficacy with different anti-cheating interventions. Both the overall effect 

(p = 0.136) and the individual effects of the interventions were found to be statistically non-significant. 

5.4. Results of qualitative analysis 

Using qualitative answers, we compared the perceived impact of different anti-cheating interventions on the test-takers’ cheating 
behavior and test-taking experiences including emotions (Table 9). These inputs provide further insights into the interventions’ effects 
on overall user experience. We will discuss the general insights, followed by specific contrasting insights for each intervention in the 
subsections below. 

6 An odds ratio less than 1 signifies a negative association and more than 1 means a positive association.  
7 The effect of treatment is measured using Equation (2). 
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5.4.1. Effect of anti-cheating interventions on cheating behavior 
Participants had varying perceptions of the interventions’ impact on their behavior. Some believed the interventions prevented 

them from cheating, while others did not perceive any impact. Some participants had pre-determined not to cheat, while others did not 
cheat because of compliance with the instructions (P783: “I was not going to cheat as it said not to use the internet at the start, I see no point 
in going against instructions”); lack of time (P927: “I didn’t want to cheat and didn’t have time to do so anyway”) and other undisclosed 
reasons (P108: “I did not cheat, even though I was tempted to look up how to solve one of the problems”). 

Overall, one-third of honor code reminder group participants were pre-determined not to cheat, compared to one-fourth in the 
warning group and one-fifth in the monitoring group. Few participants only in the honor code reminder group understood the in-
terventions’ appeal to comply with rules (P778: “reminding me of the importance of being honest during exams”). Table 9 indicates that 
monitoring had the highest percentage (32%) of participants who admitted that the intervention deterred them from cheating (P960: 
“Stopped me from being tempted to google to answers to the questions”), whereas only 16% and 24% admitted in honor code reminders and 

Table 1 
Percentage of cheaters across conditions.  

Conditions Mean Std. Dev. Std. Error Sample size 

Control (no intervention) 21.2% 40.9% 2.6% 255 
Honor code reminder 11.9% 32.4% 2.1% 244 
Warning 13.1% 33.8% 2.1% 253 
Monitoring 15.5% 36.3% 2.3% 245  

Table 2 
Effects of honor code reminder, warning, and monitoring interventions on cheating behavior.   

Conditions Odds ratios with robust std. Error 95% CI 

Model 1 Treatment 0.579** (0.108) [0.401, 0.836] 
Control 1.000      

Model 2 Honor code reminder 0.502** (0.125) [0.307, 0.820] 
Warning 0.558* (0.134) [0.347, 0.896] 
Monitoring 0.683+ (0.159) [0.432, 1.080] 
Control 1.000   

• Odds ratios of control as baseline is shown as 1 so one can better see which odds ratios of treatments are significantly different from 1  
• +p < 0.1, *p < 0.05, **p < 0.01, ***p < 0.001     

Comparing effects between interventions Results 

Model 3 Honor code reminder and warning χ2 (1, N = 497) = 0.15, p = 0.7 
Honor code reminder and monitoring χ2 (1, N = 489) = 1.35, p = 0.25 
Warning and monitoring χ2 (1, N = 498) = 0.62, p = 0.43  

Table 3 
Results of standardized 8-item UEQ-S with 7-point Likert scale. The self-reported values are transformed into a − 3 to +3 scale. The +3 represents the 
most positive experience and the − 3 the most negative experience.  

Conditions UX-Pragmatic UX-Hedonic 

Mean SD Min Max Mean SD Min Max 

Control (no intervention) 0.73 1.49 − 2.75 3.00 0.39 1.22 − 2.50 3.00 
Honor code reminder 0.78 1.53 − 3.00 3.00 0.43 1.29 − 3.00 3.00 
Warning 0.53 1.57 − 3.00 3.00 0.32 1.31 − 3.00 3.00 
Monitoring 0.61 1.59 − 3.00 3.00 0.33 1.27 − 3.00 3.00  

Table 4 
Results of 20-item PANAS with 5-point Likert scale. The self-reported values are grouped into positive and negative emotion values. 1 represents very 
slightly or not at all evoked emotion and 5 represents extremely evoked emotion.  

Conditions Positive emotion Negative emotion 

Mean SD Min Max Mean SD Min Max 

Control (no intervention) 2.94 0.81 1.00 4.80 1.75 0.67 1.00 4.40 
Honor code reminder 2.95 0.75 1.00 5.00 1.78 0.66 1.00 4.60 
Warning 2.82 0.81 1.10 5.00 1.82 0.69 1.00 4.40 
Monitoring 2.96 0.79 1.00 4.80 1.79 0.69 1.00 4.40  
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warning groups respectively. Participants in the monitoring and warning groups felt more watched (27% and 24%, respectively) than 
those in the honor code reminder group (10%). These findings will be discussed further in section 6.2. 

Participants raised concerns about intervention effectiveness. In the monitoring condition, some believed interventions prompted 
cheating (P598: “… perhaps be reminded that the answers may be on the internet and therefore to search using a separate device”). Not 
mentioning consequences in warning messages could also incentivize cheating (P779: “Seems easy to bypass those checks, but I guess you 
have to know they are there”). In addition, the absence of real-time tracking may not yield long-term results (P796: “… I guess some might 

Table 5 
Effects of honor code reminder, warning, and monitoring interventions on user experience (UX).   

Conditions UX-Pragmatic UX-Hedonic 

Coefficients with robust std. error 95% CI Coefficients with robust std. error 95% CI 

Model 1 Treatment − 0.098 (0.109) [-0.312, 0.117] 0.029 (0.089) [-0.206, 0.147] 
Control 0.000  0.000        

Model 2 Honor code reminder 0.041 (0.135) [-0.224, 0.306] 0.039 (0.113) [-0.181, 0.261] 
Warning − 0.201 (0.135) [-0.467, 0.064] − 0.068 (0.112) [-0.288, 0.15] 
Monitoring − 0.128 (0.138) [-0.399, 0.143] − 0.058 (0.111) [-0.277, 0.159] 
Control 0.000  0.000  

• Coefficients of control as baseline is shown as 0 so one can better see which coeffs of treatments are significantly different from 0. 
• Mean value index of UX-Pragmatic and UX-Hedonic based on 4 items each on a scale of − 3 to +3. 
• +p < 0.1, *p < 0.05, **p < 0.01, ***p < 0.001. 

Table 6 
Effects of honor code reminder, warning, and monitoring interventions on emotional experience.   

Conditions Positive emotion Negative emotion 

Coefficients with robust std. error 95% CI Coefficients with robust std. error 95% CI 

Model 1 Treatment − 0.034 (0.058) [-0.148, 0.081] 0.053 (0.049) [-0.043, 0.149] 
Control 0.000  0.000        

Model 2 Honor code reminder 0.006 (0.069) [-0.130, 0.143] 0.032 (0.059) [-0.084, 0.151] 
Warning − 0.124+ (0.071) [-0.264, 0.016] 0.071 (0.061) [-0.047, 0.189] 
Monitoring 0.018 (0.071) [-0.121, 0.159] 0.053 (0.060) [-0.066, 0.173] 
Control 0.000  0.000  

• Coefficients of control as baseline is shown as 0 so one can better see which coeffs of treatments are significantly different from 0. 
• Mean value index of positive and negative emotions based on 10 items each on a scale of 1 to 5. 
• +p < 0.1, *p < 0.05, **p < 0.01, ***p < 0.001. 

Table 7 
Results of 8-item Test-taking Self-Efficacy statements with a 5-point Likert scale. 1 represents strongly disagreed with the statement and 5 represents 
strongly agreed with the statement.  

Conditions Mean SD Min Max 

Control (no intervention) 3.03 0.91 1.00 5.00 
Honor code reminder 3.01 0.86 1.00 5.00 
Warning 2.87 0.95 1.00 5.00 
Monitoring 2.92 0.95 1.00 5.00  

Table 8 
Effects of honor code reminder, warning, and monitoring interventions on test-taking self-efficacy.   

Conditions Coefficients with robust std. error 95% CI 

Model 1 Treatment − 0.098 (0.066) [-0.229, 0.031] 
Control 0.000      

Model 2 Honor code reminder − 0.027 (0.079) [-0.182, 0.128] 
Warning − 0.157+ (0.082) [-0.319, 0.004] 
Monitoring − 0.109 (0.083) [-0.273, 0.054] 
Control 0.000  

• Coefficients of control as baseline is shown as 0 so one can better see which coeffs of treatments are significantly different from 0. 
• Mean value index of self-efficacy based on 8 items each on a scale of 1 to 5. 
• +p < 0.1, *p < 0.05, **p < 0.01, ***p < 0.001. 
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ignore it if they felt it wasn’t actually genuine”). 

5.4.2. Effect of anti-cheating interventions on emotions 
Participants reported varying levels of positive emotions (motivated, convinced, proud, safe etc.) and negative emotions (worried, 

stressed, annoyed, scared, anxious etc.) in different interventions. About 27% of participants said they felt no impact (P786: “it didn’t 
make me feel anything”), while 3% reported extreme emotional reactions (P4: “… Paranoid that the system had registered me as cheating 
when I hadn’t”). Positive emotions included comfort and safety, such as “happy that they won’t let people cheat” (P35), “… I didn’t feel it 
was aimed at me” (P163), “safe that other people can’t cheat” (P656), while negative emotions included worry (P102: “worried that I 
might be falsely accused of cheating”), stress and annoyance (P206: “stressed and under pressure ie. if I took too long it would think I was 
googling answers”; P9: “it made me feel even more annoyed”) and distrust (P632: “like the researchers did not trust me”). 

Fear was more prominent in warning and monitoring interventions as indicated by the participants, potentially related to worries 
about false accusations (P689: “I was worried it had malfunctioned or incorrectly perceived my actions as an attempt to cheat”). The 
likelihood of stress, distrust, and annoyance were reported across all interventions. Positive emotions were less frequently reported in 
the warning condition (12%) compared to the honor code reminder (24%) or monitoring condition (23%). 

5.4.3. Effect of anti-cheating interventions on user experience 
The qualitative sentence-completion responses revealed that around 16% of participants were distracted by the interventions 

(P651: “It slowed me down because I had to spend time reading it”). The 10-s delay may have reinforced the impression of being distracted 
(P592: “… reddish window with the alert to work alone appeared a bit out of nowhere and broke my concentration”) and watched (P129 under 
warning condition: “I checked to see if you were watching me on my webcam”, and P154 under honor code condition: “like I was being 

Table 9 
Qualitative comparison of insights along with number of mentions across treatment conditions.    

Honor code 
reminder 

Warning Monitoring 

Quality check Total sample size 244 253 245 
Did not recall the intervention message correctly 59 (24%) 54 (21%) 49 (20%) 
Sample excluding who did not recall the message 185 199 196      

Correctness in their comprehension Correct comprehension of the recalled intervention message 50 (27%) 44 (22%) 90 (46%) 
Partially correct comprehension of the recalled intervention 
message 

135 (73%) 155 (78%) 106 (54%)      

Impact on behavior (subjective 
views) 

Participants expressed their pre-determination not to cheat 63 (34%) 50 (25%) 39 (20%) 
Participants expressed that the message prevented them from 
cheating 

29 (16%) 48 (24%) 63 (32%) 

Participants did not feel any impact 46 (25%) 53 (27%) 57 (29%) 
Participants felt distracted 43 (23%) 30 (15%) 18 (9%) 
Participants felt being watched 19 (10%) 47 (24%) 52 (27%)      

Impact on emotion (subjective 
views) 

Participants expressed positive emotions 45 (24%) 23 (12%) 46 (23%) 
Participants expressed negative emotions 113 (61%) 131 (66%) 129 (66%) 
Participants did not feel any emotional change 23 (13%) 27 (14%) 26 (13%)  

Fig. 6. Distribution of the cheating strategies adopted by cheaters overall and in different conditions.  
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watched”). However, some (around 9%) participants expressed positive experiences with the interventions, such as “it assured me that 
the platform is fair for all takers” (P921) and “… it was supportive” (P792). 

Honor code reminder participants (23%) reported being more frequently distracted than warning (15%) or monitoring (9%) 
participants due to message redundancy. No new information was presented, because “it was information that had been conveyed before” 
(P437) as a part of the consent process. 

5.5. Post-hoc analysis of cheating behavior 

The study not only examines the impact of different privacy-non-invasive interventions on cheating behavior but also explores the 
cheating strategies adopted by test-takers, specifically device and browser switching. The study aimed to address Corrigan-Gibbs et al. 
(2015)’s argument about cheaters switching devices to avoid detection, especially in the context of BYOD test setups. We found that 
25% of cheaters changed browsers and 16% changed devices when accessing cheating websites (Fig. 6). Cheaters in the monitoring 
condition switched browsers significantly more often (p = 0.000) than the control group (Table 10), but there were no significant 
differences in device or browser switching in the other treatment conditions. We will return to this in the discussion section. 

6. Discussion 

6.1. Rationale behind the study design 

Our research aimed to investigate the tension between the effectiveness of cheating prevention and the potential unintended harm 
that any anti-cheating intervention may cause to both the test-taking experience and test-taking self-efficacy. Based on literature, 
privacy-invasive interventions, such as remote proctoring, seek to control test-takers’ devices and collect their information which may 
affect the user-centered parameters (i.e. user experience and test-taking self-efficacy). Hence, we opted to assess interventions that do 
not invade on users’ privacy. Although our study design collected data to detect any deliberate attempts to cheat by changing browsers 
or devices during the experiment, it did not entail regulating the test-takers’ devices, as is the case with remote proctoring. 

In contrast to earlier investigations (Corrigan-Gibbs et al., 2015; Humbert et al., 2022; Malesky et al., 2022; Pleasants et al., 2022), 
our research was carried out with a substantial and varied pool of participants, having different backgrounds and levels of experience 
with online testing. This was important for ensuring robust statistical inferences. To achieve this, we included a sample question in the 
screening process, and only those who demonstrated confidence in solving critical thinking-based questions on the spot were included 
in the study. Our study design was successful in replicating a realistic test environment, as we implemented a “no cheating” pledge at 
the beginning of the test and increased the stakes by introducing a bonus. 

6.2. Interpreting the impacts of anti-cheating interventions on cheating behavior 

Our study collected empirical evidence and qualitative inputs from participants on interventions to prevent cheating during a test. 
The control group had a cheating rate (21.2%) that lies within the range of findings from other recent experiment-based studies (14.0% 
in Humbert et al. (2022), 18.7% in Malesky et al. (2022), 34.4% in Corrigan-Gibbs et al. (2015) and 50.0% in Bing et al. (2012)). 
Around 11.9% of participants in our study who were reminded of the honor code engaged in cheating, while 13.0% of those who 
received a warning and 15.5% of those who received monitoring messages were found to cheat. This contradicts other studies that 
showed warnings of punishment (Bing et al., 2012) or surveillance (Pleasants et al., 2022) to be more effective in preventing cheating 
than simply displaying a honor code. The difference in our study’s results may be attributed to the fact that we reminded test-takers of 
the honor code during test-taking, unlike in the previous studies. We will now discuss the effects of the interventions individually. 

Table 10 
Effects of honor code reminder, warning, and monitoring interventions on cheating strategies adopted by cheaters.   

Conditions Odds ratios with robust std. error 95% CI 

Model 1 (Any change in either browser or device) Treatment 3.362** (1.294) [1.582, 7.149] 
Control 1.000      

Model 2 (Change in browser only) Honor code reminder 1.28 (0.887) [0.328, 4.981] 
Warning 1.778 (1.115) [0.519, 6.081] 
Monitoring 12.267*** (6.714) [4.195, 35.862] 
Control 1.000      

Model 3 (Change in device only) Honor code reminder 1.074 (0.726) [0.285, 4.042] 
Warning 0.926 (0.622) [0.248, 3.456] 
Monitoring 2.083 (1.163) [0.697, 6.224] 
Control 1.000  

• Odds ratios of control as baseline is shown as 1 so one can better see which odds ratios of treatments are significantly different from 1. 
• +p < 0.1, *p < 0.05, **p < 0.01, ***p < 0.001. 
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6.2.1. Honor code reminders on cheating behavior 
Studies suggest that people desire to view themselves as ethical (Lerner, 1977), and being dishonest can cause discomfort (Klass, 

1978; Shaffer, 1975), leading to a change in their attitude (Fazio & Cooper, 1983) and behavior (Baumeister & Heatherton, 1996). Our 
analysis showed that about one-fourth of participants recognized the honor code reminder as part of their consent. This reminder was 
inspired by Shu and Gino (2012)’s study on restoring moral rules through an ‘appeal’. Interestingly, there were more frequent 
mentions of ‘‘pre-determination against cheating’’ in the honor code reminder group (see Table 9). Though few participants mentioned 
the appeal, it may have strengthened their ethical behavior habits (McCabe & Trevino, 1993) and reduced cheating. About one-tenth of 
participants in this group felt watched, likely due to the delayed appearance of the message, which may have also reduced cheating. 

6.2.2. Warning messages on cheating behavior 
Brinthaupt (2004) suggested that an expectation-lowering procedure like warnings could reduce academic cheating by developing 

students’ expectations about getting caught and the consequences. Miller et al. (2011) supported this idea, stating that punishment 
affects cheating prevention when the salience of punishment and the perception of being caught are high. In our study, more (around 
one-fourth) participants in this group felt like being watched than the ones who recalled the involvement of punitive measures (around 
one-fifth), most likely due to the delayed appearance of the message. However, unlike the honor code reminders, the punitive measures 
may not have activated the test-takers’ moral reasoning well. This is evident from the increase in switching browsers or devices for 
cheating (Fig. 6) in the warning group compared to the honor code reminder group. 

6.2.3. Monitoring messages on cheating behavior 
Unlike other interventions, monitoring messages explicitly indicate the presence of a tracker without appealing for moral rules or 

including punishment. However, the presence of a monitoring message was not effective enough in reducing cheating. Cheaters in this 
group switched browsers (61% of the time) and devices (24% of the time) more often to hide their behavior (Fig. 6). Not mentioning 
the consequences of getting caught could indirectly incentivize cheating. Note that inaccurate detection of browser or device switches 
gives an inaccurate view of cheating behavior, which our study addressed effectively. 

6.3. Interpreting the impacts of interventions from a user-centered perspective 

Besides achieving the objective of cheating prevention, it was also important to evaluate different interventions from a user- 
centered perspective to infer their acceptability among test-takers. Hence, our study evaluated the interventions studying their 
impact on user experience and test-taking self-efficacy. 

6.3.1. Interventions on user experience (UX) 
Overall, the interventions did not significantly affect the test-taking experience. Note that our objective was not to improve UX in 

test-taking but rather to put a check on any unintended negative experiences possibly caused by the interventions. During their 
interaction with the test design, participants rated usability aspect (pragmatic UX) higher than emotional aspect (hedonic UX) of the 
experience. Positive emotions were more frequent than negative. In addition to online questionnaires, incorporating open-ended 
questions was necessary to gain a comprehensive understanding of participants’ evaluations. This was because the possibility of 
emotional reactions stemming from their perceived test performance had the potential to impact their overall experiences. 

The open-ended questions, capturing participants’ subjective opinions on interventions, revealed that delayed intervention mes-
sages may distract test-takers, causing stress and impacting the test-taking experience (Sefcik et al., 2022). Fear of false accusations of 
cheating was more prominent in warning and monitoring interventions. This was expected because both these interventions aim at 
elevating alertness against cheating while honor code reminders persuade them not to cheat by activating moral reasonings. Overall, 
users had a balanced and neutral to positive experience, with only around 3% extreme emotive instances recorded. 

6.3.2. Interventions on test-taking self-efficacy 
Previous studies (Daffin & Jones, 2018; Hylton et al., 2016; Pleasants et al., 2022) have observed that anti-cheating interventions 

may affect test performance. We instead evaluated different interventions based on test-taking self-efficacy, which is a reliable proxy 
for test performance (Zimmerman, 1995). This was because participants were not given sufficient time to prepare for the test and were 
only assessed based on their beliefs of performing well. Therefore, test-taking self-efficacy was considered a valid user-centered in-
dicator along with UX to evaluate the interventions. Similar to UX, test-taking self-efficacy showed no significant differences between 
groups with and without interventions, indicating no noticeable harm. There was a positive and moderate correlation (Table A.2 in 
Appendix) between test-taking self-efficacy and UX, suggesting a potential influence between participants’ perceptions of self-efficacy 
and their test-taking experiences. However, since empirical justification for this relationship is lacking in the existing literature, we 
have reported both aspects separately to comprehensively evaluate the interventions from a user-centered perspective. 

To summarize, cheating prevention is challenging in a BYOD (Bring Your Own Device) setup with more opportunity to cheat. This 
study points towards a potential direction for reducing the likelihood of engaging in cheating by effectively conveying anti-cheating 
information and reinstating test-takers’ moral principles during an examination. Otherwise, test-takers tend to circumvent the test 
rules through alternative means (e.g., switching browsers or devices) to avoid detection. The results also infer that the delayed 
appearance of an intervention message may have impacted the perception of being watched. It supports the argument that an increased 
certainty of being caught also decreases the likelihood of cheating (Freiburger et al., 2017; Miller et al., 2011). However, such delayed 
appearance might be distracting, possibly causing negative emotions among the test-takers. The interventions likely do not affect 
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test-taking experience or self-efficacy. The findings have relevant implications for the use of privacy-non-invasive anti-cheating 
mechanisms and their acceptability in the future. Finally, as there was no such real-time tracking of participants’ activities, such a 
‘bluff’ might curb cheating in the short run, but it is not likely to yield long-term results (Pleasants et al., 2022). We discuss the possible 
workarounds in section 7. 

7. Actionable recommendations for practitioners and researchers 

Our study’s results aid educational and testing organizations concerned with privacy-non-invasive, unproctored online assess-
ments. We will outline intervention recommendations, with the aim of guiding researchers and practitioners in further exploring and 
addressing the issue of reducing cheating.  

• Type of intervention  
1. Honor code reminder: Presenting a honor code both before and during a test holds the potential for reducing cheating without 

negatively impacting user experience or self-efficacy. It is important to carefully craft the message to effectively engage moral 
reasoning. However, it is advisable to keep the reminder concise to prevent any potential distractions.  

2. Warning message: Employing a warning system to deter cheating could be another effective anti-cheating mechanism. However, 
it is important to note that if harsh penalties are explicitly mentioned, they may have a negative impact on performance, 
potentially stemming from the fear of false accusations.  

3. Monitoring message: Relying solely on monitoring messages may not be an adequate method to effectively prevent cheating. 
Our study highlights the need for additional measures to address potential issues such as browser or device switching.  

• Presentation of intervention: Our study provides empirical evidence that the delayed implementation of interventions generates a 
sense of being monitored, irrespective of the specific intervention type. Therefore, honor code reminders and warning messages 
have the potential to provide more anti-cheating information compared to monitoring alone. However, it is worth noting that these 
interventions may also result in distraction and induce stress.  

• Reliability of intervention: It is suggested that clear cheating detection criteria should be communicated to test-takers before the test 
in order to alleviate concerns about potential false accusations. Additionally, test policies should incorporate the consequences of 
cheating to ensure transparency and avoid any perception of insincerity. Moreover, slight modifications to the design of in-
terventions over time may be necessary to prevent desensitization, as highlighted by Corrigan-Gibbs et al. (2015). 

8. Limitation and future scope 

Our study has some limitations that could be addressed in future works. 
First, our study aimed to involve a more diverse range of participants beyond just university students, as assessment and exam 

situations are frequent also outside the University. It is recommended that future studies focus on including non-university students 
and analyzing how demographic variables can affect the prevention of cheating. Second, our study used a sample selected anony-
mously from Prolific, a crowd-working platform. While this method is cost-effective and fast, it has drawbacks such as higher selection 
bias and social responsibility bias compared to lab-based studies, as noted by Chandler et al. (2019) and Behrend et al. (2011). Third, 
future research could replicate the study design solely on student populations, as they are often a primary assessment target. Fourth, 
repeated experiments on a fixed sample over time could validate Chen et al. (2018)’s “learning to cheat” hypothesis that test-takers 
become comfortable cheating in unproctored tests. This would also show how cheating rates change over time. 

Privacy-non-invasive interventions were chosen to avoid negative UX associated with privacy-invasive ones. However, we didn’t 
compare the effectiveness of both techniques. Future research could address this comparison. 

Next, self-efficacy is important in test-taking, as it impacts performance and the acceptability of test design. Although we measured 
self-efficacy in our study, we did not establish causal evidence or evaluate the reliability and validity of the modified self-efficacy index 
we adopted from Chen et al. (2001). Further research is needed to investigate these aspects. 

To improve detection accuracy and avoid false positives/negatives, a cheating detection technique was used in a controlled 
experimental setting. However, the scope of variables in the field may not be entirely integrated. For example, replicating the detection 
method in an exam collaboration scenario could result in false negative errors. Future studies should use our findings and recom-
mendations to produce additional validation in various field contexts. It would also be interesting to combine the tested cheating- 
preventive interventions with the aforementioned cheating-detection methods (e.g. entrapment used in Schultz et al. (2022), 
behavioral biometrics used in Pleasants et al. (2022) and response similarity used in Humbert et al. (2022)) in future studies to see 
whether privacy-non-invasive cheating prevention is achievable in a zero-tolerance policy. 

Previous research (Jordan, 2001; Malesky et al., 2022) has shown a relationship between motivation to cheat and the likelihood of 
cheating, where intrinsically motivated individuals are less likely to cheat. We did not evaluate how pre-determination to cheat affects 
the effectiveness of anti-cheating interventions, so future research is needed. Our study’s outcomes cannot be generalized as they may 
vary for different types of cheating practices and assessment types. This highlights the need for further research on different 
combinations. 

Besides measuring UX and test-taking self-efficacy, technology acceptance models can gather additional insights into the accept-
ability of future test designs, with further consideration of creating an inclusive test design. The impact of interventions should be 
carefully validated in a real summative test scenario, where the stakes are high, and the possibility and types of cheating are higher, 
before any real-world application. 
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9. Conclusion 

In high-stakes online summative assessments, cheating prevention is often a trade-off between their effectiveness and user expe-
rience. Online proctoring is effective but can invade privacy and negatively affect performance. Our research focuses on a user-centric 
solution by using anti-cheating interventions that do not invade privacy. We evaluated their effectiveness from a user-centered 
perspective. 

We empirically compared three privacy-non-invasive anti-cheating interventions in a simulated online test with a diverse group of 
participants. The study captures the impact of the interventions on participants’ cheating behavior and overall assessment experience 
from both quantitative and qualitative aspects. We used a unique cheating detection technique and found that implementing an anti- 
cheating intervention during a test proved successful in preventing cheating. Our experimentation involved three different privacy- 
non-invasive anti-cheating interventions: a honor code reminder, a warning message and a monitoring message. We found that in-
terventions aimed at reinforcing test-takers’ moral principles during tests, such as a reminder of a honor code, have the potential in 
reducing instances of cheating. Delayed interventions made test-takers feel watched and reduced cheating but could be distracting. 
None of the interventions affected overall assessment experience or self-efficacy. We recommend using these findings to design 
cheating-preventive unproctored online assessments. These results are promising and could be useful for future studies in real high- 
stakes online assessments. 
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Appendix A. Correlation Tables  

Table A.1 
Pairwise Correlations between conditions (as dummies) and age (continuous), respondent gender (male and female as dummies), university degree 
(Bachelors and higher degrees as dummy), and past experience with online tests (appeared in at least 1 test in last 2 years as dummy). Pearson’s 
correlation coefficient. *p < 0.05   

(1) (2) (3) (4) (5) (6) (7) (8) (9) 

(1): Control 1.00         
(2): Honor code reminder − 0.33* 1.00        
(3): Warning − 0.34* − 0.33* 1.00       
(4): Monitoring − 0.33* − 0.32* − 0.33* 1.00      
(5): Male − 0.03 0.04 − 0.03 0.02 1.00     
(6): Female 0.03 − 0.05 0.03 − 0.01 − 0.98* 1.00    
(7): Age − 0.06* − 0.02 − 0.01 0.08* 0.09* − 0.08 1.00   
(8): University degree 0.01 − 0.04 0.09* − 0.05 − 0.04 0.04 − 0.14* 1.00  
(9): Past experience 0.05 − 0.03 − 0.01 − 0.01 0.07* − 0.07* − 0.11* − 0.02 1.00   
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Table A.2 
Pairwise Correlations between dependent variables. Pearson’s correlation coefficient. *p < 0.05   

(1) (2) (3) (4) (5) (6) 

(1): Cheating behavior 1.00      
(2): UX-Pragmatic 0.11* 1.00     
(3): UX-Hedonic − 0.02 0.1* 1.00    
(4): Positive emotion 0.12* 0.18* 0.49* 1.00   
(5): Negative emotion − 0.03 − 0.25* − 0.07* 0.02 1.00  
(6): Self-efficacy of test-taking 0.22* 0.36* 0.23* 0.38* − 0.26* 1.00  

Appendix B. Materials of the Study Design  

Table B 1 
Full set of test questions along with the range of realistic values generated by the publicly available ‘trap’ websites for each of them  

Question 
number 

Test questions Range of realistic answers generated 
by ‘trap’ websites 

1 Xiaowei is double Andrea’s age. Xiaowei will be triple Sofia’s age in 2 years. If Sofia is 14 years old 
currently, what will be the summation of their ages (all three) after 20 years? 

[101, 180] 

2 In Thanksgiving, Mr Larry Bowden decided to distribute some candies among his friends in a manner 
that he gives half of his total stock of candies and one extra to the first friend, and then the half of the 
remaining stock along with one extra to the second and continues giving away in this fashion. His total 
stock exhausted after he gave away to 5 friends. How many candies were there in his stock initially? 

[47, 500] 

3 In a secret messaging communication, the word DAF is coded as 530 in a specific code language. In the 
same language, what will HIG be coded as? 

[613, 999] 

4 Vicky and Rosetta finally started their long planned farming business. Vincent invested $4332 for 18 
months and Rosetta invested $3000 for 13 months. If both of them earned a profit of $2500 after 18 
months then what is the share of Vincent in that profit? (calculate the value in $) 

[1461, 1800] 

5 Alina and Luce can do a piece of work in 36 days and 81 days respectively. Both worked for 5 days 
together and then Alina left. How many days will Luce take to finish the remaining work? 

[37, 76]   

Table B.2 
The following open-ended questions were qualitatively evaluated only by the partici-
pants from treatment groups (honor code reminder, warning and monitoring 
conditions)  

Open Question 1 The message was about...... 
Open Question 2 I think the message wanted to....... 
Open Question 3 The message impacted my behavior in terms of....... 
Open Question 4 The message made me feel...... 
Open Question 5 I think that the message makes other participants.......   

Table B.3 
Self-efficacy statements were adopted from Chen et al. (2001)’s scale. Only the bolded phrase (“in a similar test 
system”) was appended for each item; Cronbach’s α = 0.95  

Item 1 I will be able to achieve most of the goals that I have set for myself in a similar test system 
Item 2 When facing difficult tasks, I am certain that I will accomplish them in a similar test system 
Item 3 I think I can obtain outcomes that are important to me in a similar test system 
Item 4 I believe I can succeed at most any endeavor to which I set my mind in a similar test system 
Item 5 I will be able to successfully overcome many challenges in a similar test system 
Item 6 I am confident that I can perform effectively on many different problems in a similar test system 
Item 7 Compared to other people, I can do most tasks very well in a similar test system 
Item 8 Even when things are tough, I can perform quite well in a similar test system  

Appendix C. Pilot Studies 

We carried out five pilot studies to assess various test-related characteristics. In the first study, we conducted eight usability tests 
with semi-structured interviews to prevent usability issues from affecting participants’ test performance. We improved the design 
based on feedback from participants, and subsequent pilot studies focused on experimental procedures. We selected five aptitude 
questions based on participant response time and success rate and allocated 10 min for the final test. To address cheating, we pre-tested 
a detection procedure using trap websites. We also tested performance-based incentives and found that £15 was sufficient. Finally, we 
decided to display interventions after a 10-s delay to direct participants’ attention to the information provided. This decision was based 
on Theeuwes (1992) and Theeuwes et al. (1998), as some participants ignored additional information during pilot studies due to high 
cognitive demands for problem-solving. 
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Appendix D. Supplementary data 

Supplementary data to this article can be found online at https://doi.org/10.1016/j.compedu.2023.104925. 
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