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Abstract

We define an abstract interpreter for programs manipulating scalars, immutable
non-recursive algebraic data types (ADTs), functional arrays and non-recursive
functions. We define a first domain that expresses relations between values of
ADTs. Our domain extends numeric domains in a generic way, by a disjunctive
completion over a reduced product of domains for numeric relations, equalities,
and variant constructors. We further extend the segmentation approach for array
analysis, in order to allow for values of ADTs inside arrays, and also to capture
relations between the content of arrays and the other variables in the program.
Our analysis is inter-procedural and modular: it proceeds by computing summaries
of the input-output relations of functions, which are then instantiated at call sites.
The analysis of ADTs has been implemented in OCaml and tested on a sample
of small-to-medium examples, some of which are simplified versions of functions
from the formal specification of the sel.4 microkernel.

Keywords: Static analysis, Abstract interpretation, Relational abstract domains,
Algebraic data types, Input-output relations, Function summaries, Arrays.

1 Introduction

Research in static analysis has successfully developed automatic techniques to ensure
the safety and security of programs, by detecting bugs before a program actually runs.
In particular, there exists a substantial number of analyses that target programs with
numeric or pointer-based computations and which can detect frequent bugs that arise
from arithmetic overflows or memory safety issues. Another important class of programs



are those manipulating algebraic data types (ADTs). ADTs form the core of modern
programming languages—such as OCaml, Haskell, Scala, Rust or Swift—that have
been adopted by the software industry. The static analysis of this class of programs
has seen important progress too, with the development of type systems [1, 2] or by
leveraging tree automata techniques [3] for approximating the tree structures described
by ADTs [4-6].

In this paper, we focus on the automatic analysis of programs that perform numeric
operations, feature arrays and manipulate ADTs. So far, few works [7—10] have put
emphasis on the combined analysis of numeric properties and ADT properties; and even
fewer [10] have combined these two analyses with array analysis. Such combined analyses
can provide additional safety guarantees—such as the unreachability of branches of
a pattern matching under some numeric condition, or information on array contents
depending on which constructor is used to build an ADT value. Such static analyses
can also alleviate the interactive verification of large, critical programs that compute
over ADTs, by automatically discharging a substantial number of proof obligations [10].

To this end, we first develop a novel relational abstract domain that can express
relations between numeric-algebraic values of a program state (section §3). We build
this abstract domain in a generic way, by taking as a parameter any relational abstract
domain that fulfils an Apron-like interface [11] to handle the numeric properties. One
difficulty in designing this domain is to handle soundly and precisely the mutually
exclusive cases that an algebraic value may take. We tackle this issue using projection
paths that point inside algebraic values, and by devising a notion of compatibility
between paths: two paths are compatible when they make consistent assumptions over
the constructors of variant values. The resulting abstract domain can describe sets of
states of algebraic data structures with scalar data.

Then, we show how to turn our abstract domain into RAND—the Relational
Algebraic-Numeric Domain—an abstract domain that can express relations between
different states (section § 4). For an example process management program from
an idealised operating system (Fig. 4), RAND can express that the input and
output processes p and p’ satisfy the constraint p’.status@Running.count =
p.status@Asleep.count + 1, meaning that the status fields of p and p’ differ by 1,
whenever the process p has a running status, and p’ a sleeping status. This is indi-
cated by the projections on constructor cases @Running and @Sleeping. We discuss
this example further in the paper (section §2.3).

Using RAND, we define a relational analysis for a while language that features
non-recursive ADTs (section § 5). Our analysis infers relations between the inputs
and the outputs of programs. In particular, we explain how a standard static analysis
for reachable states can be turned into an analysis for input-output relations. This
relational analysis is well suited for designing an inter-procedural analysis based on
function summaries.

Finally, we describe how to extend our approach to analyse programs with functional
arrays (section §6). Thus, we define the Diorana domain (Domain for Input-Output
Relations on Algebraic types, Numbers and Arrays), that allows to analyse programs
where arrays can contain ADT values.

Our work offers the following contributions:



® We present a novel abstract domain that expresses relations between values of
non-recursive immutable ADTs (sections §3 and 4). Our abstract domain can be
instantiated with any numeric relational domain. This offers the possibility to
choose domains with different precision vs cost balances, and allows to capture
numeric inequalities. This improves upon the correlation domain [10], that is
restricted to information about equality and reachability.

e QOur abstract domain uses a form of disjunctive completion (section §3.6.2), where
we limit the number of disjuncts by merging some of them. Our merging strategy
is guided by observing the different cases of algebraic values.

® We give a formal justification to the folklore assertion that “a static analysis
can be made relational by duplicating variables”, by showing that a non input-
output relational and an input-output relational analysis actually share the same
structure (Lemma 1) and by showing how any relational domain can express
relations between different stores (section §4.2).

e We formally define a relational analysis (section §5) that infers relations between
inputs and outputs of programs, and propose a modular inter-procedural extension
that is based on function summaries. We illustrate the analyser’s results on a
running example taken from an idealised operating system.

® We extend the approach to encompass functional arrays that can contain algebraic
data types (section § 6). This extension of our abstract domain is based on the
notion of array segmentation [12].

® We provide an OCaml implementation [13]| of our analyser, for a while language
with algebraic types; together with 43 test cases, some of which are inspired from
an operating system code (section § 7). Our implementation is limited, as it does
not support the extension for functional arrays. We briefly discuss the complexity
of our implementation.

We do not handle polymorphism or higher order functions in this work.

This article is an extended version of a paper published at the SAS 2022 confer-
ence [14]. The main addition with respect to [14] is the extension to support functional
arrays (section §6). In order to analyse arrays, we build on the work of Cousot, Cousot
and Logozzo [12] (CCL). Our approach has three main differences with respect to CCL:

® We allow for arrays to contain values from algebraic types, whereas CCL supported
only arrays of scalars.

® We allow the summaries of array segments to refer to other variables of the
program, hence capturing the relations between the array contents and the values
stored in other variables, such as the parameters of functions.

® We have a different definition for the pre-order between array segmentations. Our
definition allows the concretisation to be monotonic with respect to the pre-order.

2 Syntax and Semantics

Our programming language is an extension of a classic while language with algebraic
data types (products and sums). Section § 2.1 presents algebraic types, section §2.2
presents the language and its semantics, and section § 2.3 introduces our running
example.



2.1 Algebraic Types and Values

ADTs are pervasively used in functional languages like OCaml, Haskell, Coq, or F*,
and have become a central feature of more recent programming languages, such as
Swift or Rust, just to name a few. We briefly recall the definitions of algebraic types,
and of the structured values that inhabit them.
Definition 1 (Algebraic types and structured values). Algebraic types and structured
values are inductively defined as follows:

——iel — el

T€Types == Int | {fi—om } | [Ai—mn
eI

veValues == n | {fi= v Pl A()

Here, Int is the type of numbers, the (f;);c; are field names, the (A;);c; are

]

. -l .
constructor names, and I ranges over finite sets. The compound type {f; — Tile }isa

el
record type, in which a type 7; is associated to each field f;. The type [A; — Tize ]is a
sum type containing values formed with a head constructor that must be one of the A;,

and whose argument must be of type 7;. {f; = Uild} denotes a record value where each
field f; has value v; for every i € I. A(v) denotes a variant value, built by applying the
constructor A to the value v. Constructors expect exactly one argument. Constructors
with arities other than 1, as typically found in functional languages, are encoded by
providing a (possibly empty) record value as argument to constructors. The numeric
type Int and the record type with no fields {} are the two base cases for types.

We use projection paths to refer to a part of a structured value (i.e., to a value
embedded inside another structured value). A path is either the empty path ¢, or the
path p.f, that first accesses the value at path p and then accesses the record field f, or
the path p@QA, that first accesses the value at path p and then accesses the argument
of variant constructor A.

Definition 2 (Paths). Paths are inductively defined as follows:

pePaths == ¢ | pf | pQ@A

€ is not a terminal symbol, but denotes the empty path.

Because paths are simply sequences of atomic paths (.f or @A) we allow their
creation or destruction from either side, and write for example .fp to denote a path
that starts with .f.

The projection of the value v on the path p, written v ¥ p, is the value pointed to
by p inside v. It is defined as follows:

Definition 3 (Projection of a value on a path).

v ifp=c¢

oIy if p=QAp' and v = A(v')

v; 2y ifp=.fip) and v = {mjg} and i € 1
Undef otherwise

vUvalp —

We use Undef to indicate that a path does not exist in an input value.



SEQSTEP ASSIGN

(c1,5) = (¢}, ) SEQSKIP v e [P

(c1;¢2,8) = (c);¢2,8) (skip;ca, s) — (c2, 9) (x :=t,s) — (skip, s(z — v))

BrancH ASSERT

1<i<n tt e [o]°

(branch ¢y or ...or ¢, end, s) = (c;, 8) (assert(b), s) — (skip, s)

WHILETRUE WHILEFALSE
tt 6 IIb]]]SDOOI ﬁ_— e [[b]]ls:bool

(while b do ¢ end, s) — (c¢;while b do ¢ end, s) (while b do ¢ end, s) — (skip, s)

Fig. 1: Small-step semantics of commands. B = {it, ff} is the set of boolean values.

2.2 A Language With Algebraic Data Types

The syntax of the language consists of expressions ¢, boolean conditions b, and com-
mands c¢. Vars denotes the set of variables that may appear in commands. Expressions
include the projection of a variable & € Vars over a path p € Paths, written x.p. The
expression t; H s denotes some arithmetic operations on the expressions ¢; and to,
and t1 Xty ranges over arithmetic comparisons.

teBxp = n | AW | {fi=t} | wp | hBb

b € BExp = {1 Xto | b1 A bs | b1 V by | —b

¢ € Cmd = skip | e1;e0 | branchcjor...orc,end |
while b do cend | assertb | xz:=t

We restrict our attention to well-typed commands (that we call programs), following a
standard structural type system [1]. For instance, well-typedness ensures that arithmetic
tests and operations receive arguments of integer type, and that every projection z.p
is consistent with the type of the variable x.

Programs operate on stores, denoted by s, that are finite maps from Vars to Values.
We define the semantics of programs using a standard small-step semantics that specifies
the effects of commands on stores (Fig. 1). The relation (¢, s) — (¢, s’) states that
the command c transforms the store s into a store s’, and that command ¢’ is to be
executed next.

The command skip performs no operation, whereas the sequence c; ; ¢y executes ¢;
followed by co. The branching command branch ¢ or ... or ¢, end non-deterministically
chooses one of the commands ¢; and executes it, discarding the other branches. The
command while b do ¢ end executes the command c as long as the condition b holds,
and successfully terminates otherwise.

The command assert(b) tests whether the condition b holds, in which case the
command succeeds, and the execution of the program continues. When b is not satisfied,
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[[{mia}]] — i =u' Y |VielLv e[t ]]e"p}
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Fig. 2: Denotation of expressions.

exp { x) ¥ p} if s() is defined and s(x) |"* p # Undef

[tr 59 £2]2°% = {0y pavg |01 € [1]5P A vy € [ta] P}

[b1 A by ]]zi {by Aby| by € [[bl]}g‘”i Aby € [bg]]gwi}
[[bl \/b2]]153001 = {bl V by | b1b€ [[blﬂsoo Abgy € [bg]]soo}
[-02°" = {=b| b e []2°"}

Fig. 3: Denotation of conditions.

assert(b) fails, i.e., the program remains stuck. We can express the conditional construct
if b then ¢y else ¢y as branch assert(b) ; ¢; or assert(—d) ; c2 end.

Finally, the assignment command z := ¢ evaluates ¢t to some value v and updates
the variable z with v. We write s(z — v) to denote the store that is identical to the
store s, except that it maps the variable x to the value v.

The evaluation [t];"” of an expression ¢ in a store s proceeds by induction on
the structure of ¢ to evaluate sub-expressions, and reads in the store s the values of
variables (Fig. 2). [t]{™ is either a singleton, which denotes normal execution, or the
empty set, which denotes a failure, such as an invalid projection x.p. For example, if
s(z) = A(v) then [z@B]J™ = 0, because the constructors A and B are different. The
evaluation of booleans []7°*" is standard (Fig. 3).

Importantly, records and variants are immutable in our language: it is not possible
to update some field f of a record in-place, for example. Instead, the programmer must
follow the functional idiom, and create a new record value, that contains a different
value for the field f.

We recover the pattern matching construct matchtwith Ai(z1) — ¢ | -+ |
A, (x,) — ¢, end as a syntactic sugar for command z := ¢;branch x1 := zQA; ;¢ or

..or x, := 2@QA,, ;c, end for a freshly chosen variable z.

2.3 Running Example

Figure 4 shows an example program for which we would like to infer precise input-output
properties. This program features algebraic data types that represent the meta-data of
a process, as usually found in operating system implementations. Here, a process is
a record composed of an identifier, some incoming message that was sent by another
process and finally a piece of data that describes the status of the process. The message
is a record that contains some payload and whether it needs a reply (and to whom). The
process status is either running, in which case it records how many times the process
has been activated, or it is asleep, in which case it also records how many seconds the



type status = [ (* Scheduling status )
| Running of { count: int }
(* Running: activation times *)
| Asleep of { secs: int; count: int }
(* Sleeping : remaining seconds, activation times *)

]
type msg = { (* Messages *)
data : int ; (* Payload x)
reply : [ (* Whether to reply or not x)
| Reply of int (* Who to reply to *)
| DontReply of {} (* No reply expected *)
]
}

type process = { id: int; msg: msg; status: status } (¥ Process structure *)

def do_ticks(process p, int n) : process = {
(* Performs n clock ticks on the process p *)
int count; int secs; int i
assert (n > 0)
i=0
while (i < n) do (* loop n times, i.e.: perform n clock ticks *)
branch (* case where p is running *)
count = p.status@Running.count
or (* case where p is asleep and can sleep longer x)
assert (p.status@Asleep.secs > 0)
count = p.status@Asleep.count
secs = p.status@Asleep.secs
p=1{id = p.id; msg = p.msg;
status = Asleep { secs = secs - 1; count = count } }
or (* case where p is asleep and has no more sleeping budget *)
assert (p.status@Asleep.secs = 0)
count = p.status@Asleep.count
p =9 id = p.id; msg = p.msg;
status = Running { count = count + 1 } }

end
i=1i+1
end
return p

}

Fig. 4: Example program performing clock ticks on a process’ meta-data.

process should remain asleep before waking up again. The function do_ticks(p, n)
simulates the action of n clock ticks on a process p: a clock tick leaves the process p
unchanged if p is already running, or, if it is asleep, decrements the sleeping budget of
p- If that budget is already zero, the clock tick promotes p into a running process.

The important properties of do_ticks(p, n) that we intend to infer automatically
are the following:



P ((Vars — Values)2) Rand (N)

A

Relational lifting (section §4.2)

S (N) |

Disjunctive completion
(section §3.6.2)

P(Vars — Values) Tan (N)

Reduction (section §3.6.1) Structural
lifting

cc (section §3.4) x seq (section §3.5) x NPR(N) (section §3.3)

(constructor constraints) (structural equalities) (numeric constraints)

NPR lifting

P(Vars — Int) N (section §3.1) ——

Fig. 5: The construction of the RAND abstract domain. The frame-enclosed sets are
the sets the abstract domains concretize to.

1. If p is initially running, then it remains unchanged;

2. If p is initially sleeping, then it might wake up: in this case, its original sleep-
ing budget was less than n, and count—its number of activations—has been
incremented by one;

3. If p is initially sleeping, then it might remain sleeping: in this case, its sleeping
budget is decreased by n, and its number of activations remains the same;

4. The field id, of integer type, of the process p has not changed;

5. The field msg, of record type, of the process p has not changed either.

Sections § 3 to 5 explain in detail how we express and capture these properties
by presenting the structure of the RAND abstract domain. The correlation abstract
domain [10] was also designed to handle programs that manipulate algebraic data
types, but cannot express, on numbers, properties other than binary equalities. Using
the correlation domain, we could infer all the properties listed above, except the ones
that involve arithmetics: properties 2 and 3.

3 Extending Numeric Domains to Algebraic Types

In this section, we introduce an abstract domain that is able to express equality and
numeric constraints between parts of structured values. Our construction is summarised
in Fig. 5. It is parametric with respect to a numeric abstract domain N, so that we
can instantiate it on domains with different precision versus cost trade-offs. We expect
the numeric domain N to provide the operations described in section § 3.1, which are a



subset of the APT offered by Apron [11]. An essential ingredient of our construction is
the use of extended variables (section §3.2), i.e., regular program variables equipped
with a projection path. Our example do_ticks on Fig. 4 features extended variables,
such as p.status@Asleep.secs. Using extended variables, we define in section § 3.3 a
first way to lift numeric domains to languages with algebraic types: the Numeric Path
Relations lifting, or NPR lifting for short. This first lifting builds on the ideas of [15],
but achieves a better precision. It can express, for example, that a call to do_ticks
can only decrease the value in the field secs of processes (that denotes the number
of seconds for which a process should remain asleep), thanks to the constraint on
extended variables p.status@Asleep.secs > p’.status@Asleep.secs.

We improve the precision of the NPR lifting by combining it with two other
domains (sections §3.4 and 3.5) in a product domain (section §3.6.2). A first domain
of constructor constraints tracks which constructors are used for values of sum types
(section §3.4). Constructor constraints allow us to distinguish between different cases,
by stating which extended variables are valid in each case. For the do_ticks program,
a possible case is when the input process p is sleeping—i.e., p. status@Asleep is valid—
and the output process p’ is running—i.e., p’.status@Running is valid. Another
domain, called structural equalities (section §3.5), uses equality constraints between
extended variables to express equalities that must hold between arbitrary parts—of any
type—of structured values. With this domain, we can tell for the do_ticks program
that the msg field of processes cannot change, by saying that the extended variables
p-msg and p’ .msg are equal.

In order to obtain additional precision when analysing pattern-matching, we use a
disjunctive completion of the product of these domains (section §3.6.2): we obtain the
structural lifting of the numeric abstract domain. Each value of the structural lifting
can contain multiple cases, and each case has three components: one that expresses
constructor constraints, one that expresses structural equalities, and one that expresses
numeric constraints. In sections § 3.3 to 3.5 we define abstractions for assignments and
conditionals, that are needed in section §5 to define the analysis of our language.

Finally, we define the relational lifting which extends the intra-procedural analysis
to an inter-procedural analysis that computes function summaries of the input-output
relation of a function. This lifting extends the relational domain constructions to
describe relations between input and output stores, by introducing variables that
represent the store at intermediate points in the execution of the function.

3.1 Background: Numeric Abstract Domains

We first review the structure of traditional numeric domains [16] such as intervals,
octagons and polyhedra. The domains are parametrised by a set of variables, and
describe sets of numeric stores over those variables, i.e., sets of maps from variables to
numbers.

Given a set of variables V', we expect a numeric abstract domain N(V') to provide the
operations listed below (which are included in the user interface of the Apron library [11])
in such a way that the standard soundness properties of abstract interpretation [17,
18] are met: A set of abstract values N(V) with a concretisation function yN(V) ¢
N(V) — P(V — Int), a pre-order on abstract values CN(V) abstract union LN(V)



and intersection MN(Y) | and a widening operator VN(V). The domain must also offer
abstractions for boolean conditions Cond™") € BExp — N(V) — N(V) and for
assignment Assign™(V) € V x Arith (V) — N(V) — N(V) (where Arith (V) is the set
of arithmetic expressions over the variables V'), satisfying the soundness properties:

ANV (AssignN(V)(x =1t)(d)) 2 {s(z—v)|se€ ANV) (d) Ao e [t}
AN (Cond™™) (b)(d)) 2 {s €M) | & € [5]°}

Additionally, we assume a predicate CanSatNV) € N(V) xBExp — B for querying
an abstract value to know whether a boolean condition can be satisfied or not. This
operation must verify the property

(asew (d), [ = {tt}) = CanSat™V)(d, ¢)

From this predicate, another predicate SatisfiesN") can be derived, by taking

Satisfies™ ") (d,¢) = - CanSat™")(d, =c). The predicate Satisfies™") verifies the
property
Satisfies™V)(d, ¢) = Vs € ANV (d), [ C {tt}

In other words, SatisfiesN (V) (d, ¢) guarantees that condition ¢ is either true or blocking
for all states in the concretisation of d.

We also assume the existence of “variable managemen
adding and renaming variables:

. Rem‘l\jgv) projects an element of N(V') onto N(V \ V).

o Add‘l\jgv) embeds an element of N(V') into the domain N(V U V”).

. Renamey(vl) translates elements of N(V7) into N(V3), given bijection r : Vi — V5.
These operators satisfy the soundness properties:

” operators for removing,

AN (Remy' ) (d))
,YN(VUV )(AddN(V)(a))
AN(V2) (RenameN(VI)( d))

{slorvy [s€n NVI(d)}
{s:(VUV’) = Int]| s|,, € ANV (@)}
{s|sorey"M(d)}

(ORIvaNIv]

N(V)

When adding adding variables with Addy,"’, the new variables V' are uncon-

strained: they can hold any value.

3.2 Extended Variables

We use the name extended variable for a pair of a variable and a path. Extended
variables designate values that are located inside a structured value. We only consider
paths that make sense for the given variables, i.e., paths whose projections on a
variable’s type are valid in the following sense:

10



Definition 4 (Projection of a type on a path). The judgement T {*¥P p defines when
a path p is consistent with a type 7, and is inductively defined by:
Ti\utypp 1el TiU,typp el

TYPe (=7 Sy 4 fp A =7 T4 @A

For example, for the type status from Fig. 4, the judgements status |%P
@Running.count and status {|'YP @Asleep.secs both hold. However, the judgement
status |*YP @Cons.head does not hold, since constructor Cons does not belong to the
sum type status.

Typing contexts, written I', are mappings from variables to types. We write

ET) = {axp | = € domD A T(z) {"P p} for the set of extended vari-
ables x.p such that p is consistent with the type of x in I'. For example, if
a typing context I' contains a single binding I' = [z + status], then &(T') =

{z, x@QRunning, zQAsleep, xt@Running.count, t@Asleep.secs, z@Asleep.count}.

We say that two extended variables x.p; and z.py are incompatible—written
x.p1 <> x.po—if they would force a value (or part of a value) to be in two different
variants of a sum type. Definition 5 formalises this notion of incompatibility, using the
prefix order < on extended variables (x.p < y.¢ iff x =y and p is a prefix of q).
Definition 5 (Incompatibility and inconsistency). Two extended variables x1.p; and
To.po are incompatible, written x1.p1 <> x2.p2, if and only if x1 = x2 and there is
a path p and two distinct constructors Ay and As, such that r1.p@QA; <X z1.p1 and
To.p@QAs X xo.p2. A set of extended variables E is inconsistent if it contains two or
more incompatible extended variables. Two sets of extended variables are incompatible,
written E1 <> Es, if their union is inconsistent.

For example, if the typing context is I' = [z +— status|, then the two extended
variables z@Running.count and x@Asleep.count are incompatible. Therefore, the set
of extended variables {x@Running.count, x@Asleep.count, z@Asleep.secs} is inconsis-
tent. This implies that the two sets of extended variables {z@Running.count} and
{x@Asleep.count, t@Asleep.secs} are incompatible.

In section § 3.4, we use the fact that inconsistent sets of extended variables denote
empty sets of stores. Such inconsistent sets correspond to unreachable program points,
and can be safely removed from the disjunctive completion of section §3.6.2.

Assignment decomposition

To simplify the definition of the abstract transfer functions for assignment in the next
subsections, it is useful to decompose an assignment command z := t—where ¢ can
be a compound expression—into an equivalent set of parallel assignments of the form
z.p :=t', where t’ is either an expression of numeric type or an extended variable. The
idea is to model the effect of the assignment as a set of parallel assignments on the
paths of variable x.

11



Definition 6. The decomposition of the assignment x =t is defined by:

U,er Decomp (z.p.fi :==t;) ift={fi= tiiel}
Decomp (z.p :=t) = { Decomp (z.pQA := ') ift =A(t)
{z.p:=1t} fTHt:Intvee ).

We write Decomp (z := t) as a shorthand for Decomp (z.€ :=t).
For example, in the typing context I' = [st — status;secs — Int; count — Int] the
assignment st := Asleep{secs = secs — 1; count = count} is decomposed as follows:

Decomp (st := Asleep{secs = secs — 1; count = count}) =
{st@Asleep.secs := secs — 1; st@Asleep.count := count}

We overload the function Env (.) to denote the function that returns the set of
extended variables that appear in an expression (boolean or numeric), in a set of
commands, or in a set of constraints C.

3.3 Numeric Domains Over Extended Variables

In this section, extending ideas from [15], we define the Numeric Path Relations lifting
NPR(N) as a generic way to lift a domain N that is numeric—i.e., that denotes sets of
stores that map variables to numbers—to a domain that denotes sets of stores that
map variables to structured values (Definition 1). The main idea is to use extended
variables as the variables of the underlying numeric domain.

For a typing context I', the abstract values of NPR (N)(I") are pairs of a set E of
extended variables that are valid in T', and a numeric abstract value d € N(E) whose
variables belong to E.

Definition 7. NPR(N)(T') = {(d,E) | E € P(E(T')) ANd € N(E)}

In this definition, an abstract numeric value d can refer to any extended variable
z.p declared in F, and does not need to reason on whether z.p is a valid projection.
In practice, though, the complete domain of section § 3.6.2 will only consider sets F
that are consistent. When writing examples in the rest of the paper, we may omit the
set F when it can be deduced from context, for example when F is exactly the set of
extended variables used in d. For example, for the type status defined in Fig. 4, the
abstract value {stQAsleep.secs > 0; st@Asleep.count > 0} is an element of NPR (N)(T"),
where I' = [st > status].

Intuitively, an abstract value (d, E) denotes a set of stores that map regular variables
to structured values, such that the paths listed in E point to integer values, and such
that those integers are related by the numeric abstract value d. Using the projection
function for values (Definition 3), it is easy to transform a store whose indices are
variables into a store whose indices are extended variables:

Definition 8 (Projection of a store). The projection of a store s € Vars — Values on
a set of extended variables E € P(E(T)) is a store in E — (Values U {Undef}), written
sy E, and is defined by: (s % E)(x.p) = s(x) |2 p.

As an example, consider the store s = [st — Asleep{secs = 42;count =

7}], where the variable st has type status, and the set of extended variables
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E = {st@Asleep.secs; st@Asleep.count}. The projection of s on F is the store
[st@Asleep.secs — 42; st@Asleep.count — 7).

The concretisation of an element (d, E) € NPR (N)(I") easily follows: it is the set of
well-typed stores whose projections on E satisfy the numeric constraints d. The typing
judgement I' F s means that s(z) has type I'(x) for every z.

Definition 9. yNRMNO (g B) = {s | T+ s A s|t° E € 4NE)(d)}

For example, if the typing context is I' = [st — status|, then the concretisation of
the abstract value p = {st@QAsleep.secs > 0; st@Asleep.count > 0} contains any store in
which the variable st is mapped to a value of type status that is built using constructor
Asleep, and where both fields secs and count are non-negative. In particular,

[st@Asleep.secs — 42; st@Asleep.count — 7] € 4NTRMID) ()

We briefly explain how to define the abstract intersection in NPR (N)(T"). The
intersection of (dy, E1) and (dz, E2) denotes the conjunction of the constraints dy and
ds. Therefore, the extended variables that appear in the conjunction are in Fy U Fjs.
Thus, one must inject dy and ds in E; U Fy using the AddN( )
actually taking their intersection in the numeric domain:

operators, before

(dy, By) MNPRON@) (g, Fy) = (AddI;gEl)(dl) PNEUE) Add3 72 (dy), By U Ez)
The pre-order, union and widening are defined in a similar way:

(dl El) ENPR(N)(F) (d2 E2) iff E2 - El A RemE \E) (dl) EN(EZ) d2

(d, E) "NPRN®@) (' 57y = (AddY ) (d) MNEVE) Add¥E) (d'), B U E)
(d, B) LNPRO@) (¢ By = (Rem ) (d) LNENE) RemES{fE)(d') EN E)

E‘\E’(
(d, E) yNPR(N)(T) (d, E) (RemE\E’ (d) v yN(ENE") RemN(E (d), EN E)

Transfer Functions

Since our values are immutable, all the assignments are of the form x := ¢. In particular,
in-place updates of the form x.f := t are not part of our language. In the following
definition, F, is the set of extended variables in E starting with variable x. The
transfer function for assignment x := ¢ applied to an abstract element (d, E') works
by temporarily introducing a new variable 2’ (that represents the value of x after
assignment). First, it applies the transfer function for assignment on every numeric
assignment in the decomposition of &’ := ¢ (Definition 6). In order to do so, it first
computes the set Fy of extended variables appearing in the decomposition of x’ := ¢
and adds these to the underlying abstract domain by computing AddgéE) (d)). This
produces the new abstract value d;. Then, it removes all the references E, to the paths
of x from dy, and finally renames z’ into z. The auxiliary variable 2’ is introduced to
avoid clashes between the paths that are valid for x before the assignment and those
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that are valid after the assignment.

AssignNPROD) (. 1)(d, E) = RenameNPR(N)(F)(Remng(N)(F) (d1, EU Ey))

[z’ —x]
where

E,={ypeE|y=ux}
Eo={ype Emlilglls)ego)mp (z/:=1%)) | T+ y.p:Int}
UEo
dy = |—| Assign™NEVE0) (57 4 .= U)(AddgiE)(d))

2’ .p:=u€Decomp(z’:=t),I'+u:Int

If z does not appear in ¢, a simpler definition for the transfer function could be
given, where there is no need for 2’ and previous constraints on x are forgotten before
adding the new ones.

The transfer function for conditionals is simpler: negation is eliminated using De
Morgan laws, whereas conjunctions and disjunctions are handled by abstract intersection
and union, respectively. The remaining case is that of a numeric test ¢; < o: it suffices
to call the transfer function of domain N for conditionals, and to extend the extended
variables with those that occur in the test.

Cond“PRMM (h)(4, B) =

(condN<EUEnV<b>>(b)(Addggfgb)(d)), E'UEnv (b)) i b=t bty

3.4 Constructor Constraints

We introduce the abstract domain of constructor constraints, that intuitively describes
in which cases the values of a store might be, i.e., which are the allowed variant
constructors of the values of a store. We write cc(T") for the set of constructor constraints
for a typing environment I'. An element E € cc(T') is a set of extended variables, that
restricts the possible sets of stores to those that are compatible with every path in
E. In other words, if a path in £ mentions some constructor, then the corresponding
value in any store of the concretisation must be built using that constructor. Elements
of cc(T") can contain paths which start with different variables, providing a limited
form of relational information. For example, the set {x, x@Asleep, y, yQAsleep} states
that the values in variables x and y both are built using the same constructor Asleep.
Constructor constraints are a key ingredient of the disjunctive completion of section
§3.6.2, as they serve as hints for which disjuncts need to be kept separate, and which
should be merged.

Formally, an element E € cc(T) is either the bottom value 1) or a set of
extended variables that is consistent and closed under the prefix order <.
Definition 10 (Constructor constraints). The domain of constructor constraints is
defined by cc(T') = {E C £(T) | E <-closed and consistent } U{ 1"} and is equipped
with the ordering ceem) defined as F; cee By iff B1 = 1) or By D Es.

We write clos®™) (E) to denote the prefix-closure of E, i.e., the smallest <-closed
set that contains E. For example, if we consider the type status from Fig. 4 and the
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typing context I' = [z — status] where variable 2 has type status, then the prefix-
closure of the singleton F = {x@Asleep.secs} is the set {x@QAsleep.secs, xQAsleep, x}.
For a given I', the domain cc(I") is finite: because our types are not recursive, the valid
paths necessarily have finite lengths.

The concretisation v°°() defines the stores denoted by constructor constraints.
Definition 11 (Concretisation for constructor constraints).

e (e = ¢ FONEY = {s| T+ sAVe.p e E,s(z) " p # Undef}

The concretisation of a set E produces a set of well-typed stores such that the values
in the stores can be projected along the paths in E. For example, the concretisation of
the abstract value E = {x@Asleep.secs, tQAsleep, z} contains all the stores in which
the variable z holds a value that is built with constructor Asleep. In particular, the store

s1 = [st — Asleep{secs = 42; count = T}]

belongs to v°°(1) (E), whereas the store s = [st — Running{count = 8}] does not.
The abstract union and intersection for the cc(I') domain are easily obtained:

ee@) e p = e jee@) — B B LjeeT) By = E1 N Ey otherwise
B e g, i Br= 1M or By = 1D or By <> By
! 2 FE1 U Ey; otherwise

Because the domain is finite, there is no issue with infinite ascending chains, and we
can simply define the widening as the abstract union.

Transfer Functions

We express the abstract transfer function for assignment in the cc(I') domain in a
“kill-gen” form as follows:

Assign® (2 := t)(E) = (B \ Kill**D(2)(E)) ™ Gen®W) (2 := t)(E)
where

Kill“"(z)(E) = {ype B |y=u}
Gen® M (z :=t)(E) =
clos®® ({y.q € Env (¢) | y # 2} U{zp | I, z.p :=t' € Decomp (z := t)})

The extended variables that must be removed are those that have x as root, since
the new value for x might be modified by the assignment. The newly added extended
variables are those of ¢ that are still live after x is updated, and the ones that are
effectively assigned, as given by the decomposition of the assignment. We ensure that
the added variables remain prefix-closed thanks to a call to clos®),
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The transfer function for conditionals is straightforward: it only adds the extended
variables of the boolean expression:

Cond®T) (b)(E) = E 1M clos™) (Env (b))

3.5 Structural Equalities

The NPR lifting of Section § 3.3 can only express relations between the numeric parts
of values. It can’t record whether some non-numeric part of a value has not changed.
In our example of Fig. 4, this is the case of the msg field of processes, that is not
modified, and is of record type. We introduce in this section the domain seq(T"), that
tracks structural equalities. The domain seq(T") tells which parts of the values of a store
must be identical.

One could argue that any equality between structured values could be replaced with
a conjunction of equalities between the integer fields of those values, and, consequently,
that the seq(I') domain is hardly useful. Such a decomposition could lead, however, to
more verbose abstract values, and could also introduce extra disjunctions when dealing
with values of sum types. Thus, our choice of handling equality constraints between
structured values is beneficial, as it helps keep our abstract values small in size.

We give here a simplified definition of the domain, where the abstract values of
seq(I") are either the bottom element—denoting the empty set of stores—or a finite set
of pairs of extended variables (z.p, y.q)—denoting a set of stores s in which the value
at path p in s(z) is equal to the one at path ¢ in s(y). In practice, our implementation
uses a map from extended variables to equivalence class indices, to ensure we remain
closed by reflexivity, symmetry and transitivity.

Definition 12 (Domain of structural equalities). The domain of structural equalities
seq(T') = P(E(T) x ET)) U {159} s equipped with the concretisation function
754 € seq(T") — P(Vars — Values) that is defined as follows:

sea() (| sea(T)

— 0
PeaE) =

s|TEsAY(z.py.q) € C, s(z) " p=s(y) | ¢ # Undef}

Abstract values in this domain might carry some implicit information. For example,
if z and y have type {f — Int;g — Int}, the abstract value {(z,y)} also implicitly
implies that x.f = y.f and z.g = y.g. To avoid losing precision, it is sometimes
necessary to saturate an abstract value by congruence, so that it contains all the valid
equalities that mention a given set of extended variables. For this purpose, we define
the following closure operator.

Definition 13 (Closure of structural equalities). The closure of a set of structural
equalities C' with respect to a set of extended variables E, written closlfq(r)(C), is the

smallest set that contains C, that contains the equalities x.p = x.p for all x.p € E, that
1s closed under symmetry, reflecivity and transitivity, and that satisfies the following
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congruence property:
(x.p,y.q9) € clossgq(r)(C) Az.pr € Env (closSEQ(F)(C)) = (z.pr,y.qr) € clossEcq(F)(C)

We use this closure operator to gain precision in the transfer function for assignment,
and in the reduction operator of the product domain of section § 3.6.
Definition 14 (Pre-order, abstract union, abstract intersection and widening for
the structural equalities domain). A pre-order for the structural equalities domain is
defined by
C, D) ¢y iff ¢y = 159 or 0y C Oy

Abstract union for this domain is defined by

g sea(D) | pea(l) (o = ¢ ysea(D) | sea(T) — (o
Cy Lsea(d Cy = Ci1NCy otherwise

Abstract intersection is given by

| sea(T) if Cp = 1sea o Csy = L sead
c, rsea(T) Cy = or Env (Cl) <> Env (CQ)
C1UCy otherwise

For widening, we use abstract union
o) ysea() Cy = O Ljsea() Cy

If this domain was used on its own, then the union, intersection and widening given
here would be unnecessarily imprecise, because of the lack of closure. But since we use
it as part of the reduced product of section §3.6.1, the closure operator will actually
be applied.

The reason why taking the abstract union (that is, intersection of the underlying
sets of equalities) as widening works here, is because every element of this domain is a
finite set of equalities, and abstract union can only decrease it. A decreasing sequence
of finite sets necessarily stabilises in finite time.

Transfer Functions

The transfer function for assignment z := ¢ for the seq(I") domain exploits the decom-
position of assignments from Definition 6. It considers only the assignments of the
form x.p := y.q, where the right-hand side is an extended variable. We express the
transfer function in a “kill-gen” form, where we kill every equality that involves x, and
add the new equalities x.p = y.q where we are careful to avoid any use of x that refers
to the state before the assignment.

Assign®®) (z := £)(C) = (c \ Kmseq(“(x)(c)) U Gen®d®) (5 == 1)(C)

17



where

Kil*®M (2)(C) = {(y.p,z.q) € C |y =x V z = x}
Gen** i) (1 := 1)(C) =
Uz.p::y.qEDecomp(m::t){(‘r'p7 Z.’I“) | z 7& A (yQ7 Z.T‘) € CIOSSBQ(F) {y‘I}(C)}

The transfer functions for conditionals can only exploit equality tests between
extended variables: Cond**1™) (5)(C) = € 117°9®) {(z.p, y.q)} if bis z.p = y.q.

3.6 Bringing Everything Together: Product Domain and
Disjunctive Completion

In this section, we describe the remaining steps of our construction, that lead to the
structural lifting S of the numeric domain N that we have considered. We combine the
domains we have defined in the previous sections—the constructor constraints (section
§3.4), the structural equalities (section §3.5), and the NPR lifting (section § 3.3)—into
a reduced product, that we call Tan (N), for Tuple for Algebraic types and Numbers.
Then, we add a disjunctive completion layer on top of that product. We will ultimately
obtain the domain of relations RAND once we apply the relational lifting defined in
section §4.2.

3.6.1 Reduced Product

We equip the product domain Tan (N) = cc x seq x NPR (N) with a reduction operator
p, that enables information transfer between the different domains of the product.

Definition 15 (Reduction operator). The reduction operator p for the product of
constructor constraints, structural equalities and the NPR lifting is defined as follows:

E @ closM) (Eny (C7)),
p(E,C,N)=|C",
CondNPR(N)(F)(/\(x.p,y.q)EC/AFI—x.p:Int €T.p= yq) (N)
where C' = CIOSSEQ(F)CIOSCC(F)(Env((E,C,N)))(C)
The reduction operator p transfers the following pieces of information between the
three components of the product:
® Structural equalities are completed with additional constraints, so that all the
extended variables that are used in the constructor constraints and the numeric
constraints are constrained (this is the role of C”).
e [f some equalities between integers are deduced from the structural equalities,
then they are added to the numeric constraints.
® The extended variables from the structural equalities and the numeric constraints
are added to the constructor constraints, which may reveal some inconsistent cases.
Union, intersection and widening for the reduced product domain add variables to the
structural equalities component, use component-wise operations and use the reduction
operator. For widening, reduction is only applied to the right-hand side argument to
avoid interfering with convergence. We invite the reader to look at [19] for further
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details. The transfer functions for assignment and conditionals use the transfer functions
of each component.

3.6.2 Using Disjunctions to Handle Incompatible Cases

Pattern matching performs a case analysis on the different constructors a value may
start with: these cases are pairwise incompatible. To analyse pattern matching with
precision, we add disjunctions to our abstract domain by means of a disjunctive
completion, so that each pattern matching case has a distinct disjunct. Hence, for any
numeric domain N, we take the disjunctive completion [18] of the reduced product of
constructor constraints, structural equalities and the NPR lifting of N. We call this
the structural lifting of N, written S, and defined as S (N) = P(Tan (N)). To control
the number of disjuncts, however, we merge some cases together: merging is performed
when the constructor constraints of two abstract values concretise to the same sets of
stores—i.e., when they impose the same constraints on the constructors used for variant
values. Definition 16 defines what it means for two sets of constructor constraints to
be equivalent. This definition is used in Definition 17 to describe how, for the elements
of the disjunctive completion, cases with equivalent constructor constraints are merged
together, using abstract union. Because we merge equivalent cases by computing their
unions, we cannot produce incorrect results, even when some numeric variables are
defined in some cases only. For example, if some variable z is undefined in one case of a
disjunction, it is considered as unconstrained in the numerical domain for that case of
the disjunction, i.e., no numeric information is known about this z. Thus, merging this
case with another one will not create any meaningful information on x in the merged
abstract value.

Definition 16 (Equivalence of constructor constraints). Two sets of constructor
constraints Ey and Eo are said to be equivalent, written E1 = Es, if any path ending
with a constructor present in one of them is also present in the other. Formally:

FE| = Es szVx(p@A) € Fq, .’I,‘(p@A) € by /\Vy(q@B) € FEs, y(q@B) €k

= is an equivalence relation for constructor constraints.

Notice that this equivalence is not an equality because the F; can contain paths
that do not end in a constructor, but in a field selector. For such paths there is no
requirement that they either be present in both or none of the F;. We can extend this
into an equivalence relation for elements of the Tan domain, by:

(E1,C1, Ny) =5 (Ba, Co, Ny) iff By = Es

This equivalence is restricted to the extended variables, and does not correspond to an
equivalence with respect to C™" nor to a semantic equivalence. The sub-script in the

notation =" reminds of that. Given an element O of S, we write O/=E" for the set

of equivalence classes of O with respect to =£".
This notion of equivalence allows us to define an operator that collapses together

equivalent triplets in an element of P(Tan).
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Definition 17 (Collapse operator for the disjunctive completion). We define an
operator Collapse® that takes a set of elements of Tan and merges together (by taking
the abstract union), the elements that are equivalent with respect to =L**. Formally,

Collapse®(0) = {UTan alac (’)/EE‘”‘}

aca

We use this collapse operator to provide an abstract union and intersection for the
structural lifting
01 US 0y = Collapse® (O, U Os)
S S T t1 € O1 Aty € OxA
01 > Oy = Collapse ({t1 M ¢g | #) ATan ¢, £ | Tan

A widening for the structural lifting is given by

O, vs Oy =
{ty vTan ¢y |t € Oy Aty € Ox Aty =L 10}
U{tz € Oy | ftl c Ol,tl Ega‘n tg} U {tl € O, | ﬂtg c Og,tl E’EI:‘an tQ}

The other constructions of the structural lifting are the standard ones of disjunctive
completion domains. For example, abstract inclusion is given by a Hoare ordering:

O, C° 0, iff Va e O1,3d € Oy,a T ¢

4 A Collecting Semantics of Relations

The term “relational analysis” is widely used in the literature, and may refer to two
different notions. In a majority of related works, a “relational analysis” designates a
static analysis that infers relations that hold between variables of a single program
point, i.e., relations in space. In other works, a “relational analysis” denotes a static
analysis that infers relations between (variables of) different states, i.e., relations in
time. Relations between different versions of variables at several program points are
discovered, for instance, during the symbolic expression analysis [20] that is part of
the construction of the SSA form of a control-flow graph. In the rest of this paper, the
term “relational” refers to to input-output relational analysis, that computes relations
between the input states and the output states of a program.

In this section, we define an input-output relational semantics of programs, that
forms the semantic basis of an input-output relational analysis. Our relational semantics
determines relations that relate the input stores of a program with its output stores,
i.e., the stores that are obtained when there are no more commands to evaluate.
Definition 18 (Relational semantics). The relational semantics of a command c is
defined as follows: S[c] = {(s1,s2) | (¢, s1) =* (skip, s2)}.

S[c] is a binary relation that may be employed to derive fully compositional
static analyses, such as CRA [21, 22]. Indeed, it enjoys equations (e.g., S[e1 ;e2] =
S[e1];S[e2]) that help defining the analysis of a compound command from the
independent analyses of its constituents. A drawback of this approach, however, is its
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inability to exploit any information about the states that have been reached so far, which
may degrade the precision of an analysis. The following piece of code illustrates this
issue: assert (x > 1 & y > 1); x := y * x. If we analyse the assignment x := y * x
with no knowledge that the preceding assertion succeeded, then, using a linear relational
domain—e. g., octagons or polyhedra—we will not obtain any precise information about
how the value of x has changed, as the domain cannot express non-linear relations. The
relational collecting semantics of the next section waives this limitation, as it allows to
exploit the information that has so far been obtained for the current program point.

4.1 Relational Collecting Semantics

In this section, we build a collecting relational semantics on top of S[c], that can
exploit the information about the states that have been reached. Let us consider
again the example from the previous paragraph: with the knowledge that the assertion
assert (x > 1 & y > 1) succeeded, then a linear relational domain will be able to
express, for example, that after the assignment x := y * x, the value of x has strictly
increased. Our collecting semantics P [c] is a function from relations to relations:
given some initial relation a that holds between initial stores s; and the stores s; at
the current program point (before the execution of ¢), P [c] (a) computes a relation
between the initial stores s; and the final stores sy that are produced by evaluating the
command c from the stores s,. Thus, P [c] extends the relations in time by composing
on the right-hand side with the behaviour of command ¢. Our collecting semantics is
defined as follows:

Definition 19 (Collecting semantics). P[] (a) = a;S[c]

P[c] is an abstraction of a semantics of computation traces [23], that collects the
intermediate stores that a program may reach, that only keeps the initial and the final
states of such traces. The collecting semantics [P [¢] satisfies the equations listed in the
next lemma, that shows how it decomposes by following the syntax of commands.
Lemma 1 (Inductive Characterisation of the Collecting Semantics). The following
equations hold:

P [skip] (a) = a
Pler ezl (a) = P fea] (Ple] (a)
P[branch cior ...or ¢, end] (a) = Uy <;<, P[eci] (@)
PP [while b do ¢ end] (a) = P [assert(—b)] (Ifp f.)
where fq(r) =aUP [c] (P[assert(d)] (r))
P [assert(b)] (a) = {(s1,52) | (s1,52) € a A [B]2°% = {tt}}
Pz :=t] (a) = {(s1,52(x = v)) | (s1,82) €EaAv e [t]0F

S2
Proof. The proof of the three first cases rely on the algebraic properties of relational
composition, namely: Id is its neutral element, composition is associative, and it
distributes over union. To prove the fourth case, we first notice that for any fixed a and
b, for the function g(r) = a U (r;b), we have g*(L) = Uo<jci @ b. Then, it follows that
Ifpg = UiZO g'(L) = Uizo U0§j<ia; b = szo Ui>j a; bl = szo a;b’ = a; szo v =
a; b*. The proofs of the last two cases proceed by unfolding definitions. O

This inductive characterisation of the collecting semantics will serve as the semantic
basis for the analysis that we describe in section §5.2.
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Lemma 1 shows that the syntax-directed decomposition of the relation transformer
P [c] follows the same structure as the standard set-based collecting semantics, that
collects the set of reachable states. Most transfer functions of our collecting semantics
are the same, but they operate on different objects (binary relations on stores instead of
sets of stores). The two transfer functions that are specific to this relational semantics
are the ones for assertion and for assignment. We show in section §4.2 how to define
those two transfer functions—that transform relations that relate stores in different
program points—using any relational abstract domain that represents sets of stores
for one program point. Using these two results, we can turn a folklore technique into a
formal claim: transforming a non input-output relational analysis into an input-output
relational one is “as simple as” duplicating variables [24-27].

An important difference between the two styles of analyses—set-based vs. relational—
is the choice of the most precise starting point for the initial store, when no assumption
is made on that store. In set-based analysis, that starting point is T (the set of all
stores), whereas in the relational analysis, the starting point is Id (the identity relation
on stores).

4.2 Leveraging Relations in Space to Express Relations in Time

In this section we briefly recall that any relational domain—i.e., that denotes sets
of stores and can express binary relations between different variables of a single
store—can be lifted to a domain for pairs of stores, that is able to express relations
between input stores and output stores. The main idea is simple: a pair of stores
(s1,82) € (Vars — Values)? can be represented as a single store, provided we can
distinguish the variables in s; from those in so, i.e., using a two-vocabulary relation [26].

Formally, this is achieved by assuming two bijections prime : Vars — Vars’ and
second : Vars — Vars” where Vars’ and Vars” are disjoint “copies” of Vars. We write
2’ as a shorthand for prime(z), and z” for second(z), and use the same convention
as in [21, 26], i.e., we use regular variables for the left-hand sides of relations—the
input stores—and primed variables for the right-hand sides—the output stores. For
any map f, we write f’ as a shorthand for f o prime™!, and we write f U g for the
union of maps with disjoint domains.

We can abstract a relation between stores s; and ss using a single abstract value,

that represents the set of stores s U s/, which effectively duplicates a variable into its
input and its output versions.
Definition 20 (Relational lifting). Let D be a family of abstract domains, such
that for any T, the domain D(T) has a concretisation function Y € D(I') —
P(Vars — Values). For any I'y and 'z, the relational lifting R (D)(T'1,T'2) of D and
its concretisation function are defined as follows:

R (D)(T'y,T3) = D(T, UTY) /
RO (a) = {(s1,82) | 51U sh € 4PN (a)}

R (D)(T'1,T2) is naturally equipped with a pre-order relation, abstract union, intersection
and widening, by reusing those of D(I'y UTY).
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The relational lifting expects two typing contexts—one for the input stores, and
one for the output stores. The use of two contexts is necessary to properly handle
function calls and returns (section § 5.3), where the variables of the caller’s context
need to be distinguished from those of the callee’s.

To obtain a relational input-output analysis, now that we can express relations on
stores, the question remains of how to express the transfer functions for conditionals
and assignments. It appears they can both be expressed in a generic way, by exploiting
the transfer functions of the underlying domain.

The transfer function for conditionals

Cond* P T'1L2) () (g) = CondP VT2 () (a)

constrains the right-hand side of the relation a to satisfy the boolean expression b. This
is achieved by calling the transfer function for conditions of the underlying domain
on V', to enforce that the variables of b refer to the outputs of a.

The transfer function for assignments

Assign®P)TLT2) (5= 4)(q) = Assign®T1V2) (2 .= #/)(a)

calls the underlying domain on the primed version of the assignment, z’ := t’, to ensure
that it applies to the outputs of relation a, leaving the inputs unchanged.

In the rest of this article, we use the relational lifting of the abstract domain from
section § 3, that we call RAND—short for Relational Algebraic and Numeric Domain.

5 Analysis

This section explains how to use the abstract domain built in sections § 3 and 4,
to analyse the language described in section §2.2. After providing an example that
illustrates what the analysis computes (section § 5.1), we first describe an intra-
procedural analysis (section §5.2) and then extend it to support function calls, yielding
a modular, summary-based, inter-procedural analysis (section §5.3).

The inter-procedural version of our analysis does not currently handle recursive
or mutually recursive functions, as we chose to focus solely on the topic of handling
algebraic values and arithmetic relations. Nevertheless, we expect that the analysis of
recursive functions can be achieved by performing a widened fixpoint iteration sequence
at the level of function summaries.

5.1 Analysis Result for the do_ticks Function

Before giving the formal description of the analysis, we give an example of the properties
that it can infer. Figure 6 shows the result of running our analyser on the example
from Section § 2.3 using polyhedra as a numeric domain. We see that our disjunctive
completion considers three different cases, and contains all five properties that we
wanted to infer automatically. In the first case, both the input and the output are
running processes and the structural equality p = p’ tells us that the process remained
unchanged (Property 1). In the two other cases, the structural equality p.msg = p’.msg
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Function summary for function do_ticks(p, n) returning p’
(Constructor constraints : p.statusORunning; p’.status@Running ...
with structural equalities : p = p’ ;
and numeric constraints : n >=1 ; ... )

Or (Constructor constraints : p.status@Asleep; p’.statusORunning ...
with structural equalities : p.msg = p’.msg
and numeric constraints :
p.id = p’.id; p’.status@Running.count = p.status@Asleep.count + 1;
p.status@Asleep.secs >= 0; n >= p.status@Asleep.secs + 1 )
Or (Constructor constraints : p.status@Asleep; p’.status@Asleep ...
with structural equalities : p.msg = p’.msg
and numeric constraints :
p.id = p’.id; p.status@Asleep.secs >= n; n >= 1;
p.status@Asleep.count = p’.status@Asleep.count;
p’.status@Asleep.secs = p.status@Asleep.secs - n )

Fig. 6: Result of our analysis on the example of Fig. 4. Ellipses mark information that
is also present in other components of the same case and is elided.

conveys that the msg field has not changed (Property 5) while numeric constraints
indicate that the id field has not changed (Property 4). In the second case, the input
process is asleep while the output process is running. The numeric properties tell us
that the wake up count has increased by one and the sleeping budget of the input
process is lower than argument n (Property 2). In the third case, both the input and
output process are asleep. The numeric relations tell us that the initial sleeping budget
was greater than n and has decreased by n; also, the wake up count remains unchanged
(Property 3).

5.2 Intra-Procedural Analysis

We define a function Analyse that takes a program ¢ and an abstract value a—
representing the relation gathered so far between the input states and the current
state—and returns the abstract value Analyse(c)(a) that over-approximates the effect
of running ¢ after a. This section deals with basic constructs, while Section § 5.3
explains how we analyse functions.

Definition 21 (Intra-procedural version of the analysis function).

Analyse(assert(b))(a) = Cond™™(p)(a)
Analyse(z :=t)(a) = Assign®™(z :=t)(a)
Analyse(c; ; c2)(a) = Analyse(cz) (Analyse(cy)(a))
Analyse(branch ¢y or ...or ¢, end)(a) = |_|Randi€1_m7n Analyse(c;)(a)
Analyse(while b do ¢ end)( ) = CondRand(—'b) (limy, s 00 Gp)

where ag = a and any1 = a, VE* Analyse(assert(b); ¢)(ay,)
The analysis of assertions and assignments use the transfer functions we built in
previous sections. Sequence and branching follow the structure outlined in Lemma 1.
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We analyse loops in a standard way, using a widening-based Kleene iteration, which
ensures that we reach a post-fixpoint in a finite number of iterations. In practice, our
implementation performs a loop unrolling [28, p.131] of the first iteration, in order to
obtain better precision.

The Analyse function is sound, in the sense that it over-approximates the relational
collecting semantics.

Theorem 2 (Soundness w.r.t. the collecting semantics). For any command ¢ and
abstract value a € Rand,

P [c] (v**"%(a)) € 7! (Analyse(c)(a))

Proof sketch. Given the inductive characterisation of P from Lemma 1 and the definition
of Analyse, Theorem 2 can be proven by induction on the syntax of programs. The
different cases rely on the soundness of the operators from the Rand domain. O

By instantiating Theorem 2 with the abstraction of the identity relation, we get a
soundness result with respect to the relational semantics of commands:
Corollary 1 (Soundness w.r.t. the relational semantics). For any command c,

S [¢] € ARend (Analyse(c) (IdRand>)

Where 1d®* is the element of Rand that has a structural equality ' = x for all
variables in the typing context.

5.3 Analysis of Function Calls

In this section, we add function definitions and function calls to our language, and
extend the intra-procedural analysis of section § 5.2 into a modular inter-procedural
analysis, based on function summaries.

Ezxtended syntax and semantics for functions

We extend our language to support function calls in commands and function
declarations:

ceCmd == ... | xz:=f(x1,...,2,)
d € Decl = def (11 @1,...,7n Tpn) : 7= {c;returnz}
P € Prog = dy;...;d,

For simplicity, the command for function calls y := f(z1,...,z,) immediately saves in
a variable y the result of calling a function f. This restriction forbids to call functions
within expressions, so that the semantics of expressions and the transfer function for
assignment remain unchanged.

A program is a sequence of function declarations def f(m1 z1,...,7 xn) : T =
{c;returnr}, that specify for the function f what are its input and output variables
and their types, and defines its body c. A program effectively defines a map A, that
associates to every declared function f a quadruplet A(f) = ((z1,...,zn),c,7, ') that

25



FuNncTioNCALL
A(f) = ((331, e ,a:n), C#,T, Ff) Vi € {1, A ,n},vi S [[Ziﬂe)(p

S

(y = f(z1,...,2n),8,m) = (cpireturnr, [1 — v1,...,Tn — Upl, (y,8) 1 )

FuNcTIONRETURN
vr €[]S
(returnr, s, (Yr, $p) : ™) — (skip, $p(yr — vp), )

Fig. 7: Small-step semantics for functions

holds the formal parameters z; of f, its body ¢, its formal return variable r, and the
typing context I' that specifies the types of its formal and local variables.

We extend the small-step reduction rules from Fig. 1 as follows. First, we add to our
semantic states (¢, s), that are composed of a program and a store, a third component 7
that denotes a call stack, and is used to properly handle function returns. The reduction
rule SEQSTEP that handles sequences of commands simply propagates all changes to
the stack, whereas the other rules of Figure 1 leave the stack unchanged. Then, we
augment the reduction relation with two new rules (Figure 7). Rule FUNCTIONCALL
installs the body of the called function f as the new code to execute, and installs a
new store that defines the actual values—read in the caller’s store—for the formal
parameters of f. Simultaneously, a new element (y, s) is added at the top of the call
stack, so as to remember that the caller’s store s should be restored upon f’s return,
and that the value computed by f must be recorded in the variable y. This very action,
that must be performed at function return, is specified by rule FUNCTIONRETURN.

Analysing functions

We have chosen to develop a modular analysis, by analysing each function only once
and computing a function summary, that summarises a function’s behaviour. This
summary is then reused and instantiated each time that function is called. Such a
modular analysis allows to better scale to large code bases [29].

Definition 22 (Function summaries). For a function f defined by A(f) =
((@1,...,xpn),c5,y5,T'¢), we call summary of f the quadruplet given by:

((xl, ..., @y), Analyse(cy) (IdRand(N)(Ff’Ff)> JYF Ff)

The second component of the summary of a function f is an abstract value
summarising f’s behaviour by over-approximating the input-output relation between
its formal arguments and its formal return variable. Thus, this abstract value deals
with the variables that are local to the execution of f This abstract value is obtained
by analysing the body of f, starting with the identity relation. This means that we
make no assumption on the actual arguments that will be given to f. This has the
advantage that we can reuse the same summary in every calling context. The down-
side of this choice is that the analysis of a function body cannot take advantage of
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any contextual information about the arguments to the function. Starting with other
relations than the identity relation could possibly remedy this short-coming; this has
not been explored further.

To use a function summary at some call site, we instantiate the summary on the
actual arguments and output variable used at the call site. Our method to instantiate
summaries is based on an abstraction of relational composition, that sequentially chains
together two abstract values that represent binary relations.

Definition 23 (Abstract composition). Let I'y, T's and T's be typing contexts. Let ay €
R (D)(T'1,T2) and az € R(D)(I'2,T's) be two abstract values. The abstract composition
a1 ;B}P) ay of the abstract values ai and as is defined by:

a1 ;®P) gy = Remove (Add ¢; MPT1UT2UTS) A qq 02)
Iy I, I

where ¢ = Rename,econg o prime—1 @1 and c2 = Renamegecond a2.

Note that some domains like Rand are parametrized by typing contexts and not
by sets of variables, since variables of different types are handled differently by the
abstract domain. Hence the Add and Remove operators are here parametrized by
typing contexts, and not by sets of variables. Additionally, the renaming functions
second and second o prime ! are extended to behave as identity on the variables that
are not in their definition domain but appear in a; or as.

Abstract composition chains the effects of a; and ag by introducing auxiliary names—
i.e., variables of the form y”—for the states that are in the output of a; and the input
of as, before taking the intersection, and then removing the temporarily introduced
variables. The calls to Add are necessary name management steps, that ensure that
the abstract values deal with the same sets of variables. Abstract composition is a
sound approximation of relational composition, as stated by the following lemma:
Lemma 3 (Soundness of composition). Let a; € R(D)(I'1,T2) and az € R (D)(I',T'3)
be two abstract values. We have:

’yR(D)(Fl’Fz)(al);WR(D)(F2’F3)(a2) C ’yR(D)(Fl’F3)(a1 ;R(D) as)

Based on abstract composition, we express summary instantiation as follows:
Definition 24 (Summary instantiation). The instantiation of the function summary
Sy = ((z1,...,2n),a5,y7,L'y) on the actual parameters (z1,. .., z,), the actual return
variable y and the caller typing context I' is defined as follows:

Inst(S¢, (z1,...,2n),y,I') = ins ;Rand(N) ay
where ins = Cond?#rdMTI'y) /\ie{l,...,n} Zi = x;)

and outs = CondRand(N)(FfI)(yf =1

.Rand(N
Rand(N) 5y 1

Summary instantiation simply works by composing three abstract values, using
abstract composition. Instantiation first ties each actual parameter to its formal
parameter by pre-composing the abstract value ay for f’s body with the ins abstract
value, and then ties the formal output to the actual output by post-composing with
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the outs value. The values ins and outs are simply expressed as mere conjunctions
of equalities. The first composition deals with the call of the function, whereas the
second composition handles the return.

During a function call y := f(z1,..., z,), the instantiation of f’s summary deals
with which variables might have changed and how, but does not deal with the fact that
only the variable y may have changed: every other variable that is available before
the call remains the same after the call. Thus, the transfer function for function call
augments the instantiation of the function summary Sy with equalities for the unaltered
variables, before extending the so far gathered relation a with the effect of the call to f:

Analyse(y = f(zla RS Zn))(a‘) =
Inst(Sy, (21, ..., 2n),y, [)ritand
an Rand
a ;R d(N) |_| CODdRand(l‘ _ 37/)
TFy

The transfer function for function calls is sound:

Lemma 4 (Soundness of function call analysis). For every function definition
A(f) = ((&1,...,2n),cp,yf,T'¢) in a program, and any function summary Sy =
((x1,..y2n) ap,ys, I'y) such that S[cs] C yRAMTLL (a4, we have:

Ply:=f(e ..., 2] (7" (a) € 4" (Analyse(y:=f(e1, .. ., 20)(a))

Proof. Let sg be a store, and s, be the store that results from the call instruction y:=
f(z1,...,2,) on the initial store so. We have (sq,s2) € P[y:=f(21,...,2,)](77*"(a)).
Unfolding the definition of P [.] gives an intermediate store s; such that (sg, $1) belongs
to ¥R (q) and (si,s2) belongs to S[y:=f(21,...,2,)]. The function call can be
decomposed as a series of reductions (y:=f(21,...,2n), s1,m) = (cg;returnyys, s', (y, s1) :
) —=* (returnyys, s”, (y,s1) : ) — (skip, s2, 7), where s is the store that is initialised at
the beginning of the execution of f’s body, and s” is the store that is obtained at the end
of the execution f’s body. Let ins and outs be the abstract values used in Definition 24.
By the definition of s’ in rule FUNCTIONCALL, we get (s1,s') € yRandMTT1) (ns).
Moreover, (s',s"”) € S[cs] is obtained by the hypothesis on f’s summary. Finally, we
prove (8", s9) € yRandM)(T'.T) (oyts) by the definition of so in rule FUNCTIONRETURN:
s"” and s9 indeed coincide on every variable other than the actual return variable.
We conclude using the soundness of abstract composition, abstract intersection and
abstract condition. O

Lemma 4 ensures that the soundness result for the intra-procedural analysis
(Theorem 2) extends to the language with function calls that we have described in this
section.

6 Analysis For Arrays and Algebraic Types

In this section, we extend our abstract domain and analysis to support functional
arrays. Unlike arrays found in most programming languages, functional arrays cannot
be modified in-place. As such, the update operation creates a new array whose contents
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are the same as in the original array, except for the cell for which an update has been
requested.

Such arrays are used in SMT solvers that handle array theories, but are also
available in theorem provers such as Coq. Some formal developments, such as sel.4 [30],
employ a model of functional arrays—they use functions with natural numbers as
a domain—to represent tables that contain thread descriptors in the state of their
operating system micro-kernel.

A number of approaches for analysing programs that manipulate arrays have been
proposed [12, 31-41]. We base our development on a proposal by Cousot, Cousot and
Logozzo [12], that abstracts arrays using segmentations, and that we refer to as CCL
in the rest of the article.

Overview of the CCL domain for arrays

In CCL, each array is abstracted by a segmentation. A segmentation groups the array
indices into several intervals. These intervals are disjoint, some of them may be empty,
and they form a partition of the array indices. The group of array slots that corresponds
to each one of these intervals of indices is called a segment. For each segment of the
array, a summary is provided, that is an abstract value that denotes the possible values
that the array may hold at the indices of the segment. For example, the segmentation

{or T {37 [0,+00] {7} [-00,2] {lal}?

denotes a set of arrays of integers, where three segments have been selected:
® The first segment denotes the indices that are greater or equal to 0 and that are
strictly less that the value of the variable i. The entries of the arrays at such
indices may have any value, as indicated by the T summary. The presence of the
? symbol tells that this segment might be empty.
® The second segment represents the indices that are greater or equal to the value
of 7 and that are strictly smaller than 7. The absence of a 7 symbol indicates that
this segment cannot be empty. Moreover, the values that are stored at indices
between ¢ and 7 must belong to the abstract value [0, 4+00].
® The last segment deals with indices that span from 7 to the end of the array a.
The |a| expression denotes the length of the array stored in the variable a. This
segment might be empty, as mentioned by the ? symbol, and the values in this
segment must belong to [—o0, 2].
The segments are delimited by boundsets—{0}, {i}, {7} and {|a|}—that are non-empty
sets of expressions. Each boundset might contain more than one expression, and it
specifies that all the expressions a boundset contains must evaluate to the same value.
For example, the segmentation

{0y T {55+137 [0,400] {7} [-00,2] {lal}?

contains all the information of the previous example, and adds the additional
information that the expressions ¢ and j + 1 must be equal.
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The least precise segmentation for an array stored in the variable a is {0} T {|a|}?.
It only defines one segment (from indices 0 included to |a|, the size of the array), that
may be empty, and the information for the values stored in this segment is T.

A segmentation also introduces two special variables [ and v, that might be used
inside segment summaries. The variable [ refers to some index of the segment, and v
refers to the value that is stored at that index. For example, the segmentation

{0} 1<v<i+3 {al}

describes a non-empty array where each value is greater than or equal to the index at
which it is stored, and is less than this index plus 3. The variables [ and v are bound
by the segmentation, they are not free variables. Therefore, they can be arbitrarily
renamed using fresh variables.

Differences with CCL segmentations

In this article, we extend CCL segmentations in two directions. First, we allow the
abstract values for segment summaries to refer to other program variables, including
to parameters of a function. For example, if n is an integer variable, the segmentation
{0} v=mn-—1 {|a|}? describes a set of (possibly empty) arrays of the form

[n;n—1;n—-2;...;n—(al—1)]

Second, we allow for arrays to contain values from algebraic types. Hence, we use
for segment summaries the abstract values of the domain that we introduced in section
§ 3 (structural lifting).

Additionally, we give a new definition for the pre-order between segmentations,
as we have found corner cases in the CCL definitions where the concretisation for
segmentations was not monotonic with respect to the pre-order.

Section outline

This section is organised as follows: First, we extend our programming language with
primitives for arrays and provide a motivating example (section §6.1). Second, we give
an overview of the overall structure of our abstract domain (section §6.3). Then, we
describe our segmentations (section §6.4), and we focus on the differences between our
definitions and the ones of CCL (section §6.5). In section § 6.7, we give the soundness
theorem of our abstract domain. Then, we give the result of our analysis on the
motivating example (section §6.8). Finally, we summarize our approach and its current
limitations (section §6.9).

6.1 Extension of the Language and Motivating Example

We extend the syntax of types and values with arrays. We allow for arrays to contain
algebraic types, but we do not handle, for now, arrays nested inside algebraic types
or nested arrays. In order to enforce this, we separate, in the definitions, algebraic
types 7818 € AlgTypes from array types 7% € ArrTypes, and values of algebraic
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types v¥& € AlgValues from values of array types v®* € ArrValues. The definition of
algebraic types and values remains exactly the same as in Definition 1:

———iel ————iel
Int | {fi—»7"% } | [Ai—7" ]
— el

v¥8 € AlgValues == n | {fi=v"8 '} | A(v¥%®)

7

728 ¢ AlgTypes

Array types and values are defined as follows:

Array (Talg)

1 1
I s v ®]

72" ¢ ArrTypes
v¥T € ArrValues

Each variable has either an algebraic type or an array type, hence the types of the
language are Types = AlgTypes U ArrTypes. The values are Values = AlgValues U
ArrValues. For example, if we take type status from Fig. 4, the array

[ Running {count = 5} ; Asleep {secs = 42; count = 7} |

is an array of size two, and of type Array (status).

We add three new commands to the language of section § 2.2, that deal with
array creation, array access, and array updates, respectively. We also add a new case
of expressions, written |z|, that denotes the length of the array that is stored in a

variable x.

c € Cmd :: | y:=new array(t28 e, e)
y:==zxle] | y:=uzxle; — eg)
|

]

e € Exp

The creation of a new array = := new_ array(72% e, e5) initialises the variable x with
a new array. This construct takes as parameters the type 728 of the values contained
in the array, an expression e; for the size of the array, and an expression ey for the
initial values of all the array slots. The array access y := z[e] loads in the variable
y the contents of the array that is stored in x at the index e. The array update
y := x[e; — es] stores in the variable y a new array that differs from the array stored
in = at one index only: the new array contains at index ey the result of the evaluation
of ey. The array length |z| refers to the length of the array stored inside variable x.

The restriction that the main array operations (creation, access, update) should be
assigned to a variable before further manipulation does not restrict the expressiveness
of the language, but simplifies the analysis.

Motivating example

Figure 8 shows an example of a program that manipulates arrays, and that is inspired by
the functional specification of the seL4 micro-kernel [30]. It involves thread descriptors—
named Thread Control Blocks, or TCBs for short—that represent information about
the threads that are managed by an operating system kernel. TCBs are records of
properties. To keep the example short, we only exhibit one property of TCBs—their
priorities—although TCBs may exhibit more.

31



type unit = {} (* Record type with no fields x)

(* Thread descriptors (Thread Control Block) x)
type tcb =
{ prio : int; (% Priority *)

... (* Other fields of the TCB are elided *)
}

(* An array of TCBs. Represents a scheduler queue. *)
type queue = tcbl[]

(* Options of TCBs. Serves as a return type for find max_ priority x)
type max_result = [ NoMax of unit | SomeMax of tcb ]

(* Returns the TCB with the hightest priority in the queue, if any. x)
def find_max_priority(queue q) : max_result = {
max_result res

unit case

int i

tcb challenger
i=0

res = NoMax{}

while (i < |ql) do (* Iterate over the queue )
challenger = q[i]

branch
case = res@NoMax (* First iteration x)
res = SomeMax challenger

or

assert(challenger.prio > res@SomeMax.prio) (* Higher priority found )
res = SomeMax challenger
or
assert(res@SomeMax.prio >= challenger.prio) (* No change needed x)
end
i=1i+1
end
return res

}

Fig. 8: Program that finds a thread descriptor with highest priority in an array.

Our example consists of the find_max_priority function, that searches in an array
of TCBs one TCB whose priority is the highest. It returns an option type, such that
either NoMax{} is returned if the array is empty, or SomeMax d is returned, where d is a
TCB in the table with the highest priority.

For the find_max_priority function, our analysis computes the abstract summary of
Fig. 9. Compared to the summaries of section § 5.3, some new information is available,
that associates to array variables an array segmentation.
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Function summary for function find_max_priority(p) returning res’
( Constructor constraints : res’@NoMax

Numeric constraints : [ql = 0

Abstract array enviromment : [ q -> { 0 |ql } ]
)
Or
( Constructor constraints : res’@SomeMax

Numeric constraints : [q| > O

Abstract array environment :
[q->{01} v.prio <= res’@SomeMax.prio { Iql } ]

Fig. 9: Abstract value for the function find_max_priority from Fig. 8.

This summary expresses two cases:

® FEither the initial array is empty—it has size 0—and the result is NoMax{}, or

® the initial array is non-empty, and the priority of all its elements are less than or

equal to the priority of the result.

Although this abstract value expresses useful properties of the find_max_priority
function, it is not an exact abstraction of the behaviour of the function. Indeed, it does
not express the fact that the returned TCB actually belongs to the input array.

In the rest of the section, we explain how we build the Diorana domain, using some
of the same ingredients from the RAND domain, to compute input-output summaries
of functions that manipulate arrays and algebraic types.

6.2 Array Lengths as Variables

Now that there are arrays in our language, we want our abstract domains to be able
to capture information on array lengths. Array lengths are numbers. Hence, if x is an
array variable, we will introduce into our abstract domains a numeric variable |z|, to
represent the length of the array stored in x. We call these numeric variables array
length variables.

To be clear, the notation is overloaded and can have three different meanings.
If ¢ is an array value, then [t] is the length of array ¢. If = is an array variable, then |z|
can be either an expression of the language (that appears in conditions, for example),
or an array length variable, that will appear in the constraints of our abstract domains.

For any typing context I' we write Arr(I") for the set of variables in I' that have an
array type:

Arr(l') = {:r|§|7'i"lg € AlgTypes,I'(z) = Array(Talg)}
We also write L(I") for the typing context obtained from I' by replacing any array
variable with the corresponding array length variable:

L(T) = (U\ Arr(D)) [ ] = Int ], e prer)

Similarly, for any environment p that is well-typed in a typing context I', we write
L(p) for the environment obtained from p by replacing any array variable by the
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corresponding array length variable:

L(p) = (p\ Arr(D)) [ |z = |p(2)] aear(r)

We use these notations to define new abstract domains that behave almost identically
to the Tan and S domains from section § 3.6.1 and section § 3.6.2, except in that they
are able to capture information on array lengths.

Definition 25. The TanL domain. For any numeric domain N and any typing context
T', the TanL. domain is defined by

TanL(N)(T") = Tan(N)(L(T))
and its concretisation function is given by

,yTanL(t) — {p | L(p) c ,yTan(t)}

All other operators and transfer functions of the TanL domain are defined as being
those of the Tan domain.

Definition 26. The SL domain. For any numeric domain N and any typing context
I', the SL domain is defined by

and its concretisation function is given by

Y(d) = {p| L(p) € ¥°(d)}

All other operators and transfer functions of the SL domain are defined as being those
of the S domain.

6.3 Structure of Our Abstract Domain For Arrays

Figure 10 summarizes the different components of the construction. Extending the
structural lifting allows us to define segmentations for abstract arrays whose contents
are values from algebraic types (section §6.4). Then, a domain associates a segmentation
to each array variable. We call this domain A (N). To also handle non-array variables,
we take a product between the TanL (N) domain from Definition 25 and the array
domain A (N). We call this product domain Tana (N) = TanL (N) x A (N) for Tuple for
Algebraic types, Numbers and Arrays. Then, we take a disjunctive completion of this
product domain, to handle incompatible cases for constructors, like we did for the Tan
domain. We call this disjunctive completion Dana (N), for Disjunction for Algebraic
types, Numbers and Arrays. Finally, we apply the relational lifting of section §4.2 to
get a domain that expresses relations between two different program states (input
and output). We call this domain Diorana, for Domain for Input-Output Relations on
Algebraic types, Numbers and Arrays.
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Diorana (N)
IRelational lifting (section §4.2)
Dana (N)
IDisjunctive completion (appendix §A.1.4)

Tana (N)

(section §6.3)
Seg (N)
(Definition 25) (section §6.4)
SL (N)

(Definition 26)

Tan (N) S(N)

A
(section §3.6.1) Structural lifting (section § 3)
N (section §3.1)

Fig. 10: The construction of the abstract domain for analyzing programs that manipu-
late both values from algebraic types, and arrays containing values from algebraic types.

6.4 Array Segmentations

We recall that for each array variable z, the numeric variable |z| represents the
length of the array contained in z (section § 6.2). For a typing context I', we call
V(I") the set of variables of numeric types and of array lengths variables. Formally,
V() ={z|T'(z) =Int} U{|z| | x € Arr(T')}. We also call K the set of possible numeric
constants in the programming language. In particular, 0 € K.

Definition 27 (Bound expressions and boundsets). We call bound expression any
element of the set E(I') = KU{z +k |z € V(') Ak € K}. We call boundset any finite
set of bound expressions, i.e., an element of Pg,(E(T)).

In the examples that follow, we will write = instead of = + 0, when = + 0 € E(T).
The bound expressions E(I") will be used as formal bounds, that delimit the array
segments in segmentations.

For any set of variables V, let Fresh(V)) = Vars \ V be the set of variables that
are fresh with respect to V. We write (2;);e(1,...,n} for the finite sequence of elements
21,22, ..,%n. The definition of segmentations follows.
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Definition 28 (Segmentations). Let x be a variable with an array type in the typing
context ', i.e., T'(x) = Array(7) for some type 7. A segmentation s € Seg(N)(I")(z) for
variable x is a quadruplet (171)71707 (di7bi7mi)i€{17___7n}) where:

e | and v are distinct fresh variables, i.e., elements of Fresh(dom(T')) such that

l#v, and

e cach b; fori € {0,...,n} is a boundset, and

e cach d; forie€ {1,...,n} belongs to SL (N) (I'[l — Int;v — 7]), and

e cach m; fori e {l,...,n} is a boolean.

In a segmentation (1,117 by, (d;, b“mi)ie{l’,_?n}), [ is a variable that refers to the
indices of the array inside segment summaries, whereas the variable v refers to the
values of the array inside segment summaries. Segmentations behave like binders for
the special variables [ and v, in the same way a A-abstraction would, in a A-calculus.
Hence, these variables can be replaced by any other variables, as long as they are
sufficiently fresh, so that accidental captures are avoided.

Each b; for i € {0,...,n} is a boundset that marks the segment limits, and each d;
for i € {1,...,n} is a segment summary, that denotes the set of values that a segment
can contain. Finally, each m; for ¢ € {1,...,n} is a boolean that indicates whether the
preceding segment is allowed to be empty.

In the examples that follow, we omit the special variables [ and v, and we write
boolean markers as 7 when they are equal to tt and omit them when they are equal to

ff. For example, we write
{0} (NPR: {0<1<ijv=1}) {i;5} TS {|2[}?

for the segmentation (I, v, bo, (d;, b, ™m;),c (1 93) Where by = {0}, b1 = {i;5}, by = {[z[},
dl :(NPR {0§l<l,1):l}), dQZTSL, mi :ffandmgztt.

Each segment summary d; is an abstract value from the SL domain of Definition 26.
The segment summaries of a segmentation for the array x can refer to any variable
of an algebraic type, any array length variable, as well as to the special variables [
and v, that represent the index and the value of the different array slots, respectively.
This is why we take segment summaries in SL (N) (T'[l — Int;v — 7]), that is the SL
built from numeric domain N, for typing context I'[l — Int; v — 7|. This is the typing
context obtained from I' by adding variable [ of type Int and variable v of type 7 (the
type of the values inside the array).

In the rest of this article, we only consider well-formed segmentations, that are
defined as follows.

Definition 29 (Well-formed segmentations). Let s = (l,v,bo, (divbbmi)ie{l,m,n}) be
a segmentation for the variable x. We say that the segmentation s is well-formed if it
satisfies the following properties:

e (0eby, and

® |z| €b,, and

e Vic{0,...,n},b; #0, and

e Vie{0,...,n},Vj€{0,....n}, i #j=bNb; =0.

The indices of an array always range from 0 to the length of the array minus one.
This is why we require that the first boundset of a well-formed segmentation contains
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0 and the last boundset contains the length of the array (the segments include their
left boundset and exclude their right boundset).

Boundsets are required to be non-empty. Indeed, boundsets should evaluate to
array indices, as they delimit the range of array indices of each segment, and an empty
boundset cannot be evaluated. To prevent an operation on segmentations from creating
an empty boundset, we may need to merge the segment summaries on each side of a
boundset using abstract union. We will see later in section §6.5.1, that the unification
of segmentations is such an operation .

The concretisation of segmentations (Definition 32) will enforce that all the expres-
sions of a given boundset must evaluate to the same concrete value. Therefore, we
require that distinct boundsets do not intersect, in order to avoid having boundsets
that are artificially split.

The constraint that all the expressions of a boundset must evaluate to the same
value is formalised as follows, with the definition of the concretisation of boundsets.
Definition 30 (Concretisation for boundsets). The concretisation of a boundset b is
the set of environments defined by v°(b) = {p | Ve € b,Yea € b, [e1]7 = [ea] )" # 0}

For a boundset b and an environment p € v2(b) that belongs to the concretisation
of b, all the expressions in the boundset, if any, must evaluate to the same value. Hence,
it makes sense to talk about the evaluation of a boundset b, as the evaluation of any
bound expression contained in b.

Definition 31 (Evaluation of a boundset). For any non-empty boundset b and any
store p € ¥B(b), we call evaluation of boundset b in store p, written ﬂbﬂ(;Xp, the value v
such that [e] " = {v}, for e €.
Definition 30 guarantees both that [e] is a singleton for any e € b, and that any
choice of e in b gives the same result.
The definition of the concretisation of abstract segmentation follows.
Definition 32 (Concretisation for segmentations). For a segmentation s =
(l,v7 by, (d;, bi,mi)ie{17,,,)n}), its concretisation >°8(s) is the set of pairs composed of
a store p and an array value t, that satisfy the following conditions:

e FEqualities in each boundset: Vi € {0,...,n},p € v2(b;)

e Inequalities between boundsets: ¥i € {1,...,n}, [[bi_lﬂZXp < [[bi]]ZXp

e Strict inequalities for non-empty segments:

Vie{l,...,n}, (=m;) = [bia]," < [B:])°
e Segment summaries:

Vie{l,...,n}, V4, [bial)™ < i < [b]® = pll = jiv e t[]] € 7% (di)
* Array size: [t| = [bn]".
The five conditions of Definition 32 guarantee that the array ¢ corresponds to
the information described by the segmentation. But the segmentation also gives
information on store p, through the “FEqualities in each boundset” and “Segment

L Allowing empty boundsets could have an interest in itself, but we do not consider that option in the
present framework
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summaries” conditions. This is why the concretisation is a set of pairs composed of a
store and of an array, instead of only a set of arrays. For example, the segmentation
{0} TSE {i;5} TSE {|2|}? tells us that the value stored in variable i must be 5, and
that the length of the array stored in variable x must be greater than or equal to 5.

The “ Equalities in each boundset” condition guarantees that for each boundset, all
the bound expressions concretise to the same integer value. Without this condition,
the other four conditions of the definition would not be well-defined, as they refer to
the evaluation [b;]; of the different boundsets b;.

The “Inequalities between boundsets” guarantees that the boundsets are in increasing
order, with respect to their evaluation. Since we only consider well-formed segmentations
(Definition 29), we know that 0 € by, hence the first boundset evaluates to zero
([l = 0).

The last condition “Array size” guarantees that the last boundset evaluates to the
size of the array ¢ ([b,]]™" = [¢]).

For well formed segmentations, the conditions “FEqualities in each boundset”,
“Inequalities between boundsets” and “ Array size” guarantee that the boundsets describe
a partition into intervals of the indices of array t. These intervals of indices might be
empty.

The “Strict inequalities for non-empty segments” condition enforces that, whenever
the emptiness marker of a segment is false, then the corresponding interval of array
indices is not empty, i.e., the strict inequality [b;—1]," < [b;]," must be satisfied.

The main difference between the segmentations defined here and the ones defined
by CCL [12] is that the numeric abstract values used to summarize each segment
can refer to the other variables of the program, in addition to referring to the index
and value of the array slots. For this purpose, the “Segment summaries” condition
guarantees that the information given by an array summary d; expresses the relations
that hold between any array index j, the value stored at that index in array ¢, and all
other variables in store p.

6.5 Unification and Pre-Order for Segmentations

The goal of this section § 6.5 is to present the differences between our pre-order for
segmentations, and the one from CCL [12]. We first give an intuitive explanation of an
operator called unification, that is used in CCL’s definition of segmentation pre-order.
Then, we present some corner cases on which the concretisation of CCL’s segmentation
domain is not monotonic with respect to their definition of segmentation pre-order
(section §6.5.2), and we present our definition of segmentation pre-order (section §6.5.3).

6.5.1 Unification of Segmentations

In [12], intersection, union, widening and pre-order on segmentations are defined in
two steps: first, unification is performed to obtain two segmentations that might be
less precise, but that share the same boundsets to delimit segments; then, intersection,
union, widening or pre-order test are performed segment per segment.
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We say that two segmentations are unified when they share the same boundsets. In
other words, two unified segmentations may only differ by their segment summaries
and their emptiness markers.

Definition 33 (Unified segmentations). Let s* = (l,v,b(l)7 (d%,b},m})ie{l,wn}) and

s* = (L,v,b3, (d2,b2,m2)ieq1,... py) be two segmentations. s* and s* are called unified

iff the two following conditions are satisfied:

* n=mp, and

e Viec{0,...,n},b! = b2

In order to transform two arbitrary segmentations into two unified segmentations,
two basic transformations on segmentations can be applied:

Removal of bound expressions This amounts to forgetting equalities between expres-
sions. If the removal of bound expressions might create an empty boundset, then
the two enclosing summaries are joined, so that no empty boundset is created.

Split of a boundset into two parts Again, this amounts to forgetting equalities between
expressions. It has the effect of creating a new segment with an emptiness marker
set to tt, and with a summary that has to be chosen, depending on what operation—
union, intersection, widening, or pre-order—is to be performed.

For example, in order to unify segmentation s! = {0;a;b} d* {|z|} with segmentation

52 = {0;a} d* {|z|}, we can remove the bound expression b from s'. This yields

sl ={0;a} d* {|x|}, which is indeed unified with s2. If instead we had started with

st = {0;a} d} {b} d} {|z|}, then removing bound expression b from s! remains possible,
but it implies merging together, with abstract union, the segment summaries di and

di. We get s = {0;a} di U d} {|z|}, which is unified with s2.

Removing bound expressions is sufficient to unify two segmentations for the same
array variable. Indeed, it is always possible to remove all bound expressions except the
ones for 0 and the array length, that are necessarily common to both segmentations.
When doing so, the unified segmentations contain a single segment. However, splitting
a boundset and creating a possibly empty segment, often allows to obtain more precise
unifications. For example, let us consider the two segmentations st = {0;a} d* {|z|}
and s? = {0} d? {a} d3{|x|}. Instead of removing the bound expression a from both
segmentations, we can split the boundset {0;a} of segmentation s! into a possibly
empty segment {0} ... {a}?, where the choice of the abstract value that serves as a
summary for this new segment depends on what operation the unification is performed
for. For example, if the goal is to compute the abstract union of s' and s2, then their
unification can choose 1 —i.e., the neutral element of abstract union—as summaries for
the new segments that might be created by a split. We would get, for this unification,
st = {0} L {a}? d*{|z|}, which is unified with s2.

We refer the reader to section 11.4 of [12] for a detailed description of the CCL
algorithm for unification, that uses bound expression removal and boundset splitting.
Their algorithm works by doing a parallel traversal of the two segmentations. Any
bound expression that is only present in one of the two segmentations is removed. As
long as common bound expressions are found at the current traversal position, the
algorithm splits the boundsets to keep the bound expressions that are present in the
two segmentations, and then continues the traversal. However, if at some point the
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traversal arrives at a position where there are no bound expressions in common, it
backtracks in order to remove bound expressions that resulted from previous splits.

Removing bound expressions and splitting boundsets yields segmentations that are
less precise than the initial ones (Lemmas 8 and 9 in appendix §A). For this reason, it
is sound to perform a unification before union, intersection and widening (as done both
by CCL and by us). For example, when taking the abstract union of two segmentations
s! and s2, if we call s’! and s’? the result of unifying them, and if we write s'* 158 s'2
for the segment-wise union after unification, then we have

,ySeg(sl) C ,ySeg(sll) ,ySeg(SQ) C ,YSeg(SQ) ,ySeg(Sll)U,ySeg(SIQ) C WSeg(SII@sQ)

which allows to conclude 758 (s1) U~S8(s2) C y5¢8(s! 1158 s2), which is the soundness
lemma for abstract union.

However, using unification in the definition of the pre-order, as it is done in CCL,
makes concretisation non-monotonic on some corner cases. Indeed, since unification
might replace the right-hand side value with a less precise one, pre-order is no longer
an abstraction of inclusion. We show an example of this in section §6.5.2 below.

6.5.2 Corner Cases for the Monotonicity of Segmentation
Concretisation in CCL

In CCL, the concretisation for segmentations is not monotonic with respect to
the pre-order on segmentations. The following example illustrates this issue. Let
s1 be the segmentation {0} T{a}T{b}T{c}T{|¢t|]} and sz be the segmentation
{0}T{c}T{b}T{a}T{Jt|}. In CCL, segmentation pre-order is tested by first unifying
segmentations, then testing pre-order segment-wise. The unification of segmentations
st and s? yields {0} T{b} T{|t|} on both sides. Hence, with CCL definitions, we have
51 C£5° s5. We will show, however, that 75%8(s1) € 758 (s2). Let o = [0;0;0;0] be
the array of size 4 filled with zeros, and let pg = [a — 1;b — 2;¢ — 3;t — tg] be
an environment. We have (pg,to) € 75%(s1). However, (pg,to) & v5°8(s2), because
otherwise, we would have po(c) < po(a), i.e., 3 < 1. Thus, ¥5°(s1) € v °8(s5), which
proves that the segmentation concretisation from CCL is not monotonic with respect
to the segmentation pre-order of CCL.
We believe there are at least two factors thanks to which this non-monotony of
concretisation does not affect soundness in CCL:
® The segmentation domain is part of a product domain that includes a numeric
domain. During pre-order testing, the numeric bounds that delimit segments need
also to be correctly ordered according to the information captured by the numeric
domain. This prevents the counter-example shown above. Indeed the product
domain would only state s; C so if we also have a = b = ¢, which excludes store
po from the concretisation.
® Given the way that operators like widening are defined, it is never the case that
an argument to the widening and the corresponding result belong to the corner
cases that make concretisation non-monotonic. More generally, these corner cases
do not show up in places where the monotony of concretisation is needed, thanks
to the way the operators are defined.
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However, it is a generally expected property for abstract domains that the con-
cretisation be monotonic with respect to the pre-order. Hence we propose a different
definition for segmentation pre-order: Definition 34 below. With this definition, segmen-
tation concretisation is monotonic with respect to segmentation pre-order, as proved
by Lemma 6 below.

6.5.3 Our Definition for Segmentation Inclusion

When we define operations that involve two segmentations, we always assume, without
loss of generality, that they have the same index and value variables. It is indeed always
possible to rename those variables with fresh ones, so that the two segmentations use
the same index and value variables.

To define the inclusion test between two segmentations s' and s2?, we will avoid

computing their unification. Testing inclusion between s' and s? is not straightforward,
since the two segmentations may have different numbers of segments. For this reason,
in our definition (Definition 34), we introduce a map ¢ between the indices of the
boundsets of s, and the indices of the boundsets of s!, that keeps track of which
boundsets and segments of s' correspond to the boundsets and segments of s2. The
function ¢ therefore identifies how the segments of the two segmentations can be
aligned with each other.
Definition 34 (Segmentation inclusion). Let s; = (l,v,b(l), (d},b},m%)ie{l’”_,n}) and
So = (l,v,b%, (d?,bf,mf)ie{17,__,p}) be two segmentations for the same array variable,
with the same index and value variables. We say that s1 is included in so, written
51 £58 sy, if and only if there exists a non-decreasing function ¢ : {0,...,p} —
{0,...,n} such that the following conditions are satisfied:

e First and last indices: $(0) = 0 A ¢(p) =n

e Boundset inclusion: Vi € {0,...,p},b? C b;(i)
e Segment summaries: Vi € {1,...,p},Vj,¢(i —1) < j < ¢(i),= dj T d?

e Emptiness markers: Vi € {1,...,p}, (/\fil;(i_lHl mjl) = m?

The smaller a boundset, the less equality constraints it implies on its concretisation.
This is why, if s2 is less precise than s' (that is s! £5% s2), then the boundsets of s2
must be smaller than their s' counterpart. This is stated by the “ Boundset inclusion’
condition.

The “Segment summaries” condition enforces that the aligned segment summaries
must be related by the inclusion relation of the abstract domain used for array cells.
Several summaries on the left-hand side might correspond to the summary d? at index
i on the right-hand side. Since d? is delimited by the boundsets b? ; and b?, the
corresponding summaries on the left-hand side are delimited by the boundsets bé( i—1)

)

and b<1z>(z‘)' Therefore, the summaries on the left-hand side that are aligned with d are
the dj for ¢(i —1) +1 < j < ¢(i).

The “ Emptiness markers” condition is similar and considers the markers for the
same segments as for the “Segment summaries” condition. It states that if all the
segments on the left-hand side might be empty, then the aligned segment on the
right-hand side might be empty too.
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For example, let us define two segmentations s; and s, as follows:

v=2x1 v=3x1
sp={0} (v<0) {3t (v=0) {y}? (v=0) {7}? (v>14) {|z[}?

o = {0} (v < 0) {3y} (3<l<5) (5) (5<l<7) 7 (0> 14) {a]}?

We have s; C5 s, because function ¢ = [0+ 0; 1+ 1; 2> 1; 3 3; 4+ 4] is
non-decreasing and satisfies all the conditions of Definition 34. The function ¢ maps
both 1 and 2 to 1. This reflects the fact that s; assumes one more equality than s,
on bound expressions: the equality y = 3. The “ Emptiness markers” condition verifies
that this additional equality is allowed by s5. The fact that 2 is not in the range of ¢
reflects the fact that multiple segments in s;—mnamely, segments 2 and 3—correspond
to a single segment in ss—namely, segment 3.
Intuitively, there are multiple reasons why s; is more precise than ss:
¢ The segmentation s; states that y and 3 must be equal, because y and 3 belong
to the same boundset. The segmentation ss, however, only requires that 3 <y,
because 3 and y are in two boundsets that delimit a segment, that might be empty.
e For the indices between y and 7, the segmentation s, only states that the values in
the array are non-negative, whereas segmentation s; states more precise conditions.
Segmentation s;, indeed, states that between indices y and 5 the values are equal
to twice their index, and that the values that lie between indices 5 and 7 are equal
to three times their index.
Lemma 5. The segmentation inclusion relation TS is a pre-order on segmentations.

Proof sketch. For the proof of reflexivity, it suffices to observe that the identity function
satisfies all the conditions of Definition 34. The proof of transitivity is based on the
fact that if two functions ¢; and ¢- satisfy the properties of Definition 34, so does
their composition ¢2 o ¢1. The detailed proof is available in appendix §A.1.1. O

The C5°8 pre-order is sound, in the sense that the concretisation for segmentations
is monotonic with respect to this pre-order.
Lemma 6. If s C£5 52, then y5°8(s!) C y5¢8(s2).
Proof. We write s' = (I, v,bg, (d},b},m})jeq1,....ny) for the different components of
st and s* = (I,v,03, (d?,b2,m?),cq1,.. py) for the different components of s2. Let
#:{0,...,p} = {0,...,n} be the function given by the fact that s! C5° 52,

Let (p,t) € v5°8(s!). Given Definition 32, there are five conditions that we need to

prove to show that (p,t) € 758 (s?).

Condition 1 : Equalities in each boundset.

We need to prove that for any index ¢ € {0,...,n} and any two bound expressions
er € b7 and ey € b7, we have [e1]7™ = [e2] ™. Let i € {0,...,n}, e € b7 and ez € b7,
By the “boundset inclusion” property that stems from s!' £5%® s2 (Definition 34),
we know that b? C b;(i). Hence, using the “equalities in each boundset” property of

(p,t) € v%°%(s") (Definition 32), we have [e1];*” = [ea] ™, which is what we wanted.
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Condition 2: Inequalities between boundsets.

Here, we want to prove that for any index i € {1,...,n}, we have Hb?q]]zxp < [[bﬂ] ;Xp.
For that, we will take two expressions e; € b?_; and e € b7 and prove that [[el]]ZXp <
[[egﬂf,Xp. Leti € {1,...,n}, e; € b7, and ey € b?. By the “boundset inclusion” property
of s 58 s2. we have b?_l - b<lz>(i71) and bf - b;(i). Hence e; € bé(iq) and e; € b;(i).
We recall that the function ¢ is non-decreasing, therefore ¢(i — 1) < ¢(i). By using

the “inequalities between boundsets” condition of (p,t) € 75¢(s') for all the indices
between ¢(i — 1) + 1 and ¢(¢), we have

[[bqlb(i—m]]ixp < [[biu—nﬂ]]

exp exp

<...< ﬂb;(i)ﬂ

p p

exp exp
and hence ﬂbé(i—l)ﬂp < [[b(lz)(i)]]p . Since e; € bis(iq) and e; € b?_l, we have

exp X X . . ©Xp X X .
[[bé(ifl)]]p = [[el]]‘; P _ [[b?—lﬂi P Similarly, [[b}ﬁ(i)]]p = [[62]]‘; P _ [[b?]]z P This

allows to deduce that [b?_,] ZXP < [¥?] ZXP7 which is what we wanted to prove.

Condition 3: Strict inequalities for non-empty segments.

Now, we need to prove that for any index i € {1,...,n} such that the boolean m?
is false, we have [b?_,]7" < [62]7". Let i € {1,...,n}. For the same reasons than
. . . ’ ’ 9 Texp 1 xp 9T €Xp 1 xp
in the previous condition, we have [[bi_l]]p = [[%(ifl)]]p and [[bi]]p = |[b¢(i)]]p .

From the “emptiness markers” condition of s* £5°8 s? we know that the implication

(/\f(%(i—l)-&-l mjl) = m? holds. The right-hand side of the implication being false, we

know that the left-hand side must be false as well. A conjunction of booleans is only
false if it is not empty and one of the booleans is false. Hence, ¢(i — 1) # ¢(i) and
Jj, (i — 1) < j <o) A ﬁm;. Using the “strict inequalities for non-empty segments”
condition of (p,t) € v5°8(s!), we deduce that [[b}_l]]z)(p < [[bjl]]ixlo. Combining this
with the “inequalities between boundsets” condition of (p,t) € 458(s!), for all the
indices between ¢(i — 1) + 1 and ¢(i), we have

exp % X
[[b;(i_l)]]p < << BT < [[b;(i)]]

exp
P

exp exp X exp
Therefore, [[b}ﬁ(i—l)]]p < Hb;(i)ﬂp . We recall that [[b%_l]]‘; P _ [[b;(iil)]]p and
[[bf]f:(p = Hbé(i)ﬂzxp. Hence, we have proven [[b?_l]] EXP < [[bf]];xl); which is what we

needed to prove.

Condition 4: Segment summaries.

We want to prove that for any index i € {1,...,n} of the the segmentation s?, and for
any index k of array ¢ such that [[bfﬁl]}?p <k< [[bf];)(p, we have p[l — k|[v — t[k]] €
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7St (d?). Let i € {1,...,n} and k be an index such that [[bf_l]]ZXp <k< [[b?]]‘:(p (if no
such index exists, what we want to prove is vacuously true). Like in conditions 3 and 4,
the “boundset inclusion” condition of s! C5¢ 52 allows us to deduce that [[b?ﬁlﬂzw =

Hb;(ifl)]]:)(p and [b?] :,XP = [[b;(i)]lzxp. Hence, [[b(lz,(i,l)]] ’ <k< [[b(lz,(i)]]zxp. Let’s

consider the sequence of integer intervals

{I}-d" - 157 - 1))

ex’

p

P(i—1)<j<¢(i)

exp
These integer intervals are contiguous, their left-most bound is [[bé(ifl) +171]] =

p
ex

exp P
I[b}z&(i—l)]] , and their right-most bound is [[b}b(i)]] — 1, hence they form a partition
P P
of the integer interval

exp exp
{ﬂbéu—nﬂp v--v[[b}b(i)]]p —1}

to which k& belongs. Hence, there exists a j such that ¢(i — 1) < j < ¢(i) and
ke {[[b}flﬂz)(p ey [[bﬂ]z)(p — 1}. Using the “segment summaries” condition of (p,t) €
758 (s!) for index j, we have p[l = k][v — t[k]] € 4%"(d}). Then, using the “segment
summaries”condition of s* £5°8 52 we know that d} CSt d2. Hence, using the monotony

of 45t with respect to C5L, we can deduce p[l — k][v — t[k]] € ¥5L(d?), which is what
we wanted to prove.

Condition 5: Array size.

Here, the goal is to prove that [[b%]] ZXP = |¢|. Since ¢(p) = n, the “boundset inclusion”
o, . exp exp .

condition of s* 59 s? gives us that b2 C b}, and hence [[bf)]]p = [[b}b]]p . Using the

“array size” condition of (p,t) € 75°(s'), we have [b}] ZXP = |t]. Hence [b2] pr = |t],

which is what we wanted.

Conclusion

Since these five conditions are satisfied, we have proved that (p,t) € ~5°(s?),
for any (p,t) in 75°8(s!). Thus, we have proved that y58(s!) CSe& 45¢8(s2), for
any segmentations s' and s2. Therefore, we have proved that s' £S5 s2 implies
y5¢8(s1) C5¢8 45e8(52). This concludes the proof of monotonicity of 58, O

6.6 Comparison With the CCL Domain For Arrays

We have explained how our definition of segmentation pre-order differs from the version
in CCL. As we have already stated, our domain for array differs in two more aspects.
First, we allow segment summaries to refer to any other program variables—as opposed
to only the special [ and v variables for index and cell value in CCL. Then, we handle
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arrays that can contain values of algebraic data types—as opposed to scalar values
only in CCL.

In this section, we discuss the main three ways in which these differences impact
our definitions:

® First, we discuss in more details the differences in our definitions of segmentations
and segmentation concretisation, compared with CCL.

® Then, we describe the three types of assignments that we need to distinguish—
whereas CCL distinguish only two types of assignments.

e Finally, we illustrate how we transfer information between segment summaries
and the TanL, component of the Tana product domain, by looking at the transfer
functions for array creation, and array access at non-bound expressions.

All the aspects of abstract domain operators and transfer functions that we do not
mention in this section—such as the transfer function for array update—are similar to
CCL’s. The operators are described in details in appendix §A.

Differences in Segmentations and Segmentation Concretisation

In CCL, the segment summaries of segmentations can only talk about the special
variables | and v for array index and array value. In our definition (Definition 28),
segment summaries can talk about any variable of the program—except the one
containing the array that is summarized by the segmentation—in addition to the same
special variables [ and v.

More precisely, in the definition of concretisation (Definition 28), the difference lies
in the “Segment summaries” condition. Let ¢t be an array, j an index of ¢t and d; a
segment summary for some segment that contains the index j. The part that deals
with the segment summary d; in the CCL concretisation enforces that the pair (j, t[j])
belongs to the concretisation of d;. Our definition of concretisation, however, constrains
the whole store p, by checking that the extended store p[l — j;v — t[j]] belongs to the
concretisation of d;. We consider the store—instead of just the pair (j, t[j])—precisely
because d; might impose some constraints on other program variables, that are recorded
in the store. We also allow the index [ and the value at this index v to be constrained
by d;,—and possibly related to other program variables—by adding [ and v to the store.

Different Types of Assignments

Two different kinds of assignments are described in CCL: array updates, and scalar
updates. We handle these two kinds of assignments similarly as CCL do. Because
we also handle algebraic values, we need to support another kind of assignment, for
variables that are neither scalar nor arrays. We briefly review how to handle the
different kinds of assignments.

Assignment to a numeric variable. Like in CCL, the update of a numeric variable
y := e may have two sorts of consequences:
® The assignment might be propagated inside the segment summaries of arrays.
® The boundsets of segmentations may change. Indeed, the variable y can occur
inside bound expressions. Hence these bound expressions need to be either updated
or removed to remain valid after the assignment. If the assignment is of the form
y =y + k where k € K is a constant, then the bound expressions where y occurs
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are updated, by replacing y with y — k. Otherwise, the bound expressions where y
occurs are removed. Additionally, the variable y might also be added (because of
its new value) to boundsets. Indeed, if the expression e in the assignment y := e
is a bound expression that occurs in a boundset, then variable y can be added to
that boundset, so as to record that y = e.

Assignment to an array variable. In CCL, when updating an array variable, the only
segmentation that changes is the one for that variable, and the other segmentations
remain unaffected. In our analysis this is no longer true. Array lengths may appear in
the boundsets and segment summaries of other segmentations. Hence assignment to
an array variable x behaves in part as an assignment to the array length variable ||
and can introduce changes in every segmentation.

Other assignments. When updating a variable that has neither a numeric nor an array
type, then the segment summaries are updated, but the boundsets remain unchanged.
The boundsets cannot be affected by the variable update, since the expressions in a
boundset necessarily have a scalar type and are not extended variables.

Conversion: Transfer Function for Array Creation

When converting an element of the Tanl. domain into a segment summary, we take
three steps:

® We add the special variables for array index and array value

® We add information on those special variables, if we have any

® We embed this abstract value into the disjunctive completion of the structural

lifting, by creating a singleton out of it

This can be seen, for example, in the transfer function for array creation:
Definition 35 (Transfer Function for Array Creation [Simplified Version]). For any
algebraic type 78 € AlgTypes, for any variable y of type Array(78), for any numeric
expression e1, any expression es of type T8 and any abstract value (t,a) € Tana, the
transfer function for array creation is defined by

AssignTn® (y := new_array(t™8 ey, €2)) (t,a) =

(Cond™ (e, > 0 A Jy| = e1)(¢), Assign® (ly| = e1)(a) [y ~ {0} d {ly[}? 1)
where d = {CondTanL(O <l<e Av=eg) (Add?ﬁg{j (t))}

This is a simplified version of the definition. The complete version can be found
in Definition 54 in appendix § A. The operation Assign®(|y| = e;)(a), that updates
all the boundsets in which |y| might appear, is an instance of a non-array assignment
defined in appendix §A.2.2. Indeed, the array length variable |y| is a numeric variable
and e is a numeric expression.

In this transfer function we see in the array component of the result, that variable
y is associated to the segmentation {0} d {|y|}?, where the segment summary d used
to summarise all the array slots of y, is a singleton, that contains the information that
the array indices are non-negative (given by condition 0 > [) and also abstracts the
fact that the array slots contain es (given by condition v = e3). The abstraction that

46



the array slots contain e; may not be an exact one, depending on expression e, and on
the underlying numeric domain N used to build TanL. This definition also takes into
account the fact that if the instruction succeeds, then the expression e; given as the
size of the new array is non-negative. Which is why component ¢ of the abstract value
is enriched with condition e; > 0 in the result.
The complete definition queries the abstract value for previous knowledge on ey,
and distinguishes four cases as a result:
® The case where e; is known to be negative and the result is L. ™12, since any code
after this is unreachable.
® The case where ey is known to be non-positive, in which case the new array is
known to have size 0.
® The case where e; is known to be positive, in which case the emptiness marker of
the segmentation is false, as we know for certain the array is not empty.
® All the other cases, where we have no particular prior knowledge on ey, and the
result is the one described in Definition 35.

Conversion: Transfer Function for Array Access at Non-Bound Expressions

When converting a segmentation summary back into an element of the Tanl. domain,
two steps need to be taken:

® Abstract union is used to turn an element of the disjunctive completion into a

single element of the Tanl. domain

® The special variables for array index and array value are removed
This can be seen, for example, in the transfer function for array access at a non-bound
expression:
Definition 36 (Transfer function for an array access at a non-bound expression). For
any abstract value (t,a) € Tana and any array access instruction y := x[e] where e is
not a bound expression, the abstraction for array access is given by

Assign™(y 1= z[e])(t,a) = (t’ a)

where o' = Assign® (y = z[e])(a)

TanL
and t' = Remf{fﬁg% "’
- ted
and d= |_| Assign®(y 1= v) (CondSL (l=en0< e)(di))
iel
and I = {z €{1,...,n} | 3e; € bj_1,Tes € b;, CanSat™ L (t e; < e < 62)}
and (l,v, by, (d;, bz,m )16{17”_771}) =a(x)

We will explain the different lines of this definition from bottom to top. When
performing the assignment y := z[e], the variable y receives the value that is stored
in array x, at the array index that expression e evaluates to. Hence, to know any
information on the new value of variable y, we look at what information we had for
the array stored in variable z. In other words, we look at what segmentation was
stored for variable z inside the array component a of the abstract value (t,a). Let
(Lv, bo, (d;, b;ym; )26{1’.“,”}) be this segmentation a(x), as stated by the last line of
the definition. In this segmentation, the segments that might talk about array index e
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are the segments ¢ such that e might be delimited by boundsets b;_; and b;. In other
words, the segments i such that there exists two expressions, e; € b;_1 and es € b;
such that, given the knowledge we have so far in abstract value ¢, it is possible that
e1 < e < ey. The set of these segment indices is called I, as stated in the second-to-last
line of the definition. We then use this set I to extract from the segment summaries
the information we want: the result of assigning to variable y the content of the array —
as represented by the special variable v — when the array index is e, as represented by
the condition [ = e. Abstract union is used to merge the result for the different segment
summaries that might be involved, yielding abstract value d. Then, the conversion step
takes place: d is an element of the structural lifting. We take the abstract union of its
disjuncts to obtain a single element of the TanL. domain. Then we remove the special
variables | and v, and we get t/, that we use as new TanL component in the Tana
domain. As explained earlier at page 45, if y is a numeric variable then the boundsets
of all the segmentations need to be updated, and if y has a product type or a sum
type, then the segment summaries of segmentations are updated. This is done by the
Assign® operator.

6.7 Soundness Theorem For the Array Domain

We now state the main soundness theorem for our abstract domain for arrays, and give
a sketch of its proof.
Theorem 7 (Sounduness of the Diorana domain). The operators and transfer functions
of the Diorana domain are sound :

e [Diorana ;4 pre-order.

o qDiorana yo ponotonic with respect to the pre-order.

e The abstract union P12 and gbstract intersection NP2 gre sound over-
approzimations of their concrete counter-parts.
Widening VP computes upper-bounds and enforces convergence.
The transfer functions for assignment Assign®*°"*™ and conditions Con
are sound.

dDiorana

Proof sketch. For pre-order, concretisation, abstract union, abstract intersection and
widening, the soundness of the Diorana domain is deduced from the one of the Seg
domain. Indeed, from Seg to A the proofs are transported element-wise, from A to
Tana the standard arguments of non-reduced products apply, and for the disjunctive
layer of Dana and the relational lifting layer of Diorana, the arguments are the same
than for RAND.

The fact that £5°8 is a pre-order is the object of Lemma 5. The fact that 45°2 is
monotonic with respect to segmentation inclusion is the object of Lemma 6. For abstract
union and abstract intersection of segmentations, the soundness is a combination of
the fact that unification yields less precise abstract values, and the fact that segment-
wise operations are sound (Lemma 10). For example, for union, if s; and ss are two
segmentations, and s} and s/, are the result of their unification, then we have

51 C5%8 g 59 C5%8 g,
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Which implies, by the monotonicity of 45°¢ with respect to C5°2, that
9 (1) £50% 455 ) 15%(s2) £50% 45%(s)
Then, by the soundness of segment-wise operations
Seg/USeg/CSeg I Feg o
Y78 (s1) Uy B (s5) © 7% (s s5)

Hence,
7 (51) U8 (52) C 778 (5] T°°E s)
Since 51 LS8 s, is defined as s} L% s}, this proves the soundness of L/5¢®.

For the convergence of widening, the process of unification can only remove, not
add, bound expressions; and there is only a finite number to begin with. Hence, from
a certain index, the results of unification always yield segmentations with the same
boundsets, and we can rely on the convergence of segment-wise widening.

For the transfer functions for assignment and conditions, we proceed in the same
way than CCL. O

6.8 Result of Analysis on The Motivating Example

Appendix § B details the execution of our analysis on the find_max_priority from
Fig. 8. This analysis was executed by hand, as it is not yet implemented. The result of
this analysis is the abstract value of Fig. 9. This input-output summary of function
find_max_priority distinguishes two cases:

e cither the input queue is empty (|g| = 0) and the result is built using constructor
NoMax;

e or the input queue is not empty (|g| > 1), the result is built using constructor
SomeMax and the TCB that is returned as a result (via the constructor SomeMax)
has a priority that is greater than the priority of any of the TCBs in the input
queue.

In the second case, the relation between the output and the contents of the input array
(namely that the priority of the output is greater than the priorities of any of the array
values) was captured thanks to the fact that we allow our segment summaries to refer
to program variables (here the variable containing the future output), in addition to
referring to the array’s index and value.

This input-output summary is not exact: it does not state that, when the result is
a TCB wrapped in constructor SomeMax, this TCB belongs to the input queue.

6.9 Conclusive Remarks on Array Analysis

We have described in this section an abstract domain that allows us to compute input-
output summaries of functions that may manipulate arrays that contain values from
algebraic types. For this purpose, we have built on the segmentation approach of
CCL [12]. Unlike CCL, we allow arrays to contain values from algebraic types, we
allow segment summaries to refer to arbitrary program variables, and we have changed
the definition of segmentation pre-order, so that it makes the concretisation function
monotonic.
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One limitation of our approach is that we only allow arrays in top-level program
variables: we do not allow arrays nested inside values of algebraic types nor inside other
arrays. Additionally, we have not yet implemented our abstract domain for arrays.

7 Implementation, Experimental Results and
Complexity

We have implemented the analysis of section §5 in approximately 5000 lines of OCaml.
Our prototype computes input-output summaries for non-recursive monomorphic
fist-order functions manipulating non-recursive algebraic data types. However, this
implementation does not support arrays. The source code of our implementation
together with instructions on how to add new test cases and run the existing tests
cases is packaged and published as a virtual machine artefact [13]. Similarly to our
formal development, our analyser is parametrised by an abstract domain for integers.
A command-line option allows to choose among the numeric domains of intervals,
octagons or polyhedra, provided by Apron [11].

We have tested our analyser on a total of 43 programs (summarised on Table 1).
The “extended variables” column of Table 1 gives, for each test file, the maximum
number of extended variables in the summaries computed for each function in the
file. This number is usually higher than what a user might see when looking at the
results ([13]) because when printing the results the analyser uses a concise version of
the summary, where some redundant extended variables are elided (for example, the
cc domain is prefix-closed, but not all prefixes are shown in the concise version). Our
test cases comprise some complex examples: some sorting algorithms, the do_ticks
function from section §2.3, and 6 functions inspired from the abstract specification of
the seL4 micro-kernel [30]. We now review the results that our analyser computed for
these examples, using polyhedra as numeric domain.

Sorting integer arrays

To circumvent the absence of support for arrays in our prototype, we modelled arrays
of fixed length using tuples, and we defined get and set functions. With this encoding,
we wrote two sorting algorithms for arrays of integers, for arrays of size 5. For one of
the sorting algorithms (selection sort), our analyser was able to infer that the result is
sorted. For the second sorting algorithm (bubble sort), our analyser was not able to
infer that the result is sorted. It was however able to infer a weaker property: that the
sum of the elements before and after the sort remains unchanged. In both cases our
analyser does not manage to infer that the multi-set of elements before and after the
sort remains unchanged. Our abstract domains cannot express such properties. Some
domains have been designed to express properties over multi-sets, like the domain
introduced by Cezara Dragoi during her PhD [42].

The do_ticks function

The do_ticks function (section §2.3) is inspired from a process scheduler from operating
system code. As reported in section § 5.1, the analysis result for do_ticks captures all
the properties we expected.
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seL4-inspired functions

We have extracted from the abstract specification of the seL.4 formally verified micro-
kernel [30] several functions, that work both on ADTs and on scalar values, and
translated them in our while language. Specifically, those functions are related to
either thread management, capability management or scheduling (decode_set_priority,
check_prio, mask_cap, validate_vm_rights, cap_rights_update, timer_tick). Our anal-
yser infers exact abstractions for all of them, except for timer_tick. This program is
slightly different from do_ticks: when a thread’s time budget is over, this budget is
reset to its original value, and the thread is then re-scheduled, which might select a
new current thread. The case constraints of our abstract domain cannot distinguish
whether the current thread remains the same or not, so a join of those two cases is
performed. This results in some expected information loss on the thread’s time.

For the mask_cap program, we experimented with two encodings of bitmasks, using
either integers or ADTs to represent booleans. The integer-based encoding produced a
function summary that is compact—only 4 cases—but hard to understand for a human
being, whereas the summary produced with the ADT-based encoding is large — it
involves 324 cases in the disjunction — but each one of its cases is easy to understand.
An improvement that could be imagined is to have a built-in boolean type that is
internally encoded as an integer during the analysis — so that the result is concise —
then translated back in terms of truth value and logic formulas — so that it is easy to
interpret by a human reading the results.

We consider that the precision we obtained on the seL4 examples is satisfying. Still,
the last example illustrates a limitation of our approach. Indeed the function summaries
can significantly grow when the analysed program pattern matches on many distinct
variables. Abstract domains that leverage BDDs have been successfully used to reduce
analysis costs by sharing common results [43-46], and could also help in our situation.

Complexity of our analysis

Each domain that constitutes RAND, with the exception of the disjunctive completion
layer, features operators and transfer functions whose complexity is polynomial in
program parameters, e.g., the number of variables, or the maximum depth of the defined
types. For the disjunctive completion, however, the complexity is polynomial in the
number of possible cases, which can itself be exponential in program parameters. The
number of cases is asymptotically bounded by ¢*/”, where z is the number of variables
in the program, c is the maximum number of different constructors per sum type, f is
the maximum number of fields in any product type and p is the maximum depth of the
types being defined. While it is possible to write a program that reaches this bound,
we have not found any program, even in sel.4, that makes the number of cases explode.

The asymptotic bound for the number of cases can be reached for programs in which
all the variables hold a complete f-ary tree of depth p, with all the leaves belonging to
a sum type having c¢ possible constructors.

For our analysis to actually consider all those possible cases, the program would
also have to perform pattern-matching on the different leaves, probably using pattern-
matching inside a loop or a function call.
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Table 1: Test cases used for experimental evaluation. We use the * symbol for
families of similar tests, whose names start identically. The columns indicate the
number of lines of code in the test’s source code, the maximum number of
variables per function in the source code, the execution time of the analysis, the
maximum number of cases per function summary and the maximum number of
extended variables in the verbose version of each function summary. Analysis
times are given in milliseconds, with the exception of longer durations, that are given
in seconds and printed with a bold face. Measures were performed on an Intel®
Core™ i7 @2.30GHz x 16. The accompanying artefact [13]| includes instructions to

reproduce the results.

Lines of . Execution Extended
Name code Variables Time Cases Variables
Hand-crafted tests:
do_ticks 48 3 166 ms 3 19
nondeterministic
bubble. sort 167 10 2.1s 5 19
selection_sort 137 11 28.9 s 25 24
Inspired from SeL4:
decode_set_priority 45 6 10 ms 2 10
mask_cap_boolean 266 16 74s 324 112
mask_cap_int 284 16 1.5s 4 47
timer_tick_scheduling 179 8 41.2 s 81 52
Simple tests:
assertx* 22 2 1 ms 1 4
call_inside_loop_x* 24 3 15 ms 1 3
drift 26 2 24 ms 2 6
exchange 6 3 2 ms 1 6
factox 20 2 8 ms 1 4
false_type_collision 19 3 3 ms 1 3
fibonacci 24 3 51 ms 1 7
gauss* 16 2 15 ms 1 7
ghost_equality 11 3 < 1lms 1 6
hidden_incompat 12 4 2 ms 0 0
id 8 2 < 1lms 1 4
if 9 2 2 ms 1 4
incompat 9 2 < 1ms 0 0
indirect_swap 19 1 3 ms 2 6
long_id 20 1 5 ms 2 6
modulo 32 4 33 ms 2 7
multiplication_larger 5 6 2 ms 1 6
or_constructor 7 1 < 1ms 0 0
plus_x* 18 1 < 1ms 1 4
record_assignment* 25 2 2 ms 1 11
reduction 10 2 3 ms 1 10
struct_exchange 11 3 < 1ms 1 6
swap 14 1 < 1ms 2 6
test_loop 3 1 3 ms 1 2
two_by_two 11 1 3 ms 1 2
while_true 1 0 < 1ms 0 0
widening_convergence 34 5 49 ms 1 8
xor 39 4 8 ms 3 9
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There are two different scenarios that render our analysis costly: either when the
number of different cases is high—in which case our disjunctive completion can be the
bottleneck—or when many numeric extended variables are considered—in which case
the underlying numeric domain can be the bottleneck. A solution for the first scenario
could be to adopt a different merging strategy, so that more cases are merged, at the
risk of losing precision. In the second scenario, the generic aspect of our domain allows
to choose between numeric domains with different precision versus cost trade-offs. In
addition, techniques based on partitioning the set of variables could also be leveraged.

8 Related Work

In seminal work on the static analysis of recursive procedures, Cousot and Cousot [47]
define a collecting semantics for an imperative language with recursive procedures
and no global state. This semantics computes the set of output states—now deemed
standard—for almost all the instructions of their language. There are two exceptions:
Procedure calls and while loops. In these two cases only, the semantics computes a
set of states that involve the input variables and the output variables, i.e., a relation
between inputs and outputs. We presume that procedures and loops are treated in a
similar manner because the authors wanted to highlight that loops could be given the
semantics of ordinary recursive functions.

The idea of exploiting an input-output relational semantics also appears in Kozen’s
work on the verification of while programs [48]. In this work, a semantics of relations is
employed for every instruction of the language. Kozen introduced Kleene Algebra with
Tests—an extension of relation algebra [49] with co-reflexive relations named tests—
that serves as a foundation for the semantics of imperative programs, their verification,
and as an effective formal tool for proving the correctness of program transformations.

A number of static analyses for approximating the input-output relation of a
program have been proposed. Cousot and Cousot [29] used abstract interpretation for
designing modular and relational analyses, and argue that compositionality can improve
the scalability of analysers. Compositional Recurrence Analysis (CRA), by Farzan and
Kincaid [21], is a compositional static analysis that infers numeric relations between the
inputs and the outputs of programs. CRA first builds a regular expression to describe
the set of program paths, that is then interpreted as an input-output relation in a
compositional way, in a second stage. Their approach is context insensitive, and is similar
to the relational semantics of Definition 18. Whereas we follow the standard iteration-
based analysis of loops, they use a special operator to compute the reflexive transitive
closure of a relation, that is specialised on linear recurrence equations. Interestingly,
they discuss in their benchmarks a variation of their analysis, named CRA+OCT, that
“uses an intra-procedural octagon analysis to gain some contextual information, but
which is otherwise compositional”, and that leads to more precise results than pure
CRA. Although no precise definition is given for CRA+OCT, we believe that it follows
our relational collecting semantics of Definition 19, again with the exception of the
treatment of loops. As we have also observed, exploiting the information available at
loop entries is crucial to obtain sufficiently precise results. ICRA — by Kincaid, Breck,
Bouroujeni and Reps [22] — is an inter-procedural extension of CRA, where function
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summaries are computed once and for all, independently of their calling contexts—an
approach we have followed too in section § 5.3. In contrast to CRA and ICRA, our
analysis can deal with programs that are not purely numeric, and that can handle
algebraic data types. We have not found any detailed description of how the function
summaries of CRA and ICRA are instantiated. We are therefore not able to compare the
way we instantiate function summaries (section §5.3) with CRA or ICRA. In contrast
to CRA and ICRA, our analysis does not yet support recursively defined functions.

The same approach of computing context-insensitive function summaries was
followed in the context of correlation analysis, by Andreescu et al. [10]. This analysis
infers binary equalities between the parts of structured inputs and outputs of programs,
using the correlation abstract domain. We improve on that work because we can also
express numeric relations between parts of structured values, and n-ary equalities. Our
domain differs significantly from the correlation domain, in the sense that correlations
are recursively defined so that parts of abstract values relate parts of structured values,
whereas our domain is not a recursive structure, and instead exploits extended variables
to relate the parts of structured values that are accessible through projection paths.

A preliminary version of our abstract numerical domains over extended variables
was used to define an analysis which was not input-output relational [15]. This analysis
inferred approximations of the final states, as opposed to the relations between input
and output states that the current paper is dealing with. Moreover, our previous
work did not include the domain for structural equalities, and was thus unable to
express concisely n-ary equality relations between parts of structured values. Finally,
no implementation and experimental evaluation was provided. Our implementation
effort helped identify several precision issues in our previous approach, that motivated
the addition of the structural equality domain (section §3.5) and of the relational
lifting (section §4.2).

Several relational analyses were developed for the inter-procedural analysis of
numeric programs [24, 50-52|, and in the context of inter-procedural shape analysis
[53-55]. They all feature a form of function summary, that helps reduce the analysis
cost of large programs, by enabling modular analyses. A domain that supports both
shape abstraction and numeric constraints was developed by Chang and Rival [56]. It
is defined in a modular fashion, based on the cofibered abstract domain of Venet [57].
As in our construction, theirs also features a disjunctive completion, but leaves open
the question of how to keep the number of disjuncts under control.

In the context of the static analysis of languages with algebraic data types, tech-
niques based on tree automata [3] have been developed. Tree automata are well suited
to represent regular sets of trees, and several works propose to extend their expressive
power further. Lattice tree automata by Genet et al. [7, 58] augment tree automata
with elements of an arbitrary abstract domain at their leaves, and allow to express
non-relational integer constraints on the leaves of trees. More recently, Journault et
al. [8, 9] use a combination of tree automata and of a relational domain whose keys
are regular expressions to express relational constraints between the numeric leaves of
trees. They use regular expressions to denote sets of access paths within those trees,
and thus to support structures of unbounded heights.
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Valnet, Monat and Miné [59] have developed another abstract domain to analyse
languages with algebraic data types. Their approach is based on using symbolic
variables to summarise the different values that a field of a structured value might
take at different depths of recursion; and indicating the list of constructors that are
possible for recursive cases. Compared to our approach, they have the advantage of
handling recursive algebraic data types. When it comes to which relations can be
captured between the different fields of structured values or the precision of input-
output summaries for functions, it is difficult to compare their approach to ours, since
these aspects are not yet part of their implementation.

As a particular case of algebraic values, the analysis of programs with optional
numerical values was handled by Liu and Rival [60], by associating to optional variables
two awvatars, that respectively model lower- and upper-constraints on that variable.
When the avatars of some variable x induce a contradictory constraint, this denotes
that x is in the None case. It is unclear how this approach generalises to deeply nested
algebraic values.

Controlling the number of disjuncts in a disjunctive completion is admittedly
difficult, as a cost vs precision balance must be found. Since we deal with finite types
only, our number of disjuncts is bounded by the product of the sizes of types used in a
program. Other works have used silhouettes (Li et al. [61]) —abstractions of the shapes
of the abstract values— to control disjunctions. Following Kim, Rival and Ryu [62], our
disjunctions, that are guided by paths in values, can be understood as a form of control
sensitivity. It is worth noticing that our disjuncts do not form a partition since some
disjuncts may overlap—a degree of freedom that is advocated by [62]. Based on our
present work, we will investigate whether we can re-cast our disjuncts as conjunctions
of implications, which could both improve precision and lead to a more parsimonious
representations of abstract values.

Our Rand and Diorana domains could be seen as being both a covering in the sense
of Rival and Mauborgne [63] and a disjunctive completion. A covering because our
different cases allow to group and distinguish possible executions by some properties
of the input states, by specifying extended variables that must be well-defined. Some
overlapping between our cases is possible, hence it is a covering and not a partitioning. A
disjunctive completion because our cases also group and distinguish possible executions
according to properties of the output states. However, we prefer to see our domains as
a disjunction over input-output relations, instead of seeing them as both a covering
and a disjunctive completion.

When it comes to the automatic analysis of programs that manipulate arrays (in
particular to deduce properties on the contents of arrays) several approaches have been
explored. Some works look at the problem from a logics perspective. The approach
of Bradley, Manna and Sipma [33] consists in restricting to a particular fragment
of array theory and translating it to quantifier-free formulas on the theories of un-
interpreted functions and Presburger arithmetic. Other approaches use Biichi counter
automata as models (Habermehl, Tosif and Vojnar [35]), or combine Counter-Example
Guided Abstraction Refinement with the deduction of Craig Interpolants from proofs
of unreachability of certain program paths (Jhala and McMillan [34]).
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In order to combine the work that we have already done on abstract interpretation
for algebraic types with the analysis of arrays, we examined existing approaches that
use abstract interpretation to analyse array contents. Two extremes are array smashing—
used by Blanchet et al. [31]—that uses a single abstract value for each array, and array
expansion [31], that uses a different abstract value for each array slot in each array.
Array smashing is very scalable, but not very precise. Array expansion is very precise,
but at a cost for scalability. Moreover, array expansion is only feasible when the sizes
of the arrays that are analysed are statically known.

A compromise between array smashing and array expansion consists in separating
array slots into groups, called segments, and associate an abstract value to each segment.
This approach was first treated by Gopan, Reps and Sagiv [32]. In order to choose
the way of cutting arrays into segments, they first determine n partition functions
(given either by heuristics or by the user), and then they consider a disjunction of
up to 3" different ways to partition arrays. This can be very costly. A later work by
Halbwachs and Péron [36], inspired by [32], uses a conjunction of implications instead
of a disjunction: possible indices are partitioned by a family of predicates (¢,)pep, and
for each predicate ¢, a predicate on arrays’ contents 1, must hold. Unlike [32], [36]
allows for segments to be empty, in which case the corresponding implication vacuously
holds. A salient point of [36] is the ability to express relations between segments of
different arrays. Cousot, Cousot and Logozzo [12] improve on the scalability of [32] and
[36], by intertwining the determination of which segments to consider with the analysis
of the segments’ contents. We have presented this approach in section § 6, as it forms
the basis for extending our abstract domain for algebraic values with arrays. Later work
by Fulara [38] presents a more general framework that encompasses dictionaries, in
addition to arrays. Liu and Rival [39] have looked at non-contiguous arrays partitions,
for the programs where the array slots that share similar properties are not adjacent.
This can be the case, for example, when arrays are used to implement dictionaries. Li
et al. [40] have looked at array segments specially tailored for induction loops.

Other work by Dietsch et al. [41] has looked at the way different arrays relate to
each other, without abstracting the contents of each array. Their approach works on
predicates that express the equality of arrays, except for the indices that satisfy some
(automatically established) predicates.

9 Conclusion and Future Work

In the context of programs that combine arithmetic operations, algebraic data types
and functional arrays, we have shown how to construct an abstract domain that extends
any abstract domain for numeric relations into an abstract domain for relations between
numeric, algebraic and array values.

For ADTs, the main idea is to consider extended variables—i.e., a variable prefixed
by an access path—as the entities that are related in the numeric abstract domain.
To reduce the size of abstract values, we add a domain that keeps track of equalities
between non-numeric values. The domains are combined using a reduced product that
propagates equalities. Additional expressiveness and precision is obtained using an
adaptation of disjunctive completion for handling the different, incompatible cases that
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an algebraic value can exhibit. This abstract domain is called RAND—the Relational
Algebraic Numeric Domain.

We have given a formal justification to the folklore result of static analysis that “an
intra-procedural analysis can be made (input-output) relational by duplicating variables”,
by effectively turning an analysis that relates different parts of a state into an analysis
that computes a relation between input and output. One key observation is that the
input-output relational analyser and the non input-output relational one share the same
structure: only a few transfer functions need to be redefined. The second observation is
that any relational domain can easily be used to express relations between different
stores: the necessary transfer functions can be redefined once and for all, in a generic
manner.

We have evaluated the feasibility of our abstract domain construction by designing
and implementing [13] a static analyser for a while language with algebraic data
types and function calls that exploits the relational feature of RAND to infer function
summaries. Summaries express the input-output behaviours of functions, and enable a
modular inter-procedural analysis of programs: every function is analysed ezactly once.

Finally, we have shown how to extend RAND to handle functional arrays. To
support this extension, we designed Diorana: the Domain for Input-Output Relations
on Algebraic types, Numbers and Arrays. This domain is based on the notion of array
segmentation [12], and enables the analysis of programs that manipulate arrays whose
cells may contain values of algebraic data types.

An obvious next challenge to address is to handle recursive algebraic data types. To
that end, we will need to adapt our language of paths, e.g., by using regular languages,
or by extending techniques based on tree automata [8]. Another direction of research
is to analyse recursive programs, which will require the computation of a fixpoint at
the level of function summaries for groups of mutually defined functions.

The support of polymorphism seems mostly orthogonal to the work that we have
done so far for algebraic data types and arrays. In the context of parametric polymor-
phism, our projections paths would not be able to look inside the values whose type is
a type parameter. Indeed, knowing which paths make sense for a given type requires to
know the type’s definition. However, the domain of structural equalities would prove
useful, since tracking equalities between two extended variables does not require to
know their precise type.

In order to handle higher-order functions, an interesting direction of research would
be to investigate how our work combines with the stable relations framework from
Montagu and Jensen [64].

The overall practical purpose of our domain construction is to apply our analyser
to help the verification of programs, by mixing automatic techniques based on abstract
interpretation with standard deductive verification tools, such as Why3 [65]. Previous
work on correlation analysis [10] has demonstrated that a large number of proof
obligations could be discharged automatically in such a way, thereby alleviating the
manual effort in the verification of large programs. The combination of algebraic data
types and (functional) arrays paves the way for applying such automatic techniques
to assist formal development projects of safety-critical software such as the formally
verified operating system sel4 [30].
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Appendices

A Abstract Operators and Transfer Functions for
Array Analysis

A.1 Operators of the Abstract Domains

In this appendix, we give technical details on the operators of the segmentation domain
(appendix §A.1.1), the array domain (appendix § A.1.2), the Tana product domain
(appendix §A.1.3) and Dana disjunctive completion (appendix §A.1.4).

A.1.1 Segmentations

Inclusion test
We provide a detailed proof of reflexivity and transitivity of the inclusion test between
segmentations.

Proof of Lemma 5 (£5°8 is a pre-order). In order to prove that the relation C5¢8 is a
pre-order, we need to prove that it is both reflexive and transitive.

Reflexivity.
Let s = (l7v7b0, (di,bi7mi)i€{17___7n}) be a segmentation. The goal here is to prove
that s C5° 5. For that, we take the identity function over {0,...,n} as the function

¢ that will allow us to check the conditions of Definition 34. The “first and last
indexes” condition holds because ¢(0) = 0 and ¢(n) = n. The “boundset inclusion’
condition holds because for any index i € {0,...,n}, we have b; C b;. The “segment
summaries”’ condition holds because, for any index i € {1,...,n}, the integer set
{¢(i —1) +1,...,¢(i)} is the singleton {4}, and by reflexivity of C5 we have d; C5 d;.
The “emptiness markers” condition holds because, for any ¢ € {1,...,n}, the conjunction

9

/\fii;(FlHl m; is m; and we have indeed m; = m;.

Transitivity.

We consider three segmentations s' = (l,v,b(l), (d}b}m})je{l’m’n}), 2 =
(Lv,b%7 (d%,bﬁ,m%)ke{lywm}) and s3 = (l,v,b%, (d?,b?,mg’)ie{l ,,,,, p}) such that
s! %8 52 and s2 £ . We want to prove that s' 5 3. By hypothe-
sis, we know that there exists two functions ¢~ : {0,...,m} — {0,...,n} and
#>72:40,...,p} — {0,...,m} that satisfy the conditions of Definition 34. We now
prove that s' 58 52 by taking ¢ = ¢? ! 0 ¢>72 and by verifying the four conditions

of Definition 34.

Condition 1: first and last indices.

We need to prove that ¢(0) = 0 and ¢(p) = n. By the “first and last indices” condition
of s* £5¢8 52 we have both ¢?>~1(0) = 0 and #?~!(m) = n. Additionally, by the “first
and last indices” condition of s C5¢¢ 53| we have both ¢>72(0) = 0 and ¢>~2(p) = m.
Hence ¢(0) = ¢°71(¢°72(0)) = ¢°71(0) = 0 and ¢(p) = ¢* 1 (¢°7(p)) = ¢* 7' (m) =
n.
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Condition 2: boundset inclusion.

We want to prove that for any index i € {0, ..., p} we have b5 C bé(i). Let i € {0,...,p}.
By the “boundset inclusion” condition of s® C5°8 s2 applied at index i, we know that
b C bigﬁz(i). Besides, by the “boundset inclusion” condition of s C5° s applied
at index ¢>72(i), we have biaﬁ(i) - b}b%l(q&gﬂg(i)). By the definition of ¢, we have

1 _ gl . 3 2 1
bgr(gs-2(iy) = Dogiys hence b7 € bganaiiy € by
Condition 3: segment summaries.

The goal here is to prove that for any index ¢ € {1,...,p} and any index j such
that ¢(i — 1) < j < ¢(i), we have d} C5" d}. Let i € {1,...,p} be an index of the
segmentation s and j with ¢(i — 1) < j < ¢(i) be one of the corresponding indices of
the segmentation s! (if no such j exists, the property that we are trying to prove is
vacuously true). Let’s consider the sequence of integer intervals

21 251
({¢ - (k - 1) + 17 Tt (b - (k)})¢3ﬁ2(i—1)<k§¢342(11)
These integer intervals are contiguous. Their left-most bound is
PP - +1-1) +1=9¢(i—1)+1

while their right-most bound is ¢(7). Hence, this sequence of integer intervals forms
a partition of the integer interval {¢(i — 1)+ 1,...,¢(i)}. Therefore, since index j
belongs to that integer interval, we know that there exists an index k such that
#3721 —1) < k < ¢372(i) and ¢* 71k — 1) < j < ¢*71(k). Then, by the “segment
summaries” property of s! C£5¢8 52 applied to index k, we have d]l Sk dz. Similarly, by
the “segment summaries” property of s> £ s3 applied at index i, we have dz St g3,
Therefore, using the transitivity of St we deduce d} CSL d?.

Condition 4: emptiness markers.

We want to prove that for any index ¢ € {1,...,p} the following implication holds :

#(4)

N mp | =md
J=¢(i—1)+1

Let i € {1,...,p}. Given the partition that we exhibited for the previous condition,
we know that:

#(1) 72 (3) >~ (k)
1 1
A mi)l= A A
j=(i—1)+1 k=¢3=2(i—1)+1 \j=¢2~1(k—1)+1
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using the “emptiness markers” condition of s' £5¢8 s2 for all the indices k such that
#372(i — 1) < k < ¢372(4), we know that for every one of those indices k we have

¢2~>1(k)
1 2
=671 (k=1)+1

Additionally, using the “emptiness markers” condition of s> C5° s3 at index i, we know
that

720
/\ mi | = m?
k=¢372(i—1)+1
Hence,
é(i) ° 72 (4)
A mi|= A m2 | = m?
J=6(i—1)+1 k=¢3=2(i—1)+1

Unification of segmentations

In order to more easily define the two operations used during unification (boundset
splitting and bound expression removal), we are going to introduce two notations on
sequences: sequence slicing and sequence concatenation. If o is a sequence, then of[i : j]
is the sequence that contains the elements of o between indices ¢ and j. If 01 and o9
are two sequences, then oy - 09 is the concatenation of oy and os.

Definition 37 (Boundset splitting). For any segmentation s = (I,v,bg,0), with a
sequence of segments o = (dy, bj, M;i)icq1,... n}, any segmentation index ip € {0,...,n},
any two non-empty boundsets b' and b? that form a partition of b;,, and any segment
summary do the splitting of s at index iy on boundsets b' and b? with summary dy is
the segmentation defined by

(Z,U,bl,(do,b2,t)'0') ifig=0
Split(s, ig, b', 0%, do) =S (I,v,by, 0l :ig — 1] -0’ - olig +1:n]) ifig #0
where o' = (d;,,b',m;,) - (do, b?, tt)

Splitting a boundset amounts to relaxing an equality constraint, which explains
why the result is less precise.
Lemma 8 (Boundset splitting yields a value less precise than the initial one). For any
segmentation s = (l, v, b, (d;, b;, mi)ie{l)m’n}), any segmentation index ig € {0,...,n},
any two non-empty boundsets b' and b that form a partition of b;,, and any segment
summary do such that dy TS di,, we have

s £5¢8 Split(s, ig, b*, b2, do)

When defining the removal of bound expressions from a segmentation, we proceed
in two steps, by first defining how to remove them at a particular index, and then
defining the same operation for all indices at once.
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Definition 38 (Bound expression removal). For any segmentation s = (I,v,bg,0),
with a sequence of segments o = (d;, bi,Mm;)icq1,... n}, any set of bound expressions b
and any segmentation index ig € {0,...,n}, the removal of bound expressions b from
segmentation s at index ig is given by

RemBexpAtIndex(b, s, i) =
(l,v,b0 \ b,0) if ip =0
(l,v,b0,0[1 : 49 — 1] - (diy, biy \ b,myy) - Olio + 1 : 1)) if bip \b#£ 0
(1, v, b, 0[1 g — 1] - (diy US dig1, big 11, Miy AMigr1) - olio +2:n]) if by, \b=10

Then, the removal of bound expressions b from segmentation s is given by
RemoveBexp(b, s) = RemBexpAtIndex (b, ... RemBexpAtIndex(b, s,0) ..., n)

In order to keep well-formed segmentations, we do not allow removing the constant
0 from by, nor the length variable from b,,. This ensures that the cases where b;, \b =0
with 49 = 0 or i = n are not possible. Removing bound expressions amounts to
relaxing equality and inequality constraints. Which is why the result is less precise.
Lemma 9 (Bound expression elimination yields a value less precise than the initial
one). For any segmentation s = (l,v,bo, (di,bi,mi)ie{l)n_m}) and any set of bound
expressions b,

s £ RemoveBexp(b, s)

Here, segment-wise operations on unified segmentations are written with an over-
line:
Definition 39 (Segment-wise operations). For any two unified segmentations
st = (l,v, bo, (d}, bi,m%)ie{ly___yn}) and s* = (l,v, bo, (d?, bi7mz2)i€{1 n}) union,
intersection and widening are defined as follows:

.....

s' P8 s = (1, v,bo, (df LS d2,b;,m} Vv m?)ie{l,...,n}
s 52 = (1, v,bo, (df 5 d2,b;,m} A m?)ie{l,...,n}
st v%g 2 = (1, v,bg, (dz1 VS d?, bi,m} \Y mzz)z'e{l,...,n}

Lemma 10 (Soundness of segment-wise operations). The segment-wise operations are
sound on unifted segmentations:
e [f s1 and sy are two unified segmentations, then
Seg Seg C Seg eg
778 (s1) U7 (s2) € 7% (s1 s2)

e [f s1 and sy are two unified segmentations, then

Y3 (s1) N A58 (55) C 75 (51 T8 s3)

67



e The widening V& computes upper-bounds on unified segmentations. If s; and so
are two unified segmentations, then

S1 ESeg s1 V58 59 So ESeg s VS€8 59

e Widening enforces convergence in finite time. If (s;)ieN is a sequence of unified
segmentations, then the sequence (s});en defined by sj = so and, for alln € N,
Spy1 = s, Vidisis, Ly then there exists an index ng € N such that, for any n > ny,
we have s, = s/

no *
Proof that segment-wise union is sound on unified segmentations. Let st =
(l,v,b(lh(d%,b%,m})ie{l,wn}) and s2 = (Lv,b%,(d%b?,m?)ie{l,_..,n}) be two unified

segmentations. Let (p,t) € v5°8(s) U~>°¢(s2) be an environment-array pair in the
concretisation of either s' or s2. The definition of s' 5% s? being symmetric on s’
and s2, we can assume without loss of generality that (p,t) € 75°%(s!). The goal is to
prove that (p,t) € 758 (s! 158 s2). In order to prove that, we need to check the five
conditions of Definition 32. Since the boundsets of s! (%€ s2 are exactly the same
ones of s', the “Equalities in each boundset”, “Inequalities between boundsets” and
“Array size” conditions stem directly from (p,t) € v5°8(s1). The conditions that are left
to verify are “Strict inequalities for non-empty segments” (which involves emptiness
markers) and “Segment summaries” (which involves segment summaries). We write
s = (I,v,bo, (d, bi, m])icq1,...,n}) for the segmentation sl [Fe8 42,

Strict inequalities for non-empty segments. Let ¢ € {1,...,n} be an index of
segmentation s'. For this condition, we get to assume that m/} is false, and we need to
show that [b;—1]5™ < [b;]7™. By definition, we have m} = m} Vv m?. Hence, since m;

is false, we know that m}! and m? are both false. By using the “Strict inequalities for
non-empty segments” property from (p,t) € 75°%(s') we have the desired inequality:
[[bifl]]zxp < Hbi]]zxp.

Segment summaries. Let i € {1,...,n} be a segment index and j be an array
index for that segment (that is, such that [b;—1];™ < j < [b:]]™). The goal here
is to prove that the environment p extended with value j for variable [ and value
t[j] for variable v, belongs to the concretisation of d; = d} LS d?. In other words,
the goal is to prove p[l — j][v = t[j]] € ¥5(d}). Using the “Segment summaries”
condition from (p,t) € v5%8(s!), we have p[l — j][v — t[j]] € ¥5°8(d}). Then, using
the soundness of LIS, we have that v5(d}) U~°(d?) C +5(d} LS d?); hence in particular
pll = jl[v = t[5]) € ¥3(d} LS dF) = 75 (d). O

The proofs for intersection and widening use similar arguments.
For intersection, union and widening, we use the same unification algorithm as [12].
We refer the reader to section 11.4 of [12] for details.

A.1.2 Array environments

For a typing context I, we recall that Arr(T) is the set of variables that have an array

type.
The domain for abstracting arrays is defined by associating a segmentation to each
variable that has an array type.
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Definition 40 (Abstract array environments). For any numeric domain N, we define
a domain for arrays, written A (N). For any typing context I', the elements a €
A (N)T) = ILiean(r) Seg N)(I')(z) of the domain for arrays are called abstract array
environments, and they associate, to every variable x € Arr(I') with an array type, a
segmentation a(z) € Seg (N)(I")(x).

Definition 41 (Concretisation for abstract array environments). The concretisation
for abstract array environments v is defined by:

vMa) = {p | Yz € Arr(D), (p, p(x)) € 7**%(a(z))}

All operations on abstract array environments (pre-order, intersection, union and
widening) are performed element-wise.
Definition 42 (Operators on abstract array environments). For two abstract array
environments a, and as on the same typing context T', we define the relation T» and
the operators M™, UA and V» as follows:

a; T ay iff Vo € Arr(T),ay(z) 5% ay(x)
T

ap M ay = x— a( )I_Isegag( )
a1 WA ay = [z a1(z) LS8 ay(2)
a1 VA ay = [z ai(z) V5% ay(x)

Since they share the same typing context I', the two abstract array environments
a; and ag always have the same domain: Arr(I"). When defining functions, we use the
notation
f=lz—...]
to mean

Vo € dom(f), f(z) = ...

Lemma 11 (Soundness of the array domain). The operations on the array domain
are sound:
e TA is a pre-order.
e The concretisation v is monotonic with respect to the pre-order C*.
e Abstract union and abstract intersection are sound over-approximations of their
concrete counter-parts.
e Widening computes upper bounds and enforces convergence.

A.1.3 The Tana Product Domain

As explained in Fig. 10, we take a product domain of TanL (N) and A (N). We call this
product domain Tana (N), for Tuple for Algebraic types, Numbers and Arrays. We do
not define a reduction operator for this product domain. When not explicitly defined
in this appendix, operators of the product domain are defined component-wise.

A.1.4 Disjunctive completion

In this appendix, we give the detailed definitions for the Dana domain, which is
obtained from the Tana domain by taking a disjunctive completion where cases that

69



have equivalent constructor constraints are merged together using abstract union. This
construction follows the exact same structure than the construction that allows to go
from Tan to S (section §3.6.2).

Abstract inclusion is given by a Hoare order:

O, TP 0, iff Vo € 0,30 € Oy, 0 112 o

Abstract intersection for the disjunctive completion is given by:

. Dan: Toan: 01 € O1 Aog € O2A
O, MPana 0, — Couapse ana ({01 [ o> ‘ 01 rTana 09 ?é | Tana

We take a disjunction because for certain programs we want to be able to extract
information for different cases, in which incompatible constructor names are involved.
However, when two abstract values are equivalent with respect to the constructors
that they mention, they should be merged, to limit the size of the disjunction. We
use the same definition of constructor constraints equivalence as in previous appendix
(Definition 16); but this time we extend it for the quadruplets of the Tana domain:

(c1,e1,p1,a1) =™ (ca, €2, D2, a2) iff ¢1 = ¢o

This notion of equivalence allows us to define an operator that collapses together
equivalent quadruplets in an element of Dana = P(Tana).
Definition 43. We define an operator Collapse®*® that takes a set of elements of Tana
and merges together (by taking the abstract union), the elements that are equivalent
with respect to =52, Formally,

CollapseP*"*(0) = {|_|T'(ma o|oe O/Zgana}
0€o
We use this collapse operator to provide an abstract union for the Dana domain:
O, UPa2 0, = CollapseP** (0, U O,)
A widening for the Dana domain is given by

Ol vDana 02 —
{01 VT82 05 | 01 € O1 A 0g € Oy A 01 =122 05}
U{OQ € Oy | 3901 c 01,01 Egana 02} U {01 c O, | ﬂOQ S 02,01 Egana 02}

A.2 Analysing arrays: transfer functions

In this appendix, we give the transfer functions for Conditions (appendix §A.2.1) and
Assignments (appendix §A.2.2) for the domain of segmentations Seg and the domains
built on top of it.
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A.2.1 Abstraction for conditions

When analysing a condition (whether it comes from a while loop guard or an assertion),
there are up to three things that change in segmentations:
® The segment summaries are modified to integrate the new condition. Here, to keep
definitions simple, nothing happens if a segment summary becomes |5. We could
however, when a segment summary becomes 15, have a more precise treatment by
looking at the emptiness marker of the segment. If a segment that is not allowed
to be empty has a 15 summary, then the whole segmentation can be turned into
158 If a segment that is allowed to be empty has a 15, then the segment is
indeed empty in the concrete, and it can be removed, by merging the boundsets
to its left and right.
® Two boundsets may be merged, if the condition implies that they are equal. If
this contradicts the (lack of) emptiness markers between the two boundsets, then
the whole segmentation becomes 158,
® An emptiness marker may become false, if the condition implies that the associated
segment is necessarily non-empty.
We are going to formalize each one of those effects separately, before defining
abstraction of conditions for segmentations as a whole.
Definition 44 (Abstraction of conditions for segmentation summaries). For any
condition ¢, any array variable x and any segmentation s for variable x given by
s = (Lv,bo, (di,bi,mi)ie{l,_”’n}) € Seg(N)(T')(x), we define

CondSum(c)(s) = <l, v, by, (CODdSL(C)(di), bi,mi) a }>
e l,...m

Before describing the effect of conditions on boundsets, we define what it means to
merge two boundsets together.
Definition 45 (Boundset Fusion). For any segmentation s = (l,v,bg,0), with a
sequence of segments 0 = (di,bj,m;)icq1,...ny; and any two segment indices i1 €
{1,...,n} and is € {1,...,n} such that i1 < ia, the fusion of all boundsets between
indices i1 and i of s is the segmentation defined by

FuseBoundSets(i1, i, s) =
158 if 35,01 < j <dg,mj =f
(l,v, Ui <)<, bj,a[¢2+1:n}) ifir =0 and
Vi iy < <is=my =t
(I,v,bg,0[1:41—1] - (di17Ui1Sj§i2 bj,ml-l) -olig+1:n]) otherwise

Merging boundsets assumes that they are equal in the concrete. If any of the
emptiness markers between the boundsets being merged is false, this is a contradiction
and yields the bottom segmentation.

In the following definitions, we assume that conditions do not include conjunctions
or disjunctions. Conjunctions and disjunctions are treated generically, by using abstract
intersection (resp. abstract union) on the result of analysing the sub-formulas separately.
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Similarly, we assume that the conditions has been pre-treated by applying De Morgan’s
laws to eliminate negation as much as possible.

Definition 46 (Abstraction of conditions for segmentation boundsets). For any
segmentation s = (17’1)71)07 (d;, b, mi)ie{lp_”n}) and any condition c, we define

(2 2]

CondBsets(c)(s) =
FuseBoundSets(i1,i2,5) 4f i1 € {0,...,n}, iz € {0,...,n},
deq, € bil,ﬂeg S bi2,
c= (61 :eg)V(il <isANc= (61 262))
| Ses if 3i1 € {0,...,n},Ji> € {0,...,n},
deq € bil,ﬂeg S bi2,
11 <iaANc= (61 >62)
S otherwise

Definition 47 (Abstraction of conditions for emptiness markers). For any condition c
and any segmentation s = (I,v,by, o) with a segment sequence o = (d;,bs, Mi)ic1,....n}
we define

CondMark(c)(s) =
(l,v,bg,0[1 141y — 1] - (dsy, bsy, ) - olis + 1;n])  if Fig € {1,...,n},
de; € bilfl, des € bip
c=(e1 < eg)
s otherwise

These three auxiliary definitions allow us to define the abstraction of conditions for
segmentations
Definition 48 (Abstraction of conditions for segmentation). For any condition ¢ and
any segmentation s, we define the abstraction of condition ¢ for segmentation s by

Cond®*8(¢)(s) = (CondSum(c) o CondMark(c) o CondBsets(c)) (s)

The order of composition does not affect the final result. It can, however, impact
the execution time. We have chosen this order since CondBsets can reduce the number
of segments, and both CondMark and CondSum do a traversal of all segments.

This definition is lifted to the A, Tana, Dana and Diorana domains in the standard
way. That is, respectively, element-wise, component-wise, disjunct-wise before collapsing
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and by priming the condition:
Cond?(c)(a) = [x . condSCg(c)(a(x))}
Cond™2(¢)(t, a) = (CondTa“L(c)(t), CondA(c)(a))
CondP*™(¢)(0) = CollapseP*™ ({CondTana(c)(o) loe 0})

CondDiorana(c)(r) = CondDana(c’)(r)

A.2.2 Abstraction for assignments

Abstraction for an assignment y := e behaves differently according to whether a variable
of array type is involved (either because y is of array type or because a variable in e
has an array type) or not.

Abstraction for non-array assignments

Here we look at the assignments of the form y := e where y is not an array variable
and no variable appearing in e is an array variable. This means that e is not an array
access expression.

We start by formalizing variable replacement inside a bound expression.
Definition 49 (Variable replacement for bound expressions, boundsets and segmenta-
tions). For any variable y and any two bound expressions e; and eq, the replacement
of variable y by bound expression e; inside bound expression ey is given by

x4+ (ki+ks) ifer=x+k andexs=y+ ko
Replace®(y, e1,e2) = { ki + ko ifer = k1 and ea =y + ko

es otherwise
This definition is first extended to boundsets. For any boundset b, we define
Replace®(y, e1,b) = {ReplaceE(y,el,eg) | eq € b}

Then, the definition is extended to segmentations in a point-wise manner. Formally,
for any segmentation s = (l,v,bo, (d;, b, mi)i€{17...,n})7 we define

1) Y

Replaceseg (y7 €1, S) = (lv v, ReplaceB (yv €1, bO)a (du ReplaceB (ya €1, bz)v mi)ie{l n})

Definition 50 (Conditional addition of a bound expression to a boundset). For any
variable y, any bound expression e and any boundset b, we define the addition of y to b
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conditionally to the presence of e as being the boundset

bU ife€b
AddBexp®(y, e, b) = v} e _

b otherwise
We extend this definition to segmentations in a point-wise manner. Formally, for any
segmentation s = (l,v7 by, (d;, bi,mi)ie{lw’n}) we define

AddBexpseg(y7 ¢, 5) = (la v, AddBQXpB (yv €, bO)7 (du AddBeXpB (y7 €, bz)7 ml’)ie{l,.“,n})

This allows us to formalize the effect of assignment on the boundsets of an entire
segmentation.
Definition 51 (Abstraction of non-array assignments for segmentation boundsets).
For any segmentation s and any non-array assignment y := e, we define

AssignBsets(y 1= e)(s) =
Replace®(y,y — k, s) fIkeKe=y+k
AddBexp®° (y, e, RemoveBexp ({y + k | k € K}, s)) otherwise

For summaries, assignment is propagated to each segment.
Definition 52 (Abstraction of non-array assignments for segmentation summaries).
For any segmentation s = (l, v, by, (d;, b, mi)iG{l,u.,n}) and any non-array assignment
y 1= e, we define

AssignSum(y := €)(s) = (I, v, by, (Assigns(y = e)(d;), bi,m;))

The two previous definitions allow us to define what happens to all segmentations
when analysing a non-array assignment.
Definition 53 (Abstraction of non-array assignments for segmentations). For any
segmentation s and any non-array assignment y := e the abstraction of assignment
y := e for segmentation s is given by

Assign®®8(y := e)(s) = (AssignSum(y := e) o AssignBsets(y := ¢)) (s)
When analysing assignments where no variable has an array type (that is, y is not
an array variable, and none of the variables appearing in e are either), the transfer

function AssignSeg can be lifted to the A, Tana, Dana and Diorana domains in the
standard way. That is, respectively, element-wise, component-wise, disjunct-wise before
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collapsing and by priming all the variables:
Assign®(y 1= e)(a) = [z — Assign®e8(y 1= e) (a(z))]
Assign™(y 1= e)(t,a) = (AssignTanL(c)(t), Assign® (y := e)(a))
AssignP™?(y := €)(O) = CollapseP>»® ({Assign™(y :=€)(0) | 0 € O})
Assign®Omm () (1) = Assign”™™ (' == ¢’)(r)

Remember that this kind of assignments can change the segmentations inside the array
domain. Indeed, the segment summaries change, and (if y is a numeric variable) the
boundsets might also change (Definition 51).

Abstraction for Array Creation

Here, we look at the assignments of the form y := new _array(7%8, e, e5); where y is
necessarily an array variable.

Definition 54 (Transfer Function for Array Creation [Complete Version|). For any
algebraic type 78 € AlgTypes, for any variable y of type Array(78), for any numeric
expression ey, any expression ey of type TM8 and any abstract value (t,a) € Tana, the
transfer function for array creation is defined by

Tana (y := new_array(7%% €1, €5)) (t,a) =
| Tana if SatisfiesT2L (¢, e; < 0)
(CondTanL(el >0)(t),d' [y — s’}) otherwise
Cond™™L(|y| = 0)(t) if Satisfies™"L(¢,e; < 0)

Cond ™™ (|y| = e1)(t) otherwise
and a' = Assign®(|y| := e1)(a)

{0; |y|} if SatisfiesT® L (¢, e; < 0)
and s’ = { {0} d {|y|} if Satisfies™2L(¢,e; > 0)
{0} d {|y|}? otherwise

and d = {CondTanL(O <l<e Av=eg) (Add%}‘?ﬁ? (t))}

Assign

where t' = {

As stated after Definition 35, we distinguish four cases:

® The case where e; is known to be negative (that is Satisfies™"" (¢, e; < 0)) and the
result is L. ™12 gsince any code after this array creation assignment is unreachable.

® The case where e; is known to be non-positive (that is Satisfies™"% (¢, e; < 0)),
in which case the new array is known to have size 0, which corresponds with to
a segmentation with no segments and a single boundset that contains both zero
and the length of the array : {0; |y|}.

® The case where e; is known to be positive (that is Satisfies™" (¢, e; > 0)). In this
case, the emptiness marker of the segmentation is false (as indicated by the absence
of a question mark), because we know for certain that the array is not empty.

® All the other cases, where we have no particular prior knowledge on ey, and the
result is as described in Definition 35.
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Abstraction for array update

In order to define the transfer functions for array update and array access, we start
by describing, for a segmentation, the creation of a new segment at a given bound
expression. We will use this when the index used to access or update an array is a
bound expression.

Definition 55 (Insert a segment at a bound expression). Given a segmentation
s = (l,v,bg,0), with segment sequence o = (di,bi,mi)ie{l)_.m}, a bound expression
e € E(T), a segment summary d € S and an abstract value o € Tana, the insertion of
segment d at bound expression e in segmentation s, given information o is given by

Insert>®8(d, e, s,0) = (I,v,b),0[1 191 — 1] - 0’ - iz + 1 : n])
where iy =max {i € {0,...,n} | Jey € b;, Satisfies™?(0,e; <€)}
and iy =min{i € {0,...,n} | Jes € b;, Satisties™*(0,e < €3)}

and o = 01 0¢ 02 ifiip =0
(di17b;:17mi1) -01 -0+ 09 otherwise
/ bi1 U {e} Zf de; € bi1 R SatiSﬁeSTgm&(o7 el = e)
and bi1 = .
bi, otherwise
’ e
and b)) = b i __O
bo  otherwise
and oy = € if Je1 € b;,, SatisfiesT? (0,1 =€)

(d,{e},mr) otherwise
and 0. = (d, be, )
b, U{e+ 1} if Jeg € by, Satisfies™% (0, €2 = e + 1)
Cl{e+1} otherwise
€ if Jea € by,, SatisfiesT™%(0,e5 = € + 1)
(d,b;,,mp) otherwise
and my = 3e; € b;,, CanSat™?(0,e; = ¢)

and mp = Jey € b;,, CanSatT®2(0,e5 = ¢ + 1)
SL

and d = d;
L

i1 <i<ig

and b,

and o9 =

Note that for arbitrary abstract values o, the segment indices ¢; and i of Defini-
tion 55 might not exist. However, we will always use InsertS°® in contexts where b
contains 0, b, contains some length variable |z| and o contains the information that
0 < e < |z|, which guarantees the existence of i1 and is.

For array updates, we distinguish two cases, like [12], depending on whether the
expression used as index can be put in the form of a bound expression or not.
Definition 56 (Array update at a bound expression). For any abstract value (t,a), and
any bound expression e; € E(T'), the transfer function for the array update instruction
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y = zle; — es] is given by
Assign T8 (

where (tg,a3) = Assign

and as = a1y — &'

and 5" = Insert>*8(d, ey, a1 (x), (t1,a1))

and d= {CondTanL (l=e1Nv=c¢3) (Add%}fﬁ%(tl))}

and (l, v, by, (d;, bi7mz‘)i€{1,.,.,n}) = ay(x)

and  (t1,a1) = Cond™™*(0 < e, < |z|)(t, a)

y = xf[er — ea])(t,a) = (ta, as3)
T (Jy| = |a])(t1, a2)

We are going to explain the formula of array update at a bound expression (Defini-
tion 56) from bottom to top. Since expression e; is used as an index in the array x, it
must evaluate to an integer between the bounds of the array. Hence we can add the
constraint 0 < e; < |z| to the information we already have, which is done by the last
line: (t1,a1) = Cond™*(0 < e; < |#|)(¢,a). Then, we get the names for the special
index variable | and value variable v by looking at the current segmentation for x,
which is done in the second-to-last line: (l,v7 by, (d;, bi7mi)ie{17___7n}) = a1 (z). We use

these special variables [ and v to build the segment summary for index e; for the
new array: d = {CondTanL(l =e1 AV =e3) (Add?ﬁg%(tﬂ) } This allows to define the

segmentation s’ for the new array, by inserting the segment summary d at index e;
(which is possible since e; is a bound expression): s’ = Insert®°¢(d, e;, a; (), (t1,a1)).
The new array environment is obtained by associating this new segmentation s’ to
the variable y being assigned: as = a1[y — §']. The length of the array now stored
in y is the same as the array stored in z, and this must be taken into account both
inside numeric constraints but also in boundsets. This information is updated by
(ta,a3) = Assign™?(|y| := |z|)(t1, as), which yields our final result.

Definition 57 (Array update at a non-bound expression). For any abstract value
(t,a), and any expression ey that is not a bound expression, the transfer function for
the array update instruction y := x[e; — ea] is given by

Ty = zler = eo])(t,a) = (t2,a3)
|y = [z]) (11, a2)

Assign
where (t2,a3) = Assign
and ag =aly — ¢
and " = (I,v,bo, (d}, b, ms)icq1,....n})
and Vi€ I,d, = d; US" {CondTanL(l =e1 AU = e) (Add{Tﬁg]P(tl))}
and Vie{l,...,n}\I,d;=d;
and I = {z € [1,n] | er,er) € bi_1 x b;, CanSat™2((t1,a;),er < ey < eR)}
and (l’vabo’ (d;, b; mi)iE{l,.A.,n}) = a1 ()

1) )

and  (t1,a1) = Cond™(0 < e; < |z])(t,a)

Definition 57 is very similar to Definition 56. The difference lies in the segment
summaries. Since e; is not a bound expression, it is not possible to create a segment
of length exactly one to store in a precise way the information about the new value.
Instead, the set I identifies all possible segments that might be indexed by eq, and for
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these segments a union between the old value and the new value is taken. Said otherwise,
Definition 56 performs a strong update while Definition 57 performs a weak update.

Abstraction for array accesses

When analysing an array access instruction y := z[e|, three different things happen:
® The segmentation for variable x is used to deduce information on the new value
of variable y.

e If e is a bound expression, a new segment is created inside the segmentation for x,
of size one, whose only possible index is e. For this new segment, we know that
its value is equal to the new value of y. Hence any information that we learn from
y going forward, also enriches the segmentation for x.

e If y appears in bound expressions inside the boundsets of segmentations, the
corresponding bound expressions are removed.

Let’s look at an example of array access. In this example, we will omit the disjunctive
completion, constructor constraints and structural equalities, to focus on the NPR and
array components. For example, if we analyse the assignment y := t[x] while already
having the abstract value

{5 < z;|t| = 10},
([tn—>(l,v,{0}v<0{5}v=l+1{7}v:2xl{|t})]>

then, the abstract value after the assignment should be

{6 <2 <10;6 <y < 18;t] = 10},
([tH(l,v,{O}v§0{5}v=l+l{7}v:2xl{|t})]>

where we have gained information both on variable x and on variable y. Indeed, x being
used as index tells us that « is smaller than |¢|; while the information for y is obtained
from joining what would happen for two different segments: the segment between
indices 5 and 7 (5 included and 7 excluded) and the segment between indices 7 and |¢| (7
included and |¢| excluded). This results in joining the information {y = z+1;5 <z < 7}
with the information {y = 2 x 2;7 < 2 < 10} which results in {6 < y < 18;5 < z < 10}.
We start by defining the removal of the bound expressions containing y. This is
similar to what is done for non-array assignments (Definition 51), but simpler, since
we only remove, without adding nor replacing.
Definition 58 (Abstraction of array access for segmentation boundsets). For any
segmentation s and any array access assignment y = x[e], we define

AssignBsets(y := z[e])(s) = RemoveBexp ({y + k | k € K}, 5)

We then define the effect of array access on abstract array environments: in addition
to the removal of y from the boundsets it appears to, the segmentation associated to x
is used to deduce information about y that will be added to the segment summaries of
the other segmentations.
Definition 59 (Abstraction of array access for abstract array environments). For
any abstract array environment a and any array access assignment y := xle], the
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abstraction of array access y := z[e] for abstract array environment a is the abstract
array environment such that, for any array variable z,

AssignA(y =zle])(a,t)(z) =

(10,05, (&7, b7, m7) 1,y

where Vi€ {L,....p}.df" = de 1" Adaf)y (Rem{}, (7))

2
and d. = |_|SL Assign®(y := ) (CondSL(l = e)(df))
i=i1+1
and iy =max {i € {0,...,n} | Je; € b7, Satisfies™((t,a),e1 <€)}
and iy =min {i € {0,...,n} | Jey € b7, Satisfies™?((t,a),e < e2)}
and (l,v, b3, (d7, bf7mf)i€{17___7n}) = a(x)
and  (1,v,b3, (dZ,b7,m?);eq1,.. py) = AssignBsets(y := z[e])(a(2))

In the detailed example of appendix §B, the fact of creating a new segment at array
access proves very useful. Indeed, it allows, after assignment challenger = q[i], to
take into account inside the segmentation the assertions made on variable challenger,
like, for example, the assertion assert (res@SomeMax.prio >= challenger.prio) on the
third branch. The knowledge of how the array content relates to the value of variable
res is what allows to capture into the function summary the information that the
result has a priority higher to any of the TCBs in the queue.

Because of this creation of a new segment, array access definition is similar to the
one for array update. In particular, there are two cases according to whether the index
being accessed is a bound expression or not.

Definition 60 (Abstraction of array access at a bound expression). For any abstract
value (t,a) € Tana and any array access instruction y = xle] where e is a bound
expression, the abstraction for array access is given by

Assign™(y 1= z[e])(t,a) = (t',a’)
where o = Assign®(y := z[e])(a”,t')
and d’ =aly— §']
and s = Insert>8(d, e, a(x), (t',a))

TanL,
and t' :Rem{TﬁEI}J |_| Ty

t’ed

~

i2
SL
and d= |_| Assign®(y :=v) (CondSL(l =eN0<e< |x\)(dl)>
i=i1+1
and 17 = max {z € {0,...,n} | e; € b;, SatisfiesT™2((t,a),e; < e)}
and iy =min{i € {0,...,n} | Jes € b;, Satisfies™*((t,a),e < e3) }
and (lvvvb07(di7bi7mi)ie{1,...,n}) = a(:z:)
The abstraction of array access at a non-bound expression is given in Definition 36,
Page 47, on the main text of the article.
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B Detailed example of analysis with arrays

In this appendix, we manually execute the analysis on the find_max_priority function
from Fig. 8. To alleviate notation, we use the following conventions in the description
that follows:

o [f a set of abstract values in a disjunctive completion is a singleton, then we omit
the braces. For example, in a structural equalities component, we write ¢’ = ¢
instead of {¢' = ¢}.

e If a constraint can be deduced from other constraints already written, it can be
omitted. For example, if we have a structural equalities component ¢’ = ¢ and
the NPR component can be described by the set of constraints {|q| > 0;|¢’| > 0},
then one of the two constraints of the NPR component can be omitted, and we
write |¢'| > 0.

¢ We may omit an entire component of a product domain when the component is
T, or when all its constraints can be deduced from other components.

® We use labels to better identify components of an abstract value: we use the label
cc for the constructor constraints component, seq for the structural equalities
component, NPR for the NPR component, A for the array component.

We start the analysis of the function with the identity relation between the primed
and un-primed versions of the arguments, together with the top segmentation for
arrays. The top segmentation for arrays implies that every array length is non-negative.
Hence, the initial abstract value is

m:<seq:q'—q, NPR:|q'|20)
A g = {0}T{lg'}7)

After the first two assignments i = 0; res = NoMax {}, we get the abstract value

. (cc : res’@NoMax, seq:q¢ =¢q, NPR: {|¢|>0;i = 0})
FNA g = {0 T3]

We see that, in addition to gaining the constructor constraint res’@NoMax, the bound

expression i’ was added to the set of bound expressions that contained 0, since, after

the assignment, we have i = 0. The variable ¢’ is added by the first boundset thanks

to the AddBexp® function, that is used by the transfer function for assignments. This

is formalised in Definitions 42, 50, 51 and 53.

When analysing the loop, we use loop unrolling. Hence, the results of not executing
the loop at all, and executing it at least once, are computed separately, and then
joined afterwards. The result of not executing the loop at all is obtained by applying
the transfer function for condition i’ > |¢’| to the abstract value before the loop, and
produces the following abstract value:

Ty = CondDana(i’ > g (r) =

<cc : res’@NoMax, seq:q¢ =q, NPR:i =0= q’|>
A g — {054 ]q']}]
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In the NPR component, the new condition i’ > |¢’| combined with the information
that we already had i’ < |¢| allows to deduce i’ = |¢’|. In the array component, in
the segmentation for ¢’, the two former boundsets {0;i'} and {|¢’|} are merged by the
FuseBoundSets function. Indeed, there is no segment between ¢’ and |¢’|, since i’ = |¢'|.
This is formalized in Definitions 45, 46 and 48. We get for ¢’ a segmentation with only
one set of segment bounds and no segment summary; in other words, a segmentation
for the empty array.

To obtain the result of executing the loop at least once, we start by analysing one
execution of the loop body, then we look for a fixpoint with a Kleene iteration with
widening. When entering the loop the first time, we get

r3 = Cond™*™ (i < |¢|)(r1) =
(cc : res’@NoMax, seq: ¢ =¢q, NPR: {|¢|>0;i = O}>
A g = {0} T{lq[}]

The condition tells us that the segment between {0;¢'} and {|¢’|} is not empty, since
i’ < |¢’|- Hence the question mark indicating that the segment can be empty disappears
from the array segmentation. This is formalized in Definition 47.
Then, analysing the assignment challenger = q[i] creates a new segment, between

bound expressions 7 and i + 1, for the segmentation of ¢'.
7y = Assign®**(challenger’ := ¢'[i'])(r3) =

cc: res’@NoMax, seq:q¢ =¢q, NPR: {|¢'| > 0;i =0}

i _ Q-
A: [q' — {0;'} (NPR ; { l=7=0; }) {i" + 1} T{|¢|}?

v = challenger’

The insertion of this segment of size 1 is performed by the InsertS®8 function, and is
formalized in Definitions 55 and 60.

To analyse the branching, the tree branches are analysed separately, and then the
results are joined together. Here, for the first iteration of the loop, only the first branch
of the branching is reachable. Indeed, for the second and third branches, the assertions
introduce the path res’@SomeMax.prio, which is incompatible with the path res’@NoMax
already present. The analysis therefore infers that the second and third branches are
unreachable and produces L Pirama Hence, the result of the whole branching construct
for this first loop iteration is the result of analysing the first branch. The first assignment
of the first branch adds a structural equality to our abstract value:

r5 = Assign®™?(case’ := res’'@NoMax)(ry) =
/ /
e 4 =6 . Jld'l >0
cc: res’@NoMax, seq: {case’ . res’@NoMax} , NPR: {i’ ~0 }

=14 =0;
v = challenger’

A: {q’ — {0;4'} <NPR: { }) {i" + 1}T{|q’}?}

The second assignment of the first branch changes the constructor constraint on res?,
and allows us to gain some information for the array segment contained between the
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bounds ¢ and ' + 1:

¢ = Assign®*?(res’ := SomeMax(challenger’))(rs) =

seq : {res’@SomeMax = challenger’;q' = q}, NPR: {|¢'| > 0;i' =0}
=i =0;
A: |¢—{0;¢} | NPR: v = challenger’ {&/+1}3T7{|{|}?

v = res’@SomeMax

After the branching, the next instruction is the assignment i := i + 1. This
assignment is invertible, in the sense that the value of variable i after the assignment
is an expression on the value of ¢ before the assignment. The inverse of this assignment
is 4 := 4 — 1. The expression ¢ — 1 in this inverse assignment can be used as a segment
bound. Hence we update the bound segments by replacing i’ with i’ — 1 (in addition to
updating the NPR components and the segment summaries). This is obtained thanks
to the function ReplaceS®® and formalized in Definitions 49 and 51. We get

7 = Assign®* (i == ' +1)(rg) =
seq : {res’@SomeMax = challenger’;q' = q}, NPR: {|¢'| > 0;¢ = 1},
I=i' —1=0;
A: |¢d—{0;¢ -1} | NPR: v = challenger’ {3y}
v = res'@SomeMax

This abstract value r7, that corresponds to the end of the first abstract execution of
the loop, will not only be used to compute the second abstract execution of the loop,
but also to take a widening with the result of that second execution.

The second abstract execution of the loop body starts with the loop condition

g = CondDana(i/ < q/)(r,?) =
seq : {res’@SomeMax = challenger’;q¢' = q}, NPR: {|¢'| > 1;¢ =1}
A: |¢—{0;/ —1} | NPR: v = challenger’ {3 T{ld'}
v = res’ @SomeMax

As before, the loop condition allows to stablish that the last segment of the segmentation
is not empty.
Then we have to analyse the assignment to variable challenger, and we obtain
rg = Assign®**(challenger’ := ¢'[i'])(rs) =
cc: res’@SomeMax, seq:¢ =¢q, NPR: {|{|> 17 =1}
(A: [ = {053 — 1} & {i'} d3 {7 + 1} T{|¢']}7] )
l=7—-1=0;

9 _ .
where d] = ( NPR: v = res’@SomeMax

=4 =1,
9 _ . )
and dy = | NPR: v = challenger })
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As before, this assignment creates a new segment in the segmentation, between bounds
¢ and i’ + 1.

During this second abstract execution of the loop, the first branch of the branching is
unreachable and its analysis yields 1P while the other two branches are reachable.
The assertion on the second branch yields
10 = CondP**?(challenger’.prio > res’'@SomeMax.prio)(rg) =

cc : res’@SomeMax, seq : ¢ = q,
NPR : {|¢| > 1;i" = 1; challenger’.prio > res’@SomeMax.prio}
A [g o {00~ 1) alY (i) d {7 + 13 T{l/]}7]
-/ . _ /
where d1° — ( NPR : l=1— 1 =0;v =res @/Son.leMaX}
v.prio < challenger’.prio
10 _ . l=i' =1
and d” = (NPR : { v = challenger’
We see that the fact that the segment summaries mention variables of the program other
than ! and v (like res’ and challenger’ here) allows to capture interesting information
on the array contents. For example, here, the inequality v.prio < challenger’.prio inside
the first segment summary di%, that will allow, as the analysis continues, to deduce that
the priorities of all TCBs in the array are less than or equal to the one of the final result.

Then, after the assignment of the second branch, we have
11 = Assign®™(res’ ;= SomeMax(challenger’))(r1o) =

cc: res’@SomeMax, seq: {¢’ = ¢;res’@SomeMax = challenger’},

NPR: {|¢| > L;¢' =1}

A [q = {0 =1} dit {7/} d3t (i + 13 T{||}7]

l = i/ — 1 == O'
11 _ - ’
where di” = ( NPR: v.prio < res’@SomeMax.prio

l=i=1
11 _ . ’
and  dj! = (NPR. {U _ challenger” })

If we compare the first segment summary in this abstract value ry; with the pre-
vious abstract value 719, we see that the previous equality v = res’@SomeMax
has disappeared, since the value of res’ has changed; but a new inequality
v.prio < res’@SomeMax.prio has been deduced from the previous inequality v.prio <
challenger’.prio.

For the third branch, the constraint res’@SomeMax.prio > challenger’.prio is
captured by the NPR component of the Tana product. This is the only change with
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respect to the abstract value before the branching.

12 = CondP*(res’@SomeMax.prio > challenger’ .prio)(ry) =
cc : res’@SomeMax, seq:q =g,
NPR: {|¢'| > 1;#' = 1;res’@SomeMax.prio > challenger’.prio}
A g = {00 =1} dp? {7’} a8 {7 + 13 T{|¢'[}7]

here di? = ( NPR : t=i—-1=0;
W L "] v = res’@SomeMax

=i =1,
12 _ . ;
and  d3" = <NPR : { v = challenger’ })

At the end of the branching, we get the union of the abstract value for the second
branch 717, and the abstract value for the third branch rq (recall the first branch is
unreachable and its abstract value | P°"12 at this point).

T3 = 11 uDiorana T19 =
cc : res’@SomeMax, seq:q =g,
NPR: {|¢'| > 1;i = 1;res’@SomeMax.prio > challenger’.prio}
A g = {07 =1} d7? {1} 45 (' + 13 T{]¢'|}7]

13 _ : ’
where di” = | NPR : v.prio < res’@SomeMax.prio
l — Z'/ — 1
13 _ . ’
and  dy* = ( NPR: v = challenger’ })

One interesting thing to note here, is the value of the first segment summary. Indeed, in
the second branch we have v.prio < res’@SomeMax.prio whereas in the third branch
we have both v = res’@SomeMax and res’@SomeMax.prio > challenger’.prio, hence
the union of the two yields v.prio < res’@SomeMax.prio. Intuitively, we go from the
two cases “A TCB with a higher priority has been found in the array, and stored in
variable res” and “The TCB stored in res is still the one with the highest priority
so far” to the invariant “Whatever the case, the priority of the TCB stored in res is
higher or equal to the ones in the array, between indices 0 included, and i excluded”.

The last instruction of the loop body is the increment of variable i. As before, this
updates the bound expressions used to delimit segments, in addition to update segment
summaries.

14 = ASSigHDana(i/ =4 4+ 1)(7”13) =
cc : res’@SomeMax, seq:q =g,
NPR : {|¢'| > 1;i = 2;res’@SomeMax.prio > challenger’.prio}
A (g = {0 =2} di* {7 =1} d3* {73} T{Id'[}7]

14 _ . ’
where di” =  NPR : v.prio < res’@SomeMax.prio

=i —-1=1,
14 _ . ;
and dy" =  NPR: v = challenger’ })
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The next step of the analysis is to take a widening between abstract value r; that was
obtained at the end of the first execution of the loop, and abstract value r14, obtained
at the end of the second execution of the loop. In order to perform the widening, we
start by transforming the segmentations that appear in these two abstract values, so
that they have the same sets of bound expressions; this is called unification. In this
detailed example, when unifying segmentations for widening, we will only use bound
expression removal, and not boundset splitting (section §6.5.1). Although less precise
in general, it will be precise enough for this example, and allows for faster convergence,
which is useful in hand-executed analyses. In this example, not using boundset splitting
forces the removal of bound expression ¢’ — 1, which means that the two first segments
of 714 are merged together, using abstract union. After unification we get

seq : {res’@SomeMax = challenger’;¢' = q}, NPR: {|¢| > 0;¢' =1},

l=4¢—-1=0;
' _ b
Tl A |¢ = {0} [NPR: { v =challenger’ {3 T{ld1}?
v = res’@SomeMax
and
iy =

cc: res’@SomeMax, seq: ¢ =g,
NPR : {|¢| > 1;i = 2;res’@SomeMax.prio > challenger’.prio}

ol . V7 —-2<1<i —-1;4 =2 y 12
A [q — {0} <NPR ' { v.prio < res’@SomeMax.prio Tl 1}

We see that, as intended, the segmentations share the same sets of bound expressions
after unification: {0}, {¢'} and {|¢’|}. To go from r7 to % the bound expression i’ — 1
was removed from the boundset {0;4¢" —1}. To go from r14 to r},, the bound expressions
i/ — 2 and ¢ — 1 were removed from their respective bound expressions, and the
two first segments were merged. Everything else remained unchanged. Both of these
transformations yield abstract values that are less precise than the initial ones. In
other words, 1, CPiorana rh and 14 [_Diorana r14. This is the reason why it is sound to
perform unification for widening.
After unification, widening is done segment-wise. The result of the widening is

cc: res’@SomeMax, seq:q =g,
NPR: {|¢| > 0;¢ > 1;res’@SomeMax.prio > challenger’ .prio}

0<I<y—-1;4 > 1, .
. P . S0 U2, / )
A {q = {0} (NPR " v.prio < res’@SomeMax.prio) " lg }}

T15

We see that during unification and widening, the distinction between the last slot of
the array to be treated (the one at ¢ — 1) and the others before it has disappeared.
Instead we have a single segment for all the slots treated so far (between indices 0
included and ¢ excluded), with the invariant that their TCB’s priority is smaller or
equal to the one in variable res.
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This is a fixpoint. We recall that in the context of loop unrolling, we computed
separately the abstract value for the executions where the loop is not taken at all (r2),
from the abstract value for all the executions that take the loop at least once. The
latter is obtained from fixpoint 15 by applying the negation of the loop condition:

r16 = Cond®™(i' > |¢'|)(r15) =
cc : res’@SomeMax, seq: q =g,
NPR : {|¢| =;i > 1;res’@SomeMax.prio > challenger’.prio}

0<I<iy —1;¢>1;
. / . — — ) - ) -/, /
A [q — {0} <NPR ’ { v.prio < res’@SomeMax.prio }> {is1a H]

Like before for ry, the condition i’ > |¢’| together with the information already present
i < |¢| allows to deduce that i’ = |¢’|, and hence allows to merge the two sets of
bound expressions {i'} and {|¢’|}.

The abstract value after the loop, that accounts for the execution that do not take
the loop at all, and those that take it at least once, is

Fy7 = 1y LJDiorana .
cc: res’@NoMax, seq:¢ =¢q, NPR:i=0=|¢])
<A¢ [q = {0;7;|¢'}] ) ’
cc : res’@SomeMax, seq: q =g,
NPR: {|¢| = ;¢ > 1;res’@SomeMax.prio > challenger’.prio}

A:[q"—>{0}<NPR:{ 0stsé—Li 2 1; })U’;q’l}]

v.prio < res’@SomeMax.prio

Since the two abstract values ro and 716 have incompatible constructor constraints
res’'@NoMax and res’@SomeMax; they are both kept in the disjunction, as separate
cases.

The input-output summary for the function is then obtained by removing all the
variables except the input variable ¢ and the output variable res’. The structural
equality ¢’ = g allows to transport all the information gathered on ¢’ to q. The summary
that we get for the find_max_priority function is

(cc:res’@NoMax, NPR:|q|=0, A: [qg— {0;|q}]);

cc: res’@SomeMax, NPR: |¢| > 1,
A: [g— {0} (NPR:I>0; v.prio < res’@SomeMax.prio) {|q|}]

As stated in section § 6.8, this input-output summary distinguishes two cases:

e either the input queue is empty (|¢| = 0) and the result is built using constructor
NoMazx;

e or the input queue is not empty (|¢| > 1), the result is built using constructor
SomeMax and the TCB that is returned as a result (via the constructor SomeMax)
has a priority that is greater than the priority of any of the TCBs in the input
queue.
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As we stated before, this input-output summary is not exact: it does not state that,
when the result is a TCB wrapped in constructor SomeMax, this TCB belongs to the
input queue.
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