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THE ANALYST’S ROLE WITHIN INTELLIGENCE SERVICES WITH THE ADVENT OF
ARTIFICIAL INTELLIGENCE (Al)

Recognising that the strategic autonomy enabled by intelligence activities is intrinsically linked to information
superiority, Florence Parly, then Minister for the Armed Forces, predicted in 2019 that "AIl would give our data
mining resources an immeasurable boost"'. Faced with this surge in capabilities embodied by Al, what are the
prospects for analytical work? What role does the human analyst now play in the data mining process? How are the
duties of analysts within intelligence services changing with the rise of algorithms, whilst "the variety of
applications is set to be considerable’"?

In addition to the issues linked to the use of sovereign tools’, Al undoubtedly represents a major development. The
latter is no longer just technological, but also financial, organisational and institutional?, meaning that the
implementation of Al tools within services can have multiple effects that transcend the sole aspect linked to
analytical skills.

1) Will Al mark the demise of human analysts in intelligence services?

Al can be defined as "any algorithmic solution that performs sophisticated, multi-parameter, scalable tasks,
adaptable to specific conditions™, and is as much a source of fascination as it is of concern. In 1990, the victory of
the Deep Blue computer over Garry Kasparov in chess and, in 2017, the victory of an Al over the world Go
champion, raise questions about the superiority of Al over human intelligence. Computer science researchers and
legislators are concerned about the ability of Al to replace humans in all tasks, including in decision-making. This
paradigm would turn human beings into slaves to the machine, as they remain limited by their biological
weaknesses®. The issue is therefore not just limited to technical and security aspects, but also concerns the social
question: "Will the eruption of artificial intelligence in the world of intelligence make satellite imagery analysts and
interpreters obsolete?””. The question of the alleged obsolescence of human beings and their intellectual capacities
is highlighted here as a reflection of the mercantilisation of individuals and their skills.
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Indeed, despite fears that Al's capabilities will supplant human intelligence, and thus kill off the analyst’s role, one
thing is clear: the use of Al by human analysts is now vital to deal with the growing amount of data to be processed,
particularly in OSINT®. And so, despite the sometimes alarmist rhetoric (including from well-known figures such as
Stephen Hawking’ and Bill Gates'®), the use of Al technologies is above all meeting an operational need within
intelligence services. In 2018, General Ferlet, the former director of French military intelligence, described this
paradoxical situation as a "tsunami of data", in which investment was being made in ever more effective data
collection resources, but no capacity was being developed to make the most of the data'’. He felt that recruiting
additional operators and analysts was not a viable response and that "we must instead find more innovative
solutions, based on artificial intelligence tools. This is where we need to focus our efforts in the coming years. After
all, there's no point in collecting more and more data and intelligence if we can't exploit it by extracting the right
information from our databases at the right time"".

However, the use of Al within intelligence services would lead to a dual analysis based essentially on human
intelligence, despite the significant improvements in the tools used over the years. For Jean-Louis Dessalles, a
lecturer and researcher at Télécom ParisTech, Als "/...] know nothing. All that a computer equipped with Al can
show is an intelligence that understands nothing - reflex without reflection. Some of our cognitive mechanisms,
patiently perfected by biological evolution, such as the ability to simplify and give structure to phenomena, are still
beyond the reach of machines, which are forced to come as close as possible to our modes of reasoning without
ever really reproducing them"". Ultimately, "AI has no will of its own""™

What's more, while Al needs to evolve to move from reflex to reflection, it is not yet capable of reproducing the
instinct that is so characteristic of living beings, and which is exploited by analysts. It is this observation in
particular that is leading the GCHQ'® to evolve its training processes in order to recruit people who are dyslexic, as
they show unique abilities to apprehend and analyse a large amount of data, as well as to solve complex problems '’
A 2018 report by the Anglo-Saxon consulting firm EY suggests that the reflexive qualities of dyslexic people will
be all the more appreciated as low value-added tasks will be handled by AI'®.

Il) Analysis hybridisation: the duality of man and algorithm

A trend is emerging: while human analysts still have their rightful place in intelligence services, analysis is
increasingly based on a hybrid approach. This approach stems from a "human-algorithm" duality that allows human
beings to see their capabilities increased tenfold. In this context, the aim is not to pit the capabilities of the human
intellect against those of Al, but to consider the latter "as a support for humans rather than as their adversary. It is
therefore for the moment, a kind of cyberprosthesis for humans, giving them extended capabilities for action""”.

So, in order to identify events of interest within large volumes of data of different kinds, or to extract useful
information about adversary structures, the French Ministry of Defence believes that human analysts can benefit
from Al in various types of mission®:
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- Initial filtering of the most relevant data;

- To pre-process them (automatic translation, detection of people in an image, etc.);

- To detect anomalies, recurrences or patterns of suspicious activity;

- To cross-check public information with military sources to detect attempts of disinformation.

Although human analysts are irreplaceable for the time being, the use of artificial intelligence technologies is
proving to be essential if we are to fully exploit and put into perspective the large volumes of data collected*'. This
observation is leading to a hybrid approach to analysis in which humans play a central role in the analytical process,
thanks to their expertise, knowledge and judgement®. The use of algorithms makes for more efficient analysis,
saving substantial amounts of time and resources. For example, the company Preligens, which has a contract with
the French armed forces®, estimates that it took an analyst a full day to monitor a port with 500 ships, whereas their
solution reduces this processing time to just 25 minutes*. A study conducted by McKinsey in 2018 estimated that
around 30% of activities in 60% of all professions could be automated?.

Service analysts can therefore delegate the performance of repetitive and time-consuming tasks to Al, allowing
them to refocus on their core functions: rather than calling into question the need for human analysts, Al is
emerging as a powerful tool to assist analysis, performing a large number of time-consuming and low value-added
tasks that were initially assigned to human analysts. The latter can then rely on tools that can be configured and
adapted to their needs according to the tasks entrusted to them, by themselves determining the nature of the tasks
entrusted to the algorithm. The algorithm then returns the results, which the analyst may or may not use as a basis
for their own conclusions®. In addition to saving time, Al also helps to combat the fatigue caused by carrying out
uninteresting and repetitive tasks, and thus to limit errors of assessment. The analyst function is refocused on its
core business, and analytical capabilities are increased tenfold?’.

lll) What is the relationship between humans and algorithms?

The use of Al in the field of intelligence, and more broadly in defence, brings with it certain particularities, such as
the need for reliability, extreme sensitivity to ethical conditions, and the complex balancing act between
confidentiality and openness that characterises Al research. In fact, unlike civilian uses (with the exception of
medical applications), the use of Al in the defence sector "will almost systematically involve critical systems®". The
opportunities opened up by Al offer a wide range of uses, including imaging (particularly satellite, hyperspectral
and drone-based), and the analysis of sound, video and electromagnetic signals (radar)®. This raises the question of
the nature of the human-algorithm relationship: how can Al help the analyst?

The evolution in the design of analysis tools reflects an intellectual maturity where the human being is now at the
heart of the concerns: a growing integration of tools is therefore necessary. This integration enables a better
understanding of complex situations™, but has required tools to be designed using two approaches: "human-
machine teaming (HMT)" and "human-centred".
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In the first conception, the analyst and the Al interact according to an egalitarian approach in which the latter is the
analyst's teammate. HMT thus refers to a relationship based on cooperation and subsidiarity, where the human and
the Al work together: each performs the tasks in which it is more efficient than the other’'. However, this perception
presupposes that the analyst has full confidence in the tool, and that the latter has a large degree of autonomy to be
able to set its own objectives™. In this context, some of the analysts interviewed felt that HMT tools should enable
them to ask questions, rather than simply presenting information, but also to present working hypotheses or
arguments in order to encourage the analyst to consider contrary hypotheses and mitigate cognitive biases, without
this leading to a system that systematically calls into question the avenues of work, at the risk of people not using it:
the challenge therefore lies in the way in which the results and suggestions are presented to users in order to
optimise the analysis processes™.

The HMT approach, based on dual analysis, seems to be gradually giving way to " human-centred" ways of working
with Al, where humans are at the heart of the analysis process, but with Al backup adapted to their needs. This
support enables them to concentrate on high added-value functions, while the Al handles repetitive and time-
consuming functions. In this context, a real complementarity is created, because Al is not capable of reflection, but
it can quickly carry out massive data processing that would take a human being a lifetime. However, this
employment doctrine presupposes a profound rethink of the way in which systems are or should be designed around
analysts: making technology work for the benefit of humans, rather than making them work in a way that puts Al in
the foreground**.

The “human-centred" way of working with Al seems to be leading to greater integration of Al into the analyst's
work, because it means putting the analyst back at the heart of the intelligence process: the aim is to identify the
problems and provide a response according to an appropriate process, defined by the human and comprising several
stages, some of which can be delegated to the algorithm. This concept brings us back to the observation made by
Cédric Villani: "The alliance of human and machine is, on the contrary, often the most relevant and the most
effective"”®. However, limiting the role of Al to supporting human beings does not make its role any less critical: the
assurance of continuing responsibility remains the central element of any ethical foundation for the use of Al
Indeed, "humans and commanders must ALWAYS be responsible for its deployment, its use and the rules of
engagement that apply to it. This is the best safeguard we have, positioning humans as the guarantors of ethics"*.
Despite the autonomous operation of Al it is essential for the armed forces and intelligence services to retain
human responsibility for the action®’.

Ultimately, when it comes to intelligence, the volume and diversity of data to be processed are constantly
increasing: the challenge is to exploit them more effectively despite limited human resources. The ultimate aim is
therefore to refocus analysts on high added-value functions by exploiting the capabilities of Al to automate
processing and optimise the cross-referencing of multi-domain and multi-source data.
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