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Abstract—Recently the use of Unmanned Aerial Vehicles
(UAVs), commonly referred to as drones, has exploded in several
domains, leading to potential security issues. As such, estimat-
ing the exact position of those eventual malicious drones has
become of crucial interest. However, computing an accurate
and precise geolocation of these drones, especially in outdoor
environments, remains challenging. This paper focuses on out-
door 3-dimensional (3D) drone geolocation techniques based on
Radio Frequency (RF) signals. We first present a RF-based
3D drone geolocation dataset, and then apply and compare
various geolocation techniques, ranging from geometrical-based
to machine learning-based methods. We further propose a new
hybrid method blending the two above categories of geolocation
techniques, that achieves an average 3D error of the order of
11.7 meters within a search volume of about 520 x 560 x 115 m?,
significantly below the one achieved with geometrical-based tech-
niques, and with a reduced computational complexity compared
to the regular machine-learning based techniques.

Index Terms—3D drone geolocation, RF-based geolocation,
Outdoor geolocation, Machine learning, UAV geolocation

I. INTRODUCTION

The increasing misuse of UAVs has brought attention to
critical issues in cybersecurity and national defense. As these
UAVs become more accessible to the public while enhancing
its technological capabilities, they are increasingly exploited
for malicious purposes, including espionage, unauthorized data
collection, and hacking into sensitive spaces. These drones,
equipped with cameras, microphones, or hacking software,
can be deployed stealthily, presenting unparalleled risks to the
safety of critical infrastructures, military bases, and private or-
ganizations, especially when they violate protected airspace to
collect confidential information or destabilize communications
and data systems via cyber-attacks [1f], [2]].

As such, there is a pressing need for reliable systems able
of detecting and geolocalizing an unintended presence of a
drone in different environments and airspace. In the remaining,
localization refers to the process of identifying a broader area,
such as a city or country, where the object under consideration
is active. On the other hand, geolocation is a more precise
process, pinpointing the exact geographical coordinates of an
object, device, or individual [3].

This work has been supported by ANR ASTRID DEPOSIA, an initiative for
Al in defense and security operated by the French National Research Agency
(ANR) and sponsored by the French Defence Innovation Agency (AID).

Two main paths regarding drone geolocalization can be
found in the literature: using Global Positioning System (GPS)
or exploiting RF-signals.

The use of GPS for drone geolocation poses challenges in
cybersecurity because of signal interference, generating hence
GPS noise which makes an accurate location tracking impos-
sible [4]. As an alternative, RF signal-based geolocation, for
which positions are determined by exploiting RF signals from
cellular networks, as well as from Wi-Fi or Bluetooth beacons,
is widely used. The authors of [5] assert that employing RF
signals for drone localization offers many advantages that
compensate for the GPS limitations, particularly in terms of
security and susceptibility to interference, such as noise and
signal disruption. GPS, while widely used, has vulnerabilities
including signal jamming, spoofing, and reduced effectiveness
in dense urban areas or indoors, where signals can be ob-
structed [3[], [4]. In contrast, RF signals provide a more robust
alternative for precise localization, maintaining functionality in
areas where GPS signals are compromised, ensuring greater
operational security and reliability for drones, especially in
critical applications [5].

Due to the enhanced resilience and reliability of RF-based
systems over traditional GPS-based ones, we focus on RF-
based localization for the remainder of the paper. Within
this context, multiple classifications of RF-based geolocation
approaches have been identified and explored in the most
recent literature [5]], [6]. One prevalent classification splits
geolocation methods into two primary categories: classical and
Machine Learning (ML)-based approaches.

A. Classical geolocation methods

Classical geolocation methods encompass two different
strategies: either measurement-based methods or exploiting
typological information derived from the measurements. In the
remaining of this paper, we focus only on measurement-based
methods due to their higher accuracy [[7], [8]. The latter can be
further categorized given the type of exploited measurements.
1) Time-based measurement methods, where distances are
computed thanks either to absolute time information such as
Time of Arrival (ToA) or Time of Flight (ToF), which require
precise synchronization and are vulnerable to timing errors; or
relative time-based metrics, such as Time Difference of Arrival
(TDoA), which increases the robustness to timing errors while



reducing the latency and the energy consumption compared to
ToA and ToF methods. [7].

ii) Angle-based measurement methods, where distances are
computed thanks to Angle of Arrival (AoA), also referred
to as Direction of Arrival (DoA). The latter require strate-
gically placed sensors to capture signals and determine the
transmitter’s position through triangulation [9] and are often
combined with other techniques such as TDoA or Received
Signal Strength Indicator (RSSI) to enhance accuracy and
reliability in determining positions [9], [10]. Compared to
time-based methods, they are typically less susceptible to
synchronization errors, but may require more complex angular
measurement devices.

iii) Channel-based measurement methods, where distances are
computed based on RF channel characteristics, such as for
instance RSSI [[11]. As the RSSI decreases as the distance be-
tween the transmitter and receiver increases, it can be used to
estimate how far the receiver is [[12]]. Moreover, channel-based
methods are often more precise and robust to environmental
variations and noise disruptions, such as multi-path or signal
weakening caused by weather or physical barriers, than time-
based or angle-based methods [13].

Despite the extensive available literature on classical ap-
proaches for drone localization, to the best of our knowledge,
an accurate three-dimensional (3D) outdoor geolocation is still
lacking. Indeed, achieving precise geolocation in 3D outdoor
environments, poses significant technical challenges, such as
accurately processing signal interference in diverse environ-
ments as well as being robust to arbitrary environmental
variations. Furthermore, the complexity of 3D geolocation as
compared to 2D, provides an additional level of challenge
since it requires to also estimate the altitude, an especially
difficult task in urban areas with high-rise buildings and
diverse topographies. These challenges, as well as the low level
of accuracy achieved by classical methods, pave the transition
to ML-based geolocalization techniques, that can handle such
limitations and outperform classical methods, as we will see in
the remaining of this paper. Nonetheless, these aforementioned
classical methods are still often used and improved [/, [8] and
serve as baseline approaches to compare with more recent ML-
based ones.

B. ML-based geolocation methods

Recently, ML-based techniques for both detecting and geo-

locating malicious drones have gain momentum, especially
due to their high achieved accuracy level, their ability to
process and analyse varied datasets and their flexibility to
operate in unfamiliar scenarios without needing significant
system adjustments [[14]. These ML-based methods can be
further divided into two principal research paths:
i) determining the general area where the drone is currently
active. In such a case, the localization problem under study
reduces to a classification task, often concerning broader zones
rather than precise geographical positions [15[], [16]. Most
of the existing literature on 3D drone localization focuses
currently on such problems.

ii) determining the precise geolocation, targeting the exact
pinpointing of a drone’s geographical position. Currently, most
of the research carried out on exact geolocation addresses
2D geolocation problem, mainly in indoor setups. In con-
trast, RF-based outdoor 3D drone geolocation is a relatively
unexplored area. The closest works to our are [17] and
[18]. However, [17] primarily focuses on 2D geolocation
using extended Kalman filtering with RSSI and TDoA. To
the best of our knowledge, very few works focus on RF-based
outdoor 3D drone geolocation. For instance, [[18] addresses
this issue by modeling the distances estimated through RSSI
as noisy approximations of the actual ones, hence no real RSSI
measurements are exploited.

C. Main contributions

In this paper, we focus exclusively on RF-based outdoor 3D
drone geolocation. Elaborating on the lack of both outdoor 3D
drone geolocation techniques and available datasets for RF-
based geolocation, our main contributions are three-fold:

1) Deriving a new dataset for outdoor RF-Signal based
UAV geolocation: following the lack of available open-source
dataset for outdoor RF-based geolocation, we propose to adapt
an existing dataset, that was originally intended for RF signal
data collection with a drone in an outdoor environment. We
implement a significant preprocessing to adapt it for outdoor
geolocation purposes. This dataset, which can be used to
compare various RF-based geolocation approaches, will be
made available via GitHub upon publication.

ii) Comparing various techniques from the literature: We
here exploit both a classical 3D channel-based measurement
method, as well as well-known ML-based regression methods
achieving good performance in various regression problems.
Note that these methods have not been used so far for the 3D
drone geolocation problem. All these methods are then used
as benchmarks for our numerical simulations.

iii) Proposing a new enhanced geolocation technique: We
propose a new blending of geometrical-based and ML-based
methods, yielding hence an hybrid approach that enhances the
accuracy of the 3D position estimation.

To summarize, this paper is among the first ones to consider
RF-based 3D drone outdoor geolocation. We here provide a
set of possible techniques to obtain a precise 3D position
estimation of the drone while exploiting only RSSI measure-
ments. All these techniques are then compared one to another
both in terms of mean 3D error, mean absolute error and root
mean square error, allowing to compare the precision of the
proposed solutions, as well as in terms of CPU, to assess the
computational complexity of the aforementioned methods.
Remarkably, the ML-based methods significantly enhance the
accuracy of the estimated 3D position compared to the con-
sidered geometrical-based method, but some of the considered
ML-based methods may be more computationally complex.
Finally, our proposed hybrid method allows to benefit from
the very high accuracy achieved by the ML-based methods
while reducing, for almost all considered ML-based methods,
the complexity compared to their non-hybrid counterpart. Our



overall contribution is summerized in Fig. [T}
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Fig. 1: Summary of our main contribution: After a prior
dataset adaptation, we provide a set of possible techniques,
encompassing both a geometrical approach, i.e. trilateration,
ML-based methods as well as a new proposed hybrid approach
blending the two latter, to estimate the 3D drone position in
an outdoor environment based solely on RSSI measurements.

The remainder of this paper is organized as follows: Section
2 delves into the system model. Section 3 presents the pro-
posed geolocation dataset. Section 4 provides an overview of
our conducted experiments and presents a thorough analysis
of the findings. Section 5 concludes the paper.

II. GEOLOCATION SYSTEM MODEL

The aim of this paper is to determine the exact drone 3D po-
sition in outdoor environments exploiting RF signals. The sys-
tem under study is composed by R receivers, whose positions
are fixed and known as Pos, = (X,.,Y;., Z,.), r € {1,..., R},
as well as by a drone, whose position Pos = (X, Y, Z) needs
to be estimated solely given the R received RSSI and does
not require the knowledge of the previous drone position, i.e.
there is no drone tracking process in our proposed method.
Since we seek for a 3D geolocation, we need at least four
RSSI measurements to estimate the drone position; the latter
is assumed to be met in the following and will be insured
via the preprocessing of the considered dataset as detailed in
Section For instance, the scenario considered in Fig.

involves an outdoor environment where four receivers are
deployed to estimate the drone 3D position.

Notations: The following notations will be used: RSSI,
denotes the RSSI measured by the r-th ground-based receiver,
Pos = (X,Y,Z) denotes the estimated position of the
drone. ||z, y|| represents the Euclidean distance in a 3D space
between the points x and y.
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Fig. 2: Environment setup for outdoor drone geolocation based
on four RSSI measurements

A. Overall problem formulation

The goal of this paper is, given at least four RSSI measured
by the ground-based receivers, to accurately estimate the exact
3D position of the drone. As such, we aim at minimizing the
empirical average error between the actual and estimated drone
position over the entire dataset, which is expressed as

1 — — 2
OP) min — S |[Pos(i), Pos(i
(OP) min_ n;l! 0s(i), Pos(i)| |

s.t. Laty,in < X < Latpyax,
Lonmin S }/} S Lonmaxv
Altmin S 2 S Altma)u

where n denotes the number of entries in the dataset, each
one being associated with four RSSI measurements. The three
constraints restrict the drone position estimation to take place
in a restricted area in order to enhance its accuracy. The
specific dimension of this search space will be presented in
Section

B. Algorithms for drone geolocation

We now present the two considered 3D RSSI-based geolo-
cation methods, namely a classical one based on distances
extracted from the RSSI and a ML-based one. We then blend
the two latter to propose a new hybrid approach, where the
baseline position estimate achieved with the geometrical ap-
proach is fine-tuned using the ML-driven regression approach.



a) RSSI-based 3D geolocation using trilateration: This
3D geolocation method belongs to the classical method frame-
work, that solely relies on the computations of distances from
the received RSSI. Under trilateration, the 3D drone position
is computed given its distance to at least four fixed points in
space [12], which are here our four deployed ground-based
receivers. Let in the following denote by d, the Euclidean
distance between the drone and the r-th receiver. Note that
these distances can be easily estimated from the RSSI, by
exploiting the commonly used logarithmic law describing the
signal attenuation as a function of distance as

d
RSSI(d) = RSSIy — 10alogy, (d) ) (D
0
where RSSIj is the signal strength at a reference distance of
dy m and « is the path loss exponent. Hence, the distance
between any transmitter and receiver pair writes as

d = frssisa(RSSI) £ do10~ RSSIZRSSIo)/(0e) ()

Thus, since the estimated drone position is computed as in [[12]]
based on the four estimated distances d,., the goal is to min-
imize the error, averaged over the four RSSI measurements,
between the 3D estimated distances d,. and the real one, i.e.
d,, which writes as

1 4
min Z;(fRSSHd(RSSIr)—dT)? 3)

b) ML-driven regression for RSSI-based 3D geolocation:
The main limitation of the previous method comes from the
need to compute distances. Instead, we propose to exploit
ML-driven regression that can learn complex and non-linear
relationships between the RSSI and the drone coordinates,
eliminating thus the need for direct distance computation. ML-
based methods learn to minimize a so-called loss function,
which in our case corresponds to the mean squared error, i.e.
the objective function of the optimization problem (OP). Note
that we here consider supervised learning approaches, where
during the training phase, one can access the real 3D drone
position.

c) Hybrid RSSI-based 3D geolocation blending trilat-
eration and ML-driven regression: In order to improve the
accuracy and reliability of the drone 3D geolocation, we
propose to mix both approaches: as such, the trilateration
method provides an initial geometry-based estimate, while the
ML technique offers an adaptable approach that can account
for more complex factors, as well as being more robust to the
inherent presence of noise throughout the acquisition process.
We here propose to minimize the average gap between the
real position of the drone Pos and a weighted combination of
positions computed by the trilateration, denoted as Posy;, and
by the ML-based method, denoted as Posyr,:

=3 (1 = B)Posr) + BPoswL (1) Pos(i)*, (4

where the weighting parameter 8 € [0, 1] allows to switch
between a trilateration-driven or a ML-driven approach.

III. NEW DATASET FOR OUTDOOR UAV RF SIGNAL-BASED
GEOLOCATION

We now detail our proposed dataset for drone RF-based
geolocation. We start by presenting an open-source dataset
containing RF measurements, originally designed in a setup
where a drone collects some data transmitted by four sensors
that were deployed on the ground. Due to the lack of open-
source datasets for RF-based geolocation in outdoor, we pro-
pose to exploit this dataset and to adapt it to the geolocation
problem under study.

A. Open-source dataset adaptation

To the best of our knowledge, there is no open-source
available datasef'] for outdoor drone 3D geolocation based on
RF-measurements. Nonetheless, we were able to find an open-
source dataset used for environment data collection, where
real measurements of RSSI where performed outdoor in a
rather different setup than the one under study. In fact, the
goal was not to geolocate the drone but to ensure some
connectivity in terms of received RSSI between four sensors
deployed on the ground and a drone that was collecting all
the data [19]. Despite the difference in both objectives, i.e.
geolocating a drone vs. ensuring connectivity with a drone,
the measurements are highly relevant to our setup, where we
also need four ground-deployed transmitters and a drone flying
in an outdoor area. Indeed, this dataset encompasses RSSI
measurements performed in the 2.4 GHz frequency band, as
well as some crucial data to validate the accuracy of our
proposed geolocation method, such as the 3D drone position.
Note that this dataset also include many other parameters
related to transmitters and receiver, enriching the evaluation
and analysis context; as well as different deployment configu-
rations, especially with the presence of obstacle on the sensors,
enabling thus a robust and comprehensive evaluation of the
geolocation methods.

As such, based on channel reciprocity, experimentally val-
idated under the used ZigBee protocol [20]], we propose to
adapt this dataset by inverting the role of the ground-deployed
sensors and the drone: the ground-deployed sensors will now
play the role of the receivers, instead of the originally trans-
mitters, whereas the drone will now be the transmitter. The
new obtained dataset will hence be particularly relevant for
outdoor 3D drone geolocation based on RF-measurements and
will be used to validate the previously presented geolocation
techniques.

B. Dataset Adaptation and preprocessing

In order to build a dataset for RF-based 3D drone ge-
olocation, we propose to only keep the following relevant
features for each of the 121,503 records in the original dataset:
timestamp, test location (road, grassy field or hilly field),
3D coordinates of the sensors, RSSI measurement and 3D
drone coordinates. After this first step, we propose to group
all acquisitions given a specific time duration of one second.

1Original Dataset: https://datadryad.org/stash/dataset/doi: 10.25349/DIKS3W


https://datadryad.org/stash/dataset/doi:10.25349/D9KS3W

As such, all received RSSI measurements during this time
window are averaged for each of the receivers, yielding 4
RSSI values each one second, the same holding also for the
drone 3D position. Note that in some cases, we may lack one
or more RSSI values, such entries will be removed from our
new geolocation dataset, since an accurate 3D position can
only be achieved with at least 4 RSSI measurements. This
meticulous process yields a dataset of 5,093 records, where
each entry is composed by an averaged timestamp, 4 averaged
RSSI measurements, the averaged 3D drone position and the
3D coordinates of the sensors. This systematic approach guar-
antees efficient and accurate data management for subsequent
drone signal analysis.

IV. EXPERIMENTAL ANALYSIS
A. Implementation and comparison metrics

Regarding the ML-based geolocation, we propose to exploit
several well-known algorithms from the literature, that were
shown to achieve high accuracy for regression problems,
the general framework in which the considered geolocation
problem falls into [21]. More precisely, we consider K-
Nearest Neighbors (KNN), Random Forest Regression (RFR),
XGBoost (XGBST), and Gradient Boosting (GB). To evaluate
those ML algorithms, 80% of our dataset is used for the
training, whereas the remaining 20% are used for the testing.

The ML-based methods are then compared to the trilat-
eration method presented in Section as well as to our
proposed hybrid method that blends all the aforementioned
ML-based method with the trilateration one as presented in
the same Section. The hybrid methods are thereafter denoted
as HKNN, HRFR, HXGBST and HGB.

All geolocation methods are implemented using Python, within
the Visual Studio Code IDE, and run on a 12th Gen Intel®
Core™ i7-12700H CPU computer under Ubuntu 22.04.3 LTS
with 32 GB of RAM.

In order to implement the trilateration method, the path loss
exponent was set to « € {2,3,4} corresponding respectively
to the measurements performed on the road (o = 2), the grassy
field (o« = 3) and the hilly one (o = 4). Further, the reference
distance dp was set to Im, for which the corresponding
reference RSSI was recorded as RSSIy = —70 dBm.
Regarding hybrid methods, the weighting parameter was set
to 8 = 0.9, putting hence more emphasis on the ML-based
method than on the trilateration one. This parameter was
obtained using an exhaustive search method as described
in [22]. All the other parameters used for the ML-based
geolocation methods were obtained using the GridSearchCV
technique [23]] on our dataset, and are summarized in Table m

Comparison metrics:

In the following, we will compare each of the geolocation
method in terms of Mean 3D error ({3p), Mean Absolute Er-
ror (MAE) and Root Mean Square Error (RMSE) expressed
below. All these metrics rely on the gap between the estimated
position of the drone (X,Y, Z) and its true position (X,Y, Z)
and are average over the number of entries in the dataset n.

ML algorithms Parameters Best Value
KNN/ HKNN Optimal number of neighbors 3
Learning rate 0.3
Max depth 9
XGBST/ HXGBST N estimators 200
Subsample 1.0
Max depth 50
Max features Sqrt
RFR/ HRFR Min samples leaf 1
Min samples split 2
N estimators 50
Learning rate 0.1
Max depth 5
GB/ HGB N estimators 200
Subsample 0.9

TABLE I: Best Parameters for ML Algorithms

To simplify the presentation of the aforementioned metrics, let
ox =X — X oy =Y — Y and Oy = 7 — 7 denote the error
in terms of the latitude, longitude and altitude respectively.
Note that since the latitude and longitude coordinates are
expressed in degrees and that the altitude is expressed in meter,
we need to convert the latitude and longitude coordinates
in meters prior to any error computation, the latter been
performed thanks to the Haversine formula [24]]. Exploiting
these notations, the comparison metrics write as

LS J930) + 03.() + 620,

&p = —
n

1=

MAE = 5[5 () +16y () 167
i=1

RMSE = )+02 (i) +6%(3).

252

B. Experimental Results and Analysis

All the measurements were performed in a specific ge-
ographical area near Santa Barbara, California, USA. The
area is geographically constrained as follows: the lati-
tude ranges from Lat., = 34.41259703 to Latn.x =
34.41728644, the longitude from Lon,,;, = —119.88242 to
Long.x = —119.8763092, and the altitude from Alt,;, =
9.258136171 m to Alty;, = 123.8962822 m, yielding hence
a search are of about 520 x 560 x 115 m3.

Table [lI| compares all the presented 3D geolocation methods
in terms of mean 3D error, MAE and RMSE, as well as
in terms of CPU time in ms. First, one can note that the
trilateration method yields the poorest results in terms of mean
3D error, MAE and RMSE, while being rather computation-
ally complex. Regarding the standard ML-approaches from
the literature, one can note that Gradient Boosting yields the
best performance in terms of RMSE and mean 3D error, but
at the cost of computational complexity. Regarding MAE,
XGBoost yields the best performance, but it is less efficient in
terms of mean 3D error and RMSE than Gradient Boosting.
Finally, KNN is the less computationally complex method, but



Method MAE (m) | RMSE (m) | &p (m) | CPU (ms)
Trilateration 53.69 62.76 46.62 18,835.45
KNN 1.08 2.69 23.36 5,712.70
XGBST 0.16 0.65 26.33 25,170.90
RFR 1.02 2.82 22.92 10,010.00
GB 0.19 0.52 11.89 31,449.60
HKNN 1.07 2.72 22.81 4,364.81
HXGBST 0.19 0.52 27.68 15,413.98
HRFR 1.02 2.78 20.30 19,919.15
HGB 0.19 0.52 11.73 20,067.01

TABLE II: Comparison of geolocation methods

it is outperformed by the other methods regarding the error-
based metrics. At last, all the above conclusions on ML-based
methods carry over to our proposed hybrid ones: HKNN is the
less computationally complex method; whereas HGB yields
the best performance in terms of 3D position estimation, at
the cost of its computationally complexity. Nonetheless, the
hybrid HGB method achieves the same MAE and RMSE
than its standard counterpart, while reducing both the mean
3D error and the computational complexity, showing hence
the strength of our proposed hybrid approach. To conclude,
our proposed HGB method yields a mean 3D error of 11.7 m
in a search space of about 520 x 560 x 115m?3, which is
very promising for practical applications, with a moderate
computational complexity.

Let us now compare in more details the trilateration, the
Gradient Boosting and our proposed Hybrid Gradient Boosting
algorithms, as they yield respectively the best results for the
classical, ML-based and hybrid approaches. Fig. [3| compares
the average error of the three above methods obtained over the
longitude, latitude and altitude component respectively. Note
that for the longitude and latitude, the error is expressed in
degree as indicated on the left-side of Fig. [3| whereas for the
altitude, it is expressed in meter as indicated on the right-side
of Fig. 3] One can see that ML-based geolocation methods
clearly outperform the trilateration one with an average error
on each of the coordinate close to zero with a reduced variance,
which can also be observed in Fig. [4] that depicts for each of
the nine considered methods the real drone position, indicated
with blue circles, as well as the estimate one, indicated with
red squares.

Fig. [5] compares the histograms of the averaged 3D error,
given in meter, achieved by all our proposed hybrid ML-based
methods, namely HKNN, XGBST, HRFR, and HGB. First, we
can observe a significant variation in the spread of the average
3D error among the hybrid geolocation methods. For instance,
HKNN and HRFR show a larger range of error magnitudes,
indicating a less consistent geolocation performance compared
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Fig. 3: Comparison of geolocation error per coordinate for
the classical method, i.e. trilateration, the best ML one, i.e.
Gradient Boosting, and the best proposed hybrid one, i.e.
Hybrid Gradient Boosting.

to XGBST and HGB, for which the majority of the errors
are of lower magnitude. Notably, HGB demonstrates a higher
frequency of smaller errors that represents a more accurate
geolocation performance compared to the other methods.
Furthermore, a significant majority of the errors across all
methods fall within the first 20-meter interval, indicating a
strong concentration of lower magnitude errors.

V. CONCLUSION

In this paper, we focused on a RF-based outdoor drone 3D
geolocation, for which we first compared a geometrical-based
approach with several regression-relevant machine learning-
based approaches from the literature on a dataset containing
real RSSI measurements. The machine learning-based ap-
proaches highly improved the accuracy of the drone position
estimation compared to a solely distance-based one. We further
proposed an hybrid approach, where an initial drone position,
estimated with the geometrical approach, is then fine-tuned
with a machine learning method. The latter achieves the
best performance in terms of accurate 3D position, with a
mean 3D error of 11.7 m out of a search area of about
520 x 560 x 115m?, while being less computationally complex
than its standard counterpart. Such an accurate precision
highlights the benefits of our proposed hybrid RF-based 3D
geolocation approach for practical applications. These sim-
ulations results will also be consolidated via a new dataset
of real measurements that will be acquired in the upcoming
months, and that is specifically intended for RF-based out-
door 3D drone geolocation. Given the moderate size of the
currently available datasets, we were not able to investigate
the potential of deep learning based techniques, such as deep
neural networks (DNN) or recurrent neural network (RNN),
which will be leveraged through the aforementioned dataset
under acquisition. Also, in order to achieve a highly accurate
3D position with a moderate computational complexity, a two
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Fig. 4: Comparison between the real and estimated positions of the drone for the classical method, i.e. trilateration, the four
ML ones, i.e. KNN, XGBST, RFR, GB, and the four proposed hybrid ones, i.e. HKNN, HXGBST, HRFR, HGB

steps approach, where we first pinpoint the broader area of the
drone activity and subsequently determine its exact location

within that region, will be investigated.
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