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Abstract. This study explores the strategic dynamics within interconnected systems by in-
tegrating game theory with complex networks. It presents a static zero-sum game model to
analyze attack and defense strategies in such networks. Investigating three strategies for attack-
ers and defenders—random, degree centrality, and betweenness centrality—the study examines
Nash equilibrium under equal resource assumptions. Analyzing the payoff matrix and players’
responses identifies the dominant strategy as combining random attacks and betweenness-based
defenses.

Keywords. Game theory; Complex networks; Attacker-defender game; Attack and defense
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1 Introduction
The emergence of attack-defense games provides a strategic perspective for evaluating com-
plex network security. Previous studies have explored these games extensively, focusing on
achieving Nash Equilibrium, where players employ optimal strategies. For example, one study
introduced a zero-sum game model to understand network robustness during attacker-defender
confrontations[8]. Other studies proposed a game model considering network topology and
system performance, analyzing interactions with limited budgets and targeted strategies [6][7].
This study extends this research by introducing novel defense strategies based on alternative
centrality measures [11, 12, 13]. It shows that prioritizing nodes with high betweenness cen-
trality offers an effective defense strategy against random attacks.

The game model assumes the presence of an attacker and a defender. It is a one-shot game,
meaning players make their decisions simultaneously without knowing each other’s choices. The
model is based on two assumptions. The first is decision-maker rationality, which implies that
players decide based on their interests and seek to maximize their payoffs. The second is their
knowledge of each other’s strategies, which means that players have perfect knowledge of the
network and other players’ strategies.

For the attacker, V A is the set of attacked nodes, with V A ⊆ V . θA is the attack range
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parameter, with θA = |V A|
N

. X is an attack strategy, with X ∈ SA = [x1, x2, ..., xN ], where SA

is the set of attack strategies. xi is a binary variable for each node in the network. xi = 1 if
the corresponding node vi is selected as the target of an attack (vi ∈ V A) and xi = 0 otherwise.
We obtain θA = 1

N

∑N
i=1 xi. N is the number of nodes of the graph.

For the defender, one replaces A by D and X par Y. For example, Y is an defense strategy,
with Y ∈ SD = [y1, y2, ..., yN ].

The payoff is defined as the reduction in network performance caused by the attack. In the
attacker-defender game, it is important to note that both players move simultaneously without
knowing each other’s decisions. A node vi is removed when attacked and not defended (xi = 1
and yi = 0). The removed nodes are denoted V̂ , where V̂ ⊆ V . The network after removing
vulnerable nodes is denoted Ĝ, with Ĝ = (V − V̂ , Ê), and we have V̂ = V A − V A ∩ V D.
The performance measure function Γ(G) is used in the study to evaluate network performance
under different attack and defense strategies. It is defined as the size of the largest connected
component of the network G after removing attacked but undefended nodes. The attacker’s
payoff is defined as follows:

UA(X, Y ) = Γ(G) − Γ(Ĝ)
Γ(G) ∈ [0, 1] (1)

Γ(G) is the network’s performance before the attack, and Γ(Ĝ) is the network’s performance
after the attack. The sum of the attacker’s and defender’s payoffs is always equal to zero, as
the game is a zero-sum game. UD(X, Y ) represents the defender’s payoff.

UA(X, Y ) + UD(X, Y ) = 0 (2)

2 Experimental Results
We examine the air transport network described in [2]. We assume that both players have
an equal capacity to attack and defend nodes (θA = θD). Therefore, if both players choose
the same targeted strategy, all attacked nodes are defended, resulting in zero payoffs. The
strategies for attack and defense can either be random or targeted. Targeted strategies are
centrality-based, with nodes prioritized in descending centrality order.

Figure 1 (left) depicts the attacker’s payoffs as a function of the attack (defense) scope param-
eter, θ, when different profiles of targeted strategies compete. Neither player has a dominant
strategy, so only one mixed-strategy Nash equilibrium exists. When θ ≤ 0.5, the gain of the
Betweenness attack against the Degree defense is greater than that of the Degree attack against
the Betweenness defense. Thus, attack and defense strategies based on the Betweenness are
better than those based on Degree. On the other hand, when θ > 0.5, the gain of the Between-
ness attack against the Degree defense is equal to that of the attack-based Degree against the
Betweenness defense. This means that attack and defense strategies based on the Betweenness
give equivalent gain to Degree attack. In other words, when the proportion of airports to be
attacked is high, the hubs are similar in the two strategies. However, with a limited budget
for nodes and given the centrality anomaly [4] in the global air transport network, the hubs
resulting from the two strategies differ. In addition, nodes with a very high Betweenness tend
to connect distinct groups of nodes. Thus, neglecting to protect these critical nodes could
potentially compromise the integrity of the network’s giant component.
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Figure 1: Left): The payoffs of the attacker as a function of the attack (defense) range parameter
θ when Degree and Betweenness strategies clash in the global air network. On the x-axis, we
represent the values of the attack (defense) range parameter θ, and on the y-axis the attacker’s
payoffs. DAS means Degree Attack Strategy, and BDS means Betweenness Defense Strategy.
Right): Graph of pure strategy Nash equilibrium in the global airport network. On the x-axis,
we represent attack resources θA, and on the y-axis, defense resources θD. Each tile represents
an equilibrium strategy. The legend on the right shows the different game balances and the
corresponding colors. RAS and RDS mean, respectively, Random Attack Strategy and Random
Defense Strategy.

When analyzing conflicts between the random and targeted strategies (Degree or Betweenness).
The attacker gains as a function of the attack (defense) range parameter θ when different
targeted strategy profiles confront the random strategy in the global air network shows that
the Degree or Betweenness attack against the random defense strategy gives a better gain
than the random attack strategy against the random defense strategy which itself provides a
better gain than the random attack strategy against the Degree or the Betweenness defense.
So there is a Nash equilibrium in pure strategy (random attack, Degree defense) or (random
attack,Betweenness defense).

In the following, we consider the game’s three typical strategies. Figures 1 (right), show the
pure strategy Nash equilibrium of the game in the different networks when attack resource
θA and defense resource θD are different. In real-world attack scenarios, attack and defense
resources are unlikely to be equal. The primary Nash equilibrium occurs when the attacker
employs a random attack strategy while the defender safeguards nodes with high betweenness.
Following this equilibrium, the subsequent dominant Nash equilibrium emerges when the at-
tacker selects airports arbitrarily, and the defender prioritizes the protection of airports with
high degrees. In more detail, whether θA ≥ 0.1 and θD = 0.05, the attacker chooses the attack-
based Betweenness, and the defender also chooses the defense Strategy Based on Betweenness.
On the other hand, when θA ≥ 0.5, and θD = 0.05, the attacker chooses the Degree-based
attack, and the defender maintains the nodes with the high Betweenness. There are also sit-
uations where we can have several Nash equilibria in pure strategy. Indeed, when θA > θD,
the defender chooses the airports with high Betweenness and the attacker chooses the nodes
randomly. When θA < θD, the defender chooses the defense-based Degree or the defense-based
Betweenness, and the attacker chooses the random attack strategy.
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3 Conclusion
This work analyzes attack and defense strategies in complex networks where attackers and
defenders have equal resources. It shows that targeted attacks focusing on betweenness cen-
trality are more effective than those with degree centrality, primarily when targeting only a
few nodes. The analysis identifies critical strategies for both attackers and defenders, high-
lighting how differences in their available resources affect their equilibrium strategies. Future
research will evaluate additional strategies based on different centrality measures [1, 5, 10]and
networks[9, 3, 9]. Furthermore, we plan examining Nash equilibrium in mixed strategies.
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