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Abstract

This work presented consists of automatically
managing a real process based on different
manufacturing recipes. The data is routed over a
digital network (Local Area Network) and
encapsulated in an OPC UA protocol. The homothetic
process is a chemical system consisting of different
baths for surface treatment of metal objects. Recipes
can be loaded automatically from Excel files. Each
Excel file has been adapted with a script in Visual
Basic for Applications (VBA). The various recipes are
available in read-write format. Under these
conditions, the process manager can process all data
in an adapted human-machine interface solution. The
control system is managed by a Schneider Electric
PLC (Modicon M340). The program embedded in the
PLC is developed in the EcoStruxure Control Expert
software environment (CEI 61131-3). This 28-hours
assignment is for 2nd year Bachelor students. It
responds perfectly to the current needs of industry. In
this context, students can acquire new skills in the
context of the connected factory and in a Supervisory
Control and Data Acquisition (SCADA) environment.
A specific collaboration with a software publisher
(Skkynet) and our University enables the use of a
client/server gateway for OPC UA protocol. This
official partnership agreement allows our University
to use a software package that is normally very
expensive, but which is totally free under these
conditions.

1. Introduction

The work presented in this paper outlines a project
validated with students in their second year of a
bachelor’s degree program in Electrical Engineering
and Industrial Computing (28 hours' work). This
technical endeavor is integrated into a Project-Based
Learning methodology [1], [2], [3]. The technical
objectives to be validated are numerous and
demanding:

- Provide a contextualization of the "Surface
finishing" function within a real industrial context.

Examine the "Surface finishing " system proposed
in this work, encompassing its control and
operational components.

Develop a model of the system utilizing functional
analysis and an "Octopus" type diagram.

Justify specific technical choices and propose
alternative approaches capable of fulfilling the
same function and requirements.

Identify components depicted on the electrical
diagram of the system.

Analyze the existing program and adapt it to align
with the new operational requirements.

Perform tests to validate the new program. This
new program can be implemented using various
strategies (SFC, LD, ST, FBD [4]). Provide a
comprehensive verification strategy (coherent
checklist) for this purpose.

Identify and map the architecture of the industrial
network being utilized.

Capture and analyze data accessible via the PLC
on the OPC UA communication channel [5].
Research and develop a "Traceability (Reporting)"
solution tailored for the manager of the "Surface
treatment” line within an Excel environment (OPC
UA client).

Investigate and develop a solution for managing
manufacturing recipes catered to the "Surface
finishing" line manager within an Excel
environment (OPC UA client).

This several technical

project encompasses

resources:

A "Surface finishing" homothetic system.

Control Expert (Control-command configuration
& development of the program for the PLC).
PRONETA (network sniffer and network
administration) [6].

Advanced IP Scanner (network sniffer).

UA Expert (Sniffer, [tem OPC UA).

OPC UA Expert Configuration (OPC UA
communication channel configuration).

Cogent DataHub (OPC UA Client/Server).

Excel & VB Macro (OPC UA Client, development
of the "Reporting" HMI traceability solution).



2. The technical context of work

After various research projects, the task involves
formalizing a study summary to present the function
within the context of real industrial needs. This
formalism could be presented on a one-page A4
format. Initially, the system will represent a "Surface
treatment" line for aluminum parts to be treated. Five
treatment baths are available. The parts are installed
on transfer bars and are moved from bath to bath by a
robot. Chromating (Alodine) is a surface treatment for
aluminum widely used for its anti-corrosive and
electrically conductive properties, as well as its
excellent adhesion to paints and adhesives. This
treatment can be applied to all aluminum surfaces
(Figure 1, Figure 2). Before chromating, the
aluminum surface must be carefully cleaned and
deoxidized. The different stages of Passivation:
Degreasing => Rinsing = > Pickling=> Rinsing =>
Chromating (Alodine) => Rinsing.

Move to
the right

: Degreasing

Zero_position Position_1 (Bac_1) Position_2 (Bac_2) Position_5 (Bac_5)
Associated detector Associated detector Associated detector Associated detector
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Variable - Position
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Move to
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Rinsing

Galvanised drill

: Alodin

: Alodin rinsing

The process is identical

Figure 1 Simple presentation of the operating part of the
system

Position_1
Position_2

Position_3 Position_5

—[—Pasitionj_l_

Position_ZeroNeullES (NS =5 ' Position_6
— AT _

Figure 2 Position of detectors and actuators

The system has various inputs and outputs (digital).
Details are given in Figure 3, Figure 4. The parts list
for the various components and the various electrical
diagrams for the system are available. After
consulting the technical documentation of the system,
this assessment emerges as one of the essential tasks
that students must undertake.

Reference

) PLC Adress Description
points / Inputs
Bpl %10.2.14  BP Init = "Initial position" pushbutton
Bp2 %10.2.15  Go up in "Manual" mode
Bp3 %10.3.0 Go down to "Manual" mode
Bp5 %10.3.2 Cycle "start" push-button
Bp6 %10.3.3 Translate left to manual
Bp7 %10.3.4 Translate right to manual
Com-Auto %l0.3.14  Automatic operation switch

Under voltage %10.3.12  Undervoltage operating section
Low %10.2.3 Bottom bracket

Top %10.2.2 Top bracket

Poste_0 %10.3.10  Carriage at station O

Poste_1 %10.2.6 Carriage at station 1
Poste_2 %10.2.7 Slide at station 2
Poste_3 %10.2.8 Trolley to station 3
Poste_4 %10.2.5 Trolley to station 4
Poste_5 %10.2.4 Trolley to station 5
Poste_6 %l10.3.11  Trolley to station 6

Figure 3 Inputs

Reference

points / Outputs PLC Adress Description

EV %Q0.1.6 Mounting bracket
Kmdrive %Q0.1.2 Switching on the drive
Kmright %Q0.1.0 Move right

Kmleft %Q0.1.7 Move leftLED 1

H1 %Q0.1.5 led 1

H2 %Q0.1.4 Led 2

Figure 4 Outputs

3. Develop a control/command function
based on the real needs of manufacturers

The overarching objective of the work outlined in
this subsection is encapsulated in Figure 5. This
endeavor involves utilizing two files (Excel models)
to fulfill present demands regarding system Control-
command and traceability. Within this framework, the
automatic loading of diverse settings and instructions
in the form of a recipe will be executed automatically
under the supervision of the production line controller

Maragement of manufacluring
o pes(sprcific Ale)

Control-command

in the
system 4PC UA
I - ching!
Surface finishing X E Excel
“#oPC UA
\ 5 Manufactur g traceakility
PLC Schnerder Electic ("j‘zr‘:u";:\:‘r‘ lspecific ) o

Figure 5 General system management principle
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255.255.255.0

{ModBus TCP/IP Client
OPC UA Client/Server L'JQ"E :
OPC UA - akxpert
3 ) - Excel
=20PC UA —

- OPC UA Server Expert
- Cogent Data Hub

Figure 6 Layer of the communication network



Part of the industrial network architecture and the
principle of communication and services are depicted
in Figure 6. Students will be tasked with managing
static IP addresses. Figure 7 illustrates the
development that requires validation to furnish the
line operator with pertinent information regarding the
operation of the system (development of a Human
Machine Interface). The system information is
consolidated within a spreadsheet-type environment.
A notable aspect of this environment is its capability
to leverage a wide array of functions already
implemented in libraries (such as conditional
formatting, histograms, pie charts, mathematical
calculations, ...).

Excel

Manufacturing traceability Clic
(specific file)

Synopsis page

0=
~ ®
[ ]
User help page
Clic
Instructions / Recipes
page

Figure 7 Organization of user pages for complete
traceability of the application

!

Home page
with password

General "Traceability"
page (nb Cycles, nb Stops,

occupancy of Bins, identifier
of parts processed)...

4. The principle of managing recipes

A basic program is provided to the students,
allowing the system to operate in a precise mode while
adhering to a potentially configurable manufacturing
recipe. The objective of the task is to adjust different
recipes on demand by specifying the required position
based on the relative position of the carriage
managing translations (Left-Right) and determining
the soaking time delay according to the number of
containers. These values must be extracted from a pre-
filled table. Figure 8 outlines the general principles to
be followed for modifying this program. Figure 9 (a
and b) illustrates the principle of managing a table and
its associated numerical values (setpoint, identifier,

).

4 N\

Function common to all Bacs (Up, Down) |
m]

Bac_1 Bac_2 Bac_5

Temp_soaking Temp_soaking Temp_soaking

Bac_1 Bac_2 Bac_5
— P —

- )

Figure 8 The general principle for managing a recipe
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Figure 9 Principle of table management

5. A few examples of results

In order to meet the technical requirements of the
task, students must validate various software layers
with specific configurations. This task demands a high
level of rigor and thorough analysis of the digital data
routed over the network. Figure 10 describe the
configuration of the OPC UA access point in the
“EcoStructure OPC UA Server Expert Configuration
tool” software environment.

Devexangie_t

Device name: Devexample_1
Devce mame. [er—
Device address 1 vemw0.220
Devce address 2
8 General
Topologicalabjects Dlrosuate
Symboltabie e

PLCEmbedded Data 2]

Preload settings o preasd Osymbol e @vevce

Consistency level

Figure 10 Configuring the OPC UA access point with the
PLC

Figure 11 specifies whether it is possible to declare a
certificate in OPC UA communication. This
certification enables data encryption with specific key
generations. No certificate will be present in your
application.

File Settings  Help
YHE S HE @
3 Devices =
i Device overview
4 Default devices SecurityPolicy Allow "None"
=-{3j Settings I T
3 Diagnostic Anonymous user token Allow
4 Simulation |
3 PLC Software X509 user token [ Allow
@ Communication R Actiy
73 Optons User authentication [ Activate
) ety Certificate Revocation Check [ Enable
Rejected Certificate Store O

Figure 11 Configuring the OPC UA access point with the
PLC



After completing the configuration, you should keep
this software open. Next, launch the "EcoStructure
OPC UA Server Expert" software environment. This
software should automatically provide an address
based on computer's static IP address (see Figure 12).
If the configuration is correct, communication with
the OPC UA channel of the PLC, along with the
loading of its "nodes" (data), should Start (see Figure
13).

B i

File  Help
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Diagnostics  Network ~ Sessions
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/042023 152341014 Aos DA  Browsed s - 1
29 Al

1/04/2023 152341031 Ais DevExample_1 - Browsed nodes - 3
/042023 152341105 NETMAN  MET.100.221 Saus MISSING Ere - 3000400h) d: 20426
152 No product license found. Please activate a kcense with Schneider Blectric License Manager. {uid: 4803
vmxznz: 15 23 41 T30 UA e Expert with no active bcense. DEMO mode remaining tme: 72 houris). Please run Schneider Bectic License.

3 icense.
/042003 152341 7S2MBT: 101221 St max i fom 10 4
1/04/2023 152341 e 4 (ud:
1104/2003 155341 097 Ty Deven - MET-100.2 21 Ko Commmscaion sk CRAVALABLE uid: 204
/02023 152241999 UNITY Dekce : MET:1002 Fihow Symbol Detection NOW AVAILABLE. {uid: 21247)
MBT:10.0221 New Symbol Detection vad. fud: 20414)
Exam

/042003 157342 74 ina X
1/04/2023 15:23:43.606 Alas DevExzmpte, 1
1/04/2023 15:23:43 606 Alias DevExample 1 : Browsed nodes : 2

104/, 23:43606

1/04/2023 15:23:43 606 Alas DevExample 1 : Browsed nodes - 5

1/04/2023 15:23:43 606 Alias DevExample 1 : Browsed nodes : 6

1/04/2023 15:23:43 606 Alias DevExample 1 : Browsed nodes - 7

1/04/2023 15:23:43 606 Alias DevExample 1 : Browsed nodes : 8 v

Status: Running Start Date: 01/04/202315:23:39 Current Date: 01/04/2023 16:55:53 Version: 2.1.4904.2

Figure 12 Configuring the OPC UA access point with the
PLC

Configuration Name |

Discovery | Advanced

Server Information

Endpoint Url [

Reverse Comect [
Security Settings
Securtypolicy [ Nore o
Message Securty -
s Nore
Authentication Settings
@ Anonymous
Username store
Password
Certificate

Private Key

Session Settings

Session Name

Connect Automatically

=

Figure 13 Declaration of the access point by the

EcoStructure OPC UA Server Expert software

The EcoStructure OPC UA Server Expert
environment must remain active throughout the
remainder of the task. Sniffing the selected "Item"
data in OPC language is crucial. This work allows for
the verification of all information transmitted by the
PLC. For this task, you must utilize the software
UaExpert. The various configurations are provided in
the figures below (see Figure 14 and Figure 15).

Bl Add Server ?

Configuration Name ‘upc.tcp://pvrignat:491SZ/OPCUAServerExperd

Discovery Advanced
Endpoint Filter: | No Filter v

2, Local

v 9 Local Network

&9 Microsoft Terminal Services

&9 Microsoft Windows Network

& Web Client Network
v 9 Reverse Discovery

@ < Double click to Add Reverse Discovery... >
v 9 Custom Discovery

@ < Double click to Add Server... >
v () Recently Used

& test

& opc.tcp://pvrignat:49152/OPCUAServerExpert

Authentication Settings

@ Anonymous

Username Store

Password

Certificate

Private Key

Connect Automatically

Figure 14 Configuration with the “UaExpert” software
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v B serers 1 opctp//pv.. NS2iStringl.. Bpl faise. Boolean 162529155 162529281 Gof | Attribute Value A
S| e NS Bem lgmnmm jemm o
v Nodeld ns=2s=0DevExample_1lyop 11
v B g N Specific area for
[tem content consultation area e ——— ing i
Noicus consulting item
BrowseName 2 "yop™
(by Drag and Drop) T contents
e —
e =T = o
i No Highlight < & @ Fowerd ~ ©
Sy - Prm———
£'5 s e Daatentye
v QoA HasProperty The size, useful for non elementary data types.
2 & etz v o sy e e
e hoempey e
Item recovery area Fiabropen " The oo s of b i
@ Bas HasProperty Time Stamped Event Support
-t
-t

Figure 15 Verification of the data made available by the PLC in the “UaExpert” software



Cogent DataHub (OPC UA client/server (Figure 5) after its configuration allows you to retrieve all the data made

available by the PLC (Figure 16). Figure 17 describes
DataHub.

the principle of connection between Excel and Cogent

3 Genéral Configuration de I'architecture unifiée OPC (UA)
UA OPCUA
DA OPCDA
AzE OPC AE
€ Tunnel/Miroir S.. | Nomconnexion | Domaine Statut Endpoint I
1o connexion PCUAGOT
- Pont OPCUA000 default Create Session _opc.icp{/192.168.1.104840 top do e b an [opcuA J
S Redondance OPCUADOT default Running P RREVT  Domaine de décowerte: JJee
B Base de données Endpoint URL: [opctcp/pviignat49152/0PCUASeverExpert V]
@ Serveur Web Politique de sécurité: None. S
€ WebView
& client MarT Type de jeton uilisateur: | Anonymous. )
S VQIT Broker denttedettsatour |
MB Modbus [ Toujours accepter e certificat de serveur invalide: AT
@ Historien %] a8 quiil expi
=1 Email/smis [C] Do not disconnect when the server reports a failed state
2 Caméra & Transfert de données
[ Sys. Moniteur Taux de mise & jour maximal (millisecondes) 1000 5
0ol DDE Méthode de lecture: Asynchronous Read
=4 QuickTrend Methode d écriture: Synchronous Wite -
&% Remote Config Tille de a file dattente des éléments surveillés 1 S
<[> Scripting Nombre meximal d ééments de requéte: 500 :
9 seaite Por Encodage des
£ tcenes e O .
EH o 51311 Binary. Xm [ Naccepte pes les données nulles de ce serveur Avancée
hips 51312 Binary. Xml Créer plusieurs abonnements  ide du nombre maximal d ééments requis
Sélection de larticle
Uordinateurnom /IP: |pvignat
L, [ Cherg o sé Configurer les nceuds
Nom du Endpoint CogentDataHub/DataAccess
Domaine de données [default E
Statut Running Sessions: 0 Abonnements: 0
Certificats rejetés: 0
Certiicots temporsires: 0 Obtenir les informations de connexion est terminée.

Figure 16 Configuration and provision of data by the PLC

£ Rechercher
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Styles naly |~ | Point sélectionné: [ DA.DevExample_t.8p1 ]
L i + | Entrer nouvelle valeur: |0 Quolté: [ Local Overnde »
c4 - fe | =datahub|default!DA.DevExample_1.Auto i v
5 H Filter: [Regex  19/19
A B C D E F G H2 [ defaue Nom du point Date Qualité  Type Valeur
1 |Reporting "Traitement de surface" —’é“"“":“;is Arret Good  BOOL o
2 ~ConnedtionSharing Auto Good BOOL 0
- sas Good  BOOL 1
pataLogger
3 Auto Drag and Drop “ErMEgorter Bp1 Good  BOOL 0
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b Channel2 Droite Janv. 06 09:11: Good  BOOL ]
9 DA & Janv. 06 09:1 Good B0OL 0
10 & Devbxample_1 Gauche Janv. 06 09:11:18.801 Good  BOOL 0
1 #Spedific Haut. Good BOOL 0
{#)-Data Type Examples kM2 Good BOOL 1
12 1) Simulation Examples KMD Good BOOL 0
12 OpcAE grafcet janv. 06 09:11:18.801  Good  Ullamay [00000000000...
14
15
16
17 Style glisser-déposer: | MS Office (Excelord) Propriété: Valeur < e
18
19
2 Data broadcast by the PLC
21
£ ]
Feuil1 @ <« ] »
Prét % Accessibité : érfication terminée =] m-— -

Figure 17 Connection between Cogent DataHub and Excel

6. Some results with Excel and the
Human-Machine Interface (HMI)

Figures 18, 19 and 20 present a development set
that was proposed by a group of students (HMI part).
In this context, they demonstrated and validated the
initial requirements proposed in this work. These
results meet the constraints outlined in Figure 7
satisfactorily.

Home page

i ==

Help page Recipes page

r r

.

Reporting page

Home

Figure 18 Excel Home page



/ﬂ\ Recipes page

Creation of recipes
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Figure 19 Excel recipes page

Robot has not started
a cycle

Robot has started

Figure 20 Excel reporting page

7. Conclusion

This work carried out with students demonstrates
that our university's technological and scientific
training is intended to respond to the needs and
challenges associated with Industry 4.0. We have also
shown that the transmission of knowledge and skills
can be based on a so-called "PBL" pedagogy. In this
topic, students have also made significant progress in
terms of skills associated with industrial computing.
Studying and implementing real-technical solutions
also helps to motivate students. At the end of the
project, each group presents its work, respecting the
different technical delivery phases of a project.
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