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Security Control of Autonomous Ground Vehicles
Under DoS Attacks via a Novel Controller with the
Switching Mechanism

Yunshuai Ren, Xiangpeng Xie, Senior Member, IEEE, and Anh-Tu Nguyen, Senior Member, IEEE

Abstract—This paper focuses on the security tracking control
problem of nonlinear autonomous ground vehicles (AGVs) under
Denial-of-Service (DoS) attacks. In order to resist DoS attacks
and other external disturbances, a new security control scheme
is proposed. Firstly, the Takagi-Sugeno (T-S) fuzzy system is
established to represent the nonlinear AGV system under DoS
attacks. In particular, in order to improve the flexibility of control
and reduce the impact of DoS attacks on tracking control, a
novel controller with a specific switching mechanism is designed.
The switching mechanism relies on fuzzy membership functions,
which can make better use of nonlinear vehicle speed information.
Secondly, the sufficient conditions to ensure global exponential
stability of the T-S fuzzy-based switched system are given by
using the Lyapunov function method. Finally, the simulation
platform built by Carsim and Matlab/Simulink is used to verify
the effectiveness of the proposed control scheme.

Index Terms—Cyber-physical systems, DoS attacks, security
control, autonomous ground vehicles, Takagi-Sugeno fuzzy sys-
tem, switching mechanism.

I. INTRODUCTION

EHICLES are an important means of transportation
Vat present, which can provide great convenience for
people’s travel. But at the same time, due to the improper
operation of human beings, it also brings serious traffic
problems. As an important vehicle assistance technology,
automatic driving plays a key role in improving driving safety,
liberating human drivers, and improving driving comfort [1].
Based on this, perfect AGVs are expected to solve current
traffic problems and improve driving safety. Recently, many
research results have emerged to achieve this goal [2], [3].
The emergence of these achievements continues to promote
the development of autonomous vehicles. But until now, a
completely automatic vehicle driving control method still has
many challenges, such as control accuracy, driving comfort,
driving safety, and so on. These challenges still take a lot of
time and effort to overcome. This also motivates our research
interest in autonomous vehicles.
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Vehicle tracking control is the premise of realizing au-
tomatic driving. The final effect of tracking control is to
achieve tracking without error, or the tracking error meets the
specific requirements of people. With the further research of
tracking control, many research results have been obtained,
such as PID control [4], [5], sliding mode control (SMC) [6]-
[8], Ho control [9]-[11], model predictive control (MPC)
[12]-[14], adaptive control [15], [16], etc. PID method has
the characteristic of simple structure and does not need to
consider vehicle information. Such as, only cross-tracking
error information was considered in [5], and a PID controller
was designed for the trajectory maneuver of the autonomous
vehicle. Meanwhile, the disadvantage brought by the simple
structure is that the resources of the vehicle are not utilized
enough. In contrast, SMC, MPC, and H,, control can make
better use of the dynamic information of the vehicle itself
and provide more theoretical possibilities. Such as, in [7], the
virtual desired input was considered, and an SMC method was
given to realize the path tracking of AGVs. The time-varying
velocity and other vehicle information were considered in [10]
to design controllers for AGVs with four-wheel steering. In
[13], the vehicle information such as thrust limitation and safe
operating area in the autonomous underwater vehicle (AUV)
system was considered, and an MPC method was studied for
the AUV. After studying the above literature, it is found that
the rich dynamic information such as time-varying velocity
and nonlinear tire force of vehicles can be used to carry
out vehicle modeling and tracking control. Therefore, how to
make better use of these dynamic information and improve the
tracking effect of the algorithm on the basis of the existing is
the focus of our next research.

With the improvement of computer computing power, artifi-
cial intelligence continues to develop. Network communication
as an important part of improving vehicle intelligence, its
security has been widely concerned. The security of commu-
nication mainly faces the challenge of various cyber attacks
[17]-[19]. These malicious attacks on tracking control are
highly likely to cause serious traffic accidents. To this end, it
is necessary to study the security control strategy for AGVs.
In general, the following two types of network attacks are
mainly considered: false data injection (FDI) [20], [21] and
DoS attacks [22]-[24]. DoS attacks are a kind of network
attack that interrupts communication. When the attack occurs,
the data packet information needed at the time cannot be
obtained. DoS attacks have the characteristics of simple attack
methods and low attack cost, and have gradually become a



common means of network attacks. When the DoS attacks
occur, the system will be equivalent to an open-loop control
state. If not dealt with in time, it is likely to cause the vehicle
to lose control, resulting in serious consequences. At present,
in order to deal with DoS attacks, researchers have given many
security control strategies [25]-[29]. For example, in [26],
the security of a networked suspension system under periodic
DoS attacks was studied. A new H., control method via
event-triggered mechanism (ETM) was designed. Compared
with periodic DoS attacks, non-periodic DoS attacks are more
universal. In [27], a security control method was given for the
5-degree-of-freedom active semi-vehicle suspension system to
deal with the non-periodic DoS attacks. The characteristics of
DoS active and dormant was fully considered and an improved
ETM was established. With the deepening of the research
on DoS attacks, in order to be more suitable for practical
application, the research gradually develops from single DoS
attacks to hybrid network attacks. The object of its practical
application is becoming more and more rich. The lateral
control problem of networked unmanned vehicle systems was
studied in [28]. An asynchronous elastic ETM was given to
solve the interference of hybrid network attacks on vehicle
tracking control. In [29], for the unmanned surface vehicles
(USVs) system, a collaborative design scheme was given to
study the control problem of the USVs system when it encoun-
ters communication delay, communication failure, and DoS
attacks interference. Through the study of the above literature,
it is found that the intelligence of vehicles is accompanied by
the security problem of network communication. The purpose
of the research on DoS attacks and other network attacks is to
better fit the practical application. At present, although DoS
attacks have achieved certain results in suspension systems
and vehicle systems, there is still room for improvement
in the theoretical research of AGV tracking control under
DoS attacks, which also stimulates our research interest in
improving vehicle tracking control accuracy and driving safety.

Based on the above motivation, a new security control
scheme is proposed to effectively ensure the performance
of AGVs under DoS attacks. The main contributions are as
follows:

1) A novel fuzzy controller with a switching mechanism is
designed that can select the appropriate fuzzy controller
according to the speed information of the vehicle tracking
process. Compared with the traditional form of controller
[30], it makes better use of the dynamic information
of the vehicle and effectively enhances the tracking
capability of AGVs in different road scenarios.

2) An enhanced security control scheme is proposed for
AGVs to deal with non-periodic DoS attacks. The suffi-
cient conditions are derived by the fuzzy-based switched
system and the novel fuzzy controller, which ensure
exponential stability and weighted H,, performance of
nonlinear AGVs.

Notation: (H)* 2 H+ HT, H denotes the square matrix. ‘*’
denotes a block of matrices that can be derived by symmetry.
‘H < (0 indicates the matrix H is negative definite, and ‘H >
0’ indicates the matrix H is positive definite.

TABLE 1
PARAMETERS OF VEHICLE

Symbols Description Uint

C 1 /Cr Front/Rear cornering stiffness N/rad

Ly /b Distance from front/rear axle to CG m

F, 7 /Frr  Front/Rear longitudinal forces N

oy /oy Front/Rear sideslip angle deg

Vg /Uy Longitudinal/Lateral speed km/h
Vehicle mass kg

I, Inertia’s moment around z-axis kg m?

Tp Distance of look-ahead m

é The steering angle of the front wheel deg

P Road curvature I/m

r Yaw rate deg/s

ep/AY Lateral/Heading error m
Vehicle body sideslip angle deg

Fig. 1.

Dynamic models of vehicle and road.

II. VEHICLE SYSTEM MODELLING

This section mainly completes two tasks: One is to introduce
the modeling process of the vehicle and road dynamics models.
Second, a T-S fuzzy modeling technique for nonlinear vehicle
models is presented, which can reduce design conservatism.

A. Nonlinear Vehicle Dynamics Model

In this paper, the vehicle is assumed to use front-wheel
steering, and the single-track model shown in Fig. 1 is adopted
for path tracking. This model contains the basic dynamic
information related to path tracking, which is convenient for
the design of subsequent schemes. The related symbols in Fig.
1 are given in Table 1. The nonlinear vehicle dynamics model
is considered as [31]:

M0y —rvy) = Fypcosd — Fypsind + Fy,
M0y +1vg) = Fppsind + Fypcosd + F, (1)
Ly =1p (Fypsind + Fyfcosd) — 1. Fy,

Here, using small angle assumptions similar to those in [32].

Then, it is can be obtained angle § = arctan (;*) =~ .
And, the angle oy and o, can be calculated by
l lyr —
af:5—vy+ f’l"’aT: = Uy 2)
Vg Vg

Next, the forces Fyr and Fy, can be obtained by

Fyf:Cf <5_vy+lf{r>7FyT:Cr <lrrv_vy> (3

Vg



By combining the (1), (2) and (3), the vehicle lateral dynamics
model can be obtained as

T ag1 Q2| |T ba1
where
c.+C 1,C. —1+C C
a11 = —( Mu, f),am = ( Mv%f f) 17511 = Mzim’
(Cply — Cyly) (l’%CT + l?“cf) lyCy
ayy = ————— ,0 = ————————, 021 = ——.
IZ IZ,UCE IZ

B. Vehicle-Road Dynamics Model

In order to achieve the purpose of automatic driving, obtain
good path-tracking performance. On the basis of the above
vehicle dynamics model, it is necessary to further establish
the connection between the target path and the vehicle. This
connection has been established in Fig. 1. Then, the above
connection can be described by the following error model [33]:

€p = Uz + VA + xpr, Aﬁ/)zrfv_tp (®)]

Combining the vehicle lateral dynamics model (4) and error
model (5), the dynamic model of vehicle and road is given as

&(t) = Az(t) + Bu(t) + Ew(t) (6)
where z(t) = [B ¢, Aw]T u(t) = 9, w(t) = p and
air a2 0 0 b11 0
_|a21 ax 0 O R h | o
A= vy xp 0wy B = 0 B = 0
0 1 0 O 0 — Vg

In the process of automatic driving, the path error e, is as small
as possible to ensure the tracking accuracy, and the smooth
change of steering input ¢ is conducive to ensuring the driving
comfort. Based on the above two considerations and the ideas
in [30], [34], a cost function is given as follows:

J :/ (trel + Lo Ap® + Ru?) dt
0

z/ [(V1/2Fx)T(V1/2Fw) + (RY2Gu)T (RY2Gu) | dt
0

(N
where ¢, > 0, g € {1,2}, and ® > 0 are the weighting
coefficients and

~Joo 1 0] o 00 0
F=10 00 1/.G=[0|,V=1{0 £ 0
0000 1 0 0 0

Based on the above, the following expression for the controlled
output is given:

z(t) = Fa(t) + Gu(t) (3)
where F= Vl/ 2F‘ G = RY/2G. 1t can be easily obtained that
f t)dt. Here, based on the cost function (7), the

controlled output (8) with weight coefficients is established.
The introduction of weight coefficients ¢, and R brings more
theoretical possibilities. By adjusting the values of the ¢,, and
R weight coefficients, it is possible to achieve a more delicate
control effect.

C. Vehicle-Road Model Based on T-S Fuzzy System

In the actual vehicle-driving process, the speed usually
changes. Therefore, it is meaningful to consider the time-
varying speed v, in the process of modeling. Here, assume
that the speed v, is time-varying, where v, € [Uz min, Vz max)-
Therefore, the above system (6) has parameters v,, i and
}2, where v; € [Uzmin, Yz max)- If the sector nonlinearity
approach [35] is used, these three parameters are treated as
independent. It will increase the complexity and conservatism
of the model. Therefore, to avoid this difficulty, consider the
following variable substitution [36]:

1 1 1
— =—+ —¢ ©)]
Vg Vo U1
Where v — 2V minVz max and v — —2Vg minVz max If s =
0 Uz min -V max 1 Vg max —Vz min
€min = —1, it is follows v, = Vg min. If € = emax = 1, then
Uy = VUzrmax- Based on the above substitution and Taylars

: : ~ Vo 1 o
approximation, one can get that v, ~ vy (1 — EE) and iz

< (1 + 2;’—‘;5). Then, the vehicle-road model based on T-S
0
fuzzy system can be presented as

Zm

()—Fff()+GU()

) + Biu(t) + E;w(t)) (10)

le —e| |€min—€ _
max min ‘ s Q] —

€max ~E€min

where m = . Em] Q(Emin), QQ =

Qeman), 2 € T4, B

an2:

III. SECURITY CONTROL SCHEME BASED ON THE NOVEL
CONTROLLER WITH SWITCHING MECHANISM

In this section, we will use the general T-S fuzzy system
to develop the control scheme. The control scheme obtained
by using the generalized T-S fuzzy system can be applied
not only to the above vehicle system, but also to other real
systems that can be modeled as T-S fuzzy systems. Based on
the general T-S fuzzy system, we give a novel controller design
idea with a switching mechanism. Meanwhile, considering the
security communication problem of the vehicle system, the
corresponding security control scheme is given in the scenario
with or without DoS attacks.

A. System Description

For generality, the following T-S fuzzy system is considered:

Zm
Zm

where x(t) € R™ denotes the system state vector, u(t) € R«
denotes the control input, w(t) € R™ denotes the disturbance,
z(t) € R denotes the controlled output. € € [e1, €2, ...,p]T
denotes the premise variables. 7;(¢) denotes the membership
functions (MFs), where Y%, n;(¢) =1 and 0 < n;(e) < 1.

)+ Biu(t) + Ew(t))
(11)
)+ Giu(t))



B. DoS Attacks

The cyber-attacks on the network channel of the AGV
system are depicted in Fig. 2. It is assumed that the DoS
occurs on the channel from controller to actuator. The nth
DoS occurrence time-interval is defined as follows:

,—> Controller

Communication
Network

Actuator DosS off | DoS on

:K“(n)x
u=0

[og

Fig. 2. Structure of the AGVs system under the DoS attacks.

H, =[hn,hn+7),n €N (12)

where {h, }nen denotes the status of the nth DoS from “off”
to “on”, and 7,, denotes the duration of the nth DoS. Then, ¢ €
[0, 4+00), the allowed communication time-interval ©(0, ¢) and
the denied communication time-interval Z(0, t) are expressed

as 2(0,t) = U,en Ho N0,],0(0,2) = [0,£] \Z(0, ).

C. A Novel Controller with Switching Mechanism

To facilitate the design and application of the control
scheme, the processing method similar to that in [36] is
adopted, so that the controller and the above system (11) have
the same MFs. The following novel controller with a switching
mechanism is designed:

P
u(t,q) =Y mi(e)Kia(t) (13)
i=1
where K denotes the controller gain. q € {1,...,p} is
obtained based on the following switching rules:
ng(e) =max{n; (), € {1,...,p}} (14)

Compared to traditional controller (15), at every moment of the
vehicle’s operation, using the controller (13), there will be p
group of fuzzy controllers available for scheduling. In contrast,
the traditional controller (15) has only one set of controllers for
the entire run time. Therefore, it can be considered that the
novel controller has more theoretical possibilities in vehicle
tracking control.

P
u(t) =) mile) Kix(t) (15)
i=1
REMARK 1. Note that time-varying speed v, is an impor-
tant dynamic information of vehicle. Making full use of this
information is conducive to improving the effect of control.
Therefore, it is meaningful to design the switching control
mechanism based on the fuzzy MFs generated by speed v..
In addition, MFs are a kind of weight coefficient, so it is

reasonable to choose the controller with the largest weight
to execute first. Thirdly, the switching mechanism is designed
in this way, without introducing other variables, which reduces
the difficulty of implementation of the proposed controller in
practical applications.

REMARK 2. The novel controller (13) needs to judge the
switching mode at each moment during implementation be-
cause of the consideration of switching. This adds some of
the burden of online computing. However, considering that
the switching modes are limited, the traditional controller
(13) also needs to calculate the fuzzy MFs, as well as the
continuous improvement of the current computing power. The
increased online computing burden will not have much impact
on the application of the controller (13).

REMARK 3. Note that under the current switching rules (14),
the number of switching modes is equal to the number of fuzzy
rules. This is a limitation to further improve the control effect
of the controller (13). To break this limitation, the existing
switching mechanism needs to be upgraded. In the future, we
consider adding a weighting factor (i to the existing switching
rules (14). Whe.n Ng = 'uzje{l,Z,.u,p},j;ém 1, D switching
modes are designed. When ng < sze{lﬂ,‘..,p},j;ﬁq 75,
another p switching modes are designed. Under the above
switching rules, the flexibility of the controller will be effec-
tively improved. This will bring more theoretical possibilities
for enhancing tracking performance.

D. Controlled System with the Novel Controller

Consider a case where there are no DoS attacks, combing
fuzzy system (11) and controller (13), it is obtained that

() =Y > miny [(Ai + BiKa(t) + Biw(t)]

2(t) = Zme [Fi + GiK] x(t)

i=1 j=1

(16)

Consider another case where there are DoS attacks. The
switched controller is designed as follows:

P
(e)Kx(t), t € [hp_1 + Th1, Ay
ult) = ;m() zm() (-1 + Tn-1,hn) 17
0, t € [hp, hn + Tn)

Combing fuzzy system (11) and controller (17) yields the
fuzzy-based switched system shown below:

Z Z i [(Az + BzK;l)x(t) + Eiw(t)} ,te kL,
() = z:l j=1
S i [Asa(t) + Ew(t)] ,t € H,

(18)



where L, = [hp—1 + Tn-1, hn).

DEFINITION 1. [37] Give scalars v > 0 and o > 0, if under
zero initial conditions, w(s) € Lz[0,+00). The system is said
to have a weighted H, index (o), if it satisfies

/000 e~ 2(s) T z(s)ds <2 /00 wl(s)w(s)ds (19)

0

Assumption 1. [38] There exist ¢ € [0,4+00) and Tp €
(0, +00) such that n(7,t) < e+ % where n(7,t), t > 7,
represents the number of DoS conversion from “off” to “on”.

Assumption 2. [38] There exist k € [0,+00) and T' €
[1,4+00) such that |Z(7,t)| < k+ =5, where |Z(7,1)],
represents the length of Z(7,t).

REMARK 4. Note that since the attacker’s energy is limited,
and some system protection measures, such as gaussian filter-
ing, spread spectrum technique, also constrain DoS attacks.
Therefore, it is reasonable to assume that DoS attacks are lim-
ited in duration and frequency. If the duration and frequency
of DoS attacks are not limited, it may cause the AGV system
to open the loop. Therefore, the Assumption 1 and Assumption
2 need to be made.

In the actual process of vehicle automatic driving, the
transient performance of the vehicle system is conducive to
improving driving comfort. The concept of D-stability can
adjust the transient response of the system by limiting all
eigenvalues of the system matrix A to the LMI region D(a,r).
The following lemma is given to guarantee the D-stability of
matrix A [39].

LEMMA 1. [39], [40] For matrix A, given scalars a, and
r, the matrix A is D-stable, if there exists a matrix X > 0,

such that
-rX aX+AX

* —rX <0

(20)

E. LMI-Based Security Control Design Without DoS Attacks

The following theorem gives sufficient conditions to ensure
the stabilization of the system using a novel fuzzy controller
with a switching mechanism in the absence of DoS attacks.

THEOREM 1. For given scalars v > 0, £, > 0, it > 0, a,
and r, the system (16) is D-stable with the H., level, if there
exists matrices X > 0, qu, Q2 > 0, U > 0, with j, q,

ce€{l,...,p}, such that
U4 4119 <0, forie{l,2,. .. p} Q1)
UL+ 0L +T0L <0, for1<i<j<p (22)
TA+S2<0, forie{l,2,...,p} (23)
TL+TE+8% <0, for1<i<j<p (24
where
Y By s
a _ 2 a _ |7rX 12
\I/ij_ x =y 0 ,Tij_{ . —rX}
* * —I
> 4, fori=q
H? = s€{l,...,p},;s#a

& fori#dq

Z Q?_ ?7 fOTZ:qm]#q
s€{l,....p};s#a
8 = S Q@Y foritaj=q
s€{l,....p};s#a
-(Q¥+QF), fori#aj#a
Z Ug, fori=q
St = ¢ ce{l....p}.c#q
- U;l7 fOT' { ?é q
Y. US-U} fori=aq, j#aq
s€{L,....p},;s#q
S = Y. U3-UY, forita, j=aq
s€{L,....p},s#q
- (U+U),  fori#aj#q

with wll—(AX—FBYq) 17[}13—XFT—|—Yq GT7()012—
aX+ A, X+ B; Yq Then, the gain matrices of contmller (13)
are calculated by K} =YX~

Poof: Constructing the Lyapunov function as

V(t) = 2T (t)Px(t) (25)
Then, it is obtained that
. * T
V2T — 420w = €T {(PA) *—|-F F 7]1]5231 £ (26)

where ¢ = 27 wT], A = A(n)+B(n)Kn), E = E(n),
F = F(n) + GmK9(n), with [A B E F G| =
Z?:l 7 (E) [Az Bz EZ Fz Gz} . Due to the MFs s Z 0,
it is obtained from (21) and (22) that n;7; (¥5; + II) < 0 and
n:im; (\I/fl + \I/O.‘Z. + f[f‘) < 0. Then, it can be obtained that

p P

DD

i=1 i=1

QTSRS 9D ST CCRREEN Y

=1 i<j

=D D ¥+ ZZ% (g + )

=
=

i=1 i=1 i=1 z<]
b p .
15 9) STILES 9) SN
i=1 i=1 i=1 i<
PP
=3 a4+ > (g—m) QT <0
i=1j=1 J€{l,....,p}.i#a
27
Then, it follows that 3=,y v g (g —1;) @F >0, and
PP P11 11:112 13
SN U =1« e 0] <0 (28)
i=1 j=1 * * —1
where Y11 = (AX + BYY)", Yo = E, 3 = XFT +

yaTqT, a9 = —72I. Next, let P = X1, multiply the left
and right ends of the equation (28) by the matrix diag{P, I, 1}
and its transpose, and then using Schur Lemma, it is obtained

that V(t) + 27 (t)z(t) — 72w (t)w(t) < 0. Then, it follows
that
V(00) — V(0) + /OOo 2T (t)z(t)dt — ~* /OOO wl(tw(t)dt <0

(29)



Due to V(o0) > 0, under the zero initial condition, it is follows
that [ 27 zdt < 4% [ wTwdt. Using a similar idea of the
condition (27), one can get

p p
D> min Ty =

i=1 j=1

<0

{rX aX+AX (30)

* —rX

By the Lemma 1, this proof is competed.

In the absence of DoS attacks, the fuzzy controller without
switching mechanism can be used to ensure the stability of
the system through the following corollary.

COROLLARY 1. For given scalars v > 0, £, >0, R > 0, a,
r, the system (11) under controller (15) is D-stable with the
H level, if there exists matrices X > 0, Y}, such that

Uy <0, forie{l,2,...,p} (31)
Ui+ 0, <0, for 1<i<j<p (32)
Ty <0, forie{l,2,...,p} (33)
T+ <0, for 1<i<j<p (34)
where
Uy = 11:1 —%I 1%3 JYij = {_ZX _(prli(}
* * -1

with 11 = (A X + B;Y;)" i3 = XFT + YTGT 15 =
aX + A; X + B;Y;. Then, the gains of controller (15) are
obtained by K; = YjX*I.

Proof: The proof idea is similar to that of Theorem 1. Due
to space reasons, the specific proof process is omitted.

F. LMI-Based Security Control Design under DoS attacks

In order to deal with DoS attacks, a novel fuzzy controller
with switching is used, and the following theorem conditions
are given to ensure the stability of the system.

THEOREM 2. For given scalars v > 0, pg > 1, Ay > 0,
ly >0, R >0, aandr, the system (18) is exponentially stable
with Hs, performance (o, %), if exists matrices X, > 0 with
g € {1,2}, qu, additional matrices O > 0, W2 > 0, with

j.a s €{1,...,p}, such that
oL, + HI <0, forie{l,2,...,p} 35)
Y+ 0L+ HL <0, for1<i<j<p  (36)
®3. <0, forie{l,2,...,p} 37
{—Mi)ﬁ _);2] <0, {—MiX2 _X;l] <0 (38)
Q:A1—A1;A2—T—D’L>0 (39)
TL + AL <0, foriec{l,2,...,p} (40)
Y8, + T8 +AL <0, for1<i<j<p (@l
T <0, foric{1,2,...,p} (42)

where
¢11 Ei ¢13 Qzll Ez 9513
(I)?ij = —721 0,95, =|x —* 0
—TI * * —I
ca —rX1 P12 | g  |-TX2 P12
=1 & —rXJ T2 = [ * —er]
Z 03, fori=q
Hiq = ¢ <€{1,....p}.s#q
- O3, fori#q
S 09-0% fori=aqi+a
c€{l,....p},s#q
Hj = Y. 03-0% forita,j=q
c€{l,....p},s#q
(08 +07),  fori#aj#a
> W fori=q
A = ¢ ce{1...p}c#a
- W@'qa fOT’ Z 7& q
Y WA-W, fori=q.j#q
c€{l,....,p},s#a
A?j: Z qu—Wiq7 fOTZ7éq>]:q
c€{l,....,p},s#a
~(WA+W38),  fori#a,j#a
with ¢u = (4X1+BY) + Xy, 013 = XaF +
YGT du = (AiXa)" = MoXo,dis = XoFT, Gro =

aXo + AiXo, 012 = aXy + AiXy + BY = pape, o0 =
lrl,u7,7 _ \/A1#1#665A1+A2>~727V _ /\1 _ /\1¥>\2‘ Then, the
controller gains can be obtained by K;‘ = quXl_ L
Poof: Construct the piecewise Lyapunov function:
Vi(t), t € |[hp—1+ Th-1,hn
V(t) _ 1() [ n—1 n—1 )
‘/é(t)v t E [h’ru hn + Tn7)

where V,(t) = 27 (t)Pyz(t), g € {1,2}. Then, when g = 1,
t € [hn—1+ Tn_1, hn), it is obtained that

Vi(t) + MVa(t) + 27 ()2(t) — 72w (t)w(t)
_er (PLAY* + \\ P+ FV'FY  PE
* —y2I

where AT = A(n) + B(n)K(n),F{ = F(n) + G(n)K(n).
Similar to formulas (27) and (29), it follows by conditions
(35) and (36) that

Vi(t) + Vi) + 2T (1) 2(t) — v2T (Hw(t) <0

Similar derivation, when g = 2, when t € [hy,, hy, + T5,), it is
can be got from condition (37) that

Va(t) = AaVa(t) + 27 ()2(t) — 7w’ (w(t) <0

For the sake of analysis, we give the following symbol
definition Z; ,, = [ti n, t3—1n+i1—1], Where

{hnl +Tn71;l =1
tl,n =

(43)

(44)

(45)

(46)

hy,l=2



By the condition (38) and (43), it can be got

Vitin) < p2Va (t7,) , Valten) < mVa(ts,) (47)
Then, when w = 0, t € Z; 5, it is obtained that
V(t) < e Mty (3 ,)
< e MV (1)
< (0D = MIOO.D AIEODI Y () 48)
< N(“L%)B*M(t%*%)eh(ﬁ*%)vl(o)
< M;e 2V (0)
_ ,\1+A2 _ lnp.

where M; = elelnntrintran) and o = ),
Then, when t € 7, ,,, using a similar derivation as in (48) it
is obtained that

V(t) S e>\2(t_t2’n)‘/2(t2,n)
< L (e55) eni(tmnmh ) a(nm

o M2
< Mae 2V (0)

elelnptAirtAgr)

PV (0)  (49)

where My, = . Combining (48) and (49),
it is follows that V() <  Me Vi(0), where M =
max{M;i, My}. Base on the definition of V(¢), one can
deduce that V(t) > aqllz(t)]|%,V1(0) < a:M]||z(0)]]2.
Then, it is can be got ||z(t)|| < %e’%tHx(O)H, where
G1 = min{Amin{P,}} and &a = Amax{P1}. Then, the system
(18) is exponentially stable. Next, consider the case of w # 0,
when t € 7 ,, it is obtained that

V(t) §M2e—)\1(t—t1,7z) |:€/\2(t1’”_t2’"71)V2(t2 nfl)

tim t
—/ " PRCIGRI) & 17 —/ e~ M=) Hs
t2n—1 ti,n

t2n [3 _
<H - Z / T'Hds
1 n—i
(O’t) i tind1—i t
-y A ['Hds — / [Hds
i=1 B Sty s ti,n
(50)
where H = p"OOTV(0), T = e M110O0IAlE00] T —
e~ MI10(s,1)[+A2]|E(s,t)] s H = 2(5)T2(s) — v2w(s)Tw(s). Then
when w # 0, t € Ig,n, it is obtained that
t
V(t) < ettty ) — / 2= Hds
ta,n
n(0,t) i tom—it1
§ —H — / I'Hds 51
; M2 t1 n—it1 ( )
n(0,t) i tin—it2 t
— — FHds—/ T'Hds
i=2 B St i tan
Then, it can be obtained from (50) that
n(0,t) tomi
V(t) <H — Z / Dds
frons (52)

n(O t)

t1,n—it1 R t R
/ I'ds —/ I'ds
2

21 n—i n

where I' = e™($:)I"t'H. Then, it is can be obtained from
(51) that

1 O AL |
V()< —H - Z / —Tds
t1,m—it1 2

i=1 (53)
t1,n—it2 R t
/ I'ds —/ ffds
tan—it1 tan M

By the fact that V(t) > 0, (52) and zero initial conditions that

77,(0 t) t2 o TL(O t) tl n—it1 t
/ Ads+ Y — / Ads + / Ads
t1,n—i i=1 to n—i t1,n
n(O t) ta n—i TL(O,t) t1,m— L+1 _
/ Aas+ Y o
1 n—i =1 2 n—i
+/ Ads
t1,n
- - - 54)
where A = e”(s’t)Fsz A = e"5YTwTw which implies
1
L Ads <4 / Ads (55)
H1
Multiplying the inequahty in (55) by e (0t In 1 yields
t t
i efn(O,s) In HFZTZdS < 72/ efn(O,s) lnufwdes
H1 Jo 0

(56)
Then, by V(t) > 0, (53) and zero initial conditions, it can
be obtained the same equation (56). It can be obtained by
Assumptions 1 and 2 that

—M|O(s,t)] + A2|E(s,8)]| < G (57)
and
=AlO(s, )| + X2|E(s, 1) = n(0, ) Inp = G (58)
where G = (M +XA)r+ (22 —)\)(t—s), G =
“Ai(t—s) (T +¢) Inju. Then, it follows that
t t
/ €927 2ds < 1y / efwlwds 59)
0 0

where G = (A1 4+ o)k + (# —
follows that

(oo} oo
/ e 2T zds < 5 / wlwds
0 0

lnu = ArpfpiylePitrn)s

where o = =y = \/ > ,and v = A\ —
%. Then, 1t is can be obtained from (40) and (41) that

)\1) (t —s). Then, it

(60)

p D
I'X1 aX1—|—AqX1
99 SUT s Pl o] I O)
i=1 j=1
and
P
- —rX, aX,+AIX
Yatt= [0 T @
i=1

where A3 = A(n). By the Lemma 1, the proof is competed.



When a traditional T-S fuzzy controller is used to deal with
DoS attacks, the following corollary can be used to ensure the
stability of the system.

COROLLARY 2. For given scalars v > 0, ug > 1, Ay >
0, g > 0, ¥ > 0, the system (11) under controller (15) is
exponentially stable with H, performance (a,%), if exists

matrices Xy > 0 with g € {1,2}, Y; with j € {1,...,p},
satisfying the condition (38), (39) and
L <0, forie{l,2,...,p} (63)
Ol + @} <0, for 1<i<j<p (64)
2 <0, forie{l,2,...,p} (65)
where
. o B diz] o B dus
O =1« 1 0, ®F=|x 2 0
* * —I * * -1

with b11 = (AiX1 + BiY)) 4+ M X1, d11 = (A Xa) Ao X,
b3 = X FF +Y;"GT §13 = XoFT v =\ — 2Pz 5 =
\/ MV? Then, the gains of controller can be
obtained by K; = Y; X ".

Poof: It can be proved by a similar idea to the proof of
Theorem 2, and the specific process is omitted due to the
length of the paper.

IV. NUMERICAL SIMULATION

In this section, the vehicle simulation test platform built by
CarSim and Matlab/Simulink is used to verify the effectiveness
of the proposed scheme, as shown in Fig. 3. The advantages of
the proposed scheme in tracking accuracy and driving comfort
will be illustrated from three aspects: the comparison of H,
performance, the tracking performance of the vehicle, and the
quantitative analysis of the vehicle tracking performance.

A. Comparison of H, Performance under Different Methods

Without loss of generality, let p = 2, using the C-class
vehicle model in CarSim and the correlation parameters are
set as follows: vy min = 18[km/h], Vymax = 72[km/h], Cy =
107610[N/rad], C, = T4520[N/rad], Iy = 1.015[m], M =
1412[kg], 1, = 1.895[m], =, = 5[m], I, = 1536.7[kgm?].
Then, the above parameters are brought into (10) to obtain the
corresponding matrices A4;, B;, F;, F'and G, where i € {1,2}.
Next, based on Theorem 1 and Corollary 1, the numerical
comparison as shown in Table II is obtained.

By comparing the data in Table II, it can be seen that with
the same parameter value D(a,r), the performance indicator

Thml — nCorl Therefore, it can be found that the action of
the switching mechanism, the solving constraint of Theorem 1
condition can be relaxed. Theorem 1 is less conservative than
Corollary 1. This makes it possible to improve the vehicle
tracking performance.

TABLE II
H ., PERFORMANCE INDICATOR

Condition ~ Switching mechanism  a r Ymin
Corollary 1 no 0.12 2739 995
Theorem 1 yes 0.12 2739 9.90
Corollary 1 no 0.12 2639 10.74
Theorem 1 yes 0.12 2639 10.61
Corollary 1 no 022 26 11.06
Theorem 1 yes 022 26 10.89

B. Analysis of Tracking Performance under Different Methods

To better demonstrate the advantages of our control scheme
in terms of tracking accuracy and driving comfort, we compare
Theorem 1, Corollary 1, Theorem 2, and Corollary 2 below.
By comparison, the influence of the switching mechanism on
the control scheme is explained in turn when there are no
DoS attacks and when there are DoS attacks. The specific
implementation process is as follows:

Firstly, the vehicle tracking test conditions are set in Car-
Sim. Fig. 4 (a) shows the target path that the vehicle needs
to track. The blue line in Fig. 4 (b) denotes the changing
vehicle speed over time. The other line in Fig. 4 (b) denotes
the curvature of the target path. As you can see from Fig. 4,
the target path includes both curves and straights. The vehicle
takes into account acceleration, deceleration, and uniform
speed. The combination of target path and vehicle speed can
make the simulation take into account most test scenarios,
which is conducive to improving the persuasive power of the
simulation.

Secondly, the corresponding controller gains are obtained by
using Theorem 1, Corollary 1, Theorem 2, and Corollary 2 in
turn. Without loss of generality, let p =2, /1 =l =R =1,
and r = 48, using the same vehicle parameter settings as
above. It can be got from the Theorem 1 that

Ki =[-3.1891 —0.0966 —3.6621 9.6302],
Ky =[—6.9455 —0.0965 —6.3929 16.3290],
Ki =[-5.1517 —0.1020 —5.1497 13.1965],
K3 =[-5.6913 —0.2187 —5.7286 14.5500] .

Then, by Corollary 1, under the same parameters in Theorem
1, the control gains are computed as

K; =[-2.6360 —0.1230 —3.3279 8.5553],
Kg:[—5.5148 —0.2188 —5.4793 13.5989].
Without loss of generality, let p = 2, {1 = 0.1, {5 = 0.1,
% = 05, /\1 = 2.1, /\2 = 16, M1 = M2 = 1.01, D = 15,
r = 48.2, a =1, and the same vehicle parameter as above. It

can be computed from Theorem 2 that

K{ =[-0.4625 —0.0221 —1.2407 3.9364],
K3 =[-2.2763 —0.0419 —2.4068 7.5358],
K7 =[-0.5931 0.0032 —1.3004 4.1531],
K3 =[-2.8413 —0.0837 —2.7997 8.6639)] .

Meanwhile, under the same parameters in Theorem 2, solving
Corollary 2 yields the following gains:

K, =[-21.5032 0.0852 —11.7230 36.0220],
Ky =[-6.3955 —0.2223 —4.5154 13.9940].
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Fig. 4. Working condition of vehicle tracking. (a) Target path. (b) Path
curvature p and vehicle speed vg.
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Thirdly, put the above controller gains into the simulation
platform in Fig. 3 and obtain the tracking effect figures Fig.
5, 6, 7, 8, and 9 successively. Fig. 5 shows the situation

of path tracking without DoS attacks. From Fig. 5, the path
tracking task can be completed under Theorem 1 condition
and Corollary 1 condition. By enlarging some of the details in
Fig. 5 (a), we can see that Theorem 1 has an advantage over
Corollary 1 in cornering. Meanwhile, it can also found from
Fig. 5 (b) that under the condition of Theorem 1, the vehicle is
better able to handle corners and has better tracking accuracy.
From this, we can conclude that without DoS attacks, Theorem
1 has better tracking control performance.

Fig. 6 shows the tracking effect with DoS attacks. DoS
attacks sequence generated using a similar method as in [27]
is adopted. Based on the above scalars 7p, T, and e = Kk = 1,
it is obtained from Assumption 1 that n(0,80) < 6.33. Also,
it can be obtained from Assumption 2 that |=Z(0,80)| < 4.10.
Due to the existence of DoS attacks, a part of the uncontrolled
state will be generated, so the partial error in Fig. 6 (b) will be
larger than that in Fig. 5 (b). But under the same conditions,
Theorem 2 has a smaller e, than Corollary 2. From Fig. 6 (b),
it can be found that the gap between Theorem 2 and Corollary
2 is larger than the gap between Theorem 1 and Corollary
1. This further demonstrates that the switching mechanism is
more advantageous in the face of DoS attacks.

Fig. 7 shows the dynamic information changes in the path
tracking process, which can reflect the driving comfort in the
process of vehicle tracking to a certain extent. Fig. 7 (a) and
(b) show the § and r without DoS attacks. From Fig. 7, it
can be seen that the changes of § and r under Theorem 1 and
Corollary 1 are close, and the difference between the two is
mainly reflected in the vehicle passing the corner. Due to the
action of the switching mechanism, the vehicle responds more
quickly when turning. Therefore, our control scheme has more
advantages in tracking accuracy and driving experience.
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Fig. 8 (a) and (b) show the § and r with DoS attacks.
According to Fig. 8, it can also be found that in the face of
DoS attacks, under the condition of Theorem 2, the change of
0 and r is faster, and thus has a better effect. In particular, after
magnifying the details in Fig. 8, it can be found that under the
control of Theorem 2, the dynamic information of the vehicle
tends to be stable more quickly after the DoS attacks and after
passing the bend, indicating that the controller under Theorem
2 works stably, so that the vehicle can better cope with the
influence of the DoS attacks and ensure its tracking accuracy.

Fig. 9 shows the  during the tracking process. Fig. 9 (a)
does not consider the DoS attacks. Fig. 9 (b) considers the
DoS attacks. It can be seen from Fig. 9 that the effect under
Theorem 1 and Corollary 1 is close. However, the detailed
control of the vehicle is better under our control scheme. In
summary, using our control scheme, the tracking accuracy and
driving experience of the vehicle are better.

C. Quantitative Analysis of Vehicle Tracking Performance

In this section, the advantages of our algorithm are further
explained through quantitative analysis. In Tab. III, e,ras
denotes the RMS value, e,y 45 denotes the MAE value, |e,|
denotes the absolute value. |e,|max denotes the maximum
value of the |e,|. The smaller the |e,|max, it indicates that
the better the overall control response of the vehicle in the
tracking process, the stronger the ability to deal with curves
and DoS attacks, and the higher the tracking accuracy. The
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smaller the e,rars and e, 4 g, the more comfortable and safe
the driving is to a certain extent. Based on Table III, it can be
found that the peak and fluctuation of the e, of the Theorem
condition with switching mechanism are better than those
of the Corollary condition without switching mechanism. In
particular, in the face of DoS attacks, the indices of Theorem 2
improve significantly. This once again validates the advantages
of the switching mechanism in the rational use of vehicle
dynamic information, delicate control and adjustment, and
against DoS attacks.

TABLE III
VEHICLE PERFORMANCE ANALYSIS DURING PATH TRACKING

Condition ~ Switching mechanism DoS e ryms epmaE  |eplmax
Corollary 1 no no 0.0792  0.0458  0.2220
Theorem 1 yes no 0.0705 0.0395  0.2051
Corollary 2 no yes 0.1007  0.0540  0.3304
Theorem 2 yes yes 0.0471  0.0251 0.1644

To sum up, regardless of the existence of DoS attacks, our
security control scheme, due to the use of the novel controller
with a switching mechanism. It can better resist DoS attacks
and cope with bends of unknown curvature, so as to ensure
vehicle safety and tracking accuracy.

V. CONCLUSIONS

This paper, a new security control scheme is proposed to
deal with the nonlinear AGV tracking control problem under
no-periodic DoS attacks. Importantly, based on the normalized
fuzzy membership functions, a novel fuzzy controller with
a reasonable switching mechanism is designed. The fuzzy
controller can be deployed according to the switching mecha-
nism, so as to effectively deal with DoS attacks during vehicle
driving. In addition, in order to be more suitable for practical
applications, the idea of pole placement is used to improve
the transient performance of the system to further ensure the
safe driving and tracking accuracy of AGVs. The dynamic
simulation examples under the Carsim-Matlab/Simulink co-
simulation platform are used to illustrate the superiority of
the proposed scheme. Finally, there are still some works to be
explored in the future. More vehicle uncertainty information
will be considered, and the tracking control problem of AGVs
with tire force uncertainty/nonlinearity and other uncertain
information will be studied. Moreover, in order to optimize
the control performance, a new switching mechanism with a
weighting coefficient will need to be developed. Third, but
not the last, the tracking control of AGVs in complex network
attack scenarios will be studied.
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