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Abstract—Physical Unclonable Functions (PUFs) are emerging
as a fundamental component of secure architectures that provide
services such as authentication and key generation. A specific
class of PUF is based on Ring Oscillators (ROs), where minimal
behavioral differences due to process variations are harnessed
to generate unique responses. The inherent strength of PUFs
lies in the fact that it is practically impossible to control these
phenomena to forge a specific response from the device. In this
paper, we present a novel approach by introducing localized X-
Ray attacks on PUFs for the first time. These attacks significantly
alter the behavior of a selected RO within the array of oscillators
on an FPGA. By biasing the properties of the target block,
we demonstrate the feasibility of modifying the response of a
specific PUF. In particular, these attacks can be executed when
the target is powered off, bypassing several circuit monitoring
countermeasures. This capability introduces a new class of
attacks that exploit vulnerabilities even in systems with stringent
security measures, raising concerns about the robustness of
current security frameworks.

Index Terms—PUF, Ring Oscillators, X-Ray, Biasing, Cloning

I. INTRODUCTION

Smart devices are pervasive in current society. The number
of devices equipped with integrated circuits and capable of
some data processing is constantly increasing [1]. At the same
time, the amount and type of information stored and elaborated
is steadily broadening, and the most sensitive information
needs to be protected against unauthorized access. In general,
this can be achieved through cryptographic algorithms and
protocols, implemented either in hardware or as embedded
software running on CPUs and/or microcontrollers.

In all these scenarios, Physical Unclonable Functions
(PUFs) are emerging as a great opportunity to solve one of the
major challenges in secure devices, that is, secure and reliable
on-chip key generation [2], in order to avoid device cloning
or counterfeiting among other threats. PUFs can generate
unique values, such as authentication keys, on demand: they
exploit the natural variability resulting from fabrication [3],
and therefore it is almost impossible to predict or clone the
value of the generated key. The generation mechanism is based
on a challenge-response protocol: The device is queried by
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the user with a specific value (Challenge), which is used to
create and send back the Response; the set of all these pairs
(Challenge-Response Pairs – CRPs) defines the PUF. Several
types of PUFs have been proposed in the literature: a complete
overview is beyond the scope of this paper. In this work, we
will focus mainly on ring oscillator PUFs (RO-PUFs), which
exploit random variations of propagation and switching delays
in integrated circuits.

A large class of attacks on PUFs is based on modeling
and reproducing CRPs without actually going into the lower-
level details of how the PUF generates its responses [4]
[5]. To respond to these threats, controlled PUF [6] or CRP
obfuscation [7] is required to make modeling unfeasible.
Nevertheless, PUFs remain dependent on their environment
and may therefore be vulnerable to external perturbations, such
as changes in temperature or power supply. In order to provide
consistent and reliable key extraction even in the presence of
these variations or errors in the raw PUF responses, fuzzy
extractors can be used [8]. However, these elements are based
on the assumption that the errors in PUF responses are random
and uniformly distributed. These techniques, in fact, affect
the device in its entirety and hence most, if not all, CRPs
at the same time. If an attacker can manipulate the errors
systematically, it can compromise the security of the system.

More localized attacks, such as Laser Fault Injection [9],
can be used to alter the CRPs but require complex preparation
of the device (e.g., depackaging and layer removal), and the
attack has to be performed when the device is powered on
(which may trigger onboard countermeasures). An alterna-
tive approach has been presented in [10], where a custom
bitstream intentionally creates localized short-circuits in the
programmable logic, locally producing heat that increases the
temperature in correspondence with the targeted ROs. This
heat-induced accelerated aging affects the electrical charac-
teristics of certain ROs with respect to others, allowing the
attacker to potentially clone the device on another FPGA.
However, note that this approach requires reprogramming the
device three times: first the original design for the character-
ization, then the attack bitstream, and finally the original one
again for the attack.

Recently, a novel approach to physical attacks in secure



circuits has been identified in X-Rays [11]. Although ionizing
radiations are well known and have been thoroughly studied
to understand how integrated systems may behave in harsh
environments [12], their use to attack secure implementations
is still in an early stage. In [11], the authors have demonstrated
that a nanofocused X-ray beam (available in a synchrotron
facility) could target single transistors in the target device
and induce a semi-permanent fault, recoverable by thermal
annealing. Subsequently, similar results were obtained with a
more affordable laboratory X-ray source [13], with the trade-
off of more limited precision in the position and occurrence
of the fault. Very recently, a laboratory source has been used
to investigate fault injection on a powered off microcon-
troller [14], highlighting a bit-set fault model when targeting
the device memory. However, until now, ionizing radiation has
been used mostly as a fault injection technique.

In this paper, we propose to leverage the capability of X-
Rays to modify the electrical behavior of the targeted gates.
We show that, through a positioning and masking protocol
similar to [13], we are able to target a specific Ring-Oscillator
among those implemented on our target programmable board,
and heavily modify its delay properties. As a consequence, the
answers from the attacked PUF are altered when the biased RO
is selected. We show and quantify the effects of several dosing
sessions both when the device is running, when it is in idle
state (i.e., powered on but non oscillating), and when attacked
during power off state. We highlight the significant behavioral
changes in these scenarios, which constitute a serious threat
to the security of ring oscillator structures.

The rest of this paper is structured as follows. In the
next section, we present the necessary background on ring
oscillators and the effects of ionizing radiations on integrated
circuits; we also describe a few monitoring structures that can
be used as attack detectors in secure circuits and could be
biased by our approach. Section III presents our threat model
and potential attack scenarios. In Section IV, we describe the
simulation model that introduces the physical phenomena that
will be exploited in this work. In Section V and VI we present
our experimental setup and the results of our campaigns, which
are then further analyzed in Section VII. Finally, Section VIII
concludes the paper.

II. BACKGROUND

In this section, the necessary background is given. We will
briefly describe ring oscillators, which are the main primitives
used as a target in this work; then, we recall the basic physics
concerning the circuit absorption of Total Ionizing Dosing
radiations (TID). Finally, we will describe a few monitoring
structures that can be used as security countermeasures and
that can be biased by X-Ray irradiation.

A. PUFs & Ring-Oscillators

With the increase in attacks related to software or hardware,
finding a cost-effective and efficient solution to protect circuits
and devices has become imperative. Physical Unclonable
Functions (PUFs) have emerged as reliable and affordable

solutions to build trusted systems [2], [15]. The primary
advantage of PUFs is that they operate only when the circuit
is powered, thus avoiding the need to store keys in easily
compromised memories. In addition, integration into chips is
easy and simple, as they use relatively straightforward designs.

Physical Unclonable Functions exploit the natural variability
that occurs during the fabrication process to generate a unique
key for each electronic component [16]. In fact, during the
manufacturing of semiconductors, which form the basis of
the majority current circuits, small defects and unintentional
imperfections arise, rendering each chip unique. PUFs use
these imperfections to generate device-dependent outputs (Re-
sponses) from user-provided inputs (Challenges) and thus
identify each component, eliminating any risk of cloning or
duplication. However, despite the reliability and affordability
of PUFs, they remain sensitive to various environmental fac-
tors, such as high temperatures, fluctuations in supply voltage,
and natural circuit aging.

Several metrics have been proposed to evaluate PUFs,
ensure long-term reliability and increased resistance to dif-
ferent attacks or changes in environmental conditions, thus
guaranteeing overall reliability over time [17]. Among these
metrics, we have notably the following:

• Reliability: The PUF response needs to be consistently
stable over time and under various usage conditions.
In essence, when the experiment is conducted multiple
times, the response should remain consistent.

• Uniqueness: This property refers to a PUF’s ability to
differentiate a particular device from a population of
devices in a distinctive manner. To assess uniqueness,
each device undergoes an initial analysis and a reference
sample is obtained. When a new device is introduced
into the system, it is compared to every existing device
by computing the Hamming distance between their re-
spective reference samples.

• Uniformity: It evaluates the distribution of responses
across all instances of a PUF, as reflected in the arrange-
ment of ’0’s and ’1’s within the response bits. A uniform
distribution of responses is desirable because it ensures
that the PUF is equally resilient to attacks, regardless
of the particular PUF instance under consideration. The
ideal value of uniformity is 50%.

• Bit-aliasing: It refers to the presence of systematic biases
in the distribution of binary digits (1s and 0s) in the output
of a PUF. Unlike uniformity, bit-aliasing is assessed on
a per-challenge basis.

Various types of non-clonable physical functions exist,
including Arbiter PUFs, Ring Oscillator-based PUFs, and
SRAM-based PUFs [18] [19]. Ring oscillators are particularly
studied in the literature [20] due to their straightforward
implementation and high performance.

In a PUF based on Ring Oscillators, pairs of rings are
selected through the challenge values and their frequencies are
compared, as shown in Fig. 1. Due to the variability inherent in
the fabrication process, the frequencies of the ring oscillators
differ, resulting in a unique response for each device. In this
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Fig. 1: Ring oscillator PUF

paper, we chose to work with a PUF based on a ring oscillator
due to its ease of implementation, particularly on various
types of FPGA, and its low requirement in terms of hardware
resources. This approach provides a practical and efficient
solution for our study, while offering notable advantages in
terms of simplicity and resource efficiency.

In the literature, numerous studies have shed light on the
vulnerabilities of this structure to various attacks, especially
those based on variations in temperature and power supply
voltage, as mentioned above. One of the most significant
threats that arises from these vulnerabilities is the potential
cloning of these structures. Recently, researchers successfully
cloned a Ring Oscillator Physical Unclonable Function (PUF)
on an FPGA by exploiting factors such as temperature and
aging effects, particularly Positive Bias Temperature Instability
(PBTI) [10]. Indeed, by deliberately creating short-circuits at
specific points in the bitstream used for FPGA programming,
they intentionally increased the temperature around specific
ring oscillators forming the RO-PUF. As a result, the aging
process of PTBI was expedited, leading to changes in the
frequencies of these ring oscillators. Despite the non-perfect
localized distribution of the temperature generated by the
short-circuits, they were able to improve the success rate of
the attack by keeping the targeted rings in a freezing state (i.e.,
in power-on mode but without oscillations); on the contrary,
nearby ring oscillators were operating normally. This choice
was due to the fact that aging effects have been shown to be
more pronounced when transistors are frozen (i.e., deactivated)
as opposed to when they oscillate, allowing for a certain degree
of recovery [21].

B. TID Effects

TID radiations, exemplified by X-rays, exert a notable
influence on MOS transistors, particularly impacting the drain
current Id(VG) [12]. This influence is characterized by three
primary shifts in transistor behavior: a change in threshold
voltage, an increase in leakage current, and degradation of
transconductance. These effects are predominantly attributed
to hole trapping within the oxide material.

The hole-trapping process unfolds in multiple stages. Ini-
tially, electron-hole pairs are generated within the oxide as a
result of pair generation mechanisms, with most pairs recom-
bining swiftly and representing the charge yield. Electrons,
being highly mobile, disperse through the positively biased
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Fig. 2: (a) Simplified view of hole-trapping mechanism under ionizing dose.
(b) Energy band diagram schematic demonstrating different mechanisms in a
MOS structure under an ionizing dose (c) Pair generation by ionizing radiation
(d) Transport of positive charge through localised states in oxide bulk (e) Hole
trapping near SI /SIO2 interface (f) Formation of interface traps inducing a
threshold shift

gate, while the remaining holes migrate toward negative poten-
tial, getting trapped at defect sites, chiefly oxygen vacancies.
Subsequently, interface traps form and their nature hinges on
the position of the Fermi level in silicon. These interface traps
actively exchange charge carriers with the substrate. The hole
trapping process is detailed in Figure 2.

In contemporary transistor technologies, three oxide types
are responsible for these effects: gate oxides , gate spacer
oxides, and Shallow Trench Isolation (STI) oxides. In older
technologies, the primary effect is the threshold voltage shift
caused by positive charge traps induced by ionizing radiation
in gate oxides. These traps attract negative charge carriers at
the canal level, resulting in a decrease in the threshold voltage
for N-type MOS and an increase for P-type MOS. Thinner
gate oxides exhibit greater resistance to TID-induced effects,
as they provide fewer volumes for X-ray absorption and oxide
trap generation. However, the continuous scaling of CMOS
technology introduces new concerns, particularly with regard
to the charges trapped within STI oxides, which contribute
to leakage currents in both the intra-component and inter-
component pathways [22].

Therefore, in the context of our concerns about X-ray-
induced leakage currents, only NMOS is susceptible. Two
types of TID-induced leakage current emerge: subthreshold
leakage current, originating from a reduction in threshold
voltage (gate oxide charge traps), which is static and can occur
between the drain and the source at VGS = 0. The other
component of leakage occurs between the drain and the source
through parasitic pathways formed on the walls of the STI. In
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smaller technologies, STI leakage becomes more dominant, as
they scale less than the thickness of the gate oxide. Figure 3
illustrates the potential path of parasitic leakage in an NMOS
structure.

C. Circuit Monitoring State of the Art

Specific countermeasures against the attack presented in this
document have not yet been developed. However, existing gen-
eral countermeasures against invasive or non-invasive external
disturbance injection methods can be found in the literature.
For example, in [23], [24], current sensors are deployed
to detect any variation in the bulk current. The usage of
Timing-to-Digital (TDC) based delay monitors has also been
a popular method to monitor any unexpected voltage or timing
variations. The key components of TDC based timing monitors
are delay lines. They introduce a delay in a reference signal,
usually the system clock, and measure the propagation of this
delayed signal as a function of its reference signal. It allows the
implementation of a fully digital on-chip perturbation sensor
with picometric precision; these solutions are used mainly in
FPGA applications because of the versatility it provides, such
as in [25] or as detailed in [26]. ASIC solutions have also been
deployed and have been known for years, as in [27]. These
solutions are designed to monitor a certain data propagation
path, usually critical paths, and are calibrated accordingly.
The calibration phase consists of adjusting the TDC to ensure
its accuracy and reliability in measuring time intervals; it
involves typically linearity correction ensuring that the output
of the TDC is linearly related to the actual time interval being
measured, offset correction in order to sample the correct event

and a wide variaty of compensation techniques that might
affect the TDC accuracy.

The common property of these countermeasure designs is
the necessity for an initial state, and the initial state is usually
acquired when the circuit is first powered-on. The delay
monitors read a delay value and store it; then the concurrent
delay value is constantly compared to the stored reference. If
a perturbation occurs and the sampled delay changes, alarm
signals are raised. Similarly, in current or photon sensors, a
calibration phase is required.

In the scope of this paper, Power-off attacks are first intro-
duced, allowing to bypass most monitoring countermeasures
on top of being fully non-invasive and reversible.

III. THREAT MODEL

In this section, we present possible scenarios where modi-
fying the behavior of ROs might constitute a serious security
threat. We first discuss the use case of PUF cloning (for
instance, in the context of counterfeiting); then, we introduce
the scenario of cryptanalytical attacks exploiting biased PUF
keys.

A. PUF Cloning
PUFs (Physical Unclonable Functions) enable the identifi-

cation of devices by generating specific keys directly linked
to variations in the manufacturing process of the transistors
present in each device, as explained in the preceding sections.
However, these devices are not immune to physical attacks,
particularly those aimed at cloning the device, which repre-
sents one of the greatest dangers a device can face.

In the specific case of ring oscillator PUFs, a key is
generated by comparing selected random ring oscillators with
a challenge, thereby producing a bit as output, either ’1’ or
’0’. These challenge-response pairs are commonly referred to
as CRPs (Challenge-Response Pairs).

In an ideal scenario, when the same challenge is applied
to two different PUFs (two devices), half of the response
bits should be flipped. Hence, it is necessary to calculate the
Hamming distance between the chips (Inter-chip Hamming
Distance) and ensure that it remains around 50% or close. In
a cloning attack, the attacker aims to make a device generate
exactly the same responses to identical challenges for two or
more different devices.

The complexity of such an attack is the difficulty for the
attacker to bias the behavior in a controlled way, both from
a qualitative and quantitative point of view. In this work, we
present the methodology and quantify the Total Ionizing Dose
required to bias the response of a specific ring.

Moreover, it is important to note that perturbation attacks
are usually carried out when the circuit is powered on, in order
to leverage the electric fields existing in the working circuit.
On the other hand, our approach works in the power-off state
as well, though with lesser results. This gives the attacker the
opportunity to bias the primitives when the embedded coun-
termeasures are not operational and may thus be bypassed.
Likely, if a calibration step is required at power-on, this could
be altered as well by the received dose.
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B. Cryptanalytical Attacks

A collateral benefit of Physical Unclonable Functions being
able to identify a specific instance among a population of
devices, is the possibility to be used for key generation. Since
PUF’s responses can be used to identify and thus authenticate
the device, the values can be exploited as initial seeds for a
session or private key.

Therefore, the ability to control, even partially, the response
value can lead to different scenarios. Biasing the answer of
a primitive element can be leveraged from the perspective
of bit-set or bit-reset attacks, where the attacker might use
differential values to perform differential cryptanalysis that
might allow reducing the key search space [28]. Similarly,
being able to set part of the response to a known value would
allow the attacker to make reasonable guesses on a subset of
the key, thus reducing the key search space for other attacks.

IV. SIMULATION MODEL OF RING OSCILLATORS UNDER
IONIZING RADIATIONS

In this section, the behavior of a single ring oscillator is
electrically simulated using the ST65nm technology node; the
goal is to qualitatively model the behavior of a ring oscillator
under ionizing radiation. This model has been recurrent in the
literature, as in [29]. The threshold voltage shift effect can be
easily simulated by using its electrical equivalent effect: a DC
source can be inserted at the gate terminal of the transistors;
an increase of this DC voltage signifies gradually opening
the NMOS canal, which corresponds to the lowering of the
threshold voltage. For PMOS, in contrast, it means further
closing of the canal, which corresponds to an increase in the
threshold voltage.

Figure 4 describes the electrical simulation model of a ring
oscillator under TID effects. The voltage Vt−shift corresponds
to the change in threshold voltage: it is the dynamic leakage
component of TID-induced leakages. On the other hand, Vleak

corresponds to the increase in static leakage due to parasitic
pathways created on the walls of the STI in an NMOS: it
is the component of static leakage induced by TID. Figure 5
shows the simulation results of two ring oscillators, made of 11
and 101 inverters, respectively. The graph shows the average
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Fig. 5: RO Frequency variation as a function of the simulation leakage
parameter (modeled by Vt−shift or Vleak) for an 11 stage RO (above)
and a 101 stage RO (below).

oscillation frequency as a function of each leakage component,
modeled by Vt−shift or Vleak. The relationship between the
two is not linear since the thickness of the two oxides does not
scale in the same manner. In newer technologies, Vleak is the
most dominant effect, as it is related to STI effects; Vt−shift

has a minimal impact compared to Vleak.

TABLE I: Comparison of the frequency increase after TID effects, for both
11-stage and 101-stage RO

11-inverter RO 101-inverter RO
f0(Ghz) 6.064 0.6795
fMAX 6.199 0.6977
∆f +2.23% +2.68%

The simulation results suggest that, in both leakage compo-
nents, the oscillation frequency increases (before decreasing).
Due to the parasitic leakage paths induced by TID, the N
transistors discharge faster, increasing power consumption and
switching activity, and thus oscillating at a higher frequency.
This increase is less observed in the gate oxide leakage
component (Vt−shift). The component of STI leakage (Vleak)
has the greatest impact on the increase in the oscillation
frequency, as it opens a pathway for the current to discharge
faster. This effect persists until a saturation point is reached,
and the frequency starts to decrease due to the destruction of
the oscillating signal.

It should be noted that increasing the number of inverters
used for RO does not lead to more important TID effects on
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the RO; it would be expected that because more cells are being
irradiated, the TID effects would be more visible. However,
this is not the case: the increase in frequency remains the
same and is not dependent on the number of inverters used.
Table I compares the simulation results of the initial oscillation
frequency of the 11-stage RO and the 101-stage RO with their
maximum oscillation frequency reached due to the TID effects
of STI.

V. EXPERIMENTAL SETUP

A. Irradiation Setup

The laboratory configuration features an EASYTOMXL to-
mograph produced by RX Solution SAS in Chavanod, France.
This setup incorporates a Hamamatsu L10711-03 X-ray source
with a Lab6 wire at the cathode and a 1 µm tungsten (W) target
on a diamond substrate, coupled with a Varex 2520DX flat
panel detector for imaging. Focalization options include small,
medium, and large spot modes. Our experiments utilized the
large-spot mode at 60kV and 50 µA without a filter between
the X-ray source and the FPGA component in order to obtain
the maximum flux.

In the imaging process, a 16 mm diameter, 2 mm thick
tungsten (W) disk with a central 1 mm hole serves as a
mask between the FPGA and the source. This mask, fixed to
a cantilever, enables precise alignment with the X-ray beam
using attocube piezoelectric motors controlled in a closed loop.
An additional piezoelectric attocube motor allows for fine
tuning of the mask position near the FPGA [30].

The FPGA, located on an electronic card, is shielded along
with the entire system, including the X-ray source, by a 1 mm
thick lead sheet with a hole in front of the FPGA device. This
arrangement ensures optimal system functionality and safety.
The complete setup is illustrated in Fig. 6. The X-ray energy
spectrum emitted by the laboratory tomograph onto the sample
was measured using an Amptek CdTe spectrometer, as shown
in Fig. 7. Measurements were made with a pinhole of 100 µm
with a current of 10 µA at a distance of 58mm and during
100s, which ensures good statistics on the spectrometer.

B. Target Device and Precise Positioning Setup

The focal point of the irradiation campaign is a Xilinx
Spartan-6 in the TQFP package (XC6SLX9-2TQG144C),
located on a victim board, specifically the Chipwhisperer
CW308T. This assembly is then affixed to the host board
CW308, enabling various attack methodologies on various tar-
gets. The FPGA is programmable through the JTAG interface
using the Xilinx JTAG programmer.

The correct placement of the pinhole on the target area
is crucial. Two prerequisites for successful execution are the
knowledge of the FPGA chip orientation, and an X-ray image
displaying metal bondings around the die area; this way, the
die borders can be located non-invasively. A relative reference
is placed in the corner of the die, and the pinhole is shifted in
the XY plane to the correct position, as illustrated in Figure
8.

To precisely irradiate the target area of the die, we use an
identical spare target FPGA chip. X-ray snapshots due to the
positioning phase may induce leakage currents throughout the
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entire chip and not just the desired area, compromising experi-
ment accuracy. Consequently, a fresh FPGA chip is swapped in
once the mask is securely positioned. This approach confines
the leakage current only to the exposed mask area, enabling
precise targeting of the desired position on the fresh FPGA.

C. Target RO-PUF Architecture

To accurately identify and highlight the localized effects
of the experimental attack, a set of 24 ring oscillators that
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Fig. 10: Frequency measurement automation flow

represent a simple 12-by-12 RO-PUF has been implemented
on the Spartan-6 FPGA victim. Each RO consists of 103
inverter stages, in this case, 2-to-1 FPGA LUTs. The number
of inverters was chosen arbitrarily to best obtain an easily
measurable frequency, and thus quantify the contribution of
X-Rays on the frequency as best as possible.

Furthermore, to ensure that the frequency differences among
these ring oscillators are exclusively a result of the variability
in the transistor process forming the LUTs, rather than internal
routing, a Python script has been developed in order to
generate deterministic routing constraints (in the Xilinx ISE
format) and place the ring oscillators as regularly as possible.

The flow of the experiment consists of targeting two dif-
ferent ROs at two different locations on the chip. The design
has been strategically implemented to separate these two target
ROs from the others, to better isolate the effects of X-Rays on
a single RO. Nevertheless, the other oscillators in the design
are active at the same time, emulating the behavior of a real
functioning RO-PUF. The target ROs are RO0, implemented
on the top left, and RO12, on the top right, as shown in Fig. 9.

The output of each RO is connected to a 24-to-1 MUX,
whose output is connected to an external pin for the frequency
measurement. The selection inputs of the MUX are used to
provide the module with the challenges (24 in total, corre-
sponding to the number of RO in the design), and hence select
a specific RO to measure at the output of the MUX.

A simple serial communication protocol has been imple-
mented in the hardware design in order to use the Python
Chipwhisperer API to send challenges. The frequency mea-
surements have been performed using the Picoscope 5000
series, at a sampling rate of 1 GS/s while collecting 50k
samples each time. Picoscope Python API has been used to
automate the measurement process and to synchronize with the
Chipwhisperer scripts that implement the challenge-response
exchange. The entire measurement flow is depicted in Figure
10.

The synthesis tools do not provide the real up-to-scale shape
of the die; the target region is located on the basis of its relative
position. Taking into account the number of rows and columns
it occupies and the numbering of these columns and columns,
it is possible to estimate the location of the design on the die.
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Fig. 11: Evolution of the oscillation frequency of each ring oscillator, during
the X-ray irradiation of RO0 (in light blue section), and RO12 (in white
section) while powered ON and oscillating
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Fig. 12: Evolution of the oscillation frequency of each ring oscillator , during
the X-ray irradiation of RO0 (in light blue section), and RO12 (in white
section) while powered OFF completely, the red section corresponds to the
positioning phase inaccuracy

A circular pinhole with diameter of 1mm was chosen to best
fit the irradiated area. Fig. 9 shows the design of the target
area compared to its implementation view on the PlanAhead
tool; real measured scale is given as a term for comparison to
the relative position in the design tool.

VI. EXPERIMENTAL RESULTS

In this section, we present the experimental results of
the irradiation on the two ring oscillators RO0 and RO12.
The setup was designed to perform 600-second irradiation
steps each before the frequencies were acquired. Under this
configuration, the TID effects were best observable; however,
this duration can (and should) be tweaked according to the
characteristics of the X-Ray source.

It should be noted that in our experiments, we evaluated
two configurations consecutively in order to demonstrate the
localized effect. First, RO0 is irradiated, then the mask is
shifted over the next target, which is the RO12 area, to
start again irradiating. The temporal (X) axis in the figures
represents this combined approach, showing the accumulated
irradiation time.
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Fig. 13: Evolution of the oscillation frequency of each ring oscillator, during
the X-ray irradiation of only RO0 in the combined red and the white sections
while powered ON and in a frozen state (Not oscillating). The red section
corresponds to the inaccuracies induced by the hole positioning phase; the
blue section corresponds to the pre-radiation phase

In this experimental campaign, three test cases have been
evaluated: (1) when the ROs are powered-on and oscillating
(the enable signal is asserted); (2) when the ROs are powered-
on and are not oscillating (the enable signal is deasserted); and
(3) when the ROs are powered off completely. The results
of the power-on effects are illustrated in Figure 11, showing
the evolution of all ring oscillator frequencies when the ring
oscillator RO0 is targeted for about 4200s; the mask is then
shifted to the right and RO12 is targeted.

The behavior of the targeted ring oscillators matches the
simulation when only static leakage paths are considered, i.e.,
the STI effects modeled by Vleak (see Figure 5) are taken into
account. Similarly, in experimental cases, the RO frequency
reaches a saturation point, and additional irradiation does not
further increase the frequency any more. This indicates that
the maximum of p+ trapped in transistor oxides is being
reached. On the other hand, the other non-targeted ROs witness
a steady decrease in their oscillation frequencies, because of
the extra power drawn by the irradiated RO (due to the IR
drop phenomenon).

Oxides with a thickness of 10 nm or less are known to be
almost invulnerable to TID effects, such as gate oxides from
technologies of 65 nm or less. It is very difficult to generate
electron-hole pairs in such oxides unless highly energetic and
focused X-ray beams are used, such as in synchrotron-grade
X-ray sources [31], which is considerably more energetic than
the source used for this study. Therefore, the effects observed
in Figures 11, 12, and 13 are mainly caused by STI related
leakage pathways.

Figure 12 describes the frequency evolution of the oscillat-
ing frequencies of the RO-PUF after targeting RO0 and RO12,
in the OFF state. The frequency increase saturates at almost
the same time, which suggests that the number of electron-hole
pairs generated is almost the same. However, the increase in
the oscillation frequency is less important than in the case
where RO is activated. This suggests that the presence of
an electric field affects the trapping position of these holes,



TABLE II: Comparison of the frequency increase after TID effects, for power-
on, power-off, and power-on frozen ring oscillators

RO0 RO12

Oscillating Powered-ON RO
f0(Mhz) 12.98 12.86
fMAX 13.03 12.94
∆f +0.43% +0.64%

Powered-OFF RO
f0(Mhz) 13.01 13.01
fMAX 13.06 13.05
∆f +0.37% +0.32%

Frozen Powered-ON RO
f0(Mhz) 13.58 -
fMAX 13.72 -
∆f +1.03% -

and the closer they are to the transistor canal, the higher the
number of charge carriers they will attract from the SI canal.
As a consequence, larger leakage paths are created, leading to
a higher frequency increase.

This effect is further demonstrated in Figure 13 where the
ring oscillators are powered ON and kept in a frozen state
(not oscillating). This implies that the electric field applied to
the N-MOS gate of half of the RO inverters is kept constant
instead of oscillating between the logical states ’0’ and ’1’.
In this case, the hole-directing effect is maximized. When
the target RO0 is irradiated, it undergoes the same saturation
effect as the previous experiments in almost the same time, as
shown in Figure 13. However, it is interesting to note that the
increase in frequency is the largest among all previous cases.
A comparison of the results is given in Table II.

VII. DISCUSSION

The preceding sections have illustrated the feasibility of
manipulating ring oscillators with X-rays when they are pow-
ered and oscillating (Power-on) and when they are powered
and frozen (Power-on Frozen). However, the effectiveness of
these two attacks may be reduced if a design is equipped
with a countermeasure, such as propagation delay watchdogs,
perturbation monitors, or physical sensors such as photon
detectors. In this paper, a third attack scenario is proposed,
where we directly target the structure when the chip is not
powered (Power-Off). In such a scenario, any potential active
countermeasures in place may be circumvented. This approach
improves the versatility of our attack strategies, allowing a
wider range of scenarios to be considered in the evaluation of
security vulnerabilities.

The downside of power-off attacks is the loss in intensity
of the TID effect, as a result of the missing guiding electrical
fields. The electrical field acts as a separation medium for the
e-p pairs and as a hole-guiding medium for the p+ charges as
explained in Section II-B. The closer these charges are to the
e− canal, the more charge carriers they will attract and the
more leakage will occur due to these parasitic canals.

Under current conditions, for this attack to be successful, the
frequency shift induced by the X-rays needs to be greater than
half of the standard deviation of the measured frequencies. The
slowest oscillation frequency needs to be able to reach only

half of the standard deviation due to the energy starvation
effect, which leads to the lowering of the oscillation frequen-
cies uniformly and with almost the same rate as the increase
of the target. In this manner, it is possible to flip the response
of every possible bit in the PUF, depending on the target RO.

The design of a RO-PUF forces constraints to achieve
oscillation frequencies that are very close to each other. A
frequency that is an outlier, that is abnormally far from the
distribution of other frequencies is usually filtered out by the
PUF design itself. As a result, the attack method presented
in this paper scales positively with a robust RO-PUF design:
the closer the frequencies are to each other, the more efficient
the X-ray attack. A frequency shift of about 1%, as found in
our experiments, is usually more than enough to exceed the
frequency shift induced by the design process variation in a
selection of ring oscillators that are used in a PUF design.

In our setup, the Ring Oscillators were deliberately placed
in order to facilitate the experimental campaigns and the
analysis of the results. In particular, each RO was distinct
from the others and the two targets were placed farther away
to minimize the effects of the border on the neighbors. In a
real design, we expect the attacker to face several additional
difficulties related to the implementation. The actual placement
of the PUF, or more specifically of the ROs, should be known
by the attacker for an improved success rate. This could be
done by either reverse engineering the layout of a sample
device or by performing a cartography using differential
analysis on several samples. However, identifying the rings
to target remains a complex task, and the quantification of
border effects or starving of neighbors should also be studied
further.

An additional layer of complexity is provided by the spatial
resolution of this attack. Although synchrotron sources allow
targeting single transistors even on recent technology nodes,
laboratory sources are less powerful and less precise, and
thus require tungsten masks. Studies are ongoing in order to
improve the mask resolution: the current state of the art allows
for under 1µm holes thanks to conic design [31], but correct
mask placement also poses a challenge.

To our knowledge, no dedicated countermeasures have been
proposed in the literature so far. Ionizing radiations are well
known and several techniques for hardening exist: at the
process level, oxide hardening [32] or SOI process [33] can
improve robustness, as well as design solutions at layout
level [34], [35]. However, these approaches may be too ex-
pensive and not adapted to localized attacks.

VIII. CONCLUSION

Physical Unclonable Functions are important building
blocks in the root of trust. In this paper, we have shown an
attack that can bias the behavior of Ring Oscillator structures,
which can be used as basic blocks for PUFs. To achieve this
result, we leverage localized ionizing radiations, thanks to
a laboratory X-Ray source and a shielding approach based
on tungsten masks. We have shown for the first time that
this approach allows selected modifications of the electrical



characteristics of the integrated circuit. As a consequence,
the attacker may be able to control specific bits of the PUF
response.

However, it is crucial to acknowledge the practical chal-
lenges and limitations associated with these attacks. The
necessity of knowledge of PUF layout, constraints in spatial
resolution with laboratory X-ray sources, correct mask place-
ment, and potential border effects introduces complexity to
the attack process. Despite these challenges, the noteworthy
advantage lies in the exploitability of these attacks in power-
off conditions non-invasively which is a unique ability of TID
type radiation, allowing for potential circumvention of existing
countermeasures effective when the circuit is operational.

In the future, our aim will be to assess the actual threat of
this scenario in more realistic use cases and countermeasures,
as well as to propose possible solutions.
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Jessy Clédière, Pierre Lhuissier, 9897448 Emrick Beliard, and Jean-Luc
Rainard. Laboratory x-rays operando single bit attacks on flash memory
cells. In Vincent Grosso and Thomas Pöppelmann, editors, Smart Card
Research and Advanced Applications - 20th International Conference,
CARDIS 2021, volume 13173 of LNCS, pages 139–150. Springer, 2021.

[14] Paul Grandamme, Lilian Bossuet, and Jean-Max Dutertre. X-ray fault
injection in non-volatile memories on power off devices. In 2023 IEEE
Physical Assurance and Inspection of Electronics (PAINE), pages 1–7,
2023.

[15] J.W. Lee, Daihyun Lim, B. Gassend, G.E. Suh, M. van Dijk, and
S. Devadas. A technique to build a secret key in integrated circuits for
identification and authentication applications. In 2004 Symposium on
VLSI Circuits. Digest of Technical Papers (IEEE Cat. No.04CH37525),
pages 176–179, 2004.

[16] Blaise Gassend, Dwaine Clarke, Marten Van Dijk, and Srinivas Devadas.
Silicon physical random functions. In Proceedings of the 9th ACM
Conference on Computer and Communications Security, pages 148–160,
2002.

[17] Abdulaziz Al-Meer and Saif Al-Kuwari. Physical unclonable functions
(puf) for iot devices. ACM Comput. Surv., 55(14s), jul 2023.

[18] Huansheng Ning, Fadi Farha, Ata Ullah, and Lingfeng Mao. Physi-
cal unclonable function: Architectures, applications and challenges for
dependable security. IET Circuits, Devices & Systems, 14(4):407–424,
2020.

[19] Sudhanya P and P. Muthu Krishnammal. Study of different silicon phys-
ical unclonable functions. In 2016 International Conference on Wireless
Communications, Signal Processing and Networking(WiSPNET), pages
81–85, 2016.

[20] Abhranil Maiti and Patrick Schaumont. Improving the quality of a
physical unclonable function using configurable ring oscillators. In 2009
International Conference on Field Programmable Logic and Applica-
tions, pages 703–707, 2009.

[21] Hans Reisinger, Tibor Grasser, Karsten Ermisch, Heiko Nielen, Wolf-
gang Gustin, and Christian Schlünder. Understanding and modeling ac
bti. In 2011 International Reliability Physics Symposium, pages 6A.1.1–
6A.1.8, 2011.

[22] Hugh J. Barnaby, Michael L. McLain, Ivan Sanchez Esqueda, and
Xiao Jie Chen. Modeling ionizing radiation effects in solid state
materials and cmos devices. IEEE Transactions on Circuits and Systems
I: Regular Papers, 56(8):1870–1883, 2009.

[23] E.H. Neto, I. Ribeiro, M. Vieira, G. Wirth, and F.L. Kastensmidt. Using
bulk built-in current sensors to detect soft errors. IEEE Micro, 26(5):10–
18, 2006.

[24] Kohei Matsuda, Sho Tada, Makoto Nagata, Yuichi Komano, Yang Li,
Takeshi Sugawara, Mitsugu Iwamoto, Kazuo Ohta, Kazuo Sakiyama,
and Noriyuki Miura. An ic-level countermeasure against laser fault
injection attack by information leakage sensing based on laser-induced
opto-electric bulk current density. Japanese Journal of Applied Physics,
59(SG):SGGL02, feb 2020.

[25] David Spielmann, Ognjen Glamočanin, and Mirjana Stojilović. RDS:
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