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abstract

The evolution of the European Rail Traffic Management System (ERTMS) to level 3
enables increasing the capacity on the lines thanks to continuous supervision and
communication, moving block and virtual block. It relies on the autonomous position
and integrity information reported by the train to determine if it is safe to issue to
movement authority. The aim of our paper is to present a short preview of the train
integrity monitoring system and its safety challenges. A methodology to maintain
traceability of safety requirements to cover the hazards, identified from the system
functions, is proposed based on the standard EN 50126.
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1. Introduction

The existing railway signalling systems have been progressed to cover the customer
needs and to provide a safe system. The European railway contributors have defined
and evolved the standard European Rail Traffic Management System (ERTMS) to
improve the onboard and trackside subsystems to cope with the evolution of the
railway industry. The key motivation for the evolution from the ERTMS level 2 to level
3 is to find a solution that increases the capacity in the European railway networks in
a cost effective way and guarantees the safety. The ERTMS level 3 has an important
impact on the railway industry. It enables reducing rail infrastructure costs by
removing the trackside equipment, increasing the capacity, improving the reliability
and the punctuality (6). Itis a common aim raised by the railway stakeholders creating
the partnership project Shift2Rail to facilitate the cooperation and to define a road
map for different objectives. This project consists of five Innovation Programs (IPs)
that cover all the railway subsystems in order to provide demonstration activities
and dissemination of relevant results. Under the IP2 Advanced Traffic Management and
Control Systems, strategies are being set up in order to increase the functionalities of
the existing ERTMS. The ERTMS evolution to level 3 implies continuous supervision
of train speed and communication, moving block and virtual block. It uses radio
communication to pass the movement authorities to the train. It also utilizes the
autonomous position and integrity information reported by the train to determine
if it is safe to issue to movement authority as specified in (2). Consequently, there is
no need for fixed blocks nor trackside equipment (track circuit, axle encounters) for
train integrity monitoring and detection.

To answer this new challenges, the work package untitled On-board Train Integrity
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(OTI) of the X2Rail-2 project aims to design an autonomous OTI monitoring system
that must be compliant to a set of safety requirements. One of the main contribu-
tion of our project is to reach a safe OTL. The OTI main goal is to autonomously
verify the completeness of the train in operation. The OTI system must respect
safety requirements defined by the European Railways standard EN 50126 (3) and
the common safety method (1). It must implement requirements that permit the
achievement of the Safety Integrity Level SIL 4. The certification of a railway system
requires an important amount of work for safety demonstration. One of the high
recommended measure for SIL 4 systems is capturing safety requirement and main-
tain their traceability which is primordial for safety certification inspections (3). In
fact, performing traceability is establishing consistency among project artifacts of the
product life cycle. It also consists in providing evidence that the system specifications
and implementations address the identified hazards and their mitigations. Safety
requirements should be traced to architecture elements that are responsible for the
implementation of the measures preventing safety critical failures. A poor traceability
impacts the completeness and consistency of safety requirements.

In this paper, we start with defining the traceability activities and a brief review
of related works in section 2. A set of safety requirements must be considered in
the development of the OTI Monitoring System. For this purpose, we propose in
section 3 a set of steps to perform traceability of safety requirements over the design
flow according to the standard En 50126 (3). Section 4 is devoted for describing the
OTI monitoring system and its safety challenges. It also presents a preview of the
implementation of the traceability model. A conclusion and perspectives are given in
section 5.

2. Traceability and Related Work

Traceability is the ability to describe and follow the life cycle of a product artifact
as defined in (9). It is a technique to relate the produced data during the product
development cycle to ensure the completeness of the specification and to manage
changing requirements. The requirements are expressed by natural text. Graphical
notations like the Systems Modeling Language (SysML) (4) and the Goal Structuring
Notation (GSN) (10) are also used to obtain a structured view to represent the
requirements. Some other graphical approach have been produced independently
of SysML and GSN using a Conceptual Model of Traceability (11) or a Traceability
Information Model (TIM) (7).

The traceability is represented by two main concepts constituting a traceability model
(11):

e artifact: it is the identifiable units of data managed (used, modified, and/or
produced) throughout the product life cycle.

e trace:it is the traceability link that expresses the relationship between the
artifacts.

The main data categories provided from the product life-cycle according to (4) and
(11) are requirement, design/implementation, test case. The requirement, specified
from the system functions, is satisfied if it is fulfilled by a design element and an
implementation. A test case should verify if a requirement is satisfied. A requirement
could be decomposed into multiple requirements or derived from another require-
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ment in another abstraction level.

For safety Critical systems, many standards include a phase of risk analysis and
evaluation in the product life cycle (see (3)). A safety analysis produces specific type
of data such as hazards, faults that contribute to the hazards occurrence, and safety
requirements that mitigate these faults as explained in the work of (12). The study
of (12) analyzes traceability models for safety critical projects and establishes a list
of recommendations and a “typical” traceability model taking into account the safety
artifacts. However, this model does not take into account the refinements and the new
requirements that can be determined at the technical level.

Assuring the traceability between the functional and technical requirements and
safety analysis is essential in order to prepare safety cases. The standards recom-
mend to develop a well structured methodology to provide evidence that the system
specifications and implementation cover the identified hazard and their mitigations.
The authors in (10) uses the GSN in order to represent the safety concepts hierarchi-
cally. The basic elements of their graphical notation are safety goal (requirement),
solutions and strategies. The safety goal is decomposed into sub-goals. However,
no apportionment and decomposition process of safety requirements is represented
in their approach. The work of (11) proposes a conceptual model that encloses all
the levels of the development process. It starts from system concept development
to system installation. The set of artifacts defined in their model covers the system
functional analysis, architecture specification, system requirements, software and
hardware requirements which are the elements from the system development process.
From the safety assessment process, it includes objects such as hazards, mitigations,
safety requirements, safety integrity level (SIL), common cause failures. The model
of (11) can be adapted for safety requirements specification and traceability in our
work. Unfortunately, it does not give details about the decomposition process
of safety requirements and their apportionment to components level. The safety
requirements decomposition pattern developed by (7) covers the shortcomings of the
aforementioned traceability models. It specifies separately the safety requirements
and defines the associated architecture element that addresses them at functional and
technical level. It also represents a decomposition policy that consists in determining
the composite and atomic safety requirement by providing a refinement argument.
Our Traceability model is build on the models of (11), (12), (7) and (8) by maintaining
regulatory compliance to the standard EN 50126. Unlike the contribution of (7),
we present a justification to the existence of a safety requirement according to the
standard. Our approach represents a TIM that shows a view for safety requirements
management. It is independent from graphical approach like SysML or GSN. It also
sets a procedure for Safety requirements decomposition.

3. Traceability Information Model for Safety Requirements Management

The Traceability Information Model (TIM) is useful for information management in a
safety critical project. It is recommended to create a TIM early in a project to ensure
consistency throughout the system life-cycle and to specify traceability links manually
for “critical” requirements, i.e. safety related requirements. The relationships between
the artifacts, the change information in artifacts relationships for further impact
analysis and traceability maintenance, guarantee this consistency.

We propose the TIM of figure 1 according to these recommendations. This model
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gives an overview of the generated data, resulted from the product life-cycle and the
performed safety analysis, and the links that represent the relationship between them.
The data are represented by a rectangle in figure 1. An identifier ID and a description
are the main two properties of every artifact. The trace between the artifacts are
visualized as a line. Two types of traces or relationships are defined:

e The intra-traceability link depicts the traceability within a set of artifacts
belonging to the same family such as the “compose” and the “heritage” links.

o The inter-traceability trace represents the traceability among the different
artifacts.

Functional
Requirements
D
System Functi Description
U e Test Case Test Log
D
- 1D Status
Description "y erifyt . i N
Product Type "compose” verify" | pescription record
"is|identified from" l
Safety Relevant
"address" |Functional Requirements
ID
Functional Hazard DS
o ipti "derive"
Description e —
THR System Requirements
RAC
State D -
Product Type Safety Integrity Level Description
"judges| risk reduction against" = REqUiEmEnts
Functional Safety Description e
Mitigation Requirements derive
D D "derive"
gteastceriptiun "specified by" | pescription "compose” Interface Requirements
" ;i " 1D
IARAIEE 73 derive Description
Composite SIL
Functional Architecture Requirements
Element N . |ID I
5 address’ Description derive'
Description
_ "satisfy"
Technical Safety SW/HW Requirements
Requirements
D "address" 1D
e Description
Description
"identified from" "satisfy"
. Technical Hazard SW/HW Design SW/HW Implementation
"refine"
D o D) D
Description is identified from Description Description
THR "implement"
RAC
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E Artifact

__ 5 Trace

— Intra-traceability link: heritage

Fig. 1. Traceability Information Model

The first step consists in defining the system functions which become safety related
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functions whose failures affect the safety of the system by the phase of risk analysis
and evaluation. In the next step of the definition of the TIM, a list of hazards is
“identified from” the safety-related functions by performing a Preliminary Hazard
Analysis (PHA). A hazard probability level is also defined. The hazard state can
be open, deleted, solved, covered or closed, depending on the progress state of the
mitigation implementation to cover this hazard. The risk analysis and evaluation aim
to set a Tolerable Hazard Rate (THR) for every hazard that should be agreed with the
railway authority. To achieve an accepted risk level, a set of mitigations is defined to
reduce the risk severity or frequency. These mitigations should then be “specified” or
implemented by the functional safety requirements at the functional abstraction level.
If a mitigation is covered by a safety requirement, its state becomes “resolved” and
then “implemented”. It is considered “open” when it is not linked to any requirements
unless it is transferred to be implemented by another system.

The safety requirements, as represented in figure 1, are categorized as safety rele-
vant functional requirements if they are functional requirements that implement the
mitigations. A compound safety relevant functional requirement is decomposed into
sub-requirements that can be realized in the technical level. Thus, a set of system
and interface requirements and software and hardware requirements are derived to
implement the functional requirements. A design and an implementation code are
used to “satisfy” a requirement in the one hand. In the other hand, a test case, whose
result is recorded in a test log, is established to “verify” that the requirement is covered
and implemented (see figure 1).

To justify the existence of a safety requirement, unlike (7), our specification takes
into consideration the implementation of safety-related functions, safety-related as-
sumptions, the THR and the Tolerable Functional Failure Rate (TFFR) as quantitative
requirements, legal safety requirements, environmental conditions and a set of oper-
ational, organisational and maintenance rules. The SIL requirements are thus consid-
ered as functional safety requirements that associate qualitative measures to a range
of TFFR (3). A common causal analysis (CCA) is performed in this level using Fault
Tree Analysis (FTA) to apportion the SIL requirements based on the quantified targets
in terms of THR as recommended by the standard and detailed in (13). It consists
in assigning TFFR and SIL for functions by analysing the functional architecture and
allocating them to subsystems in the fifth phase of the product life-cycle. At the design
and implementation or technical level, safety tactics, such as software checking,
redundancy and barriers, are defined to be compliant to the Software/hardware
requirements. These requirements are obtained by the apportionment of integrity
to the components level: software and hardware integrity level. A technical hazard
analysis, related to the design and implementation solution, should be carried out
in this phase to refine the functional hazard analysis as depicted in figure 1. A
CCA is used to investigate the causes deriving from the technical solutions taking
into consideration environmental, functional, interface, hardware, software, human
factors and failure rates of the components. A set of technical safety requirements are
defined to address technical design and implementation of the system.

The proposed TIM of figure 1 is implemented in Excel in section 4 for the train
integrity monitoring system to show its relevance.
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4. On-board Train Integrity
4.1. System definition

The train integrity monitoring system is an essential component of the ERTMS level
3 architecture which must be performed safely. The train integrity monitoring system
supervises the status of the train tail by checking the coherence of the last wagon
movement. In fact, the last wagon must be regularly advancing with the head of
the train. The integrity status information must be transferred to the European Train
Control System Train Interface Unit (ETCS TIU) as shown in figure 2. The provided
integrity information has three possible values: confirmed, lost or unknown. The train
integrity monitoring system consists of the following modules as depicted in figure 2:

e OTI Slave (OTI-S): It is the tail OTI device. It determines the status of the
train tail and communicates it to the OTI Master.

e OTI Master (OTI-M): It is the head OTI device. It acquires the information of
train integrity status from the OTI-S and sends it to the ETCS TIU module.

e OTI Intermediate (OTI-I): It is the intermediate device optionally installed
along the vehicle.

e On-board Communication Network (OCN): It is the communication channel
for information exchanging between OTI monitoring system devices. It can
be wired or wireless and it is bidirectional between the OTI modules.

i

1

i

Onboard Communication Network OCN 1

Tail OTI Head OTI !
Device Devies _'_>| ETCS TIU

OTI-S OTI-M :

1

1

1

1

Train intergrity
Intermediate Intermediate Intermediate information
OTI Device OTI-I OTI Device OTI-I OTI Device OTI-I
(optional) (optional) (optional)

Fig. 2. System definition (5)

The type of the communication channel is a key characteristic to define the integrity
criteria and the three product types or classes. The first product class refers to train
with wired communication network where the integrity criteria is evaluated based on
the communication liveliness between an OTI Slave module located at train tail and
OTI Master module located in front cabin. The application domains of this type of
products are Inter-city High Speed, Regional, Urban and Sub-Urban, and Freight. The
second product class encompasses the trains with wireless communication channel
and the integrity is determined based on comparing kinematic data of train tail
and front cabin (e.g. position, speed, acceleration). Product class three is designed
to enhance safety in train length and composition determination by installing OTI
devices in every wagon. The freight train is the main application of the last two
product classes.

The train integrity monitoring system is used to safely detect the train interruption
and mainly for two functional scenarios: train joining and splitting. Moreover, the
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OTI modules should perform basic functionalities before starting any of the afore-
mentioned scenarios. The OTI slave and master functional modules shall safely carry
out the mastership, inauguration and monitoring phases. The mastership consists in
identifying the OTI module role (e.g. master or slave). The inauguration phase aims
at identifying the OTI modules connected to the OCN where the OTI-M shall send
identification request messages to all OTI Slave modules. The OTI-M shall activate a
pairing procedure with OTI Slave module located at train tail. Finally, the monitoring
phase objective is to perform train integrity monitoring where the OTI-M shall receive
train tail status from OTI-S. The results of the qualitative risk analysis detailed in (5)
show that OTI-M module, OTI-S module and the OCN of figure 2 shall be SIL 4.

4.2. TIM implementation

In Safety related project, generating trace queries or trace slices permit to visualize
the hazard and its related artifacts. Visualizing the trace slices is an important
safety related task and helps to understand how a hazard has been mitigated from
a regulator point of view. The TIM of figure 1 is implemented using Excel. A part
of the implementation is shown in figure 3. For every identified hazard, a list of
its properties are enumerated. Two fields are added to realise the traceability link
between the functional hazard and the mitigations in the one hand and between the
functional and the technical hazards in the other hand. The mitigation OTI_MIT 017,
highlighted in red, has the state open because no safety functional requirements are
specified to implement this mitigation. The Risk Acceptance Principle (RAP) shall be
carried out if the risk is not acceptable. The three risk acceptance principles are: Code
of Practice (CoP), Similar Reference System, Explicit Risk Estimation (ERE). In case of
Explicit Risk Estimation, one of the following Risk Acceptance Criteria (RAC) must be
defined to establish the acceptability of the risk: As Low As Reasonably Practicable
(ALARP), Globalement Au Moins Equivalent (GAME) and Minimum Endogenous
Mortality (MEM). The field Notes is used to add any comments. The Product type field
specifies the applicability of the hazard for the product class.

This Excel sheet must be completed until filling all the gaps to cover all the hazards
identified in the functional level.

Mitigation State(covered by
Hazard ID Description ID(judges risk a safety related THR Risk Acceptance Principle Technical hazard Notes Product Type
reduction against) |requirement)
OTI MIT 003 [J Code of Practice
The ERTMS/ETCS On-board  |o7i_ miT 006 (to be defined (] Similar Reference System
equipment racsives OTI_MIT_009 ves accordingto - ] Explicit Risk Estimation (to be defined)
inappropriate Train Integrity OTI MIT 010 standard EN [] ALARP
Confirmation (incorrect or earlier |1 miT_o16 50126) [J GAME
OTI_HZ_002_|information) [JMEM
OTI_MIT_001
OTI_MIT_002 [] Code of Practice
OTI Slave is not installed on the [OTI_MIT_004 (to be defined [m] Simi.la.r R?feren.ce SYstem
last car/waggon but it localizes ~ |OTI_MIT_005 according to [ Explicit Risk Estimation
itself on the last waggon/car or ~ |OTI_MIT_010 standard EN [J ALARP (to be defined)
the OTI Master receives an OTI_MIT_017 50126) [J GAME
incorrect identification message |OTI_MIT_019 0 MEM
from OTI Slave ("TAIL" instead of [OTI_MIT_022
OTI_HZ_003 ["Non TAIL") OTI_MIT_023

Fig. 3. Traceability view hazards
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5. Conclusion

The train integrity monitoring system is an important part of the realization of the
ERTMS level 3. It must be comply with safety targets. This requirement implies a set
of constraints and approaches to be considered. Traceability of safety requirements
starts from the specification of safety related functions to the validation step. These
requirements should be implemented, tested and validated. The proposed TIM is
build on the inter/intra-traceability approach to guarantee the consistency in accor-
dance with the standard EN 50126. The TIM covers the data that should be taken into
consideration as recommended in the standard. It maintains the links between the
data in order to show the achievement of the implementation of safety requirements.
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