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Abstract

This paper addresses the problem of active diagnosis in Timed Event
Graphs for the localization of time failures. Active diagnosis is the pro-
cess of controlling the system in order to refine a previous diagnosis. A
first algorithm is proposed which sets up a multi-input control policy
that ensures that the system’s observable response is informative enough
to identify the source of the delay more precisely, with an analysis of the
propagation paths through the TEG. A second algorithm extends the first
one to improve the performance of the localization by adding a specific
method to analyze the effect of circuits when a time failure propagates.

Keywords : Model-based diagnosis, Active diagnosis, Time failure local-
ization, Timed event graph, (Max,+) algebra, Control.

1 Introduction

This paper introduces the active diagnosis problem in Timed Event Graphs.
Timed Event Graphs (TEGs) are a subclass of timed Petri nets which can be
represented in a (max,+)-algebraic linear system ([1]). They are characterized
by the fact that each place has precisely one upstream and one downstream
transition and all arcs have weight 1. This paper specifically addresses non-
autonomous TEGs that contain environmental inputs and outputs. Such TEGs
are well suited to model timed discrete event systems with synchronization and
delay phenomena for manufacturing, logistics and transportation systems, dig-
ital twins, communication networks, embedded microcontrollers, etc. This for-
malism has its own theory of control ([17, 8, 22]) and more recently some con-
tributions to failure diagnosis have also been developed ([20, 14, 19, 13]). In
particular, in [20] and [13], the first step of a diagnosis task consists in detecting
time failures (unexpected delays associated with some places of the TEG) by



measuring the inputs and the outputs of the system and analyzing through the
use of indicators. Based on this detection, the second task is to localize the
place that actually holds the unexpected delay ([14, 13]). As only the inputs
and outputs of the TEG can be measured, the localization of the place within
the TEG can be very uncertain and the effective result of the diagnosis can be
rather poor.

The motivation of this paper is to improve the precision of the diagnosis
by applying an active diagnosis method on the system, refining previous, very
uncertain diagnosis results. The idea consists in combining the previous control
and diagnosis theories to provide a better localization of the time failure. Active
diagnosis is indeed the problem of setting up and applying a control policy on
the system that ensures that the system’s observable response is informative
enough to better identify the source of any previously detected malfunctions.
Once a failure has been detected at operating time, an active diagnosis session
is opened on the system ([5]) to ensure the algorithm has full control to actively
perform the diagnosis (offline method) and identify the source of the failure
within the system.

The paper is organized as follows. Section 2 details the related work. Sec-
tion 3 then recalls the theoretical background of timed event graphs and their
representation as (max,+)-linear systems. Section 4 introduces the active diag-
nosis problem investigated in the paper. A first algorithm for the localization
of a time failure in TEGs is then fully detailed in Section 5. It relies on the
algorithm CAMI (Control Algorithm for Multiple Inputs), which synthesizes a
set of controlled inputs that aim at improving the localization of the time fail-
ure by suspecting a subset of paths along the TEG. The proposed method is
proved to be sound and is generally more precise than the passive localization
of [14, 13] by providing a smaller set of candidate places that could hold the
time failure. Then, Section 6 proposes an extension of the previous algorithm
whose objective is to focus on the discrimination of candidate places involved
in the circuits of the TEG, and which improves the localization precision of
the first method. By combining a specific analysis of circuits with the previous
algorithm, an extended and more optimal version of CAMI is proposed, called
CAMIC (Control Algorithm for Multiple Inputs and Circuits). Finally, the
global localization algorithm, called ATFLAT (Active Time Failure Localiza-
tion Algorithm for TEGs) uses the CAMIC control strategy to solve the active
localization problem. ATFLAT is proved to be sound and is generally more ac-
curate than the localization algorithm proposed in Section 5. Section 7 finally
concludes and gives some perspectives.

2 Related work

Active diagnosis is the process of applying a set of actions, such as tests and
controls, on a system in order to monitor its observable responses and then get
or refine a fault diagnosis of the system [24].

In the context of discrete event systems, most of the contributions investi-



gate the active diagnosis problem for untimed autonomous discrete event sys-
tems. In [21], the system is partially observable and some events are assumed
to be controllable so they can be avoided. In this context, the active diagnosis
problem consists in designing a controller over the system to ensure that if the
system becomes faulty, its behavior provides enough observable information to
decide with certainty that the system is faulty. The work of [4] extends this
framework of active diagnosis by introducing modalities for actions and states
and a new capability for the controller, namely observing that the system is
quiescent. The paper [11] then introduces parameterized active diagnosis and
proposes as solutions, a set of optimal controllers with respect to a given delay
for responses. In [25], another framework is proposed where the available set of
possible actions over the system is restricted to the activation and deactivation,
at operating time, of sensors that record some events of the system. The active
diagnosis problem then consists in selecting the best strategy to perform an
active acquisition of information by choosing which sensors to activate based on
the previous readings of the system. The work of [12] introduces the problem of
pervasive diagnosis on systems that run production plans. Pervasive diagnosis
aims at designing production plans that, once applied on the system, maximize
the observable information required for the monitoring of the health of the sys-
tem’s components. In [5], an active diagnoser is defined which monitors the
behavior of the system online. Based on this diagnoser and its current health
estimation, an active diagnosis session can be opened. In such a session, a plan-
ning problem can be drawn as finding a conditional plan of admissible actions
whose goal is to lead the system into having a diagnosable behavior. For the
active diagnoser to always be effective, the underlying system must be actively
diagnosable. In [3] the active diagnosis problem introduced in [21] is extended
to stochastic DES. In this context the objective is to define a policy that leads
the system to a set of trajectories where the probability of fault ambiguity is
null.

Active diagnosis has also been investigated in continuous and hybrid sys-
tems. For instance, the work of [23] designs an active detector over discrete-time
stochastic systems, following a closed loop information processing strategy. Its
design is formulated as an optimization problem, similar to the optimal stochas-
tic control problem. More recently, [10] proposes an active diagnosis method
for incipient faults in such systems. Active diagnosis has also been investigated
in switched systems ([26]) based on an event-based diagnoser and a testing pro-
cedure. The work of [15] considers the design of an input signal for minimizing
the time and energy required to detect and isolate faults in the outputs of a
system. Here, the faults are represented by discrete switches between affine
models with bounded disturbances and bounded measurement errors. Finally,
the active diagnosis problem has also been addressed in hybrid systems. For
instance in [2], the active diagnoser that is set up results from the discretiza-
tion of the underlying system and its observable measurements, and from the
computation of an active diagnoser similar to the one proposed in [5]. More
recently, such a technique has been applied for the active diagnosis of on-board
control procedures in satellites [6].



This paper addresses the active diagnosis problem for the localization of time
shift failures in non-autonomous timed event graphs that has been introduced
in our seminal work [27]. As opposed to previous work on active diagnosis,
here the set of applied actions or policies has to take into account the notion of
time and delays in order to properly generate discriminative timed observable
responses. The proposed solution relies on the (max,+) framework proposed
in [20, 14], which solves the localization problem in a passive way.

3 Timed event graph models of (max,+)-linear
systems

3.1 Timed event graphs

The set of Timed Event Graphs (TEGs for short) is a subclass of timed Petri nets
in which each place has exactly one upstream and one downstream transition
and for which arcs have weight one (see Fig. 1).

Definition 1 (Timed event graph). A timed event graph G is a 5-tuple
G=(P,T,A My, HT)
such that
e P is a finite set of nodes called places;
e T is a finite set of nodes called transitions;
e PNT =9;

A C (P xT)U(T x P) is the set of arcs so that Vp € P,|{(p,t),t €
TYNAl =1 and [{(t,p),t € T} NA| =1;

e My : P — N is the initial marking;

o HT : P — N is the holding time for a token in each place.

As for any type of Petri nets, the preset of a node n, denoted pre(n), is the
set of nodes

pre(n) ={n' € PUT,(n',n) € A}, (1)
and the postset of a node n, denoted post(n), is the set of nodes
post(n) = {n’ € PUT, (n,n') € A}. (2)

By Definition of a TEG, it follows that Vp € P, |pre(p)| = 1 and |post(p)| = 1.
An input transition t € T is a transition such that pre(t) = @, an output transi-
tion t € T is a transition such that post(t) = @. The set of input transitions of
TEG G is denoted U, its set of output transitions is denoted ) and the set of in-
ternal transitions is denoted X = 7\ (YUU). An input transition is denoted u;,
i€ {l,...,|U4|}. An output transition is denoted y;, i € {1,...,]|Y|}. An inter-
nal transition is denoted x;, i € {1,...,|X|}. A synchronization is a transition
t that is directly downstream of two or more different places, i.e. |pre(t)| > 2.



Assumption 1 (Non-autonomous TEG). Through this paper, timed event graphs
are not autonomous, i.e.:

UF D and ) # O.

Example 1. Figure 1 presents such a non-autonomous TEG. It is composed of
17 places P = {p1,...,p17}. The holding time of each place is printed on the
top of the place unless the holding time is 0 (i.e. HT (p15) = 1 and HT (p1) =
0). It is composed of four input transitions U = {uj,us,us,uys}, three output
transitions Y = {y1,y2,y3} and siz internal transitions X = {x1,...,x¢}. In
this example, every internal transition except x3 is a synchronization.

Figure 1: Non-autonomous timed event graph with four input transitions and
three output transitions.

A marking M is a function M : P — N that maps each place p to the number
of tokens M (p) present in the place. The initial marking M, is the marking of
the TEG at the initial time.

Example 2. In Fig. 1, the initial marking My is such thatVp € {pi12,p15, P17}, Mo(p) =
2, ¥p € {p14,D16}, Mo(p) = 3, and My(p) = 0 otherwise.

A transition t € 7T is said to be enabled in a marking M if and only if Vp €
pre(t), M(p) > 1. Input transitions are always de facto enabled (pre(u) = @).
At the time a transition t is fired the current marking M of the TEG is modified
to become marking M’ defined as follows:

e if p € pre(t) \ post(t) then M'(p) = M(p) — 1,
e if p € post(t) \ pre(t) then M'(p) = M(p) + 1,



e otherwise M’(p) = M(p).

The firing dates of a transition in a TEG rely on the fact that each place
p € P is associated with a holding time H7 (p) € N that is the minimal time
duration for a token to stay in place p. Two cases hold:

1. if a token e is already in place p at initial time, its associated holding time
in place p is ht(p,e) = 0;

2. otherwise the holding time of a token e in place p is ht(p, ) = HT (p).

Let t be either an internal or an output transition, the transition is fired
at the earliest date dy after it is enabled and the holding time of the tokens
in each place of the preset has passed. Formally, suppose pre(t) = {p;,i €
{1,...,|pre(t)[}}, let o be the m" token that comes in place p;, let d* be
the date token e comes in the place p; (d* = 0 if o is present at the initial
time), the m'" fire of transition t is therefore at date dy:

df = mampzepre(t)({d;n + ht(piv .;n)}) (3)

Regarding the input transitions, they represent the occurrence of events from
the environment, so they can be fired at any time.

Example 3. In Fig. 1, only input transitions are enabled in marking My. As
an example, if transition vy fires at time 0 then the new marking My is such
that M1 (ps) =1 and My (p17) = 2 which enables x5. This latter transition then
necessarily fires at time 1 as well as transition y3. Note that, as My(p17) = 2,
the holding time of place p17 has an influence only after the second fire of x5.

Path and Circuits

Definition 2 (Path/Elementary Path). Let n,n’ € PUT be two nodes of a
TEG G, a path from node n to node 1’ is a sequence of nodes ™ = ny ...ny such
that:

1. n=ny,n =n, k>2;
2. Vi € {1,...,]€—1},(1’1¢,Hi+1) e A

Moreover, such a path is elementary if the following condition also holds
VZ,] € {1,,k},z7é]:>nl #H]‘.

A node n belonging to a path or an elementary path 7 is denoted by n € .
The set of paths from n to n’ is denoted II(n,n’) and the set of elementary
paths from n to n’ is denoted Ilg¢(n,n’). Symbol < (resp. ~) denotes a binary
relation over (P U 7)? such that n < n’ (resp. n ~» n’) means that there is an
elementary path (resp. path) from n to n’ in G: ie. n = n’ & Ig(n,n') # @
and n ~ n’ < II(n,n') # &. Pg(w) will denote the set of places involved in the
elementary path 7:



Pe(m)={nen}nP. (4)

By extension, n < n’ denotes any elementary path from Ilg(n,n’) and n ~
n’ denotes any path from II(n,n’).

Example 4. In the TEG of Fig. 1, the sequence u1p1X1p15X1Ps S a path (g ~>
p3 holds) but it is not elementary. An elementary path between u; and ps is
u1p1x1p3 (U1 <= ps holds, Ps(uipixips) = {p1,ps}). There is no elementary
path (so no path) between places p1 and pa (P1 ¥+ P2 = D1 7~ D2).

A circuit o is a path from a node n to itself (¢ € II(n,n)). An elementary
circuit og is a sequence of nodes nj...n; composed of an elementary path
ny...ng_1 such that n; = ng and nx_y € pre(ng). The set of elementary
circuits is therefore:

Ce = {on,o € Tlg(n,n’), (n,n') € (PUT)? and n’ € pre(n)}. (5)

Notation Pg is extended to elementary circuits as follows: Vo € Cg,Pg(0) =
{neoinP.

Example 5. For instance, in Fig. 1, the sequence XapsX3P13XeP14XeP12X2 char-
acterizes a circuit, but it is not elementary. However, circuit XopsX3p13XeP12X2
is elementary and Pg(X2psX3P13XeP12X2) = {Ps5, P13, P12} -

Definition 3 (Structural observability [13, 16]). A TEG is structurally ob-
servable if, from every internal transition x, there exists a path to at least one
output transition y:

Vx € X,y € Y, x ~ y. (6)

Assumption 2 (Structural observability). All along this paper, timed event
graphs are structurally observable.

Structural observability ensures that for every internal transition x, there
is at least one output transition y whose sequence of fires may be impacted
by x. From a diagnosis viewpoint, if only output transitions are measurable
(see Section 4.1), the localization of a time failure in a place in any path from
transition x would be irrelevant if structural observability does not hold for x.
The TEG represented in Fig. 1 is visibly structurally observable.

3.2 Dioids and residuation theories

3.2.1 Dioids

The dioid theory is the mathematical framework for modeling timed event
graphs as (max,+)-linear systems. This section briefly recalls some results,
more details can be found in [1].

Definition 4 (Dioid). A dioid is a set D equipped with two binary operations
denoted & (addition) and ® (multiplication) such that:



1. @ is associative and commutative;

2. ® is associative;

o

® 1is left/right distributive with respect to @ (c® (aBb) =cRaBc®Rb
and (a®b)®c=aRcdbRc);

D has a zero element ¢ (Va € D:a@e =a);

4
5. € is an absorbing element for ® (Va€D:a®e=c®a=c¢);
6. D has an identity element e (Va € D:a®e=e®a=a);

7.

@ is idempotent (Va € D:a®a=a).

Moreover, if ® is commutative (¢ ®b = b®a) then the dioid is commutative.
A dioid (D, ®, ®) is complete if it is closed for infinite sums ( EB:;OS a; € D with
a; € D,i > 0) and left/right distributivity of ® with respect to @ holds for
infinite sums (b® @ a; = BLS 0@ ai), (B a) @b =@ (0 @b)).

Example 6. As an example, consider the set Zpmay = Z U {—oo,—l—oo}, then
(Zipaw, max, +) is a commutative dioid with @ being the max operator and ®
being the classical addition +. Moreover, ez = —o0 and ez = 0. Another
example is the commutative dioid (B, or,and) = (B, ®g, ®g), that is the Boolean
set B ={0,1} equipped with the logical or as the addition & and the logical and
as the multiplication @ with the zero element eg = 0 and the identity element
B = 1. Both dioids are complete.

The definition of & induces a partial order > in the dioid (D, &, ®):
Va,beD,a=b<a=adb. (7)

A function f : D — D is isotone if Va,b € D,a = b= f(a) = f(b). In the
following, for the sake of simplicity, products like a ® b are simply denoted ab.
One important result in the dioid theory proposes a way to solve the equation
ar ®b = z. Let a € D, we denote a® = e and Vi € N\ {0},a’ = aa’~!. The
isotone Kleene star operator a* is then defined as a* = @, a’.

Theorem 1 (Solution of ax &b = z [1]). Let (D,®,®) be a complete dioid, the
least solution of ax ® b = x is x = a*b.

Finally, note that addition & and multiplication ® can be extended to ma-
trices with entries in a dioid (D, ®,®). By extension, for a matrix M € D"*",
matrix M* = @,., M

3.2.2 Residuation theory

The mapping R, : * — = ® a induced by the operator ® on a dioid is not
invertible. However, a pseudo-inverse operator can be defined based on the
residuation theory, briefly described here below.

Let f : D — C be an isotone mapping between two complete dioids D and
C.



Definition 5 (Residuated mapping). Mapping f is residuated if for every b €
C, there exists a greatest solution for equation f(x) < b. This greatest solution

is denoted
= @ =

€D, f(x)=b

If mapping f is residuated, then mapping f* : C — D is called the residual
of f. Moreover, f* is the unique isotone mapping such that f o f# < Idc and
fto f > Idp where Ide and Idp are respectively the identity mappings on C
and D.

Mapping R, : D — D over a dioid D is such a residuated mapping and its
residual is

R (D) = @ x = bda. (8)

z€D,xa=xb

Operator ¢ means that bfa is the greatest solution to inequality © ® a < b.

3.3  Dioid M%[y, d]

Timed event graphs can be modeled as (max, +)-linear systems using the dioid
M&Z[~y,0]. This dioid is defined as a quotient of the set B[, d] of formal power
series s in two commutative variables v and ¢ with exponents in Z (series of
monomials of type 7"4%) and coefficients in B = {ep, eg} denoted as follows:

s = @ c(n,t)y"8" with ¢ : 2% — B. 9)
(n,t)€Z?

Let s; = @ ,0ez2 ci(n, t)y"0" € B[y,d], i € {1,2} denote any couple of
series, addition & is then defined as:

51 P s = @ (c1(n,t) @ ca(n,t))y"6"
(n,t)ez?

and multiplication ® is defined as:

51 ® 8y = @ c(n, t)y"6" with c(n,t) = @ c1(n1,t1) ®p ca(na, ta).
(n,t)eZ? n:mEnz
t=t1+12
Endowed with addition @ and multiplication ®, B[y, d] is a complete com-
mutative dioid. The zero element of B[y,d] is € = ®(n,t)622 epy™dt and its
identity element is e = epy°6° @ ®(n,t)622\{0,0}) epy™dt. As ep stands for the
absence of a monomial in the series and ep stands for its presence, series of
B[, d] can be simply denoted:

s= @ 7"t with ¢ : Z2 — B. (10)

(n,t)EZ? c(n,t)=ep



Example 7. For instance, the identity element of B[y, d] is denoted e = °8°.
Graphically, a series of By, ] characterizes a collection of points of coordinates
(n,t) € Z? with v as horizontal axis and § as vertical azis. For instance, series
51 = e ® 061 @ 4263 @ 4362 @ 4*6° is graphically represented in Fig. 2 as a
collection of five points (represented as 8 black squares and 2 black circles).

Definition 6 (Dioid M%*[v,d],®,®). Dioid (M%[~,d], D, ®) is the quotient
of dioid (B[, 9], ®, ®) induced by the following congruence relation =:

Vs1,52 € B[y, 0], 51 = s & 7" (67) s1 = 7 (671) s (11)

An element of M7 [v,d] is an equivalent class [s],«5-1)« gathering all the
series of B[y, d] that are equivalent modulo *(67%)*. The zero element in
MGZ[y,0] is the class [e],«(5-1)» and the identity element in M7 [y,d] is the
class [e]y«(5-1)-. Any series s of B[y, ] is a representation of class [s],«5-1)«.

Example 8. Consider the series s1 from the previous example, it represents
the class [s1]y«(5-1y«. This class gathers an infinite set of points, some of which
are represented by black squares, black circles and gray circles in Fig. 2. This
class can also be represented by a set of lines that delimit the set of points that
belong to the class of s1 in MZ*[v,d].

Figure 2: Graphical representation of the class [s1],+5-1 € M§¥[v,0] whose
minimal representation is 728! @ 7282 @ 4*8°.

For the sake of simplicity through the rest of the paper, the expression
s € M&[v,d] will denote without ambiguity the class in M%*[v,d] which
is represented by series s from B[y,d]. It follows for instance that ¢ and e
represent the zero element and the identity element in MZ*[y, ] respectively
(e € M%*[v,8],e € M%[~,d]). For s,s" € M%[~,d], the expression s = s’

denotes that the class of s is equal to the class of s’ in M%7 [~, ] (which means

s = s’ in B[y,d]). Then, by definition of M2*[y, d], the following computation

10



rules hold:

ynét ® ,yn'(st — ,ymin(n,n')(st (12)
"Yn(st ® ,_yné‘t' _ ,yn(;maz(t,t') (13)
6 g &

Among the set of representations of a class of M%*[~,d], there are two
particular representations, namely the minimal and the maximal representation.

Definition 7 (Minimal/Maximal representation). The minimal representation
of a class of M*[v,0] is a series:

Smin = @ ’ynét

(n,t)€Js,,, .., CZ?
where Jg, . is a set such that ¥(n,t) € Js, . ,B(n',t) € Js,,.,n < n and
B(n,t') € Jg,,,.,t' >t. The corresponding maximal representation 4s:
Smazx = @ ,yn(st
(n,t)€Js 00 CL2
such that Js,, .. = {(n,t) € Z*,3(n',t), (n,t') € Js,,.,,n>n' and t < t'}.

Example 9. Back to Fig. 2, the minimal representation is $imin = 7’01 @
~283 @ 465 which corresponds to the collection of black squares. The mazimal
representation then explicitly enumerates the complete collection of points asso-

ciated with the represented class: $1,maz = @(n £),n>0,t<1 'y”cVEB@(n ) n>2,4<3 )

D nzai<s 7"

Finally, in the following, 767> denotes the element of M%*[v,d] whose
maximal representation is defined as:

,yn5+oo — @ ,ynét (15)

(n' t)EZ2,n'>n,teZ

3.4 Time shift function

One other interesting representation of a series s € M%*[y, d] is its dater func-
tion D;.

Definition 8 (Dater function). Let s € M%*[y,0] and Smaz be its mazimal
representation, the dater function of s is the non-decreasing function denoted
Dy : Z — 7 such that

Ds(n) = max({t,(n,t) € Js,,...}) with Spmaz = @ A6t

(n,t)EJspqe CZ?

Example 10. Figure 3 graphically represents the dater function D of the
series 51 = Y90t @ 7263 © 410° (see Fig. 2).

11
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Figure 3: Graphical representation of the dater function of s; = 76 @ 263 @
165 Dy, (0) = 1,Ds, (1) = 1,Dg, (2) = 3, ...

The dater function can be used as a way to compare series.

Definition 9 (Time shift function). Let s, € M&*[v,d] and let Dy and Dy
be their respective dater functions. The time shift function between s and s is:

7;3’ L — Z
Ts,st (n) = Dy (n) — Dy(n).

T..o (resp. Tss) denotes the lower bound (resp. upper bound) of Ty« (Fig.
4):

Is,s’ = minnEZ(lr‘;,s’ (n)); Ts,s’ = maanZ(’];,s’(n))

As formally detailed in the following theorem, the lower bound and the upper
bound of the time shift function 75 s can be obtained by computing the value
of a dater function on the couple of residuals s'¢s and s¢s’.

Theorem 2 ([16]). Let s, s’ € M&[y, 4], the time shift function Ts o is bounded
as follows:

Vn € Z, T,y =Dyys(0) < Too(n) < —Dyye (0) = T o (16)

3.5 Timed event graphs as (max,+)-linear systems

The complete dioid M%¥[~,d] aims at modeling timed sequences of events.
Indeed, series in M [v,d] are non-decreasing and can be used to represent
the accumulation of event occurrences over time. It follows that series from
M2%[~, 8] can represent a firing sequence of a given transition in a timed event
graph, also called an event flow or an event trajectory. A monomial v"*§" in such
a series is interpreted as the (n 4 1)** event (i.e. transition fire) that occurs at
the earliest time t. A monomial 4"67>° in the series then represents the fact
that the trajectory describes a finite number n of events, as the (n + 1) event
never happens.

12



Figure 4: Time shift function between s; = 7%6' ©~%6° ©~4*0°) and 55 = 1°6° @
7563@’7654: Isl,sQ = DS2 (4) 7DS1 (4) =2-5= -3, 7-51732 = DS2(1) 7D51 (1) =
2—-1=1.

Let u; € U be an input transition of a TEG G, the event flow associated
with this transition is denoted u; € M&[y,8]. Then U = [uy,...,up]" €
My, 64! denotes the input vector of G. Similarly, the event flow of an
internal transition x; € X’ (resp. an output transition y; € )) is denoted as
a series ¥; € M2[v,8] (resp. y; € M&T[v,8]). Vector X = [z1,..., 22"
is the corresponding state vector of G and vector Y = [y, ... ,yM]T is the
corresponding output vector of G. X and Y are defined by the following state
representation system:

(17)

X =AX&@BU
Y =CX

where matrices A, B, C are such that A € M&? [[7,5]]|X‘2, B € M&[y, o]1*<1ul
and C' € M2 [y, 5]PVIxI¥I.
By applying Theorem 1, a direct relation between Y and U can be obtained:

Y = HU with H = CA*B. (18)

Matrix H € M3 [y, ]Y1*1Ul is called the transfer matriz.

Example 11. Back to the TEG of Fig. 1, its state representation is therefore
characterized by matrices A € M%[v,8]8%¢, B € M%[v,5]5*4,C € M [y, 5]3*C.
For instance the element A1 of matriz A is Ay = ~O8T which means that the
nt" fire of xo is at least 1 time unit after the n'™ fire of x1 while the element
As g of matriz A is Ase = v20% which means that the nth fire of x5 is at least
2 time units after the n'" — 2 fire of x¢. Finally, any element like Ay is as-

signed with € as pre(x4) N post(xe) = . Matriz B involves input transitions,
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so for instance Bs 4 = ~041 (between input uy and transition x5) and Bg 4 = €.
Similarly, Matriz C involves output transitions (C13 = 7°6°, C32 = ¢,...).
The transfer matriz then is a matrizv H € M&2[v,5]>**. For instance, element
Hi =70 (v262)* rules the fires of output y1 with respect to input uy; the full
transfer matriz is detailed in Section 6.3 by Equation (32).

Finally, the next property trivially follows from Equation (18):

Proposition 3. Let u; € U,y; € YV, a path u; ~ y; exists if and only if the
transfer function H is such that H;; # €.

4 Active diagnosis of a TEG: tools and assump-
tions

Active diagnosis is the generic problem of setting up and applying an action plan
or a control policy on the system in order to monitor its observable response
and refine a previous diagnosis. The success of an active diagnosis process relies
on the synthesis of action plans or control policies that, once applied, ensure
that the observable response is discriminative enough and leads to the pruning
of diagnostic candidates that were determined by a previous diagnosis stage. In
this paper, we address the problem of active diagnosis of time failures in systems
modeled as timed event graphs. The objective is to synthesize a sequence of
controls to finally better localize the origin of the time failure within the sys-
tem. The effective application of this sequence of controls and the analysis of
their respective observable responses with the help of health indicators is called
an active diagnosis session [5]. To design such an active diagnosis session, two
subtasks are necessary: the control task in charge of synthesizing and apply-
ing a control sequence and the diagnosis task that is in charge of monitoring
the observable response and determining the new set of potential time failure
sources. Subsection 4.1 formally describes the diagnosis task that is used by the
proposed active diagnosis method. This task is based on a set of time failure
indicators defined in [20, 14] over a (max,+)-linear system that are designed for
the detection and localization of such failures. Note that it is nonetheless possi-
ble to use other time failure indicators such as the ones of [18] or any other time
failure indicators as long as they are sound. Then, Subsection 4.2 briefly recalls
the control theory in (max,+)-linear systems that is used all along this paper
for the implementation of the control task. Subsection 4.3 introduces the active
diagnosis problem investigated in this paper and details the global assumptions
required by the proposed method.

4.1 Diagnosis of time failures in TEGs

All along this paper, we consider that the behavior of the supervised underlying
system is modeled as a timed event graph G = (P, T, A, My, HT) which has at
least one input transition (U # &) and one output transition (Y # &). A tran-
sition t € T is said to be measurable if the date of every fire of the transition t is
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known by the supervisor in charge of performing an active diagnosis session. In
this paper, we consider that the system is partially measurable. More precisely,
only input and output transitions are measurable: i.e. the timed sequence of
fires of an input transition u; € U (resp. an output transition y; € ) is known
by the supervisor at any operating time; in other words, its corresponding series
u; (resp. ;) is known. This is not the case of internal transitions (X'), whose
information on events is considered to be unavailable to the supervisor.

4.1.1 Time failures

The purpose that is addressed is to improve the way of localizing the origin
of a time failure within a partially observable system G. A time failure is a
phenomenon that occurs on a system processing resources and which produces
a delay. For instance, in an automated assembly line, a machine tool may work
in a degraded mode and operate with unexpected delays. A resource can also
be a transport resource impacted by delays from the environment to go from a
site A to a site B, etc. In the context of systems modeled as TEGs, a resource is
modeled by a place p € P and its processing duration is modeled by the duration
d =HT(p). In this setting, a time failure is formally defined as follows.

Definition 10 (Time failure). A time failure held by a place p € P whose
normal duration is d = HT (p), is a relative delay 6 € N\ {0} so that the real
duration associated with p is d + 6 € Nt.

Assumption 3 (Permanent time failure). All along this paper, only permanent
time failures are considered, i.e. HT (p)+ 6 holds at any time within the system
g.

Assumption 3 states that the effect of a time failure is permanent on the
holding time in the involved place p and has an effect on any token reaching
and then waiting in that place p.

Proposition 4. Let H be the normal transfer function of a system with normal
output Y = HU, if the system holds a set of permanent time shift failures then
there exists a transfer function H' such that

1. Y = H'U is the real output of the system;
2. H = H.

Proof. Firstly, let us prove the result for the presence of a single time failure held
on place py € P with a duration 8 > 0. Let G = (P, T, A, My, HT) be the TEG
of the system and H = CA*B with A, B, C as defined in Equation (17). As it
is permanent, it is possible to design the TEG G’ = (P, T, A, My, HT') of the
failing system by simply replacing the holding time pg: HT (ps) = HT (ps)+6
and Vp € P\ {ps}, T (p) = HT (p). Let H' be the transfer function of G’, it
follows that Y = H'U.
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1. Suppose first that post(ps) = {yr} € V. As H = CA*B, it follows that
there exists C’ such that H' = C'A*B with A, B,C’ being the matrices
in the state representation of TEG G'. It follows y; = @Lill C}lxl By
construction of G’ and G, if Cy; = ¢, then C’}i = ¢, otherwise, Cy; =
yigtii and Cf, = Ansi§trit0 . Now remark that yi6ti @ ymrigtritd =
yrsigmaen(trityitt) — amrigtsit? it follows that C’}-i = Cy; and C" = C.
Finally, H = H.

2. Now suppose pre(py) = {ur} C U. Let {x¢} = post(py) C X. It follows
that z; = @g‘l Apiz; @ @Lzﬂ B}iui. By construction of G’ and G, if
By; = ¢, then B}, = ¢, otherwise, By; = y"#¢" and B}, = s §tis 0.
Similarly, as in Case 1, B’ = B, so H' = H.

3. The last case is when pre(ps) = {x,} C & and post(ps) = {x,,,} C X. It

follows that x,, = @Lill Az © EBLZ'I B,niu;. By construction, the only

difference between A and A’ is their respective elements Ay, and A’
with A gy, = A" emdtem and A', = 4mem§temt9 Tt follows that A’ = A.
As the Kleene operator is isotone, it follows that (A’)* = (A)*. Hence
H - H.

Finally, the proof of the result for any finite set of time failures in G is by
induction on the set of failures. Indeed, considering the normal system now
as the system modeled by G’ and considering a second time failure, the same
previous reasoning applies. O

Among the possible set of time failures, there are two subclasses. The first
class gathers the time failures that do indeed have an observable effect by delay-
ing at least one measurable output y;. In this case the time failure is detectable.
The other class contains the time failures that have no observable effect. This
is usually due to a downstream synchronization that compensates the effect of
the time failure by waiting for tokens from healthy places.

Definition 11 (Detectable time failure). A time failure is said to be detectable
if it leads to the production of a real output Y that is different from the normal
output Y.

Corollary 5. If a permanent time failure is detectable then H' ~ H.

Proof. By Proposition 4, we know that H' = H. As the time failure is de-
tectable, Y # Y, therefore H' # H. O

Assumption 4 (Detectability of time failure). All along this paper, only de-
tectable time failures are considered.

Assumption 4 asserts that the aim of the diagnosis task is to localize the
source of detectable time failures only. The case when a time failure is indeed
present in G but not detectable is not addressed. For the sake of simplicity
in the following, the notion of time failure will stand for permanent detectable
time failure.
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4.1.2 Indicators

The diagnosis task involved in the proposed active diagnosis method is com-
posed of two subtasks: detection and localization. The detection task consists
in measuring the inputs and the outputs of the real system and comparing them
to the expected inputs and outputs. A difference between the reality and the
expectation means that the modeled behavior does not represent the real behav-
ior, hence the occurrence of a time failure. The localization task then consists
in identifying, among the set of places, which ones hold the time failure.

Regarding the detection, as input U is measurable, the real input is always
the expected input, however the real output Y might be different from the
expected output Y = HU (the expectation is that the output Y results from
the model defined in Equation (17) based on the real input U). In [20], a method
that exploits this is proposed, relying on the set of indicators explained in the
following.

Definition 12 (Indicator of time failures). Let U be the measurable input of G
such that HU # € and let Y = [yh...,ym]T # ¢ be its measurable output.
Indicator I(U,y;) for single output y; # € is the Boolean function:

l f A(yi, 9i) = [0; g such that [§1,...,9y|T = HU,
g0 = {f if Ayi. i) = [0:0] for i such that [ja.... gy = HU

true  otherwise

with -

the time interval of y;, and the bounds of Ty, ., as defined in Theorem 2.
As detailed in [13], the following result holds.

Theorem 6 (Sound indicators). Let U be the measurable input of G such that
HU # ¢ and let Y = [y, ... ,ym]T # ¢ be its measurable output, at least one
detectable time failure is present in the system if there is at least one output y;
such that I(U,y;) = true.

In the following, any output y; that raises the indicator I will be called a
delayed output, formally:

Definition 13 (Delayed output). Let U be an input for system G, and Y =
[y1,. .. ,y‘y|]T be the real output of G when operating U, y; is a delayed output
if

I(U,y;) = true.
The set of delayed output transitions of G is therefore denoted:

Vaerv ={yi € V|I(U,y;) = true}.

17



4.1.3 Localization of time failures

Once the detection task concludes that at least one time failure is present in
the system, the localization task can start in order to identify the set of places
p that could hold the time failure. Based on the parsimony principle in model-
based diagnosis, we will suppose that the detection results from the presence of
one time failure only.

Assumption 5 (Single time failure). The localization task assumes that only
one time failure is present in the system.

The objective of the localization task is therefore to exploit the results from
the set of indicators in order to determine a set of places that could potentially
hold the time failure and ultimately the unique place p that holds the time
failure.

Proposition 7. The place py holding the time failure is upstream of all the
delayed outputs, i.e.
Vy S ydel,uvpf Y. (20)

Proof. This property is a direct consequence of Assumption 2 on the structural
observability of the TEG. O

In [14], a method for localizing such a time failure exploiting the structure
of G has been proposed.

Definition 14 (Structure-based localization). Let U be the measurable input
of G such that HU # ¢ and let Y # ¢ be its measurable output such that
Wirwe C VYV, Virwe # D and Vyi € Virue, L(U,y;) = true, the Structure-based
localization of the time failure in G is the set:

Loc(G,U,Y) ={p € P,Vyi € V,¥i € Virue = P ~> Vi}-

Intuitively speaking, a place p is a candidate for holding the time failure if the
place is in the upstream of every output transition for which the corresponding
indicator is true. As proved in [14], the next result follows.

Theorem 8. Under the assumption of a single time failure, place p holds the
time failure only if p € Loc(G,U,Y).

4.2 Control in (max,+)-linear systems

The principle of active diagnosis is to set up control policies over the supervised
system G in order to analyze the response of G and refine the localization of
time failures. In this paper, the proposed method for controlling the system
G relies on the control theory of (max,+)-linear systems. Generally speaking,
the control aims at designing a specific input U that ensures that the system G
achieves a behavior X among a set of pre-specified target behaviors.
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Definition 15 (Control Problem). Let TB C M@ [y,8]'*! be a set of pre-
specified target behaviors of the TEG G, the control problem over G is the syn-
thesis of an input U to ensure that, at any time, state X (with X = AX ® BU)
is such a target behavior (X € TB).

The result of a control problem is a synthesized input U also called control
U. In (max,+)-linear systems, control U usually aims at delaying specific events
of the input flows to finally get a target behavior of the system.

Example 12. For example, among existing controllers, the so-called optimal
control for TEG ([7]) is an open-loop strategy that consists in computing the
greatest input flow Ugp to ensure that state Xop is such that Xopr = AXope @
BUpt, Yopt = CXopt, Yopt = Y, where Y, is a known reference output [17].

With series of M [, d], the “greatest series” is the most delayed series and
a lesser series is faster.

4.3 Active diagnosis: objectives and assumptions

This paper details an algorithm to be used in an active diagnosis session over a
system G. An active diagnosis session can start as soon as a time shift failure has
been detected in the system at operating time. Let U,, be the vector of inputs
that has been applied at operating time and Y,, the corresponding measured
output. A time shift failure has been detected in the system as soon as there
exists a delayed output in Y,, (see Definition 13), in other words, as soon as:

Yaer,v,, # - (21)

Instead of directly performing a structure-based localization based on U, Yo
only, the objective of the active diagnosis is to design a sequence of controls
Ui,...,Ug,... to get more information and a more precise diagnosis (see Fig. 5).
At each step k of the active diagnosis session, the first stage is to synthesize a
new input Uy that is then applied to the real system. The system then pro-
duces the output Y; as an observable response. The failure detection module
then computes the expected output Y, = HU,, and the results of the indicator
I(Uk, Yi) = V1<i<y| Uk, y;). Based on these new results, a new localization
analysis is performed to provide a new set of candidate places P.ung. Then,
based on the active diagnosis strategy, either a new step k£ + 1 is performed or
the active diagnosis session ends and provides Piqnq as the result.

Throughout this paper, the stages consisting in applying control Uy on the
real system, recording Y; and computing Y and I (U, Yx) will be simply rep-
resented in the proposed algorithms by a call to the function:

(Yy, Y. I(Uy, Y)) < ApplyControl(Uy,).

The key to success when starting an active diagnosis session is to perfectly
know the initial marking of the system G before applying any control. The
proposed method thus requires a set of assumptions on the timed event graph

Gg.

19



no

Candidate places Pegng

yes, start step k Peand -
! Localization Yi, Vi, I(Uk, Yi)
Active diagnosis?
i Uk
Control synthesis Failure detection
Uy, System Y

Figure 5: Active diagnosis architecture

Definition 16 (Output in phase with input). Let H be the transfer function of
G based on its initial marking My (Y = HU ), an output y; € Y of G is said to
be in phase with an input v; € U if

(0~ yi) = (Hij = ~°6°). (22)

Intuitively speaking, if y; is in phase with uj, the first fire of y; requires the
first fire of uj. Note that the definition of H;; depends on the initial marking
M.

Definition 17 (In phase). A TEG G is said to be in phase if every output
transition y; of G is in phase with the set of input transitions u; upstream of it,
formally:

Vy; € JJNuj eu, (uj ~ yi) = (Hij > 7050). (23)

Intuitively speaking, when a TEG is in phase, it means that, starting at
time ¢t = 0 from the initial marking My, the first fire of an output transition y;
is due to the presence of tokens in the preset of y; that are all resulting from
the first fire of every input transition u; that leads to transition y;. Transition
yi cannot be fired as long as every input transition u; has been fired once and
the resulting produced tokens are not present in the preset of y;. The proposed
active diagnosis method requires this property.

Example 13. A single-input single-ouput TEG G1 with the transfer function
hi = %8 @ v162 would be in phase. A TEG Gy with the transfer function
hy = v16 would not be in phase (hy # ~v°8°): the first event of its output takes
places before the first event of its input.
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Assumption 6 (G is in phase). TEG G is assumed to be in phase: condi-
tion (23) holds in G.

This first assumption is structural and also depends on the initial marking
My, but it does not depend on the behavior of the TEG at a given time ¢ > 0.
The next assumption states some properties regarding the marking that are
required to properly start an active diagnosis session at ¢ > 0.

Definition 18 (Stuck TEG). The TEG G is stuck at time t if none of the
internal and output transitions of G are enabled at time t.

In other words, in a stuck TEG at time ¢, internal or output transitions
cannot fire as long as no input transitions are fired. The first transition that
can be fired in G after time ¢ is an input transition.

Definition 19 (Empty TEG). A TEG G is empty at time t if
1. G is stuck at time t;
2. all the tokens in G are contained in places that belong to circuits;

3. for every elementary circuit, the current marking M is such that M (p) > 1
for one and only one place p in the elementary circuit.

When G is empty at time ¢, it firstly means that the underlying system does
not operate anymore at time ¢ and waits for new environmental inputs. The
second and third conditions also mean that the processes involved in the system
are properly reinitialized, and there are no blocked resources waiting only for a
synchronization.

As Assumption 6 must hold and depends on My, the second assumption that
is required to start a diagnostic session follows.

Assumption 7 (G is empty). G is empty in the initial marking My. Any active
diagnosis session starts at a time t only when the current marking is the initial
marking M.

It is very likely that when a failure has been detected based on the inputs
U,p, the current resulting marking M does not fulfill the previous assumptions.
In this case, to start the diagnostic session, the system must be reset, either
by synthesizing a supplementary input U to empty the system as required by
Assumption 7 or by performing a hard reset on the system represented by a new
marking compatible with Assumption 7. Moreover, the clock is reset (¢ = 0)
when the active diagnosis session starts and at any step k.

Finally, for the sake of generality, note that an active diagnosis session may
start on a marking M; different from the initial marking by redefining the TEG
as (P, T, A, My, HT) if it is in phase and empty for the marking M; (which
would now be considered the initial marking). This would lead to a new transfer
matrix H, but the structure of the TEG remains unchanged.
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Figure 6: TEG with four inputs and three outputs.

5 Active localization for Multiple-Input TEGs

This section introduces a method for the localization of time failures in TEGs
which constitutes an active diagnosis algorithm as introduced in Section 4.3.

The section is divided in four parts: Section 5.1 introduces the theoretical el-
ements related to the localization of time failures, Section 5.2 describes an active
localization algorithm for multiple-input TEGs, Section 5.3 contains the prop-
erties of this algorithm, and finally, Section 5.4 details the general localization
method.

5.1 Localization of failures in multiple-input TEGs

This section introduces the properties of the inputs and paths of TEGs that
contain time failures. Specifically, these properties concern the place containing
the failure and allow for a more precise localization of this place if the TEG
contains multiple inputs.

Definition 20 (Uge,v). The set of input transitions leading to all the delayed
outputs for a given control U is:

Uger,v = {uk|Vyi € Vaer,u, ug ~ ¥i}- (24)

This set contains the inputs that could potentially be upstream of the place
containing the time failure py. Uge;,u can be obtained by determining which
series in the transfer matrix H are different from e because ug ~» y; is true if
and only if H;, # € (see Proposition 3).

Example 14. Let us consider the TEG in Fig. 6. It is a MIMO TEG with four
inputs and three outputs. Its transfer matrix is:
,YO (51 7051 ’70 52 €
H = ,}/052 7052 7053 7052 . (25)
€ € e A0
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Let us assume that there is a time failure of 1 time unit on place ps (the value
and the place of the failure are unknown). An input U results in the detection of
a time shift on outputs y1 and y2. The set of delayed outputs is Vaer,u = {y1,y2}
and the set of inputs leading to all the delayed outputs is Uger,v = {uy, ug, us}.
uy is not included in the latter because it is not upstream of y1, as shown by the
transfer matriz (Hi4 = €).

Proposition 9. If an input uy is upstream of the place containing the failure
Py, then it belongs to Uger, v Uk ~ Py = Uk € Uger,Ur-

Proof. The relation ~ (see Definition 2) is transitive. Therefore,

u, ~ pr and Vy; € Vierv, PF ~ Vi (By Proposition 7)
= Vyi € Vael,U, Uk ~ ¥i & Uk € Ugeru-
O

Remark 1. Uger,u cannot be empty: Uger v # @. This is a direct consequence
of Proposition 9.

Proposition 10. IfUge v contains only one input uy, then uy, is the only input
upstream of the place containing the failure: Uger,v| =1 = 3 ug | uk ~ py.

Proof. The existence of at least one uy € Uqer, iy upstream of the place containing
the failure was proven in the previous propositions. At present let us prove that
if an input u; is different from uy (which belongs to the singleton Uge; i7) then
it is not upstream of the place containing the failure py:

User,v| =1 < g |ug, € Uger,v
= Vu; # u,uj & Uger,u
= Yu; # ug,u; % py. (by Proposition 9)
O

Example 15. Let us consider the TEG in Fig. 6 and its transfer matriz (Equa-
tion (25)), but this time, a time failure occurs on place p11. An input U which
leads to the detection of a time failure on ys would lead us to the set of delayed
outputs Vaer,v = {ys} and the set of inputs leading to all the delayed outputs
Uger,u = {ua}.

Since uy, us and uz are not upstream of the delayed output ys, they cannot
be upstream of the failure. The only remaining input is uyg, So it is necessarily
upstream of the time failure (see Proposition 10).

The control algorithm for multiple inputs described in the following section
helps determine which inputs are actually upstream of the place containing the
time failure. After the normal operation of the system has concluded, let us
consider Uy, as defined in Section 4.3. If Uyer,v,, contains a single input, then
this input is upstream of the place containing the failure (Proposition 10) and
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the control algorithm cannot provide any more information (see Example 15).
However, if Ugey,u,, contains at least two different inputs (as in Example 14),
this set can be used to improve the localization of the time failure.

5.2 Control Algorithm for Multiple Inputs (CAMI)

This section describes an active localization algorithm called Control Algorithm
for Multiple Inputs (CAMI). Throughout this section, the sets Uge,v,, and
YVder,v,, introduced in the previous section will simply be denoted Uge; and Ve,
respectively.

CAMI is designed to determine which inputs among those in U.; are actually
upstream of the place containing the time failure. This algorithm uses an ad hoc
control sequence containing |ge;| independent control steps. Each control step
k helps determine whether input u, € Uye; is upstream of the place containing
the failure.

In empty TEGs, one of the setbacks in the detection of time failures is the
fact that the delays on places containing tokens (which are all contained in
circuits, see Assumption 7) only intervene after these initial tokens have been
used. Therefore, the choice of the number of events for each input Uy, in an active
diagnosis session is important, as one of the targets is to allow the durations of
all places in all circuits to be expressed in order to properly observe the behavior
of the system.

Let us begin by defining the necessary concepts for the synthesis of a relevant
control sequence for the active localization of failures in TEGs.

Let Q be defined as follows:

1P|
Q=1+ My(py). (26)

i=1

An input containing () events guarantees that the transitions on the elemen-
tary paths from inputs to outputs are fired enough times to express the durations
(and therefore the delays) of all places outside these elementary paths.

Q) is designed to be conservative and a lesser number of events may be suf-
ficient to achieve its goal for certain TEGs, which could be determined on a
case-by-case basis.

Example 16. For the TEG in Fig. 1, Q = 1+ 12 = 13. This number of
events ensures that, for instance, transition xs is fired enough times to effectively
observe the durations of places p12, p13 and p14, so even though these places are
outside the elementary paths from the inputs to the outputs, any delay could still
be detected.

Q will therefore be used as the number of events for the inputs in the pro-
posed active diagnosis algorithm. The following two definitions will be used
when establishing the dates of the events of said inputs.
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Definition 21 (Traversal time ¢;;). t;; is the traversal time for Q tokens to
travel from uy to y;:

tij = DH”. (Q — 1).
This traversal time is equal to the dater of event Q — 1 of the transfer function
from input u; to output y;.

For TEGs that do not contain any circuits, ¢;; is simply the sum of the
holding times of the places on the slowest path going from u; to y;.

Example 17. For the TEG in Fig. 6, Q = 1. The traversal times from each
input to each output are:

o for input uy: t11 =1, tog = 2, t3; = —o0,
o for input ug: t190 =1, tog = 2, tg3o = —00,
o for input us: t13 = 2, tog = 3, t33 = —o0,
o for input uy: t1y = —00, toy = 2, t34 = 1.

Definition 22. The time 40,5, where k is the number of an input transition
of the TEG, is defined as:

tmaz,ke = max(t;;) + 1 with 1 <i <|Y| and uj; € U \ ug.
0.

The traversal times used to compute t,,44 1 are those from the inputs in U
except uy, to all outputs y;. t,qs,k is therefore the greatest traversal time for 2
tokens to travel along all paths ujx ~ y; plus one.

tmaz,k can be computed as follows: let Sy be the sum in M$*[v,d] of the
series in matrix H corresponding to the inputs in U \ {u}:

A2l
Si= D Hy
i>1 §>1,5#k

The time ¢4, % used for control sequence k can be computed as:

tmaz,k = 'Dsk (Q — 1) + 1. (27)

tmaz,k i one plus the dater of 2 — 1 of the sum of the series in H on all
columns except column k.

Example 18. In Example 14 (Fig. 6), the set Uge;,u = {1, uz, us} was obtained

for Yaer,u = {y1,y2}
The following traversal times are considered in the definition of tyaz 1:

tmaz,1 = Max(t1a, t13, tia, tag, tag, taatss, t3g, t3a) + 1 = max(—o0, 1,2,3) + 1.

tmaz,2 ond tmaz,s are defined in a similar fashion. The resulting times for
k=1,2,3 are:

tmax,l = 47 tmaw,Q = 47 tmaa;,3 =3.
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Definition 23. Let Uyry € M3 [y, 8]M be the input vector used in control
step k: Unpr = (71 ... r‘m)T. Each row rj of Unrr i is defined as:

28
705t7m,m,k D 795+°° if j =k. ( )

- {7050 @0 ik,
;=

Both trajectories rj, and 7, introduce the same amount of tokens (£2), but
the former does it at ¢ = 0, making it faster than the latter, which introduces
them at ¢t = tqa k-

The trajectory on input uy (for step k) is therefore slower than the trajecto-
ries of all other inputs. The tokens introduced on the other inputs at ¢t = 0 will
be stopped at any synchronization merging paths from u; and will not reach the
outputs downstream of it at least until tokens are injected on uy at t = ty,40 k-
This choice is aimed at maximizing the delay caused by the failure if the failure
is on a place downstream of uy.

In the following, the computation of Upsr  in the context of an algorithm
will be denoted ComputeU ;.. (H, €, k).

Example 19. Following Example 18, the generated inputs are:

7054 oy 715+oo 7060 o) 715—&-00

UMI - 7350 D ,Yl(eroo I _ 7064 e 716+oo
) y 50@,}/15+oo ) MI,2 7050@715+oo )

7050 D ’}/1(5+°° 70(50 e 715—&-00

'7050 o) 716"‘00

U B ’70(50 o) 715-&-0@
MI,3 — 7053 P 715—&-00
7050 D ,Yl(;+oo

After controlling the system with input Uasr on step k of the active diag-
nosis session, the analysis of the effect of this input can be done by computing
the set of delayed outputs Vaei,v,,; -

Another relevant concept is the amount of time by which these outputs are
delayed. Using the indicators introduced in Definition 12, for an output y;, this
is equal to Ty, ,, = maxo<n<a(D,y,(n) — Dy, (n)). However, any indicator that
provides this information can be used.

Definition 24. Let D, be the greatest time shift found on output y; for step
k:
Dis = max (D, (n) = Dy, (n).
It follows that y; € Vae,up;.. © Dik > 0.
After all steps of an active diagnosis session are concluded, the following
elements provide a summary of the information needed to make a decision con-
cerning the place containing the failure.
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Definition 25 (Greatest delay). The greatest delay for any input on any out-
put, obtained after all the control steps of an active diagnosis algorithm are
completed, is:

Dae = m%X(Di,k)~

)

Definition 26. Let Uy be the set of input transitions such that the associated
control step generates the greatest delay, it is defined by:

Z/{M] = {qulini,j = Dmax}
Definition 27. Let Yy be the set of delayed outputs obtained after all steps:
Y1 = Vit U U Vaet,Unis s
kluk €EUger
where YVger is the set of delayed outputs for original control Usy.

This set constitutes a new “global” set of delayed outputs that factor both
the initial information and the information provided by the applied control
sequences.

Example 20. Continuing on the results of Framples 14 and 18, step 1 (in-
put Upnrr) results in the following expected output and measured output (the
differences in dates are in bold):

~ U1 N5 @ ylotee n 4056 @ AL+
V=10 |=10aryd>|, Y=[n]|=[" oy
Ys 05t @ 4T Ys 1081 @ yLg+oe

This leads to D11 =1, Doy =1, and D31 = 0.
The delays for the following steps are:

o step 2: Dyis=1, Dys=1, D3;=0,
e step 3: D1’3 =0, D2,3 =0, DS,I =0,

which results in D = 1.
The inputs that generate the delay Dyar = 1 form the set Uy :

Uyt = {ug, uz}.
In this example, the set of delayed outputs remains unchanged: Yy =
Vel,U,, = {V1,¥2}-

Finally, since the purpose of the active diagnosis session is to localize the
time failure, a set of candidate places must be defined. For CAMI, this set will
be noted Poany-

Definition 28 (Set of candidate places found with CAMI).
Poamvt = {pm|Y0; € Unir,Vyi € Yarr, uj ~ P ~> ¥i, }-

Pcanr is composed of the places upstream of all the delayed outputs and down-
stream of all the inputs in Upsy.
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Step-by-step description of CAMI

CAMI (Algorithm 1) takes an empty TEG G and the sets Ve and Uge as
inputs. It returns a set of candidate places.

CAMI runs as follows: after initializing Q (line 1), the algorithm iterates on
each step k (loop starting in line 2) to compute input vector Upsr (line 3).
It then applies this control to the system; the output Y is measured and the
expected output Y is computed (line 4). For each individual output in these
vectors, the greatest time shift is computed (line 6). This will be used in the
definition of D, 4, in line 9.

After all inputs in Uye; have been studied, the sets Uy, and Yy are com-
puted (lines 10 and 11 respectively).

CAMI returns a set of candidate places as defined in Definition 28.

Algorithm 1 Control Algorithm for Multiple Inputs (CAMI)

Input: G, Vaer, Uger
Output: Poanmr

1: Q« 1+ Z‘zill Mo(p:) > Eq. 26
2: for u € Uy do > Loop on each control step k&
3: Unmr g < ComputeU yp . (H,Q, k) > Def. 23
4: (K }N/,I(U]w[’k,Y)) — ApplyCOHtTOZ(UM]’k)

5: for y; € Y do > Loop on each output
6: D, i, + maxo<n<a(Dy, (n) — Dy, (n)) > Def. 24
7 end for

8: end for

9: Diay ¢ max; (D ) > Def. 25
10: Upnpr {uj|3i,Di’j = Dmaw} > Def. 26
112 Yurr = Vaer Y U juy erae Vel Unir > Def. 27
12: PcAM[(—{pm|VUj EUM],Vyiey]\/[],uJ‘meWyi} > Def. 28
13: return Poayr

Example 21. Following Example 20 for the TEG in Fig. 6, the set of candidate
places resulting from this algorithm is composed of the places downstream of
Unir = {u1,us} and upstream of Yarr = {y1,y2}:

Poamr = {p3,Ps}-

5.3 Results and properties of CAMI

Proposition 11. If a time failure on a multiple-input TEG is detectable, there
is a step k for which input vector Upnrr i, generates a delayed output:

3k|(Y,Y, I(Unir.r, Y) = True) < ApplyControl(Up 1).

Proof. Let us begin by defining Y and Y for an input Uprrr. Let Unrp €
My, 6]¢! be the input vector for step k of CAMI:

28



1
T2
Uvre=1| . |,

Tu|
with r; as defined in Definition 23.
For simplicity, let us consider an empty MISO system G and its expected
transfer matrix H € M2 [y, s[" ! |t/] > 1. All the results that follow hold
for MIMO systems (this proof can be repeated for each output). We have:

H=(H ... Hy).

The presence of a detectable time failure in G results in a change of its
dynamics and the system therefore behaves according to a new, unknown trans-
fer matrix denoted H' € M@ [y, 5] >4l different from H (see Corollary 5).
For each step k, the expected output § € M%*[v,d] and the measured output
y € M%[~, 4] are therefore:

1

g:HUMI,k:(Hl Hy ... H\U|) :lel@HQTQ@...@H‘ulrlu‘.
Tlu|
1

y:H/U]\/[Lk:(Hi Hé H|/Z/{|) :HiTl@Hérz@@HllM‘T"u|
Tu|

Since H' # H, there exists at least one H] # H;.
Let us develop g for step k:

y=Hiri @ Hyro ® ... % H|U|T\Z/{|

U]
y = Hyri © @ Hjr; (by grouping all 7jj, in a sum)
i=Li#k
||
§ = Hy(y08tmask @ 5T ) @ @ Hj(voéo &) 795+°°)
J=Li#k

(by replacing r; and ry)

12 (L]

j=H e B HjedDHH .
Jj=1,j#k Jj=1

(by factorizing by 7267, and 1°6° = ¢)
By Assumption 6, the system is in phase, so it follows that Vi H; = e,
and Hj, = e in particular. Due to the congruence that defines M%*[v,d] (see
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Definition 6), Hy can then be rewritten as an infinite sum of monomials starting
05t
on yY§':

H; = é ’ynét"
n=0

oo (oo}
= kayotstm,az‘k _ @,}/ndtnfyo(stmaz,k _ @,Yn(;tnﬂmaz,k_

n=0 n=0

Let us proceed similarly with any Hj,j # k:

oo
Hy = @ ymotim
m=0

| Ul oo
= @ #Hi- D Dot
j=1,j#k j=1,j#k m=0

The factor ¥251°° in the last term of § absorbs all other factors Hj in the
sum:

|| Ul oo
@Hj’}/S25+OO — @ @ dedj’m’deJroo
j=1 j=1 m=0
[A] Ul oo
o s = @ @t
j=1 j=1m=0
[A] Ul oo
= @Hj,y§25+oo — @ @ ,ym+96+oo
j=1 7j=1m=0
(U] o0
o @Hj,YQ(SJroo _ @ 7m+95+oo
j=1 m=0
(the addition in M%*[~, d] is idempotent and the terms don’t depend on j)
|

PN @HJ,}/Q(5+OO — ,Yminmzo(m-&-ﬂ)é—i-oo
j=1

(adition of monomials with the same date)
(4]

& @ Hj’yQ(5+°° = ~§tee,
j=1
Therefore, we can rewrite g as:

00 [td] 00
§= @,yn(gtn-i-tmaw,k P @ @ ,y"lédj,m ) ’yQ(S+OO.
n=0

j=1.5#k m=0
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All terms for n > Q and m > ) are absorbed by 795+°°:

Q-1 || Q-1
g _ ,yn5tn+tmaz,k e @ @ ,_Ym(sdj,m D ’YQ(SJroo
n=0 j=1,j%k m=0

Additionally, we have tpqz 1 > djmVm < 0 (see Definition 22), so the
second term in g is absorbed by the first term and:

Q-1
j= @ 7"(5tn+tmaw,k ® ,YQ(S+<><>. (29)

n=0
Therefore, the value of the expected output g for step k does not depend
on any dj n, which are the expected traversal times for n + 1 tokens from input

ujk to the output, or, equivalently, the daters of series H -, for event n.

The development of y = H'Uppy is similar except for the last passage
because whether t,,,, 1 is greater than the daters of H J’ is unknown. With

Hl/c = EBZO:O ’Vnét'/" and H]’ = EB;?:O ’ym(Sd;vm, we have:

Q-1 || Q-1

yi@vnat +tma,k@ @ @f‘ymédJm@’yQ(eroo

j=1,j7#k m=0

As previously stated, a detectable time failure being present in the system
means that at least one transfer function Hj is different from its expected coun-
terpart H;. The number of events  as defined in Equation (26) ensures that
the duration of all places intervene in the dates of the output series when pos-
sible, as discussed in Section 5.2. This number of events is therefore sufficient
to detect any time failures, so there exists n <  such that ¢, > t,, or d,, > d,
or both (since the time failure causes a delay).

Let us name d}, ,, = max(d}_, ,,) for a given m. This is by definition the
greatest dater among those of all series H' itk for event m, or, equivalently, the
greatest traversal time for m + 1 tokens from the inputs ujxx to the output. We
have:

Q-1
y = @ ,YTL(SmﬂX(d;\/Ln,t;z+tnla1',k) D ’YQ(S—’_OO, (30)
n=0

by grouping the sums on n and m according to the rules for the addition
of monomials in M$*[v,d]. The value of the measured output y for step k
therefore depends on both d),, and t], (the latter being the dater of series Hj,
for event n and representing the traversal time for n + 1 tokens from uy to the
output).

Regarding the date max(d), ,,,t;, +tmaz,k) in Equation (30), if it is equal to
d)y > then there exists another a step during which t;, will receive that value
and the max will be equal to ¢, + tmau k-

Then, since there exists a step k and an event number n such that ¢, > t,,
y will be different from y and the time failure will be detected.
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O

Proposition 12. All inputs in Uy are upstream of the place containing the
failure Prouj € Uyt = uj ~ Pf.

Proof. The proof can be done in two steps:
e Determining the requirements for an input transition to belong to Up;;.

e Establishing the implication that such an input transition is upstream of
the place containing the failure py.

The expected output § and the output y for the input Ujsr i, were defined
in Equations 29 and 30 respectively. Now let us determine under which circum-
stances an input transition belongs to Uys;.

We are interested in the greatest time shift between § and y, Dy. This is
equal to the difference between the dates of y and ¢ for the same event, as shown
in Definition 24. For a given step k:

Dy = max (D,(n) — Dy(n)

= Dk = 0r<nna<XQ(maX( /1\/[7n7 t;L + tmaz,k) - (tn + tmaz,k))7

where n is an event number from series § and y.

By definition, input ug belongs to Uy if and only if Dy is equal to the
greatest upper bound found with CAMI, D,,,4..

We can separate the results in two cases depending on the value of
max(dy; ., t, + tmaz k)

° d’Mm > t1, + tmaz,k: this means that there is an input uj»; for which a
subsequent step j will generate t;, > d, ,, which will then fall under the
next case. Regarding step k, we will obtain Dy = maxo<n<a(dy,,, —tn —
tmaz,k). This will be equal to the greatest delay D4, for all steps if:

! /
max (d —t, —t k) > max d;,, —d;
O§n<Q( M,n n mazx, ) = O§n<5271§j§|y\( J,m ],n);

since the term on the right side of the inequality will be the value of D;
at a subsequent step j (see next case).

3 N / —
For a given j, d; , = d); ,,, so

masx (dyy, — by~ taee) = max (day, — darn)

0<n< 0<n<Q
—t, — > - ) 1
& o (T = fasi) 2 X (=) (31

Yet, by definition, ¢, > 0 and t,,4¢,% > dar,n Y1, s0 we have

ty + tmaz,k > dM,n Vn
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< _tn - tmam,k < _dM,n Vn>

and Inequality 31 does not hold. Therefore, in this case, u; cannot belong
to Z/{]y[[.

ot + tmag i > d?%,n: this results in Dy = maxg<p<q(t), — t5). Since there
is at least one step for which ¢/, > t,, (because a time failure has been
detected), for this expression to be the greatest delay Dy,q, for all steps
(and obtain uy € Upsr), t), must be greater than ¢,.

Therefore, for u; to belong to Unr, there needs to exist n such that ¢, > t,.
This means that the unknown transfer function Hj, is different from the expected
transfer function Hy, so there is a failure on a place downstream of uy: uy ~ py.

O

Note: there may be inputs upstream of the place containing the failure that
do not belong to Uy,;.

Since the place containing the time failure is downstream of all inputs in
Unrr, it can be localized more precisely via a structural analysis by calculating
the intersection of the sets of places downstream of the inputs in this set. This
is what is done in the definition of Pcaarr (Definition 28).

Proposition 13. CAMI is sound: the place containing the time failure py is
necessarily contained in the resulting set: py € Pcamr-

Proof. As stated in Proposition 7, the place containing the failure py is upstream
of all delayed outputs for a given input U: y; € Vyer,u = Py ~ yi. Since the
time failure is permanent, this also holds for the set of delayed outputs for the
different control steps of CAMI, Var: y; € Ymr = pf ~+ yi. Proposition 12
states that the place containing the failure is downstream of all the inputs in
Upr: vy € Uyr = uj ~ py. Since Poanmr is combination of both of these
results, the place where the time failure occurs is necessarily contained in this
set: py € Poanr- O

Proposition 14. The set of candidates obtained with CAMI is a subset of
the set obtained with the structure-based localization for original control U:
Pcamr € Loc(G,U,Y).

Proof. Let us divide the definition of Poapsr in two parts:
Poamr = {pm|Vyi € Y1, Pm ~ ¥i, } 0V {pm |V € Unsr, 05 ~ P }-
Let us name the set on the left Py: Py = {pm|Vyi € Yur, Pm ~ ¥i, }- Since

Yur = Vit U Ukl“keudel Viel,Urir.» Py can also be defined as:

Py = {pm|¥yi € Vaet: Pm ~ ¥is } 0 {Pm|VYi € Vaet,Ursr 1> Pm ~ Vis }
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& Py = Loc(G,U,Y) N[ Loc(G, Unr1 4, Y). (by Definition 14)
k

Pcanr is an intersection involving Py, and Py is an intersection involving
Loc(G,U,Y), so:

Pcamr € Py and Py C LOC(g7 U, Y) = Pcamr C Loc(g, U, Y)

Hence the result. O

5.4 Localization method

The localization method is shown in Algorithm 2. It is a combination of an
analysis that uses the definitions and propositions in Section 5.1 and the control
algorithm in Section 5.2 (CAMI). Its inputs are an empty TEG denoted G,
control U,, and its associated measured output Y.

The algorithm can be briefly described as follows: let us consider an empty
TEG G in which a time failure has been detected for control U,,. If G is
a single-input TEG, the resulting set of candidates is Loc(G, Uyp,Y') (Defini-
tion 14). Otherwise, a study of the input transitions of G using the properties
in Section 5.1 and potentially the control algorithm in Section 5.2 will be exe-
cuted.

More precisely, the algorithm begins by defining the resulting set of outputs
as Loc(G,Uyp, Y) if the TEG only has one input (line 2). Otherwise, the set
Uger,v,, is defined (line 5) using Vaei,v,, (defined in line 4). This is equivalent
to determining whether there are multiple inputs upstream of all the delayed
outputs obtained for control U,.

If the set Uger,v,, is a singleton, then the set of candidates is once again
Loc(G,U,p,Y') (line 7); however, if Uye,v,, contains more than once input,
CAMI is executed and provides the set of candidates (line 9).

Proposition 15. The localization method for multiple-input TEGSs is sound.

Proof. The resulting set of the active localization P.qyq is defined as either
Loc(G,Uyp, Y) or Pcamr; since both of these sets result from sound algorithms,
the active localization for multiple-input TEG is also sound.

6 Extension for circuits

6.1 Overview

This section introduces an extension of the localization method described in
the previous section. The extension is called Active Time Failure Localization
Algorithm for TEG (ATFLAT) and it is aimed at reducing the set of candidate
places for TEG that contain circuits, whether they contain multiple inputs or
not.
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Algorithm 2 Time Failure Localization Method
Input: G,U,,, Y
Output: P.ong
if || =1 then
: Pcand — LOC(Q» Uopa Y) > Def. 14

1:
2
3: else

4: Vaet,v,, < {yi € VII(Uop, yi) = true} > Def. 13
5: Uger,v,, < {uk|Vyi € Vaer,v,,, Uk ~ ¥i} > Def. 20
6 if [Uger,v,,| =1 then

7 Peand < Loc(G,Upp,Y)

8 else

9: Peand +— CAMI(G, ydel,UOp,Udel’Uop) > Algorithm 1
10: end if

11: end if

12: return Py g

This section is divided in four parts. Section 6.2 introduces properties related
to the presence of time failures in elementary paths and circuits. Section 6.3
describes a localization algorithm which exploits these analytical properties.
Section 6.4 introduces an extension of CAMI that improves the localization
by exploiting an analysis of circuits. Finally, Section 6.5 explains the global
algorithm ATFLAT.

6.2 Localization of failures in TEGs that contain circuits

The objective of the proposed extension is to reduce the set of candidate places
that is proposed by the localization method of Section 5, either by differentiating
places that are contained in circuits from those that are not, or by distinguishing
between circuits holding different amounts of tokens. ATFLAT relies on the
following properties of a TEG. The next property offers a way to differentiate
failing places that are part of elementary paths between inputs and outputs
from those that aren’t.

Proposition 16. For a given control U, a time failure can be detected as soon
as a first event (event number zero) occurs in an output y; € Y if and only if
the time failure is on a place contained in the elementary path from an input
transition u to the output y;:

3D, (0) £ Dy, (0) & Julpr e |J Pelm).
melle (u,y;)
Proof. (=) As D,,(0) # Dy, (0) and TEG G is in phase and empty, the first
event occurrence of y; depends on the first event occurrence of any input

u such that u < y;. Suppose that py does not belong to at least one
elementary path from such an input u to the output y;, it means that it
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is in a circuit and by the firing rules of a TEG, the holding time of py is
not involved in the propagation of the first event of u. Contradiction.

= ps is in an elementary path between input u and output y, as is
Ifpyisi 1 t th bet input d output TEG G i
in phase and empty, the result is straightforward.
O

The second proposition provides a way to distinguish between a failing place
that is in an elementary circuit holding n tokens and a failing place that is in
an elementary circuit holding m < n tokens. Let C¢(n) be the set of elementary
circuits of Cg such that they contain a place p with My(p) = n.

Proposition 17. Suppose py is in an elementary circuit of Ce(n) and not part
of an elementary path between an input and an output of the TEG. Suppose also
that py is not part of any elementary circuit of C¢(m), m < n. The time failure
of ps cannot be detected before the (n + 1)'" event (event number n) on any
output of the TEG.

Proof. Let C € Cg(n) be one of the elementary circuits containing py. Either
Circuit C contains at least a synchronization transition t € 7T involved in a
path m € Tlg(u,y),u € U,y € Y or not. If t exists, by the firing rules of a TEG,
the time failure of p; has an effect only on the (n + 1) fire of transition t
so then potentially on the (n + 1) fire of transition y. If C' does not contain
such a transition t, it contains at least a synchronization transition t’ involved
in another circuit. For the same reason as above, the time failure of py has an
effect only on the (n + 1)** fire of transition t’ and still no effect on transitions
involved in elementary paths from an input to an output. O

Corollary 18. If a time failure is detected on event m > 0 of an output, then it
cannot be on a place which is only contained in elementary circuits with n > m
tokens.

Proof. Direct consequence of Proposition 17. O

For a failure detected on the (n+1)" event, Proposition 17 and Corollary 18
prune out places that are only contained in elementary circuits with more than
n tokens. py must be in at least one elementary circuit with n or fewer tokens,
but may also belong to other circuits with more tokens.

6.3 Analysis Algorithm for Circuits

Algorithm 3 (denoted CircuitAnalysis) details the Analysis Algorithm for Cir-
cuits. This algorithm is part of the global localization algorithm ATFLAT. Its
first objective is to return a set of candidate places P by exploiting Propo-
sition 16 and Corollary 18 on the current measured output Y and the expected
output Y at a given step k. It also returns two boolean variables: TestCircuits
and TestContinue.
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TestCircuits is True as long as it is necessary to analyze circuits for the lo-
calization of candidate places. It is set to False as soon as the analysis concludes
that:

1. the candidate place must be in an elementary path (by Proposition 16);
or

2. Peire only contains one place; or

3. Peire contains only one circuit of Cg (m), m < n while the failure is detected
on a output y; with event number n (by Corollary 18).

The boolean variable TestContinue is true as long as the analysis does not
provide any definitive conclusions (that are Cases 2 and 3 here above): if Test-
Continue is set to False, so is TestCircuits.

The analysis starts with a loop that iterates on each output (line 6). It then
defines the elementary paths from any input to the current output (line 7) and
exploits Proposition 16 to define the set of candidates if the first event of the
output (event zero) presents a time shift (line 9). In this case, TestCircuits is
set to False (line 10). Otherwise, if the place containing the failure may be in
a circuit, it iterates on the events of the series (n) (loop starting in line 13) in
order to reduce the set of candidate places to those in circuits containing fewer
tokens than the number of the event presenting a time shift (lines 17 and 18),
which exploits Corollary 18.

TestContinue is set to False if the resulting set contains only one place or if
there is only one circuit with fewer tokens than the number of the first event
where the time shift is detected (line 20). This is done because all the places
in a circuit are downstream of the same input transitions and upstream of the
same output transitions, no additional information can come from the available
data (which is the input series and the output series). TestContinue being set to
False is an exit condition for the loop iterating on the outputs. Otherwise, the
algorithm continues to iterate to attempt to further reduce the set of candidates
Pcirc-

Example 22. To illustrate the proposed circuit analysis, let us again consider
the TEG in Fig. 1. This multiple-input multiple-output TEG is similar to the
TEG in Fig. 6 (see the examples in Section 5), but siz places contained in
circuits have been added, namely: p12, P13, P14, P15, P16 and pi7. Note that ps
18 now contained in a circuit as well.

There are five elementary circuits in this TEG. Three of them contain two
tokens (on transitions x1, X2, X3, Xg and X5) and two of them contain three
tokens (on transitions x¢ and x4). For this TEG, Q = 13 (see Equation (26)).

Its transfer matriz is:

7061(72(52)* 7051(72(52)* 7052(’72(52)* €
H = [190%(y?0%)" 100%(v20%)* 198°(7%6%)" 2°0%(»26)* | . (32)
€ c c 7051(7251)*
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Algorithm 3 Analysis Algorithm for Circuits (CircuitAnalysis)

Input: G.Y,Y
Output: P, TestCircuits, TestContinue
1: Peire < P
2 D+ 1+ Z‘Zill Moy (pi) > Eq. 26
3: TestCircuits < True
4: TestContinue < True
51041
6: while (i <|)Y|) and (TestContinue) do > Loop on each output
7 Pe Uﬂ'eng(u]‘,yi) Pe (ﬂ')Vuj
8: if Dy, (0) # Dy, (0) then
9: Peirc < Peire N Psg > Exploits Prop. 16
10: TestCircuits « False
11: else if TestCircuits then
12: n<+1
13: while (n < Q) and (D, (n) = Dy, (n)) do > Loop on the events
14: n+<n+1
15: end while
16: if Dy, (n) # Dy, (n) then
17: Pr 4 UnZy Ce(m) N {plp ~ v}
18: Peire < Peire N (Pn \7)5) > Exploits Cor. 18
19: if (|Peire] = 1) or (3p € Peire| 0 < My(p) < n) then
20: TestContinue < False
21: TestCircuits < False
22: end if
23: end if
24: end if
25: 14— 1+1
26: if |Pgirc| =1 then > If there is only one candidate place
27: TestContinue < False
28: TestCircuits <+ False

29: end if
30: end while
31: return (P;c, TestCircuits, TestContinue)
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Let us consider a time failure of 3 time units on place p17 (this information
is unknown). The following input and output are measured:

U 051@9 65+oo

s 1051 ® 16‘5%0 Y 700% @ 720% @ 7187 @ 4%
U= 2| = ,Y: Yo | = ’7064@’}/267@’)/4511 @766—&-00

u3 708! @ ~0gtee 052 1 256 o A 510 oy A6 5400

g A08T @ 65+ Y3 70T D Y% DY DY

The expected output for this input is:

1 70(53@’}/255@’}/467@’}/65—"_00
5 | = 7054@’}/2(56@’}/4(58@765""00
7052 D ’}/253 D ’}/4(54 D ,}/65+oo

Y =

&

<
w3

The differences in dates between the expected output and the measured output
are in bold. In the analysis for circuits, the algorithm begins with i = 1 by
computing Pg = {p1,...,De}. It then starts comparing y1 and g event by event
and no time shift is found, so Peirc remains unchanged as the whole set of places
P.

Fori =2, Pe ={p1,..,P5,D7, -, P10}- There is no difference between the
dates for the first event; the first difference is found for the third event (denoted
2). This results in the set Py = {ps, P12, P13, P15, P17}- The set of candidates
is therefore Peire = {P12, P13, P15, P17} Since there are three places containing
2 tokens in this set (p12,p15 and p17) (which means there are three elementary
circuits with two tokens upstream of ya), the algorithm continues.

It proceeds similarly for i = 3 up until line 18. In this case, Pgir. becomes
a singleton at that point (additionally, there is only one circuit containing two
tokens upstream of ys), so the algorithm stops at n = 2. The resulting set of
candidates is Peire = {p17}. TestContinue and TestCircuits are both returned
set to False.

Proposition 19. The analysis algorithm for circuits is sound: py € Peire.

Proof. This algorithm exploits the results regarding py and the sets Pg and C¢
proven in Proposition 16 and Corollary 18. The algorithm keeps removing from
Peire places that cannot be py. O

Proposition 20. The set of candidate places returned by CircuitAnalysis is a
subset of Loc(G,U,Y): Peire C Loc(G,U,Y).

Proof. Loc(G,U,Y) is defined as the set of places upstream of all the delayed
outputs. The analysis algorithm for circuits initializes the set of candidates as
the entire set of places, and for each output y;, it intersects it with another
set of places if a time shift is found, which means the output is delayed. The
sets that are used in the intersections are all subsets of {p|p ~~ y;} (the set
of places leading to y;), so the resulting set is an intersection of the sets of
places upstream of each of the delayed outputs, which means it is a subset of
Loc(G,U,Y). O
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6.4 Control Algorithm for Multiple Inputs and Circuits
(CAMIC)

The algorithm CircuitAnalysis performs an analysis in the context of an ac-
tive diagnosis session as described in Section 4. Therefore, it is suitable to be
integrated in a control algorithm in the case where the investigated TEG has
multiple inputs.

The Control Algorithm for Multiple Inputs and Circuits (CAMIC) proposed
in this section is a modified version of CAMI that takes into account the fact that
there may be elementary circuits in the diagnosed TEG. The steps of CAMIC
are very similar to those in CAMI, except that at each step k, as an analysis for
circuits is performed and may be conclusive (with TestContinue set to false),
CAMIC may end before performing all the steps that CAMI would have carried
out.

CAMIC is detailed in Algorithm 4. The main novelties when compared with
CAMI are the circuit analysis in line 12, which may modify the TestContinue
variable (to stop all further testing), the TestCircuits variable (to stop the test-
ing on circuits), and the set of candidates (to reduce it according the analysis of
the previous section). If TestContinue is kept as True until the end of the loop
on the inputs, it means that CircuitAnalysis is not conclusive but has filtered
out some places that are certainly not holding the time failure. In this case, all
the control steps have been performed and CAMIC has also computed the set
of candidate places as CAMI would have done. So, the final result is the in-
tersection of the candidate places in Pcapr; and the ones from Circuit Analysis
(lines 25 and 26).

Example 23. Let us consider the TEG in Fig. 1 and its transfer function H
(82). Let us now consider a time failure of 1 time unit on place p13. For the
input in Example 22, the following output is measured (date differences are in

bold):

m 7053 @ 7256 ) ’}/4(59 P 76(5+°°
Y = Y2 — 7054 o) 7257 o) ,74510 o) 765+oo
n 7052 @ 7253 @ 7454 fan) 765+oo

This results in the set of delayed outputs Vge; = {y1,y2} and the associated set
of inputs Uge; = {u,ug, us}.
The inputs computed by CAMIC are:

7006 106 o) 71133 5—:-00 ’700 5106 o) 711335-;00
o0 o0
UMI,l = 70(50@7135+00 y UMI,2 = 7060 @713 6+oo ;
700% & %6 700 By o
7050 o) 71354»00 7050 D 7135+oo

,}/050 ) ,_Y136+oo
U _ ,YO(SO ) 7135+oo
MI,3 70(515 o) 71364—00

’}/0(50 o) 7136+oo

40



Algorithm 4 Control Algorithm for Multiple Inputs and Circuits (CAMIC)

Input: G, Vier, Uger
Output: Pcanic

1 Qe 1+ 37 Mo(py) > Eq. 26
2: TestCircuits < True

3: TestContinue < True

4: PCAMIC «— P

5: Uit < Ugel

6: while (U.y+ # @) and (TestContinue) do > Loop on each control step k
7 Let ug € uleft

8: uleft — Ugel \ {uk'}

9: UMI,k < ComputeUMLk(H, Q, k) > Def. 23
10: (V.Y , I(Un1 ., Y)) + ApplyControl(Unsr 1)
11: if TestCircuits then
12: (Peire, TestCircuits, TestContinue) « CircuitAnalysis(G,Y,Y)
13: Poamric < Poamrc N Peire
14: end if
15: if TestContinue then
16: for y, € Y do > Loop on each output
17: D; i < maxo<n<q(Dy, (n) — Dy, (n)) > Def. 24
18: end for
19: end if
20: end while
21: if TestContinue then
22: Doy — max; i, (D; k) > Def. 25
23: Unir {uj|EIi, Di’j = Dma:z:} > Def. 26
24: Imr < Vaer YU uy ety Vel Unir > Def. 27
25: PCAMI%{pm‘VUj EL{MLVyiEyMI,uj meWYi} > Def. 28
26: Pcamic < Pcamic N Poamr
27: end if
28: return Pcanic

41



In this case, variables TestContinue and TestCircuits remain True, so the
control sequence is executed for the three inputs in Uge; and the set Poanic
at the end of the loop is Poamic = {pi2,DP13,P15}- After the loop, Poapr =
{p5, P12, P13, P14} and Poanic is finally defined as the intersection of both of
these sets: Poamic = {p12,p13}- CAMIC is more precise than CAMI as the
circuit analysis has pruned places ps and p14 from the list of candidate places.
Place ps has been pruned as it is involved in an elementary path from an input to
an output but there is no failure detection based on event zero in any output (see
Propostion 16). Place p14 has been pruned as it is part of only one elementary
circuit that holds 3 tokens so the potential detection of a time failure in piyq
should have occurred on an event n > 3 (at least the 4" event) in an output y,
however, here n = 2.

Proposition 21. CAMIC is sound.

Proof. The set of candidate places computed with CAMIC results from the
analysis of circuits and CAMI. Since both of these methods have been proven
to be sound, so is CAMIC. Place py is always part of the candidates returned
by CAMIC. O

6.5 Active Time Failure Localization Algorithm for TEGs
(ATFLAT)

The Active Time Failure Localization Algorithm for TEGs (ATFLAT) is a global
algorithm designed to localize time failures in TEGs regardless of the number
of inputs or circuits. ATFLAT takes advantage of the results described in the
previous sections to reduce the set of candidates by controlling the system with
new inputs only when this reveals additional information.

In contrast with the previous localization method introduced in Section 5,
ATFLAT tests properties of the TEG that relate to the presence of circuits
and may apply new inputs to the system in situations where the previous al-
gorithm would only return the worst-case scenario set of candidates, that is,
Loc(G,Uyp, Y).

Algorithm 5 introduces ATFLAT. It begins by determining whether the sys-
tem contains circuits (line 1). As stated in Section 4.3, for an empty TEG, this is
equivalent to whether the system contains places with an initial marking greater
than zero. This information is first used on lines 3 through 10. As stated in the
following Proposition 22, an input as defined in line 5 for a single-input TEG
will reveal any detectable time failures in the system. The measured output for
this input is then used in a circuit analysis as defined in Section 6.3.

Proposition 22. An input series that can be written as v°5% ®~y25+1°, t5 >0
on a single-input TEG containing a detectable time failure results in an output
y different from 3.

Proof. The reasoning is the same as the proof for Proposition 11. More precisely,
we can consider u = Upsr,1 with ¢g > 0 replacing ty,q42,1 and chosen arbitrarily
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Algorithm 5 Active Time Failure Localization Algorithm for TEGs (ATFLAT)
Input: G,U,,, Y
Output: P.ang

1: TestCircuits <— Ip € P|Mo(p) >0 > True if there is at least one circuit
2: if |U| =1 then

3: if TestCircuits then

4: Q1+ 327 Mo(py) > Eq. 26
5: Up=e®~lot>

6: (Y,Y,I(Uy,Y)) « ApplyControl(Uy)

7: (Peand, TestCircuits, TestContinue) « CircuitAnalysis(G,Y,Y)

8: else

9: Peanda + Loc(G, Uop, Y) > Def. 14
10: end if

11: else

12: ydel,UOp — {yi € y‘I(UOp, yi) = true} > Def. 13
13: udel,Uc,p — {ukWyi € ydelyUop,uk ~ Yi} > Def. 20
14: if |udel,Uop| =1 then

15: if TestCircuits then

16: Let udel,Uop = {uk}

17: Pu — {plVyi € Vaav,,,uk € Ugerv,,,ux ~ P ~ y; and

Mo(p) > 0}

18: if Pp; # @ then

19: Q1+ 370 Mo(py) > Eq. 26
20: Unmr g < ComputeU ypp  (H, 8, k)
21: (Y, Y, [(Unr1 i, Y))  ApplyControl(Unsr.1,)
22: (Peand, TestCircuits, TestContinue) +—

CircuitAnalysis(G,Y,Y)

23: else
24: Peand < Loc(G,Uyp,Y)
25: end if
26: else
27: Peand < Loc(G,Uyp, Y)
28: end if
29: else
30: if TestCircuits then
31: Peand < CAMIC(G, ydel,UUp,L{del,UOp) > Algorithm 1
32: else
33: Peand + CAMIG, Vaerv,, Uder,v,, ) > Algorithm 4
34: end if
35: end if
36: end if

37: return P.unq
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because there is only one input. The assumptions regarding H and H " are the
same and the resulting outputs Y and Y are similar. O

The same logic is used in lines 15 through 28; however, in this case the
analysis is only executed if there is a circuit in a relevant path, that is, between
the input that is upstream of the place containing the failure (ux) and all the
delayed outputs (Vger,v)-

Finally, if there may be multiple inputs upstream of the place containing the
time failure, CAMIC is executed if circuits are present in the TEG, CAMI is
executed otherwise (lines 30 through 34).

Proposition 23. ATFLAT is sound.

Proof. The set of candidate places computed with ATFLAT results from either
the structure-based localization method, the analysis of circuits, CAMIC or
CAMI. Since all of these methods are sound, so is ATFLAT. O

Proposition 24. The set of candidate places Peana returned by ATFLAT is
such that Pegng C Loc(G,Y,Y).

Proof. In the worst case Peana = Loc(G,Y, }72 Peana may also result from one
call to CircuitAnalysis s0 Peana © Loc(G,Y,Y) by Proposition 20. Otherwise,
Peana results from a call to CAMIC or CAMI, therefore Peong C Loc(G,Y,Y).

O

In practice, ATFLAT is more precise than Loc(G,Y,Y) for several reasons.
As soon as the suspected paths from the inputs to the outputs are better identi-
fied by the use of CAMIC, Peqna C Loc(G,Y,Y). ATFLAT is also more precise
as soon as CircuitAnalysis prunes out some places from the candidate set. AT-
FLAT may also be more conclusive by suspecting either a single place or a set
of places in one elementary circuit.

6.6 Complexity Analysis and Implementation

The main objective of the ATFLAT algorithm is to first design a set of control se-
quences to be applied on the system and then call the function ApplyControl(Unsr k)
to exploit the results of the indicators for the localization. To analyze the
overall complexity of ATFLAT, let firstly analyze the worst-case time com-
plexity of ApplyControl. This complexity is actually the complexity of the
|Y| available time failure indicators I(U,y;). As detailed in [13], the com-
plexity of I(U,y;) is in O(2%log(£2)) so the complexity of ApplyControl is in
O(|Y|xQ21og(Q2)). Algorithm 1 iterates over a subset of the inputs U and succes-
sively calls ComputeU ;; ,, and ApplyControl. Complexity of ComputeU yrr
is in O(|U]) (see Definition 23), it follows that the worst-case complexity of
CAMI is in O(|UJ? x |Y|Q2%10g(£2)) (which is by the way also the complexity
of Algorithm 2). Now consider CAMIC (see Algorithm 4) and notice that the
complexity of CircuitAnalysis is in O(|Y| x Q) so it is negligible with respect to
the complexity of ApplyControl, so CAMIC is also in O(|U|? x |Y|Q%log()).
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Finally, in the worst-case ATFLAT calls either CAMI or CAMIC so ATFLAT
has the same worst-case complexity as CAMIC and CAMI.

All the algorithms presented in this paper, namely CAMI, CircuitAnalysis,
CAMIC and ATFLAT have been included in the C++ library MaxPlusDiag
([13]) which relies on MinMaxGD ([9]). The examples in this paper were com-
puted using this library.

7 Conclusion

This paper describes methods for the synthesis of control sequences and the
analysis of the measurable elements of timed event graphs modeled as (max,+)-
linear systems in the context of the active diagnosis of time failures.

Time failures are defined as changes in the normal delays imposed by the
system. The objective of an active diagnosis session is to determine the origin
of such failures, namely the place of the timed event graph that has had its
duration altered, by applying carefully selected inputs to the system offline.
This process is called active localization.

The definition of sets of transitions and places based on the analysis of the
timed event graph is proposed in order to target the parts of the system that may
contain the failure. The analysis is based on existing methods for detecting time
failures online. These sets of input transitions, output transitions and places of
the timed event graph are then used in a decision-making process to establish if
the control of the system may indeed provide new, relevant information. In the
first proposed method of failure localization, this is done by taking advantage
of the presence of multiple inputs in the system if that is the case. The second
method does the same by considering the presence of circuits.

In the control algorithms introduced in this paper, the analytical properties
of the system are used to define the necessary elements for designing inputs
for the system, namely the number and dates of events of input series for the
timed event graph. Then, the inputs are applied, the outputs of the system are
measured, and a new analysis and decision-making process is conducted. These
steps are repeated until the set of places that may contain the time failure is
considered to be irreducible. This is the case of both the Control Algorithm
for Multiple Inputs (CAMI) and its extension that considers circuits (CAMIC).
The outcome of both of these algorithms has been proven to be a subset of the
set obtained with the pre-existing localization method.

The combination of the analysis algorithms and the control algorithms con-
stitutes a global Active Time Failure Localization Algorithm for TEGs (AT-
FLAT). This algorithm works by using the specialized methods in the cases in
which they are relevant, by determining for instance if there are multiple inputs,
if there are circuits, if different inputs could potentially lead to the place con-
taining the failure... Since all the different parts of this global algorithm provide
a smaller set than a simple structure-based localization, the choice of executing
ATFLAT on a system containing a time failure provides a real advantage.

The design of this active localization algorithm leads to several perspectives.
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First, the problem of studying timed event graphs containing multiple time
failures can be addressed; although this case was not considered in this paper,
an adaptation of the algorithm and the assumptions on the system could make
its consideration possible. Furthermore, this paper addresses time failures that
slow the system down, but accelerations of the normal the durations of the
system can also be taken into account. Other types of failures, such as the
event-shift failures defined in [13], could also be considered. Finally, another
step of the diagnosis of the system could be combined with the detection and
localization, specifically the estimation of the value of the time failure.
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