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Heterogeneous SoC

A system-on-a-chip (SoC) is a device which integrates multiple processing elements in the same die. An heterogeneous SoC may feature different processors, hardware accelerators, and even an FPGA.

Intrinsic channels Intrinsic channels

The shared resources of the SoC may be leveraged to covertly transfer information.

Attack goals

• Bypass isolation policies • Change the nature of the channel 1 Case studies 

  have niche applications but are difficult to mitigate • Their transmission rate is low, but the volume of information required is not high • We need to rethink the design of SoC platforms to introduce more effective isolation strategies Carlos LARA Thanks !
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