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Introduction

In what follows we will use some basic notions from reinforcement learning to construct a secure symmetric encryption scheme. Reinforcement learning and indeed machine learning in general has hitherto not been applied to the problem of secure transmission of information. Machine learning has been applied to attacking known encryption schemes yet not to constructing such and this article is hopefully indicative of the usefulness of ideas presented in that field. 1.0.1. How to construct an encryption scheme using reinforcement learning. Consider messages m ∈ M of words of bits of length n. Consider a key space K consisting of keys k of digits of length k.

1.0.2. Gen outputs a key k ∈ K on input the security parameter 1 n . 1.0.3. Given a message m construct a k × n-lattice where the l-th row is a Caesar cipher of m with key k l . We will consider the elements of the lattice to be states and we will now use reinforcement learning to obtain a ciphertext. In detail

Alphabet = {0, 1} States = {x|x ∈ {0, 1} n } Moves = {L, R, U, D} Init = m (initial message) End = c (ciphertext) Reward function: minimises entropy. If action a is to go from x to x ′ then p(x|x ′ ) = i,j p xix ′ j ij and r(x, a) = - p(x|x ′ ) ln p(x|x ′ ).
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Using Bellman's equation for the average reward V ,

V π (x) = max a (r(x, a) + 9/10 ′ x p(x|x ′ , a)V π (x ′ )
where π is a policy function giving back an action on input a state, this will give a not necessarily unique ciphertext namely Enc k (m) = π(m) where π is the optimal policy given by the solution to the Bellman equation. 1.0.5. We prove that the encryption scheme constructed above is CP A-secure [START_REF] Katz | Introduction to Modern Cryptography[END_REF].

Theorem 1.1. The encryption scheme (Gen, Enc, Dec) is CP A-secure.

Proof. The Bellman equation can be written as a system of linear equations which cuts out a hyperplane of codimension at least one. The set of optimal policies and thus the set of ciphertexts are therefore taken from a set of codimension one. It follows that there are at most Cn! possible ciphertexts. Given an attacker A and a challenger C, if

C outputs k = Gen(1 n ) A outputs m 0 , m 1 ∈ M C outputs a bit b ∈ {0, 1} and c = Enc k (m b ) A outputs a guess b * .
Suppose that A is allowed to make q(n) oracle queries. Then

p(b = b * ) = 1 2 + q(n)
Cn! which is negligeably better than a coin-tossed guess. Therefore (Gen, Enc, Dec) is CP A-secure. □ 2. Appendix 2.0.1. How to construct a carbon dioxide filter. One has the formula

CO 2 + 2SO 2 ∼ CS 2 + 3O 2 . ( * )
In other words carbon dioxide reacts with sulphur trioxide to give carbon disulphide and oxygen. Carbon disulphide can be efficiently neutralised using the process [3] 1 . In detail hydrolysis with certain catalysts [START_REF] Yu | Adsorption-catalytic process for carbon disulfide removal from air[END_REF] gives

H 2 O + CS 2 + 2O 2 ∼ SO 2 + H 2 S + 1 2 CO 2 + 1 2 CO 2 1 2 CO 2 + SO 2 ∼ 1 2 CS 2 + 3 2 O 2
The remainder is H 2 S + 1 2 CO 2 . This is reduced further using the classical Claus process. The above steps are then repeated using [START_REF] Yu | Adsorption-catalytic process for carbon disulfide removal from air[END_REF] to further reduce 1 2 CS 2 + 3 2 O 2 . We therefore suggest the following prototype for a carbon dioxide filter; it should consist of two filters the first being an air filter containing sulphur trioxide and the second being a vapor filter using the electrochemical processes outlined above. 1 The oxidisation process [START_REF] Chen | Removal of carbon disulfide from air stream by absorption combined with electrochemical oxidation[END_REF] developed by Chinese scientists could also be considered.

Remark 1. It could also be feasible to use the equation

CO 2 + 2SO 3 ∼ CS 2 + 4O 2 ( * * )
together with hydrolysis and the equation SO 2 + O 2 ∼ SO 3 to reduce the amount of CO 2 stepby-step.

2.0.2. How to construct an electric battery that uses photoelectricity. A standard electric battery consists of two half-cells H +/-which are joined together. Each half-cell consists of an anode a respectively a cathode c. A cathode is positively charged whereas an anode is negatively charged. Both are surrounded by electrolysis. The energy in the system is entirely chemical. We propose that one considers taking the anode to be a material with work function ω < 3. It would thus be photoelectric. One either replaces or dissolves the electrolysis in the corresponding half-cell H -with a chemoilluminescent material2 . This will then give a a negative charge, by the photoelectric effect. It would therefore serve as a battery.

Remark 2. Materials such as Lithium Li are slightly photoelectric. The construction above would therefore produce a slightly augmented Lithium battery. Given the advances in the study of chemoilluminescence materials one could hope that this would be a path forward in the construction of modern electrical batteries.

  1.0.4. The Bellman equation is of course reversible and Dec k (c) = π -1 (c)

These materials are capable of powering military grade lasers and it should thus be a given that they are well-studied and well-known