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Abstract : This conceptual paper challenges the notion that the enhanced data security of blockchain
results in superior privacy. Blockchain's fundamental characteristics - immutability, decentralization,
and transparency - promote an excessive reliance on historical data. This reliance, in turn, leads to
inaccurate predictions and misguides consumer privacy preferences. The paper contends that this stern
protection conflicts with the General Data Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA). We argue that the lack of choice in managing data denies freedom,
causing psychological reactance. Additionally, the dependence on past data contributes to an
intensified privacy paradox as consumers need to assert accurate privacy preferences. These combined
effects result in increased consumer digital vulnerability, which arises from an imbalanced power
dynamic in data management. We propose a novel approach, which we call “modified blockchain”.
The approach is based on three pillars: i) selective immutability, ii) federal decentralization, and iii)
supervised transparency. These pillars aim to effectively integrate regulations, organizations, and end-
users within advocating for a socio-technical decision-making approach. This work also broadens the
scope of the psychological reactance theory and the privacy paradox literature by affirming that a lack
of autonomy in data management leads to digital vulnerability.
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1. Introduction

Digital transformation is pivotal for firm growth and performance (Alalwan et al., 2021;
Baiyere et al., 2020; Cao et al., 2022; Kraus et al., 2022). Companies must adapt to digital
transformation and build dynamic consumer relationships to create a competitive advantage
(Palacios-Marqués et al., 2021). Among the strategic challenges related to growth and
performance is efficient data transactions. The business landscape is becoming more complex
due to digital-enabled online personal data misuse issues (see Saura et al., 2023). Many
businesses try to reassure consumers that online data will be treated confidentially or that
consumers have complete control of their data (Saura et al., 2022). Blockchain is an open,
decentralized, distributed digital ledger technology that records transactions across multiple

systems, ensuring transparency, security, and immutability (Cozzio et al., 2023).

Blockchain will represent ten percent of the worldwide GDP by 2027 (World
Economic Forum, 2015). Initially considered for cryptocurrencies like Bitcoin and Ethereum,
blockchain has extended into diverse industries, including health, supply, digital voting, and
national security (Mitzner, 2022). Major corporations such as Amazon, Walmart, IKEA,
Nestle, and Alibaba have partnered with IBM and Microsoft to integrate blockchain
technology into their operations. Blockchain has transformed e-commerce by ensuring data
security and offering an immutable and transparent system that prevents data manipulation
(Peres et al., 2022; Chan et al., 2023). Furthermore, blockchain assures privacy for consumers

through enhanced transparency and visible transaction history (Joo et al., 2022).

The adoption of Central Bank Digital Currencies by over 100 countries underscores
the increasing interest in blockchain technology (Stanley, 2023). In 2023, the United States
alone boasts approximately 45 million crypto users, with 16% of Americans engaging in

cryptocurrency activities (Ariella, 2023). The global user base for blockchain wallets has



reached 85 million (Howarth, 2023). However, blockchain’s immutability poses challenges to
regulatory compliance, particularly concerning the “right to forget” principle in GDPR and
the “right to request deletion” of the CCPA (Alza, 2020). Once data is recorded on a
blockchain, adhering to regulations mandating data erasure becomes exceedingly complex.
Also, to ensure effective user privacy, systems should delete data within a 30-days,

substantiated by verifiable evidence (Ribeiro-Navarrete et al., 2021).

Despite the blockchain design for transparent information transmission, consumers
generally perceive blockchain-provided information as less credible (Mazzu et al., 2023). The
authors emphasize a more inclusive relationship-based approach, providing social proof, such
as positive customer reviews, to establish credibility. Understanding these dynamics can help
companies improve consumer trust in blockchain technology and facilitate effective adoption.
Therefore, while blockchain establishes credibility in preserving past privacy, it needs more
flexibility in addressing future privacy concerns. As a result, organizations will underestimate
privacy perpetuated through past incidents (Marthews & Tucker, 2022). However, contrary to
the acclaimed blockchain security, issues regarding credibility and cyber-attacks persist.
Schlatt et al. (2023), in their analysis of 87 attacks on blockchain-based systems, underscore
the imperative of establishing a stringent multi-stakeholder approach to managing consumer
data. Organizations should consider integrating regulators, organizations, developers, and
end-users within broader ecosystems, mandating a socio-technical decision-making approach.

Consumers adapt their privacy intentions based on circumstances, exhibiting dynamic
rather than static privacy behavior (Liyanaarachchi, 2021). We argue that due to the inherent
data security of blockchain technology, companies have disregarded the psychological
aspects of data privacy from the consumer perspective. In the retail sector, blockchain raises
concerns surrounding data ownership and the potential for misuse, emphasizing the need for

effective data visibility control (Dwivedi et al., 2023). Existing literature has predominantly



focused on the technical aspects of blockchain, overlooking the dynamic nature of privacy
behavior ( Liyanaarachchi et al., 2019 ; Schlatt et al., 2023). The research on blockchain
technology remains relatively new and rapidly evolving (Chan et al., 2023; Tan & Saraniemi,
2023). Despite its increasing popularity and adoption in various industries, the scholarly
exploration of blockchain's multifaceted aspects is still in the infancy (Frizzo-Barker et al.,
2020; Javaid et al., 2021; Liu et al., 2023; Xu et al., 2019; Wang et al., 2021).

As a digital transformation, blockchain profoundly affects global businesses while
presenting critical social challenges (Ante, 2021; Baquero, 2023; Li et al., 2023; Raddatz et
al., 2023) and resistance due to lack of consumer autonomy (Li et al., 2023; Mashatan et al.,
2022 ). As a result, Baquero (2023) introduces three strategies to enhance blockchain
adaptation in social and regulatory contexts: i) redesigning blockchain for human oversight of
privacy, ii) prioritizing effective privacy design, and iii) establishing clear responsibilities for
data. Further, these strategies underscore the need for greater academic scrutiny (Baquero,

2023).

This study addresses a notable research gap in the literature, emphasizing the
necessity to investigate the neglect of social perspectives on blockchain privacy. This
emphasis stems from the prevailing focus on technical facets of blockchain security in
existing research, as highlighted by scholars (Mazzu et al., 2023 ; Patil et al., 2023; Schlatt et
al., 2023). Existing literature highlights the stern privacy approach of blockchain applications
and the resulting lack of consumer trust in managing their data (Liang & Ji, 2022; Utz et al.,
2023). Consequently, consumers perceive product information from blockchain as less
credible than information from human experts (Walsh et al., 2021). While prior research has
explored strategies for reducing consumer resistance to technological transformations, a gap
persists in understanding the specific reasons for this resistance (Alam et al., 2021; Mazzu et

al., 2023). A customer-centric strategic approach is necessary to advance blockchain's



practical implementation and customer adoption (Patil et al., 2023; Zheng & Lu, 2022). To
address this gap, the paper draws on psychological reactance theory and privacy paradox,
with the failure of blockchain to comply with global data privacy regulations. The study
identifies three key factors—psychological reactance, privacy paradox, and non-compliance
with data privacy regulations—that contribute to increased consumer digital vulnerability. We
argue that blockchain's core characteristics, such as immutability, decentralization, and
transparency, exacerbate these issues by promoting reliance on historical data, resulting in

inaccurate predictions and misguided privacy preferences.

The paper proposes a novel approach, the “modified blockchain,” incorporating three
pillars: selective immutability, federal decentralization, and supervised transparency. These
pillars aim to balance the power dynamic in data management by integrating regulations,
organizations, and end-users, advocating for a socio-technical decision-making approach. The
research highlights the importance of addressing the mismatch between organizational
blockchain use and consumer expectations (Ehrenberg & King, 2020 ; Mazzu et al., 2023 ;
Schlatt et al., 2023 ; Tan, & Saraniemi, 2023; Tan & Salo, 2023). The proposed modified
blockchain model offers actionable managerial insights to mitigate digital vulnerability and

foster a more balanced approach to data management.

2. Conceptual underpinnings

2.1 Regulation

Privacy laws and blockchain technology have continuously evolved, driven by technological
advancements and an increasing recognition of privacy rights (Gurzhii et al., 2022).
Nevertheless, concerns have arisen regarding the potential implications for privacy rights,

particularly on compliance with GDPR and CCPA (Alza, 2020). CCPA represents the most



rigorous data privacy and digital consumer rights legislation in the United States. Drawing
inspiration from the GDPR, often called the "California GDPR," the CCPA signifies a
transformative shift in American digital regulation (Hennel, 2021). Further, several US states,
including Colorado, Connecticut, Utah, and Virginia, introduced similar data privacy laws in

2023, expecting more states to follow suit (Riela, 2023).

Although initially focused on California residents, the impact of the CCPA extends
beyond state borders, affecting businesses and personal data nationwide. Technology giants
like Facebook, Microsoft, Samsung, Apple, and Amazon must adhere to CCPA compliance
requirements (Hennel, 2021). GDPR provides more comprehensive and robust guidelines
directly applicable to blockchain than the CCPA (Alza, 2020). Therefore, this paper primarily
focuses on GDPR as the regulatory framework to examine the impact of blockchain
technology due to its more comprehensive global presence. Blockchain technology, known
for its data protection assurance, presents a significant challenge when considering GDPR

guidelines (Haque et al., 2021).

The GDPR Articles 17, 25, and 4 are particularly affected by blockchain applications,
necessitating innovative approaches to ensure regulatory compliance (Tatar et al., 2020).
Article 17 of the GDPR, known as the “right to be forgotten,” mandates that organizations
erase personal data once its original purpose has been fulfilled (Finck, 2018). However, this
contradicts a fundamental aspect of blockchain technology, which relies on permanence and
immutability. Data stored on a blockchain ledger cannot be deleted as such action will
compromise the entire system's integrity. Blockchain's immutability, while ensuring data
integrity, directly contradicts Article 17 of the GDPR. This right allows individuals to request

the deletion of their data, emphasizing individual data control.



The permanence of blockchain data makes it impossible as data removal disrupts its
continuity, undermining one of its core principles, immutability. The foundation of Article 17
originates from the EU Data Protection Directive, influenced by the “Google Spain” case. Mr.
Costeja Gonzélez sought to remove outdated data from the Google search engine that
included his past financial situation. He argued that when users searched his name on
Google, the results included links to a 1998 newspaper article that represented a closed
matter. In May 2014, the European Court of Justice (ECJ) ruled in favor of Mr. Gonzalez on

the freedom of information and expression (Frantziou, 2014).

Acrticle 25 of the GDPR requires data processing systems to incorporate "privacy by
design™ and “privacy by default” during design and development (Tatar et al., 2020).
Unfortunately, blockchain's inherent characteristics, such as transparency, pose significant
challenges to complying with this GDPR requirement. Blockchain's transparent and tamper-
proof data storage contradicts, emphasizing confidentiality and availability (Liu et al., 2023).
Further, GDPR introduces the “data controller” role in Article 4 to designate entities
responsible for personal data processing (Tatar et al., 2020). However, the decentralized
nature of blockchain technology challenges this conventional concept. Unlike the GDPR's
assumption of centralized data management, blockchain operates on a distributed ledger
system without a central authority. The blockchain does not include the option of a central

data controller with specific responsibility for data protection.

This paper mainly focuses on Articles 4, 17, and 25 due to the direct impact on
consumers and their sensitive information. Blockchain's focus on past data needs to account
for consumers' evolving privacy concerns and their need to change and adapt their data usage
preferences. The concept of a single customer view, which allows tracking across various
online platforms, must be more accurate to simplify complex customer privacy needs (Tucker
& Catalini, 2018). Identifying consumers based on past data creates a misleading privacy
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situation, as it does not reflect the dynamic nature of consumer online behavior. We consider
the lack of adherence to privacy regulation as a critical setback in recognizing blockchain as a
digital transformation. A more collaborative approach is required to balance the regulator's

concern for consumer privacy to validate the blockchain technology (Su et al., 2023).

2.2 Psychological reactance

Psychological reactance theory depicts how individuals respond to perceived threats invading
their autonomy and freedom of choice (Brehm, 1966). When faced with a threat to freedom,
people encounter a state of reactance, compelling them to resist reclaiming freedom actively.
Also, they can respond with anger and counteraction, leading to psychological reactance to
restore freedom (Badewi et al., 2023). This paper argues that a lack of freedom in managing
data with blockchain can evoke psychological reactance. Customers might opt to withhold or
limit their engagement with blockchain-based platforms due to concerns about needing more

data control.

In 2022, the blockchain-based cryptocurrency has witnessed a series of significant
security breaches, with the five most extensive violations amounting to over $3 billion
(Bambysheva & Linares, 2022). Also, the additional risks, such as ransomware associated
with indefinite data availability, illustrate reactance to blockchain technology (Martin et al.,
2022). By 2031, ransomware is expected to impose a staggering annual cost of approximately
$265 billion (USD), with a new incident every two seconds (Morgan, 2023). Despite the
potential for blockchain congestion, severe vulnerabilities have brief lifespans, prompting

opportunistic large-scale ransomware attacks (Lee & Choi, 2022).

These threats encompass various forms, such as data breaches, security
vulnerabilities, hacking incidents, and financial fraud. Data threats are a predominant concern

within information systems, with data integrity being crucial (Dwivedi et al., 2023). Despite



perceiving blockchain as a secure technology, scholars have yet to determine the ecosystem's
operational reliability, citing the potential for data misuse (Chan et al., 2023; Schlatt et al.,
2023). Companies fear the loss of customer trust that could arise from data misuse facilitated
by blockchain vulnerabilities (Li et al., 2023). As a result, companies may resist adopting
blockchain technology, opting for more familiar and controllable alternatives. In a study
involving 360 retailers, Dwivedi et al. (2023) unveiled resistance toward blockchain adoption

due to a need for more data ownership.

Data immutability within blockchain may conflict with consumer aspirations for
heightened control over their personal information. Future research should focus on consumer
attitudes toward autonomy and personal freedom in the context of blockchain technology
(Ford et al., 2023; Martin et al., 2022; Perdana et al., 2021). There can be reactance when
consumers perceive an unequal power dynamic concerning the rigid privacy measures of the
blockchain. This paper advocates that companies should adjust the blockchain applications to
empower consumers to minimize reactance. A dynamic balance is needed to reconcile
blockchain's technological strengths with the psychological reactance from limited data
control (Friedman & Ormiston, 2022). Exploring user-friendly implementations of
blockchain that enable individuals to manage data to some extent within its framework while
preserving its core benefits might be a viable direction (Wong et al., 2023). There is a need to
design mechanisms that allow individuals the freedom to manage data in the blockchain

while maintaining the technology's core advantages.

2.3 Privacy paradox

The privacy paradox depicts the dichotomy between an individual's attitude and the behavior
of disclosing personal information (Cloarec et al., 2022; Norberg et al., 2007). Consumers

need to be more consistent with protecting their privacy and continue to disclose information



despite the risk creating inconsistent online behavior (Liyanaarachchi, 2021). The privacy
paradox arises when individuals' normative privacy attitudes contradict actual behavior due to
specific privacy situations (Acquisti et al., 2023; Kokolakis, 2017). Blockchain technology
can intensify this paradox due to retaining data, leading to conflict with future privacy

behaviors.

This discrepancy profoundly impacts blockchain as consumers' past privacy
preferences are visible to the public, which may not reflect current privacy concerns, leading
to a heightened privacy paradox with blockchain. Consider a consumer cautious about
investing in the stock market six months ago, creating a specific consumer profile shared with
financial institutions and brokering firms. However, this consumer may be more willing to
take risks due to changing financial conditions and evolving business developments.
Unfortunately, stockbrokers and other institutions might not recognize these risk appetite

changes, causing the consumer to miss potential market opportunities.

Similarly, an individual who has recently recovered from a health condition may
encounter constraints imposed by previously recorded preferences prohibiting certain
activities, such as travel. These static privacy profiles hinder future actions and aspirations,
intensifying the privacy paradox within the blockchain system and creating uncertainty about
sharing information. Moreover, with blockchain, organizations struggle to interact with
consumers based on outdated and contradictory past privacy preferences, leading to a privacy
paradox (Bonson & Bednarova, 2019). Their decision-making processes predominantly rely
on historical data, which fails to align with their customers' dynamic and evolving privacy
needs and preferences. Also, blockchain applications with immersive technology and
metaverse lead to more profound privacy situations (Dwivedi et al., 2023). With blockchains,
anyone can access the entire history of transactions on a given chain, a measure taken to
ensure the security and integrity of the network.

10



However, this transparency with immersive technology creates a higher privacy risk
and a dilemma for customers to engage with blockchain (Kaaniche et al., 2020).
Transparency enhances trust and accountability in various applications and exposes
transaction details to anyone, potentially compromising user anonymity (Wang et al., 2023).
The increase in financial fraud and cybercrime, especially in the context of financial risk, is
evidence of such visibility (Liyanaarachchi et al., 2019). The privacy paradox becomes
evident as the value of consumer data continues to escalate over time, which necessitates
robust privacy protection (Acquisti et al., 2023). This paradox persists due to the enduring
online data availability long after its initial use, a formidable challenge for organizations

Fusing blockchain (Bonsén & Bednarova, 2019).

The existing privacy paradox particularly emphasizes the disclosure of confidential
data. In typical situations, unauthorized actions or data misuse can lead to consequences. In
specific conditions, data misuse can result from unauthorized actions or hacking of systems.
Blockchain technology exacerbates this situation due to a critical difference — the data is
entirely visible to the public. This heightened transparency means hackers can trace an
individual, effectively connecting past disclosures to the present (Corbet et al., 2020). The
concept of a single customer view, facilitating the tracking of a customer across various
online platforms, poses limitations when comprehending intricate customer requirements

(Tucker & Catalini, 2018).

Blockchain systems focus on pseudonymity, where users operate under pseudo-
identity to safeguard their identity (Zhang et al., 2022). Assigning unique codes to each
transaction enhances data protection. The challenge arises when a skilled hacker can discern
the data source and trace it back to the original provider (Corbet et al., 2020). This capability
introduces a significantly higher privacy risk and amplifies the complex privacy paradox. We
argue that the privacy paradox, amplified by blockchain technology, underscores the

11



disconnect between consumers' past and present privacy concerns. The past data in the
blockchain hinders consumers and organizations from making informed decisions,
manifesting the need to address this paradox (Bonsén & Bednérova, 2019; Wang et al.,

2021).

2.4 Digital vulnerability

The rising value stored in blockchain systems has led to higher digital vulnerability, making
individuals increasingly attractive targets for cybercrime (Schlatt et al., 2023). Consumer
vulnerability originates from power imbalances in organizational interactions (Baker et al.,
2005). As a result, they are overly dependent on organizations for knowledge and information
(Echeverri & Salomonson, 2019). Concerns about unauthorized access and exploitation of
personal information drive data vulnerability (Martin et al., 2017). Consumers possess
restricted options for data privacy (Acquisti et al., 2023) and lack awareness regarding their
vulnerability (Liyanaarachchi et al., 2021). Further, consumers alone cannot identify and
manage vulnerability (Berg, 2015). Despite the importance of mitigating consumer
vulnerability, there is a scarcity of research focused on identifying strategies to empower

consumers (Basu et al., 2023; Galli, 2022; Miglionico, 2023).

Through a review of the literature spanning over 25 years, Basu et al. (2023) identify
four major research themes: i) fraud, ii) well-being, iii) ethics, and iv) the impact of disability
and gender on managing future consumer vulnerability. Unlike businesses, consumers lack
experience handling digital transactions, creating the need to manage vulnerability to prevent
imbalanced relationships. Therefore, to address digital vulnerability, consumers should
possess higher capability and ability to implement correct choices in information disclosure
(Glavas et al., 2020). Prioritizing user-friendly applications in organizations is crucial for

managing digital vulnerability and providing autonomy to customers (Liyanaarachchi et al.,
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2021). The growth of digital payments and consumer neglect of self-regulatory privacy

behavior creates more opportunities for data breaches with blockchain (Miglionico, 2023).

The research gap on consumer vulnerability intensifies as companies rely excessively
on aggressive marketing strategies, neglecting societal concerns (Stewart, 2022).
Developments in cyber threats underscore the need to design secure applications addressing
data vulnerability with blockchain (Prakash et al., 2022; Walsh et al., 2021). Variations across
multiple blockchain application domains make it challenging to organize a uniform path
toward developing strategies to prevent data vulnerability (Perdana et al., 2021). As more
industries adopt blockchain solutions (Friedman & Ormiston, 2022), the complexity of
blockchain networks increases, expanding the scope for unauthorized access to data (Prakash
et al., 2022). One grave threat is the “51% attack”, in which an entity or group gains control
of over 50% of the network's computing power (Schlatt et al., 2023). Such authority enables
the attacker to change the details of any transaction stored in the blockchain, rendering the

entire system vulnerable.

The organization's complete control over data causes consumers to be vulnerable due
to an imbalanced exchange relationship with blockchain, exposing them to digital fraud (Tan
& Saraniemi, 2023). Therefore, leveraging blockchain technology with potential legal
reforms and better consumer adaptability is crucial in mitigating digital vulnerabilities

(Miglionico, 2023).

3. The conceptual model

3.1 The Blockchain

The core features of blockchain on data security are immutability, transparency, and
decentralization (Rawat et al., 2020; Shafay et al., 2023; Tatar et al., 2020; Yli-Huumo et al.,

2016). We contend that these three key features result in an overemphasis on operational
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efficiency while neglecting the customer perspective. Furthermore, these three core aspects of
blockchain technology conflict with GDPR, giving rise to customer reactance and the
emergence of a privacy paradox, which is detrimental to the growth of blockchain as a digital

transformation.

3.1.1 Immutability

Immutability refers to the inherent property of blockchain data, once recorded, becoming
exceedingly resistant to alteration or deletion (Li et al., 2023). The immutable nature of data
on the blockchain conflicts with GDPR Article 17 compliance concerns data erasure after use
(Haque et al., 2021). The perception of data permanence on the blockchain can elicit
psychological reactions among consumers due to the lack of freedom to manage data.
Immutability can result in a privacy paradox due to potential data misuse with the visibility of
sensitive information to third parties. Both reactance and privacy paradox aggravate as the
data remains with blockchain beyond its intended use. We argue that companies must devise
strategies to mitigate psychological reactance and privacy paradox by adhering to GDPR

Article 17.

3.1.2 Decentralization

Decentralization in blockchain refers to distributing data and control across a network of
computers (nodes) rather than relying on a central authority (Onjewu et al., 2023).
Decentralization conflicts with centralized data management, with a specific data controller
recommended by GDPR Article 4 (Finck, 2018). Decentralization can lead to fear of data
misuse due to the need for more specific authority and accountability in data management. As
a result, consumers can experience psychological reactance that prompts them to resist data-
sharing practices facilitated by blockchain systems (Martin et al., 2022). Data management

uncertainty due to the need for a central body within decentralization creates a dilemma for
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consumers, potentially leading to a privacy paradox. Initially, consumers may share their data
despite privacy concerns due to limited options, but they later regret this choice because of

uncertainty about data usage.

3.1.3 Transparency

Blockchain technology is renowned for its transparency, which underpins its integrity and
accountability (Zhu et al., 2022). Within the blockchain, all transactions and data are
inherently transparent and visible to participants in the network. However, the transparency
of blockchain technology contradicts GDPR Article 25 (Finck, 2018; Haque et al., 2021). In
fact, the transparency of data and its visibility to anyone in the network can prompt resistance
due to perceived threats to consumer freedom (Ford et al., 2023). Consumers have no
intention of exposing sensitive personal data to unintended recipients. Transparency and
traceability will create doubt about data security, leading to privacy paradoxes and fear of
unauthorized data access (Kaaniche et al., 2020). Moreover, due to this complete visibility,
hackers can trace historical data and predict a consumer's future intentions, further increasing

doubts about future disclosures (Corbet et al., 2020).

To address the critical issues of the blockchain that hinder digital transformation, we propose
a modified blockchain that adheres to the GDPR guidelines, consumer reactance, and privacy

paradox implications based on the three pillars mentioned below.

3.2 Modified blockchain

This paper presents digital vulnerability as a form of consumer vulnerability resulting from
the application of blockchain in the digital space. Managing digital vulnerability is pivotal in
blockchain's wider acceptance and application as a digital transformation. We propose that

the combined effect of the lack of adherence to regulation, the privacy paradox, and
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psychological reactance leads to digital vulnerability. Hence, due to blockchain's rigidity,
organizations cannot adhere to regulations, creating a false sense of security.

Consumers ascribe heightened certainty to blockchain technology, engendering a
misleading privacy paradox. Contrary to this perception, the factual scenario unfolds as an
exacerbated privacy paradox, thereby exposing consumers to digital vulnerability. Hence, an
increased privacy paradox occurs due to a lack of understanding of its underlying conditions
leading to digital vulnerability (Liyanaarachchi et al., 2021). Consequently, this knowledge
gap increases consumers' risk of encountering digital vulnerabilities within the blockchain
ecosystem. Further, blockchain's decentralized structure, lacking flexibility, triggers
psychological reactance (Mazzu et al., 2023).

The reactance, stemming from perceived restrictions on freedom, drives
counterproductive behaviors. Users may resist established protocols, neglect security
practices, and make inaccurate decisions, resulting in worsening digital vulnerability (Walsh
et al., 2021). Lack of trust is a critical factor contributing to customer vulnerability that
manifests reactions to accepting blockchain (Tan & Saraniemi, 2022). To reduce reactance,
Friedman and Ormiston (2022) suggest that organizations should transition from a one-
dimensional control-driven approach to a more customer-friendly approach. Thus, to
facilitate effective adoption, organizations should acknowledge blockchain as a socio-

technical system (Ehrenberg & King, 2020). Based on the above, we propose that:

P1: Blockchain technology conflicts with regulation, fosters the privacy paradox, and

causes psychological reactance, leading to digital vulnerability.

3.2.1 Selective immutability

To address consumer concerns regarding the persistence of sensitive data beyond its original

purpose, firms should prioritize immediately deleting such data within the blockchain system.

16



Companies should establish deletion criteria through negotiable data privacy contracts with
consumers. Implementing selective immutability will be pivotal in reducing privacy risks by
ensuring that confidential data remains inaccessible, thereby mitigating the privacy paradox
and reactance. Furthermore, these efforts align with GDPR Article 17, upholding the “right to
forget” principle concerning sensitive data. When a user initiates a data deletion request, the
system should promptly trigger a process that removes or anonymizes the relevant data from

off-chain storage and updates the blockchain accordingly.

Companies must maintain a comprehensive audit trail of all data-related activities,
including data access, modifications, and erasure requests. This documentation serves to
demonstrate GDPR compliance, which can be invaluable in the event of audits or
investigations. By emphasizing the immediate deletion of such data, firms proactively
address these concerns, thereby reducing the likelihood of users experiencing reactance.
Introducing selective immutability addresses this paradox by aligning the system's data-
handling practices with user expectations. Consequently, users are likelier to trust the system
and feel less conflicted about sharing their data, leading to a harmonious balance between

privacy protection and data utility. We portray that:

P2: Selective immutability (i.e., identifying criteria for data deletion) is pivotal for the

strategic redesign of blockchain

3.2.2 Federal decentralization

Decentralization, involving distributed nodes for transaction processing without a central
authority, creates challenges for consumers in identifying entities handling their data (Xue et
al., 2021). The absence of clear accountability raises concerns about legal repercussions in

case of data mishandling or breaches. Participation of multiple parties in validation without
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robust access control mechanisms poses risks of unauthorized data access (Zachariadis et al.,
2021). Consumer worries about vetting and security of data access arise. Blockchain's
decentralization limits consumer control over data, lacking clear options for consent,
retrieval, or deletion (Centobelli et al., 2021), leading to concerns about potential misuse.
Decentralized systems struggle to adhere to stringent data protection regulations like GDPR,
risking consumer resistance if perceived non-compliance undermines privacy laws (Belen-
Saglam et al., 2023).

Despite the benefits of enhanced security through interconnectivity in data processing,
challenges to consumer privacy emerge. Addressing these requires a delicate balance between
decentralized advantages and mechanisms providing control, responsibility, and confidence
in data management (Xue et al., 2021). Organizations should consider establishing a central
authority for specific data management, delineating roles with GDPR Atrticle 4 to mitigate
decentralization issues while preserving its benefits and ensuring compliance. Streamlining
data formats and exchange protocols through interoperability standards facilitates seamless
data sharing, guaranteeing adherence to regulation. The proposed federal decentralization
facilitates data transfer between blockchain networks, minimizing regret and establishing
authority through legal agreements with data-collecting entities. Consumers are pivotal in this
context, empowered to oversee data collection firms assert their right to assume control and
influence data management. Hence, federal decentralization effectively reduces reactance and

mitigates the privacy paradox. We propose that:

P3: Establishing federal decentralization (enabling data guardians) is pivotal for the

strategic redesign of blockchain.

3.2.3 Supervised transparency
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The transparency of blockchain transactions, which benefits accountability, raises heightened
privacy concerns and consumer resistance (Schlatt et al., 2023; Tan & Salo, 2023).
Consumers feel uneasy about the accessibility of their transaction history, potentially
revealing sensitive information (Tan & Salo, 2023). Addressing these challenges requires
careful consideration of technical, legal, and user-centric solutions to ensure a harmonious
integration of blockchain and consumer privacy (Dwivedi et al., 2023). While ensuring
openness, this transparency may lead to a perceived lack of control over personal data,
triggering consumer resistance (Walsh et al., 2021). The traceability and automated decision-
making aspects of blockchain conflict with GDPR principles, requiring more customer-
centric privacy management (Belen-Saglam et al., 2023; Raddatz et al., 2023).

To address privacy issues and resistance, we propose “supervised transparency.” This
approach involves continuously monitoring data behavior within the blockchain, tracking
movements and third-party actions to ensure privacy. Companies should establish a recording
system listing entities accessing data, making results available to customers for credibility
and accountability. Supervised transparency aligns with GDPR Article 25, embodying “data
protection by design and default.” This enables the integration of privacy-enhancing features
into the blockchain architecture, ensuring inherent data protection. Online real-time
supervision empowers users to assert authority over their data, reducing psychological
reactance and facilitating control. This ensures accessibility while maintaining a manageable
level of privacy grounded in consumer privacy concerns.

Supervised transparency establishes a harmonious relationship between blockchain
technology and data protection. This not only ensures compliance but also preserves user

trust and freedom. In light of these considerations, we propose that:
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P4: Supervised transparency (i.e., traceability with an audit trail at the company level)

is pivotal for the strategic redesign of blockchain.

Figure 1 presents the conceptual model, highlighting our suggested modified blockchain

framework.
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Figure 1: Modified blockchain
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4. Conclusion, implications, and future research direction.
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4.1 Conclusion

This study depicts significant privacy concerns associated with applying blockchain
technology in consumer perspectives and regulatory governance, impeding its role in digital
transformation. We introduce the "modified blockchain™ concept, highlighting the impact of
consumer reactance, the privacy paradox, and adherence to privacy regulation in managing
digital vulnerability. The conceptual model, encompassing four actionable propositions,
offers organizations a structured framework to revamp existing blockchain methodologies,
nurturing a customer-centric paradigm. This transformative shift empowers organizations to
transition from an internally focused blockchain approach to one that integrates social
considerations, manifesting a social-technical approach.

Addressing a literature gap where technical aspects overshadowed consumer
resistance and privacy concerns (Alam et al., 2021; Mazzu et al., 2023; Schlatt et al., 2023;
Tan & Salo, 2023), we emphasize the importance of exploring social perspectives on
blockchain privacy. The paper identifies psychological reactance, privacy paradox, and non-
compliance with data privacy regulations leading to consumer digital vulnerability.
Therefore, advocates for the effective adoption of blockchain through a customer-oriented

stakeholder approach rather than a single-dimensional imbalanced power-based approach.

4.2. Theoretical implications

The paper offers three theoretical contributions. First, it provides a novel avenue for the
blockchain literature, which has traditionally focused on improving efficiency. The modified
blockchain encourages an ‘outside-in' perspective driven by a customer-centric approach
instead of a technology-centric one. This shift aims to drive long-term benefits and
sustainable competitive advantages by managing digital vulnerability. This paper introduces

the concept of digital vulnerability resulting from the influence of contemporary blockchain
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applications. Additionally, it extends the existing body of literature on consumer
vulnerability, establishing connections among psychological reactance, privacy paradox, and
regulation within the digital domain. Furthermore, it addresses the scholarly call for more
research in blockchain adaptability within social contexts, aligning with the future trajectory
of consumer vulnerability research (Basu et al., 2023; Galli, 2022; Miglionico, 2023; Prakash
et al., 2022; Schlatt et al., 2023; Tan & Saraniemi, 2023). Additionally, it answers the call
from scholars for a stronger connection between blockchain technology and consumers to
strike a more balanced relationship (Dwivedi et al., 2023; Ford et al., 2023; Li et al., 2023;
Shafay et al., 2023).

Second, the study recognizes the profound impact of blockchain technology on
psychological reactance theory, particularly concerning individuals' autonomy in managing
their data. While the prevailing literature generally suggests that heightened data security
reduces consumer reactance (Badewi et al., 2023; Martin & Murphy, 2017; Ogbanufe &
Gerhart, 2022), this research introduces a groundbreaking perspective. We contend that
increased control over personal data, often facilitated by enhanced security within the
blockchain, can adversely lead to elevated levels of psychological reactance. This
counterintuitive viewpoint challenges conventional wisdom and significantly diverges from
the established discourse. Further, the conceptual model proposed in this study provides a
robust foundation for addressing the scholarly call to explore the influence of advanced
technology usage on psychological reactance (Badewi et al., 2023; Chang et al., 2023; Martin
et al., 2022). This groundbreaking doctrine, proposing that heightened data security measures
may increase consumer reactance, initiates a new research path, opening up a fresh avenue
for scholarly investigation. The psychological reactance emerges due to the lack of choice in
managing customer data. The modified blockchain is designed to overcome this imbalance of

power that leads to a lack of freedom. Federal decentralization enables the customers to
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exercise autonomy over data. Selective immutability enables data deletion, shifting the
ownership from the blockchain system to the customer. Supervised transparency provides
continuous freedom for customers to verify the data status throughout decision-making.
Organizations, in turn, must proactively formulate innovative strategies to surmount
reactance and attain proficient user adoption of the blockchain (Mazzu et al., 2023). The
combined effect of the changes introduced through the modified blockchain will reduce the
antecedents that lead to the threat of freedom to manage data and reduce the reactance.
Reducing barriers encourages increased engagement with blockchain systems and facilitates
effective adoption.

Third, this study extends the privacy paradox theory by introducing a new dimension:
a shift in the locus of privacy controls from organizations to consumers. Within this
innovative conceptual framework, we posit that consumers increasingly seek active
involvement in managing their privacy, even when dealing with technologically assured
systems like blockchain. This paradigm shift challenges the conventional approach (Acquisti
et al., 2023; Kokolakis, 2017; Martin & Murphy, 2017), primarily relying on technology-
driven solutions to address privacy concerns. The expanded perspective on the privacy
paradox resonates with contemporary privacy discourse and suggests potential avenues for
developing more user-centric privacy practices. Furthermore, it addresses the research gap
by examining the privacy paradox within a broader sociotechnical paradigm, in line with the
suggestions of Acquisti et al. (2023).

Data visibility, reliance on past data, and lack of flexibility in data management
exacerbate the privacy paradox in the blockchain. A primarily system-driven approach to
managing consumer data creates a power imbalance, heightening privacy concerns and
resistance due to a lack of choices (Liyanaarachchi et al., 2023). However, a modified

blockchain mitigates this risk by providing control through federal decentralization,
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enhancing flexibility. The modified blockchain ensures higher data protection by employing
selective immutability, allowing the deletion of sensitive data. Further, implementing
supervised transparency minimizes the risk of public visibility of data. These three features of
modified blockchain empower consumers to manage the privacy paradox, overcoming the
additional threat posed by an imbalanced, one-dimensional, system-driven approach to

privacy.

4.3. Managerial implications

The selective immutability, federal decentralization, and supervised transparency proposals
have implications for users, policy makers, and companies. At the very heart of blockchain
usage are the users/consumers of the service (see Figure 2). As we mentioned earlier, they
may feel vulnerable to using this technology due to its flaws, and consequently find
themselves in situations of privacy paradox or trigger reactance. It seems essential as a first
step, that policy makers put in place the first foundation, which is federal decentralization.
Just as the GDPR law has been able to structure companies' activities about protecting
consumers' privacy, decentralization would be the first point of support for companies so that
they can have an orientation on what they need to do to comply with the GDPR rules when
using blockchain.

Policy makers, through federal decentralization, would be relays that would come in
support to guide companies to comply. Their overall role would be to guide compliance with
the GDPR rules, with a more specific role on blockchain for compliance with selective
immutability and supervised transparency. For selective immutability, policy makers are
responsible for defining what constitutes sensitive data to protect users. It is also the
responsibility of policy makers to demand that each company be able to i) offer each user

access to all the personal data held on them on a single platform, ii) highlight the sensitive
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nature of certain data, and iii) give the possibility for the user to delete it at any time. In this
way, the modified blockchain's third pillar of supervised transparency would be respected. By
having a legal basis and federal decentralization, policy makers will have both the role of
guiding companies and ensuring that companies apply the rules properly. A training offer for
companies by this decentralized authority should accompany this guiding role.

On the company side, a modified blockchain would have a major impact on how data
is managed. While expecting from a decentralized state authority, companies can already try
to implement tools enabling customers to delete data they consider sensitive. The company
also must provide each customer with transparent, real-time access to all the data it holds.
Only in this way, with acute transparency and the possibility of modifying or deleting data at
any time, can the privacy paradox, vulnerability, and consumer reactance be reduced. To
achieve this, companies must conduct an in-depth internal study to identify any flaws in the
system that do not comply with articles 4, 17, and 25 of the GDPR to be able to comply.
Based on the internal vulnerability assessment and the establishment of a benchmark, the
company must prioritize the implementation of solutions to comply with the modified
blockchain. This crucial task can only be accomplished by creating a dedicated internal
department. It seems essential to emphasize the importance of prioritizing these changes
because implementing a modified blockchain can be a competitive advantage for the
company. There are already embryonic industry attempts to overcome these issues (see
AliAzad (2022).

In conclusion, we must emphasize that modifying blockchain involves major
technical, financial, and human barriers. Not only does it require an internal department, but
also an in-depth diagnosis of the system. This has already been highlighted concerning

adopting blockchain in companies (Khan et al., 2023; Komulainen & Natti, 2023). However,
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having a federal state authority as a guide and support can alleviate these barriers and allow
companies to implement a modified blockchain confidently.

Figure 2: Modified blockchain implications on main shareholders

Selective Federal
immutability Policy makers decentralization

Companies

Supervised
transparency

4.4. Limitations and future research direction

The theoretical nature of this work presents some limitations, highlighting
opportunities for future research to validate the applicability of a redesigned blockchain based
on private paradox, psychological reactance, and GDPR principles.

First, this research prompts a consideration of the discussed paradigm in an
international context, moving beyond the European Union, where GDPR is enforced.
Notably, non-EU nations, including China, Japan, and Singapore, have widely adopted

blockchain technology under their distinct legal systems (Kisters, 2022). Consequently, there
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is an opportunity for future research to explore how these countries address digital
vulnerabilities through blockchain in the absence of GDPR mandates. It's worth noting that
these countries, particularly China, encounter challenges in aligning with GDPR standards
(Li etal., 2019). Singapore's approach to data protection, the PDPA, is also noteworthy for its
business-friendly stance, navigating the interplay between commerce and privacy (Tan et al.,
2023).

Next, our study centers on consumer perspectives, analyzing the effects of controlled
immutability and regulated transparency on issues like the privacy paradox, psychological
reactance, and digital vulnerability. We encourage researchers to delve into the interplay of
these factors, illuminating how they may shape the evolution of blockchain technology. With
an emphasis on decentralized federal structures, our goal is to bolster consumer trust in
blockchain adoption. Future studies might explore how this trust transfers from decentralized
systems to blockchain mechanisms, particularly regarding data sharing behaviors.

Furthermore, future investigations could assess the influence of an evolved blockchain
on corporate reputation and its potential to foster competitive differentiation. We extend an
invitation to researchers to empirically test these theories in varied blockchain uses, including
finance, supply chains, and healthcare. The application of our conceptual framework could
extend to digital services like payment systems, including PayPal, and cryptocurrencies.
Additionally, there is scope to examine how such a blockchain modification could improve
internal organizational processes, efficiency, and productivity. An in-depth exploration into
how a restructured blockchain could integrate across different organizational departments
presents another promising research trajectory.

Last, we call upon scholars to evaluate the application of this modified blockchain in
both national and international policy-making, particularly concerning e-commerce and

digital innovation. This involves crafting tailored policies and strategies for implementing
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this blockchain variant to address digital vulnerabilities. Future research should also
contemplate the creation of appropriate codes of conduct, educational initiatives, and
financial incentives under a central authority, to strike a strategic balance among the interests
of various stakeholders. It's critical to develop a comprehensive policy framework on a global
level, acknowledging that the regulation of blockchain and related phenomena, such as

cryptocurrencies, extends beyond traditional legal confines.
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