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Abstract

This article analyzes the relationship between privacy protection and market
competition. We consider a model where firms collect data to price discrim-
inate consumers in a competitive product market, and we distinguish two
margins of privacy. Firms strategically choose the number of consumers on
whom they collect data — the extensive margin of privacy — as well as the
precision of information — the intensive margin of privacy. We show that
policymakers can efficiently protect both margins of privacy and consumer
surplus by safeguarding the intensive margin. Indeed, when both strategic
variables are strategic complements, restricting the amount of information
that firms have on each consumer (the intensive margin) also induces firms
to collect data on fewer consumers, thereby protecting the extensive mar-
gin of privacy. This softens the intensity of competition but also reduces
rent extraction by firms, and total consumer surplus increases. When both
variables are strategic substitutes, protecting the intensive margin harms
privacy at the extensive margin, but still increases consumer surplus.
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1 Introduction

Privacy protection and competition are two central issues in the current digital
economy. Data-driven services are developing rapidly, they have become integral
to various digital markets and are essential for making informed decisions, en-
hancing user experience, and driving innovation. However, they have also raised
concerns about privacy and the need for effective data protection regulations.

Privacy regulations play a crucial role in protecting the personal data of con-
sumers, but can also have an impact on market competition in many contrasting
ways. It may first encourage competition by leveling the playing field between
firms that offer different levels of privacy protection when some of them use the
data to compete aggressively (Niebel, 2021). Often, competition authorities have
imposed mandated data sharing between competitors.! But it can also have unin-
tended consequences such as decreasing competition in related technology markets
by adding technical and administrative barriers to entry (Peukert et al., 2022).
Moreover, data can allow firms to price discriminate consumers, thereby reducing
their surplus.

Privacy protection and competition are therefore intertwined in the digital
economy, and striking a balance is crucial to make sure that both competition
and privacy rights are preserved. Yet, up to now, both regulations have been
applied separately. In the Facebook/Whatsapp merger, the European Commission
expressly stated that “any privacy-related concerns flowing from the increased
concentration of data (...) do not fall within the scope of the EU competition
law rules but within the scope of the EU data protection rules”. This stance was
confirmed in early 2016 by Commissioner Vestager who declared in a speech that
“privacy and competition concerns should be considered separately” (de Moncuit,
2018).

Recently, however, the need for co-operation and coordination across data pro-
tection agencies and competition authorities has been flagged by several reports.
Experts argue that a strict separation between these two areas of law may result in

suboptimal outcomes for consumer welfare.” For instance, many academics have

1See for instance the Data Act recently enacted in the European Union.
2As stated by Lina Khan, the Chair of the Federal Trade Commission, there is a ”growing


https://digital-strategy.ec.europa.eu/en/policies/data-act

argued that the acquisition of WhatsApp by Facebook and of Fitbit by Google
have granted Facebook and Google better information on their users (reducing
their privacy), thereby consolidating their dominant positions in their respective
markets (Valletti and Zenger, 2019; Bourreau et al., 2020).

The objective of this article is to provide a framework to analyze the rela-
tionship between privacy and competition, and to study how protecting consumer
privacy can harm or benefit consumer surplus. We consider a market where firms
collect data to increase their competitive power. Firms are located at the extrem-
ities of a Hotelling line, and they strategically choose the number of consumers on
whom they collect information and the number of data points that they collect.

This framework captures two dimensions of consumer privacy. On the one
hand, privacy depends on the amount of information a firm has on individual
consumers — namely the intensive margin of privacy. But privacy can also depend
on whether information allows firms to identify more consumers — the extensive
margin of privacy. In this model, firms use data to better identify the willingness
to pay of consumers for their products, and a firm that collects more information
about consumers will be able to charge them personalized prices, reducing their
surplus. Yet, using consumer data to charge targeted prices will also increase the
competitive pressure on the market, which benefits consumers (Thisse and Vives,
1988).

Using this framework, we show that when fewer data are collected on individ-
uals — a protection of the intensive margin — firms charge lower prices and extract
less surplus from consumers. In reaction firms collect data on consumers located
closer to their location to maximize rent extraction. Hence, protecting privacy at
the intensive margin also preserves the extensive margin of privacy, and we show
that total consumer surplus also increases in this case.

On the contrary, regulators willing to protect the extensive margin of privacy
have to balance increased privacy protection with a loss of consumer surplus.
Indeed, when fewer consumers are identified by firms, the intensity of competition

decreases and consumers pay higher prices. Hence, depending on the margin of

recognition that persistent commercial data collection implicates competition as well as pri-
vacy” (Statement of Chair Lina M. Khan Regarding the Report to Congress on Privacy and
Security, October 1, 2021).


https://www.ftc.gov/system/files/documents/public_statements/1597024/statement_of_chair_lina_m_khan_regarding_the_report_to_congress_on_privacy_and_security_-_final.pdf
https://www.ftc.gov/system/files/documents/public_statements/1597024/statement_of_chair_lina_m_khan_regarding_the_report_to_congress_on_privacy_and_security_-_final.pdf

privacy considered, the objective of a data protection agency may be aligned or
in conflict with the mission of a competition authority.

This article contributes to the economic literature and policy debates on two
main points. First, we introduce a methodological distinction between the two
margins of privacy, which is new in the literature. To this aim, we propose a
flexible model in which two competing firms endogenously choose the number
of consumers on whom they collect data and the amount of information that
they collect on each consumer. This model allows us to analyze the relation
between each margin of privacy and consumer surplus. Consumer privacy has
extensively been analyzed in previous research, but most articles focus on one
margin of privacy, providing incomplete analysis of data protection regulations
and their interactions with competition law. For instance, in Lee et al. (2011),
Taylor and Wagman (2014), Belleflamme and Vergote (2016), Montes et al. (2019),
and Braulin (2023), firms charge personalized prices to consumers. Firms compete
more fiercely when they have access to consumer information, and protecting
consumer privacy softens market competition and reduces consumer surplus. Liu
and Serfes (2004) analyze a framework in which firms can acquire information with
exogenous precision. They show that consumer surplus can increase or decrease
depending on the precision of information. Building on their model, we endogenize
the collection of data by firms and we explicitly distinguish between both margins
of privacy to identify their impact on competition and consumer surplus.

Secondly, our results provide new insights for policymakers willing to better
understand the relation between privacy protection, competition, and consumer
surplus. In particular, we show that, regardless of the relation between the strate-
gic choice of the firms regarding the number of consumers on whom they collect
information and the number of segments that they collect, protecting privacy
at the intensive margin also benefits consumer surplus. This regulatory spillover
highlights the importance of privacy protection at the intensive margin, which can
be implemented through data minimization principles for instance. Moreover, we
also identify a positive spillover from the protection of the intensive margin of pri-
vacy on the protection of the extensive margin of privacy. This result comes from

the fact that, in our model, when a firm collects finer segments, it benefits from



identifying more consumers. Hence, both variables are strategic complements.
When the choice of the number of consumers identified and of the number of seg-
ments collected are strategic substitutes, a data protection agency must balance
the protection of privacy at the intensive and at the extensive margin. Overall,
we call for greater collaboration between data protection agencies and competi-
tion authorities, as regulating the two margins of privacy may have unintended
consequences on consumer surplus and lead to inefficient regulations.

The remainder of the article is organized as follows. We describe the model
in Section 2. We characterize the equilibrium in Section 3. Section 4 provides
an analysis of the relation between consumer data collection, price discrimination
and consumer surplus. We extend the model and discuss our main assumptions

in Section 5. Section 6 concludes.

2 Model

We consider a model of competition & la Hotelling in a product market.> Con-
sumers are uniformly distributed on a unit line [0, 1]. They purchase one product
from two competing firms that are located at the two extremities of the line.
Firms can collect information that partitions consumer demand into segments.
They use this information to charge personalized prices to consumers on whom

they have information, and set a homogeneous price for the remaining consumers.

2.1 Consumers

Consumers buy one product at a price p; from Firm 1 located at 0, or at a price
po from Firm 2 located at 1. Consumers located at « € [0, 1] receive a utility V'
from purchasing the product, but incur a cost ¢ > 0 of consuming a product that
does not perfectly fit their taste x. Therefore, buying from Firm 1 (resp. from

Firm 2) incurs a cost tx (resp. (1 —z)). Consumers choose the product that gives

3This simple model of horizontal differentiation is commonly used in the literature to analyze
the impact of information on consumer surplus and on the profits of the firms (Thisse and Vives,
1988; Elliott et al., 2022; Ali et al., 2022).



the highest level of utility:*

(2) V—p -tz if buying from Firm 1,
u(xr) =
V — py — t(1 — z) if buying from Firm 2.

2.2 Firms

Firms strategically collect data that segments a share of the consumer demand
into k segments. This information allows them to price discriminate these con-
sumers. We describe the data collection strategy of each firm and the structure of

information, then we characterize the resulting pricing strategy of each firm.’

Extensive margin of privacy.

Firm 1 and Firm 2 respectively choose the shares of consumers [0, z1] and [1 —
x9,1] on whom they collect data. The shares x; and xs of identified consumers
correspond to the extensive margin of privacy. Firm 6 (6 = 1,2) then charges
personalized prices on consumers on whom it has collected information, and a
homogeneous price on the share 1 — xy of unidentified consumers.

Firm 6 chooses xy according to two opposite effects of information on its profits.
On the one hand, a larger share of identified consumers allows a firm to extract
more surplus, which increases its profits. On the other hand, identifying consumers
also increases competition because a firm has information on consumers that are
closer to its competitor, and thus can lower prices for these consumers (Thisse
and Vives, 1988). This competition effect lowers the profits of the firms. Hence,
when choosing the share of identified consumers xy, a firm will balance the rent
extraction and the competition effects of information. We discuss in detail these

information structures in Section 5.

4We assume that the market is covered, so that all consumers buy at least one product from
the firms. In terms of model primitives, this assumption requires that V > 2t.

5Note that in this model, consumers are passive and firms choose the amounts of data they
collect according to a cost-benefit analysis. Hence, in the terms of Dosis and Sand-Zantman
(2023), firms have ownership over the data generated by consumers. Other models consider
optimal privacy regulations when consumers have control over their information and choose
whether to disclose it (Zogheib, 2023).



Intensive margin of privacy.

Firm 1 and Firm 2 collect endogenous amounts of information on consumers on

[0, 1] and [1 — @, 1] respectively.® Data allow Firm 6 to partition the demand of

z 7
ko *

identified consumers into ky segments of size This ratio corresponds to the
precision of information collected by Firm 6 which increases with ky for a given
xg. Hence, the number of consumer segments k; and ko collected by each firm
characterize the intensive margin of privacy.

A firm can then third-degree price discriminate consumers on whom it has
information by charging different prices on different segments. For instance, when
ky = 2, information is coarse, and Firm 1 can only distinguish whether consumers
belong to [0, %] or to [, 71]. At the other extreme, when k; converges to infinity,
Firm 1 knows the exact location of each consumer on [0, 1], which corresponds
to first-degree price discrimination.

Collecting more data allows firms to locate consumers more precisely. Con-
sidering firms that set prices on different segments of the consumer demand con-
trasts with the existing literature that assumes that firms can perfectly identify
consumers. This allows us to analyze the effect of more precise information (finer
segments) on profits and consumer surplus.

The kg segments of size i—z form a partition illustrated in Figure 1. Both firms

compete on the same unit line, but for clarity we represent the partitions of Firm

1 and Firm 2 on two separate lines.

In practice, firms can collect such consumer information through various means, such as
online cookies and pixels allowing them to observe the behavior of prospective buyers.

"Modeling information through a partition of the consumer demand was first introduced by
Liu and Serfes (2004).



Firm 1

p11 Pik,y b1

Figure 1: Data collection, Firms 1 and 2

Cost to collect consumer data.

Firms incur a cost to collect consumer data which increases with the number of
identified consumers and with the number of segments collected. The cost of
collecting information encompasses various dimensions of the activity of the firms,
such as installing trackers and online cookies allowing it to observe the behavior
of web users, or storing and handling data to eventually build detailed consumer
scores (see Varian (2018) for a detailed discussion on the structure of the costs to
collect data).

We denote this cost by c(kg, zg), which we assume to be multiplicative and
quadratic in ky and zp and equal to ¢ - k3 - 3, ¢ > 0. A firm will thus balance
the benefits from collecting more segments on a large share of consumers and the
cost to collect such data. Focusing on this functional form allows us to obtain
closed-form solutions, but all our results hold with more general cost structures

(see Appendix A.2).

Profits.

Firms choose the shares x1 and 5 of consumers on which they will collect data and
charge personalized prices, as well as the number of segments k; and k, collected
on these consumers. We denote by dy; the demand of Firm 6 on the ith segment

that it price discriminates. dy; depends on the size of the segment which is defined



by the number of data collected ky: for Firm 1, dy; = %, and for Firm 2 dy; = i—j
Additionally, Firm 1 reaches demand d; in [z, 1] and Firm 2 reaches demand ds
in [0,1 — x5]. An informed Firm 6 maximizes the following profit function with

respect to Pgi, .., Pon:’

L)

7o(poi» Do) = Y _ doipei + pods — c(ky, p), (1)

i=1
We assume that firms set prices in two stages. First, Firm 1 and Firm 2 simulta-
neously set homogeneous prices p; and p, for the unidentified consumers in d; and
dy. Secondly, Firm 1 sets a targeted price on each consumer segment on [0, 2],
with py; being the price on the ith segment from the origin. Similarly, Firm 2 sets
a targeted price on each consumer segment on [0,1 — z3]. Then consumers ob-
serve prices. When setting the competitive price py, Firm 6 already knows which
consumers it price discriminates, and thus charges py accordingly.

Sequential pricing decision avoids the non-existence of Nash equilibrium in pure
strategy, and allows an informed firm to charge consumers a higher price. This
practice is common in the literature and is supported by managerial evidence.
For instance, Acquisti and Varian (2005) use sequential pricing to analyze inter-
temporal price discrimination with incomplete information on consumer demand.
Jentzsch et al. (2013), Belleflamme et al. (2020) and Dubus (2024) also focus
on sequential pricing where a higher personalized price is charged to identified

consumers after a firm sets a uniform price.”

2.3 Timing

The data collection strategies of the firms take place in two separate stages.’

Firms first choose the share of consumers on whom they collect information, and

8In our simple setting, firms use consumer data to charge targeted prices. Hence, we abstract
from other uses of data such as improved matching or product personalization.

9Sequential pricing is also common in business practices (see also Fudenberg and Villas-
Boas (2006)). Recently, Amazon has been accused of showing higher prices for Amazon Prime
subscribers, who pay an annual fee for unlimited shipping services, than for non-subscribers
(Lawsuit alleges Amazon charges Prime members for ”free” shipping, Consumer affairs, August
29 2017). Thus Amazon first sets a uniform price, and then increases prices for high-value
consumers who are better identified when they join the Prime program.

0We consider an alternative timing with simulatneous choice of the number of consumers
identified and of the number of segments collected in Section 5.


https://www.consumeraffairs.com/news/lawsuit-alleges-amazon-charges-prime-members-for-free-shipping-031414.html
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then collect an endogenous number of segments on these consumers. This two-
stage approach allows us to distinguish the two strategic choices of firms that
correspond to the two margins of privacy.

The timing of the game is the following:

e Stage 1: Firm 6 chooses the share xy of consumers on whom they collect

information.

e Stage 2: Firm 6 collects kg segments of consumers on the share x4 of identified

consumers.
e Stage 3: Firm 6 sets prices py on the segment of unidentified consumers.

e Stage 4: Each firm charges personalized prices to identified consumers by

setting pg; (i € [1,29(kg)]).

We analyze in Section 3 how a change in the intensity of competition impacts
the data strategies of the firms, and subsequently the two margins of privacy. We
then analyze in Section 4 how a change in xy and ky — the two margins of privacy

— impacts market competition and consumer surplus.

3 Equilibrium Analysis

We solve the game backward. We first characterize the equilibrium prices in stages
3 and 4 when firms price discriminate x; and x5 consumers respectively. We then

analyze the data strategies of each firm.

Prices and demand

At the price setting stage, Firm # = 1,2 has collected data allowing to partition

a share xy of close-by consumes in ky segments. Firm 6 sets a price py; for each

iy

segment of size ﬁ, and a unique price py on the rest of the unit line. Firm 6 sells to

the zy consumers on whom it has collected data, and has demand on each segment
equal to dy; = 2—2 The corresponding prices are computed using the indifferent

consumer located on the extremity of the segment, ’;:79 Hence, personalized prices

10



satisfy the following relations in equilibrium:

+t—2t—
Poi = P—o o

Let d; denote the demand for Firm 1 (resp. dy the demand for Firm 2) on the large
segment [z, 1] where firms compete (resp. on [0, 1 — z3]). d; is determined by the

location of the indifferent consumer: & = 7%‘” anddy =2 —x; = ’%ﬁ“ — 2

_p p2+t

(resp. dy = — ).

Profits of the firms.

Using these expressions for prices and demands, we can write the profits of the
firms as:

ko

o =Y _ doipo; + dopy — c(kg, )

=1
ko P po + 1t
/] -6 — Mo 2,2
:5 — +t—-2%t— |+ | — —z —ck;x;.
i=1 ko (p ’ k(?) ( 2t 9) bo 00

These profits are equal to the sum of profits on each segment of size i—z where Firm
6 has collected information, and the competitive profits on the remaining segment

where Firm 6 charges a homogeneous price.
Prices and demands in equilibrium.

We characterize the equilibrium pricing decision of the firms by applying first-
order conditions on 7y with respect to pg. By doing so, we can write prices in

equilibrium:

2 4 4 2 1itxy
=tll — —x_yg— = g = 2t — = t— —xgt — 2——,
Do [ 3$ 6 3$9]» Doi 3$ 6 3900 k?g

and we obtain the following demands in the competitive segment in equilibrium:

1 2 1
1=y Tt gt

Plugging these expressions in the profits of the firms we obtain the profits of Firm 6

11



as the difference of its revenues with data r(xg, kg) and the cost to collect ¢(xy, kg):

ko ,
" Ty 1Tq P—6 — Do +1
7p(xe, ko) = Z — (pg +t— 2t—) + (— - x9> po — ckj

£ iy Ko 2t
t7T 5, 2t , 4 2 2 zit 9 o
= - — —xpt+ —a g~ —xgr_gl+ STl — 9l — — — chkyw
A T A R A - R A PN
~~ Cost to collect
Revenues with data r(zg,kg) data c(xg,kg)

The profits of the firms depend on the amounts of data that they collect k; and

ks, and on the number of consumers on whom data is collected z; and x-.

Number of segments collected

The number of segments collected by Firm 6 is found by maximizing its profits

with respect to ky. For Firm 6 we have:

87@(:@, kg) xgt 9 t 1/3
OO ) 0 9ckgad = k= —
ks g 2cken =0 =k =5

The number of segments collected in equilibrium increases with the transport cost
t. As t increases, the potential for rent extraction of the firms increases, and they
benefit from collecting more segments. Moreover, as expected, k; decreases with
the data collection cost. It is important to stress that k; does not depend on the
value of zyp when more consumers are identified (x4 increases). The benefits from
increased rent extraction perfectly match the loss resulting from an increase in the
total data collection cost. This is a property of our cost function, and we show
that our results are robust to a general specification of the data collection cost in
Appendix A.2.

Using the equilibrium values of kj, we can rewrite the profits of Firm 6 as
follows:

. £ T o, 2, 4 2 2 o (2N L\
mp(xg) = 379 % t+§ Tp g o0 t+§ Tg t—§ r_gt—xyt + ) |5,

Number of consumers identified

Turning to the number of consumers identified in equilibrium, we solve for the

optimal value of zj; by maximizing profits with respect to 5. We can write the

12



best-response functions of the firms at this stage:

ki3 - 2a3)
9ckiS + (Tk +9)t

*

*
Ty

o kt(3 — 2z7)
> 9cks® + (Thks +9)t°

The number of consumers identified by the firms are strategic substitutes: when
Firm 1 identifies more consumers, the number of consumers identified by Firm 2
as a best response decreases.

In turn, denoting o = 21k*, + 27, the number of consumers identified as
functions of kg and k_y are equal to:

(5k*, + 9)kit® + 9ck™ ki
((15k* 5 + 21)k} + a)t? + (cak}® 4+ 21ck*3ky + 2Tck*3))t + 27c2k*3 k3

*

:L'HZ

Substituting the equilibrium number of segments collected in x; we obtain the

following equilibrium number of consumers identified:

* 1 27c
Lo = § a 5.924/3.61/3.42/3 4 91 .95/3.¢2/3.¢1/3 1 8] . ¢’

Hence, the equilibrium number of consumers identified by each firm decreases with

the data collection cost c.

4 Privacy Protection and Consumer Surplus

We now analyze how the protection of each margin of privacy by a regulator
impacts competition and consumer surplus C'S(z1, xg, k1, k2). A regulation that
protects the intensive margin of privacy sets a limit & on the amount of data that
firms can collect. Similarly, protecting the extensive margin of privacy sets a limit
over the number of consumers = on whom a firm can collect data. To analyze the
impacts of such regulations on consumer surplus, we perform comparative statics

on consumer surplus with respect to xy and to ky.

4.1 Protecting the Intensive Margin of Privacy

A data protection agency can protect privacy at the intensive margin by setting a
limit & over the number of segments that a firm can collect. This may also impact

the incentives of firms to collect data on more consumers.

13



The impact of a limit on ky on the choice of xy depends on whether both
variables are strategic complements or substitutes. Taking the cross derivative of
the profit function we can write:

O?mg(y, ko) Zg
— 0 = 2t — 4ckyxy.
8k98x9 k}g croto

L)l/?)'

o Thus, for any value of k

The cross derivative is positive for k < kj = (
that limits the number of segments that firms can collect, reducing the number of
segments collected to k also lowers the value of zg.

Protecting the intensive margin of privacy has then two opposite effects on
consumer surplus. On the one hand, firms collect coarser segments which limits
their ability to extract rent from consumers. On the other hand, fewer consumers
are identified resulting in lower intensity of competition between firms. We show

that the first effect dominates the second, and protecting the intensive margin of

privacy increases consumer surplus.

Proposition 1.
In our baseline model where xg and ky are strategic complements, when a requ-
lator protects the intensive margin of privacy by reducing the number of consumer

segments kg collected by Firm 0:

e Firms have incentives to collect data on fewer consumers, protecting their

privacy at the extensive margin.

e Total consumer surplus increases.

Proof: see Appendix A.3.

This proposition highlights the efficiency of regulations aiming at limiting the
number of segments collected by firms, as doing so also protects their privacy at the
extensive margin, as well as aggregate consumer surplus. Central to this result
is the relationship between x4 and ky as strategic complements, a fundamental
characteristic of data which has been emphasized in recent research on data-driven

network effects, underscoring the increasing returns of data collection.'’ In Section

"Note that the complementarity of variables 2y and kg is robust to changing to cost function
to an additive form such as: c(kg, z9) = c- (k§ + xg) where e and § are positive.

14



5, we consider xy and ky as strategic substitutes and we show that it does not
change our qualitative results regarding the impact of privacy protection at the

intensive margin and consumers surplus.

4.2 Protecting the Extensive Margin of Privacy

A data protection agency may also protect privacy at the extensive margin by
limiting the ability of firms to identify more consumers. We study in this section
how a reduction in the number of consumers identified by firms may also impact
the number of segments they collect depending on the complementarity between
xp and ky. When both variables are strategic substitutes, protecting the extensive
margin of privacy exerts a negative impact on the intensive margin by increasing
the incentives of firms to collect finer segments.

On the contrary, when x4y and kg are strategic complements a reduction of
the value of zy also reduces the incentives of the firms to collect data, protecting
privacy at the intensive margin. In our setting, the number of segments collected
in equilibrium does not vary with xy, which is therefore the main relevant variable
to analyze variations of surplus.

Suppose initially that Firm 1 has collected information on x; consumers, and
Firm 2 has information on x5 consumers. If the share of consumers identified by
Firm 1 is reduced by € > 0 so that [x; — €, x;] are unidentified, consumer surplus

varies according to two effects:

1. A rent extraction effect: Firm 1 charges a uniform price to consumers on

[x1 — €, 1], which increases their surplus.

2. A competitive effect: Firm 1 increases its price on [z — €, 1], which reduces
the competitive pressure on Firm 2. In turn, Firm 2 increases its price,
which has a negative effect on the surplus of consumers over the whole unit

line.

Overall, the second effect always dominates the first, and aggregate consumer
surplus decreases when fewer consumers are identified. Indeed, the rent extraction

effect only increases surplus on the € consumers who are not identified anymore,

15



while the competitive effect affects the whole Hotelling line. Therefore, the exten-
sive margin of privacy is deeply related to the competitive impact of information,
which implies a necessary trade-off between the protection of privacy and consumer
surplus.

Moreover, when the share of identified consumers varies, we have shown that
the number of segments collected remains equal to k. Hence, segments are smaller
when xy decreases, allowing Firm 6 to better extract their surplus, which further

reduces total consumer surplus.

Proposition 2.
In our baseline model where xg and kg are strategic complements, a requlation
protecting the extensive margin of privacy by reducing the number of consumers

g on whom data is collected by Firm 6:
e Reduces total consumer surplus.
e [ncreases the surplus of consumers on [xg — €, 1].

Proof: See Appendix A .4.

Proposition 2 shows a general negative relation between privacy protection at
the extensive margin and consumer surplus. When high-valuation consumers are
identified, their surplus decreases. The intensity of competition increases on the
rest of the line, which benefits low-valuation consumers. Hence, Proposition 2
highlights the difficulties to protect at the same time the extensive margin of
privacy and consumer surplus.

In practical terms, regulatory authorities have the ability to protect the ex-
tensive margin of privacy by prohibiting the collection of data on certain groups
of consumers. A natural illustration of such a policy is the collection of data on
minors below a certain age. In the European Union, this age varies between thir-
teen and sixteen years old, and depends on the decision of national agencies.'? In
this respect, the recent move of WhatsApp lowering the minimal age required to

use its services from 16 to 13 years old in the UK and in the European Union®?

12Can personal data about children be collected?, European Commission, last accessed April
9, 2024.

13 Anger from campaigners as WhatsApp lowers age limit to 13 in UK and EU, the Guardian,
April 12 2024.
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can be seen as a reduction of privacy at the extensive marginj. Forbidding this
change could be a way for regulators to protect this dimension of privacy among
users, but may come at a cost in terms of surplus if it prevents WhatsApp from
competing fiercely with other services.'*

More generally, protecting privacy at the extensive margin may be a compli-
cated task for regulators, in particular if firms must first collect data on consumers
to infer that they do not have the right to do so.'® This emphasizes the importance
for regulators to protect privacy at the intensive margin, as when zy and kg are
strategic complements, doing so also gives them a simple way to protect privacy

at the extensive margin.

5 Extensions and Robustness

We present in this section one extension, namely the strategic substitutability be-
tween the number of consumers identified zj and the number of segments collected
ky, and we discuss the robustness of the results related to the timing of the game,
the information structures, and the ability of consumers to share their data with

firms.

5.1 Strategic Substitutability

The positive interaction between the protection of privacy at the intensive and
extensive margins results from the nature of x; and kj, which are strategic com-
plements when the cost function to collect data is quadratic, as in our baseline
model. We consider here the case where these variables are strategic substitutes.
We provide conditions over the cost function for this substitutability to take place
in Appendix A.2.

In this case, when a regulator enforces a protection of privacy at the intensive
margin reducing the number of segments collected by Firm 1 and Firm 2, the

best response of the firms is to collect segments on more consumers, so x; and

140Of course, a fundamental assumption of our model is that the market is competitive. Other-
wise, the competitive gains for consumers resulting from a reduction of privacy at the extensive
margin do not take place.

15We thank an anonymous referee for highlighting this paradox.
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xo increase. Conversely, by reducing the number of consumers on whom data is
collected xy, the regulator induces firms to collect finer segments, harming privacy
at the intensive margin. This highlights a tension between the protection of each
margin of privacy.

However, we show in Proposition 3 that considering xj and kj as strategic sub-
stitutes does not change our main result related to consumer surplus: a decrease in
ke will induce an increase in xy, and both changes will increase consumer surplus.
Conversely, a decrease in xy will induce an increase in ky, and both changes will

reduce consumer surplus.

Proposition 3.

Assume kg and xg are strategic substitutes:

o When a regulator protects the intensive margin of privacy by reducing the

number of consumer segments kg collected by Firm 6:

— Firms have incentives to collect data on more consumers, reducing their

privacy at the extensive margin.

— Consumer rent extraction is weaker, and the intensity of competition

stronger, such that total consumer surplus increases.

o When a regulator protects the extensive margin of privacy by reducing the

number of consumers xg on whom data is collected by Firm 0:

— Firms have incentives to collect more segments, reducing consumer pri-

vacy at the intensive margin.

— Consumer rent extraction is stronger, and the intensity of competition

weaker, such that total consumer surplus decreases.

Proof. Consider the expression of surplus given in Appendix A.3:

5 17 17
CS(JZ'l,Z’Q, k’l, kg) =V+ t[—z + 1_81'% + 1_8333 + xlfﬂg] +

Lt 1ok
2k 2k2
Simple algebra allows us to see that, all things equal, C'S(x1, z9, k1, k2) increases
when kg decreases and when x4 increases. Hence, even when variables are strate-

gic substitutes, the protection of the intensive margin of privacy lowers ky and
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increases xy, so that consumer surplus increases. A protection of the extensive
margin of privacy reduces xy and induces an increase of ky, so that consumer

surplus decreases. O

When kg and xy are strategic substitutes, a data protection agency must bal-
ance the protection of privacy at the extensive and intensive margins when setting
a limitation over the value of ky set by the firms, as doing so will give them in-
centives to collect data on a larger group of consumers, reducing privacy at the

extensive margin.

5.2 Timing

In this section, we examine two aspects regarding the timing of the game: the order
in which firms choose xy and ky, and the extent to which firms’ data strategies are

observable.

Simultaneous choice of zy and k.

In the baseline model, the data collection strategies of the firms take place in
two separate stages (Stages 1 and 2): first, they choose the share of consumers
on whom they collect information xy, and secondly they collect an endogenous
number of segments on these consumers ky.

As we have shown in the analysis, the choice of ky is independent of x4, so
that considering a sequential or simultaneous choice of x4 and kg yields identical
results. This property relies on the cost structure that we consider in the main
analysis. In Appendix A.2, we analyze the impact of a simultaneous choice of
xg and kg on market outcomes when considering alternative cost functions. We
show that the relation between ky and xy remains unchanged when both variables
are chosen simultaneously, but their equilibrium values may change. This implies
that the conditions for ky and xy to be strategic complements or substitutes with

general cost functions do not depend on the timing considered.
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The data strategies of the firms are observable.

In the baseline model, when firms compete in prices in stages 3 and 4, they know
the number of consumers on whom their competitor has acquired information.
This assumption allows the existence of subgame perfect equilibria at the price-
competition stage, in particular when firms set prices p; and ps.

In practice, public knowledge over x; and x5 can be obtained if firms engage
in reverse engineering over the strategic choices of their competitor. For instance,
a growing literature now analyzes the role of public adoption of machine learning
algorithms as a device to commit to their strategies (Salcedo, 2015; Harrington Jr,
2022; Brown and MacKay, 2023). Hence, a firm that knows the technology of its
competitor can infer its optimal number of consumers identified, and choose its

data collection strategy accordingly.

5.3 Information Structures

We model firms acquiring information on their closest consumers, on segments
equal to [0, z1] for Firm 1 and [1 — x5, 1] for Firm 2. These information structures
rule out the possibility for firms to acquire information on consumers located in
the middle of the line instead of consumers located close to them. In turn, this
implies that identified consumers are always closer to the respective firms’ location
than consumers who are unidentified. Moreover, as partitions do not overlap and
r1 < 1 — x5, both firms cannot have information on the same consumers.

These assumptions are motivated by a recent literature analyzing which in-
formation structures are profitable when firms compete in a Hotelling duopoly
setting. Indeed, Lee et al. (2011) show that, when firms have overlapping par-
titions allowing them to identify close-by consumers as well as those located in
the middle of the line, firms may be better off by adopting a privacy-preserving
policy preventing them to charge personalized prices to consumers that they both

identify. Conversely, Dubus (2024) considers a firm located at 0 having access to

information on consumers on [0, 1], while its competitor has information on the
remaining consumers. In this model, firms do not have overlapping information

partitions, and in equilibrium, firms reach the highest profits by using informa-
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tion on the closest consumers, without charging personalized prices to consumers
in the middle of the line. A similar effect highlighting the importance for firms
of focusing on the closest consumers is also identified in the marketing literature
(Iyer et al., 2005).

The rationale for this result is the following. Closest consumers are those for
whom the benefits from rent extraction are the highest, as they have the strongest
valuation for the product of the firm located close to them. Moreover, charging
personalized prices to consumers located far away from a firm’s location inten-
sifies sharply competition between firms. Indeed, to sell its product to far-away
consumers, a firm must lower drastically its price for these consumers, increasing
the pressure on its competitor. If the competitor also has information on these
consumers, it can lower its price to a point where it is not possible for a firm to
poach consumers located far away.

To illustrate these effects, consider the symmetric case where Firm 1 and Firm
2 have information on consumers located respectively on [0, Z] and [1—2, 1]. There
are three possible deviations for Firm 1 that would result in a different information
structure than the one we consider: (i) Firm 1 can acquire information on a
segment of consumers located in the middle of the line in [Z, 1 — Z] where it would
capture all consumers; (i7) it can acquire information on a segment in the middle
of the line in [#,1 — Z| where it would compete with Firm 2; (¢ii) it can acquire
information on a segment of consumers on which Firm 2 also has information in
1—z,1].

The first two deviations are dominated by the following strategy:'® instead of
targeting consumers located far away, for which the potential for rent extraction is
low, Firm 1 can achieve higher profits by targeting the closest consumers uniden-
tified, located on [z, Z + k_11]7 from which it will be able to extract more surplus. In
turn, this implies that the resulting partitions will be of the form [0, z;] for Firm
1 and [1 — 29, 1] for Firm 2.

In the third deviation, Firm 1 and Firm 2 will compete fiercely to sell their
products to the consumers that they both identify. If these consumers are located

close to Firm 2, Firm 1 will not be able to poach them. Hence, acquiring costly

16 A formal analysis of these first two deviations is provided in Dubus (2024).
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information on these consumers will not be profitable. Liu and Serfes (2004)
have even shown that, when the market is segmented, poaching will be possible
for the firms only for consumers located in the neighborhood of % We have
shown in our equilibrium analysis that, even when collecting data is costless,
firms will not identify consumers located further away than % from their location,
so that acquiring information to poach consumers close to the competitor is not a

profitable strategy.

5.4 Consumers Share their Data

We have assumed that firms can choose the consumers on whom they collect data,
and that consumers are passive. This assumption is relevant as the literature has
emphasized the difficulties for consumers to hide from firms. For instance the
literature on the privacy paradox documents that consumers are myopic when it
comes to protecting their privacy, even if they claim to care about it (Kokolakis,
2017).

However, recent research has focused on consumer information-sharing strate-
gies. Ali et al. (2022) and Ali et al. (2023) have shown for example that when
consumers can choose to share their personal information, consumers located in
the middle of the line prefer to share their data to both firms, while those located
at the extremities decide not to do so. Conversely, Montes et al. (2019) analyze
consumers who can hide from firms located at the extremities of a unit line. They
also show that consumers who benefit the most from hiding are those located
closest to a firm’s location, while those in the middle of the line remain identified
by firms. Extending this result to our model, we can hypothesize that the rent
extraction effect would be weaker, but the competition effect of information would
be stronger. We leave the question of strategic sharing of consumer data for future

research.

6 Conclusion

We have analyzed a model where firms collect consumer data along two dimen-

sions: they choose on how many consumers they collect information - the extensive
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margin of privacy - and the amount of information they collect on these consumers
- the intensive margin of privacy. Using this framework, we have explored the in-
teraction between privacy protection and market competition. The main finding
of this article is to show that a regulation that restricts the number of consumer
segments collected by firms leads them to collect data on fewer consumers, and
results in an increase in total consumer surplus; protecting the intensive margin
preserves also the extensive margin of privacy. On the contrary, a regulation that
exclusively safeguards the extensive margin of privacy by reducing the number of
consumers from whom data is collected is detrimental to total consumer surplus.

These findings are particularly worth stressing in light of recent regulations
that target the way firms collect and use consumer data, and how they impact
competition in product markets. Competition authorities have indeed recently
taken measures to intensify competition by increasing the amount of personal
data accessible to firms.!” For instance, Article 61 of the Digital Market Act
establishes a data access right under which large digital platforms must grant their
competitors access to ranking, query, click and view data.'® Our results support
the idea that such a policy has a positive impact on the intensity of product-market
competition, which might increase the surplus of consumers. However, because
more firms have access to consumer data, such a regulation reduces consumer
privacy at the extensive margin, and the benefits of a stronger competitive pressure
between firms should be cautiously balanced with the loss of privacy.

Moreover, in recent years, data protection agencies have also adopted measures
to limit the amount of consumer data collected by firms, thereby protecting privacy
at the intensive margin. Such a data minimization principle is enacted for instance
in the California Consumer Privacy Act and the Health Insurance Portability and
Accountability Act in the US, or in the European GDPR.Y Our results suggest

that limiting the number of consumer data that a firm can collect may give firms

1"The Digital Market Act is the EU law to make digital markets fairer and more contestable.
It provides conditions fostering data sharing between firms, in line with a theoretical litera-
ture arguing that mandatory data sharing can promote competition between firms (Priifer and
Schottmiiller, 2021; Krédmer and Schnurr, 2022).

18The Digital Markets Act, last accessed April 12, 2024.

9The data minimization principle is expressed in Article 5(1)(c) of the GDPR and Article
4(1)(c) of Regulation (EU) 2018/1725, which provide that personal data must be ”adequate,
relevant and limited to what is necessary in relation to the purposes for which they are processed”.
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incentives to collect data on fewer consumers. Hence, protecting the intensive
margin may also protect privacy at the extensive margin.

Our results are particularly useful for policymakers, as, to the best of our
knowledge, there is up to now no definition of welfare that includes privacy con-
cerns. Hence, any policy that benefits one dimension while harming the other
cannot be evaluated (and designed) in a systematic way. By highlighting a mea-
sure that protects at the same time both margins of privacy and consumer surplus,
our results provide thus a useful first step towards an efficient protection of con-
sumers in digital markets. In any other cases, it is essential that policymakers set
up a co-regulation of digital markets protecting jointly consumer privacy and con-
sumer surplus. The recent creation of the high-level group under article 40 of the
Digital Markets Act,?® including among others of the European Data Protection
Supervisor and of the European Data Protection Board on the one hand, and of
the European Competition Network and the Consumer Protection Cooperation
Network on the other hand could be a useful task force to accomplish this goal.
Similarly, such a task could be achieved by the Digital Regulation Cooperation
Forum?®! and by the Digital Markets Unit** in the UK.

Finally, from an academic point of view, our analysis has primarily focused on
data segmenting a unit line and allowing firms to price discriminate consumers.
Alternatively, Belleflamme et al. (2020) consider competing firms having infor-
mation on a common group of consumers, that they can identify with a certain
probability. Such a setting allows both firms to identify the same group of con-
sumers. Moreover, data may serve various other purposes, including online search
and targeted advertising, as analyzed by De Corniere and De Nijs (2016) and Bird
and Neeman (2023). The impact of privacy protection may differ depending on the
specific use of data. Further research is needed to examine how the methodolog-
ical distinction we have introduced between the intensive and extensive margins

of privacy applies to these alternative contexts.

29The Digital Markets Act, last accessed April 12, 2024.
21The Digital Regulation Cooperation Forum, last accessed, April 12, 2024.
22Digital Markets Unit, April 7, 2021.
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A Appendix

A.1 General Data Collection Costs

We discuss how the structure of the data collection cost impacts the relation
between the number of segments collected by a firm and the share of consumers
it identifies. We consider two general classes of cost functions that characterize
general properties of data such as increasing and decreasing returns to scale, and
multiplicative and additive costs with respect to kg and xzy.

Note that we focus on cost functions that increase with ky and xg. This ig-
nores effects of strong data complementarity that may reduce the cost when more
consumers are identified.

We show how different cost structures impact our results. We have seen in
Section 3 that the profit function of a firm can be written as:

t7T 5, 2t , 4 2 2 xit

W@(kg,l‘g) = §—§$9t+31’_9—§x9$,9t+§x9t—gl',gt—k—e—c(kg,l‘g)

. ot 7.2 2t 2 4 2 2
Hence, noting f(zg) = 5 — gt + 5 2%y — 5000 gt + 320t — 537_9t, We can

rewrite the profit function of a firm in the following way:
2
Tyt
mo(ke, 9) = f(z0) — k—i — c(kg, xg),
where f(xy) does not depend on ky. Hence the first-degree derivative of the profits
with respect to kg can be written as:*

87r9(k9,x9) . a:_zt _ 8c(k9,x9)
kg k2 Oky

FOCs imply that
80(/@, .%‘9)

xpt =k - Ok

Multiplicative cost functions.

We first consider the class of multiplicative cost functions c(kg,x9) = ¢ - k§ -
xg 2 Coefficient ¢ corresponds to a productivity factor resulting for instance from
different technologies used by an industry. We consider a@ > 1 so that second-order
conditions hold. Such a specification characterizes both increasing and constant
returns to scale w.r.t. kg, and increasing and decreasing returns to scale w.r.t. zy,

231t is clear that FOCs can be applied as long as the cost function is convex w.r.t kg or concave
2 2
and such that % > 72% with zy constant.
6 6
24In this case, the second-order condition can be written c - kg‘“ cala—1) > —2:1:3_61?. This

condition is clearly satisfied for o > 1.
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depending on the values of @ > 1 and 3 > 0. Considering the FOCs, we have:
o Pt=c-a- kgt

b= (S0)7 g
t

Hence, kj increases with zyp when 8 < 2 and £} decreases with xy when 5 > 2. In

the baseline model where ¢(.) is proportional to z2, 2 — 3 simplifies and &} does

not depend on xy. Then, § = 2 is the threshold value above which ky and x4 are

strategic substitutes and below which they are strategic complements.

Additive cost functions.

We consider now the class of costs functions where the costs associated with zy
and kg are additive: c(kg,z9) = c - (k§ + x5).>> In this case the FOC w.r.t. kg
implies:

zpt =c-a- kit

And ky always increases with xg.

Market outcomes with general cost functions.

The main results of the analysis hold as consumer surplus increases with a higher
level of privacy at the intensive margin and decreases with a higher level of privacy
at the extensive margin.

Moreover, we identify another effect when ky and x4y are strategic comple-
ments. When far away consumers are identified by firms, the profitability of data
decreases, which lowers rent extraction and increases consumer surplus. Overall
the two effects go in opposite directions, and their magnitude depends on the
structure of the data collection cost.

A.2 Simultaneous Choice of zy and ky with General Data
Collection Costs

We consider here an alternative timing when firms choose simultaneously ky and
xg. While we have seen that in the baseline model, the equilibrium values of kg
and xy do not depend on the timing, it is not the case with general cost functions,
which we analyze here.

We show how different cost structures impact our results. We have seen in

%In this case, the second-order condition can be written ¢ - k§ ™' - a(a — 1) > —222. This
condition is clearly satisfied for o > 1.
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Section 3 that the profit function of a firm can be written:

t 7 2t 4 2 2 zjt
Wg(k?@,f[‘@) = 5—§$gt+§1’2_9—§$917_9t+§$9t—gl’_gt—k—i—c(k’g,l’g)

The first-degree derivative of the profits with respect to ks can be written as:

671'9(]{9, 1139) . xg 0C(k9, [Bg)

Okg k2 kg

FOCs imply that
mg _ kg ) 8c(k9,x9)
Oky
Hence, the relation between zj and kj; does not change with the timing, as
both variables must satisfy the first-degree derivative of the profits with respect
to ky regardless of whether ky is chosen at the same time as or after xy. Hence,
the conditions for xj; and kj to be strategic substitutes of complements in the
case of multiplicative cost functions are identical to the sequential case: when
c(kg, g) = - k§ -z, kj increases with z4 when 8 < 2 and kj decreases with g
when 3 > 2. Here again, § = 2 is the threshold value above which ky and xy are
strategic substitutes and below which they are strategic complements. In the case
of additive cost functions ¢(kg, zg) = ¢- (k§ +x5), both variables are still strategic
complements.
What will change when variables are chosen simultaneously are the equilibrium
values z; and kj. Indeed, with simultaneity, these variables must also satisfy the
first-order condition of the profits with respect to kg, which can be written as:

871‘9(]{39,269) B 14t$9 _ 4tZL'_9 1 2 _ 2t$9 _ 0c(k9,x9)
8$9 N 9 9 3 k‘g 8x9

A.3 Proof of Proposition 1

We analyze the variation of consumer surplus with the number of segments col-
lected by a firm.
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Consumer surplus

Consumer surplus when Firm 1 identifies x; consumers with k; segments and Firm
2 identifies x5 consumers with ko segments is defined as follows.

k1 z .
1 2
CS(x1,x9, k1, ko) = Z[ Ty 2t[1 — 301~ 302 Z;:—l] — txdx]
, 1

§+T%v fqi—2 2 tad

+/$1 —[—§:C1—§x2]—xx
1w 2 4

+/ V—t[l—ga:l——@]—txdx 9
145 -2 @)
3 Sy 21— 2

+’LZI[/0' — [ ——Ig—gxl—k—Q]— fL’I]
Vot 5 1T 5 17 5 ]+1x%t+1x§t

= —— 4+ —a]+ —x5 + 117 ——+ =

4187 gt T T2 T o2

The number of consumers identified as a function of the number of segments
collected is equal to:

(5k_9 + 9)/{i9t2 + Qck‘i@k‘gt

0= ((15k_g + 21)kg + a)t? + (caky + 21ck® jky + 27ck? )t + 27¢2k3 )k}

Substituting these values in C'S(x1,x2, k1, ko), we obtain:

1

OS(ki, ko) = [324 (9¢2k3K3 + ct (K3(Thy + 9) + Thykd + 9k3) + 2(ky (5ky + 7) + Thy + 9)) ] )
: [324v (9K3KS + ct (K3 (Thy + 9) + Thykd + Ok3) + £2(ky (Sky + 7) + Thy + 9))°
— 405t (9233 + et (K3 (Th + 9) + Thyk + 9k3) + ¢2(ky (5ka + 7) + Thy + 9))
+ 36k kot (9ck? + (5ky + 9)t) (9ck + (5ka + 9)t) + 34k3t> (9ck? + (5ky + 9)t)°
+ 1883 (9ck? + (5ky + 9)t)” + 34k2E5 (9ck3 + (5ka + 9)1)”
+186% (9¢k3 + (5ky + 9)t)2}
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We take the derivative of this expression with respect to k; (without loss of gen-
erality):

DCS (k, ks)

S [# (90k] + (5 + 9)1) (816% (18KSKS + (34K7 + 27) K1KS)
1

+ 9c2t(2k?(k2 +3)(20ks — 6) + 6KMK3(TThy + 102) + 813k

+ 162k2Kk3 2k, + 3) — 153k, kS + 63k:§>

+ ct? <2k;*(k;2(650k2 4 2079) + 1287) + 9k3 (kg + 3)(29k, — 6)
27k (5ky + 9)(Tha +9) — 27k k3 (TTky + 102) — 9(ky — 126)k§)

— % (ky (ka(650ky + 2079) + 1287) + 9 (4k2 + ky — 81)) )]

. [81 (92K3kS + ct (K (Tha + 9) + Thyk? + 9k2) + £2(ky (5ka + 7) + Tha + 9))3]*

In turn, replacing k; and ks by their equilibrium value (210)1/ 3, we obtain:

2/3
005 k1, k) 1 (325 (1) + 2t)
— 7 lk=kr =
" o (2 () +3)’

and this value is negative, so that reducing the number of segments collected below
the market equilibrium increases consumer surplus.

A.4 Proof of Proposition 2

We have seen that the number of segments collected in equilibrium does not depend
on the number of consumers identified, and the derivative of C'S(x1, z9, k1, ko) with
respect to x; is equal to

oCS . 17tl’1 .I'lt

t -
(’3x1 9 +izet k%’

which is always greater than zero.
: ) ) . ; 2_
A direct comparison of prices shows that consumers in segments f—j <i- -

%2 are charged a higher price when they are identified than without information.
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