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Introduction

Random numbers play an essential role in cryptography: they are used as encryption keys, initialization vectors, nonces, padding values and recently also as random masks in side channel attack countermeasures. Since security relies on the statistical quality and unpredictability of the generated numbers, an evaluation of the random number generation mechanism is crucial in the security validation procedures required by security standards [START_REF]A proposal for: functionality classes for random number generators[END_REF]15,[START_REF] Turan | Recommendation for the entropy sources used for random bit generation[END_REF].

Cryptographic primitives and protocols are algorithmic functions that can be easily implemented in logic devices. However, True Random Number Generators (TRNGs) need some analog physical phenomena that can be exploited as a nonmanipulable source of randomness. These analog sources are dicult to locate and exploit inside logic devices. Moreover, to prevent malfunction and attacks, the sources of randomness have to be continuously monitored, preferably inside the cryptographic system itself [START_REF]A proposal for: functionality classes for random number generators[END_REF][START_REF] Fischer | A closer look at security in random number generators design[END_REF]. Monitoring the input parameters of the TRNG stochastic model required in [START_REF]A proposal for: functionality classes for random number generators[END_REF], is especially useful, since it helps to determine the TRNG output entropy rate in real time.

The most common source of randomness in logic devices is the instability in the timing of the clock signal generated in free-running oscillators, e.g. ring oscillators (ROs) clock jitter [START_REF]Cryptographic engineering[END_REF][START_REF] Petura | A survey of AIS-20/31 compliant TRNG cores suitable for FPGA devices[END_REF]. The clock jitter, i.e. uctuations of the rising and falling edges of the clock signal over time can be seen as an analog quantity that needs to be converted into the digital domain to form random numbers. These uctuations are caused by two dierent sources of noise: global and local.

Global noise sources (e.g. substrate and supply noise) should not be used as a source of randomness, since they are easy to manipulate by the attacker. Fortunately, their impact on generated numbers can be signicantly reduced by using two or more identical oscillators and only exploiting the dierence in their clock jitters.

Local jitter sources include uncorrelated noises (e.g. thermal noise) and correlated noises (e.g. low frequency random noises such as icker noise or data dependent noises) [START_REF] Hajimiri | Jitter and phase noise in ring oscillators[END_REF]. To guarantee security, only uncorrelated and non-manipulable jitter sources should be considered to estimate entropy rates [START_REF] Allini | Evaluation and monitoring of free running oscillators serving as source of randomness[END_REF]. Although all jitter sources are somehow involved, it is essential to quantify the contribution of the uncorrelated thermal noise to the nal clock jitter. The security evaluation of a TRNG using jitter as a source of randomness is linked to an accurate measurement of the jitter component caused by the thermal noise [START_REF] Baudet | On the security of oscillatorbased random number generators[END_REF].

Several jitter measurement methods that can be embedded in cryptographic systems have been published over the last decade [START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF][START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF][START_REF] Lu | Jitterquantizing-based TRNG robust against PVT variations[END_REF][START_REF] Ma | Entropy evaluation for oscillatorbased true random number generators[END_REF]1820], but only a few are suitable for evaluation of jitter caused only by thermal noise [START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF][START_REF] Valtchanov | A coherent sampling based method for estimating the jitter used as entropy source for true random number generators[END_REF][START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF]. Paradoxically, the authors of these papers do not estimate or even discuss precision on range of validity of their methods. No objective methodology for the analysis and comparison of their precision linked with their input parameters is currently available. Even though it would be useful when deciding whether a particular method deserves to be implemented in hardware and assessing its limits in terms of precision and exploration space, i.e. the space of possible input values. Although in [START_REF] Zhu | Jitter estimation with high accuracy for oscillator-based TRNGs[END_REF], the authors analyzed the eciency and precision of the method derived from [START_REF] Ma | Entropy evaluation for oscillatorbased true random number generators[END_REF], their approach cannot be applied to other jitter measurement methods.

In this paper, we propose a new objective procedure for the evaluation of jitter measurement methods based on the simulation of a given method using its own analytical model. This paper proves that the methods analysed here are only suciently accurate under certain conditions. In other words, this paper proves that it is necessary to delimit the parameters that make a jitter measurement method accurate. For example, the method presented in [START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF] should not be used unless a delay time of around 18 ps inside a chain of buers can be assured. In practice, the simulation of the method is followed by the detailed analysis of its jitter estimation error and of the exploration space in which the estimation error is under the required threshold.

Of course, simulations using the model can help pinpoint sources of possible error, but if the evaluation shows that the measurement error is too high, the method being evaluated should denitely be rejected.

Our evaluation procedure is transferable to any jitter measurement method and can serve as a rst assessment of the measurement principle. The methodology is illustrated and was conrmed using four published jitter measurement methods [START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF]1820] and clearly revealed their precision, advantages, weaknesses and exploration spaces. The simulation results can be used to target the implementation of a jitter measurement method in any hardware. In this work we targeted a Cyclone V FPGA as an example, but the same approach can be applied to other devices. All source-codes used have been made freely available at our Gitlab repository to ensure an easy reproduction of our results.

The paper is organized as follows. In Sect. 2, we present the proposed methodology for analytical modeling of jitter estimation methods for cryptography together with analytical models of four published methods. We illustrate the effectiveness of our methodology based on their detailed analysis in Sect. 3. The results are discussed and the selected methods are compared in Sect. 4. We conclude the paper in Sect. 5.

2 Modeling the jitter measurement methods

Principle

In our approach, each jitter measurement method is represented by an analytical model given by a random function f σt . This function has two kinds of inputs: 1) the standard deviation of the injected jitter (σ t ); 2) a limited number of parameters of the measurement method (p 1 , p 2 , ..., p n ). The model outputs the standard deviation of the measured jitter, i.e. σ meas = f σt (p 1 , p 2 , ..., p n ). The objective of modeling is to evaluate the precision of the jitter measurement method depending on the model inputs. The precision of the method is evaluated using the relative measurement error:

err % = |σ t -σ meas | σ t 100% (1) 
For each jitter measurement method, the evaluation procedure is performed in four steps:

1. First, we create an analytical model f σt of the jitter measurement method. 2. Next, in a set of simulations, we apply the model while varying its input parameters throughout the exploration space. 3. Next, we evaluate the jitter estimation error as a function of the model input parameters and obtain the exploration space in which the method produces consistent results. 4. Finally, we analyze if this space is conceivable given the constraints implied by the TRNG stochastic model and with respect to feasibility of the jitter measurement method in the hardware concerned.

Model assumptions

Since the proposed methodology requires construction of an analytical model of the method to be evaluated, a solid understanding of the method is needed. Model construction is based on some realistic assumptions, which are also made in [START_REF] Baudet | On the security of oscillatorbased random number generators[END_REF][START_REF] Ma | Entropy evaluation for oscillatorbased true random number generators[END_REF]1820]:

a) The jitter measurement methods need the average oscillator clock period µ to be known so as to be able to compute the jitter. This assumption is quite easy to meet, as discussed later. b) We expect that a dierential method of randomness extraction and of jitter measurement is applied. This method, which assumes that all oscillators feature identical topology, is very useful to eliminate the impact of operating temperature and power supply variations, i.e. global noise sources, on the jitter. c) We assume that the clock jitters, which are used as the sources of randomness, namely jitter coming from the thermal noise, are independent and identically distributed (iid) in all clock signals generated. In this case each clock period follows a normal law N (µ, σ 2 ), where σ represents the jitter coming from the thermal noise. In our simulations, we let σ = 1µ, which is in the order of magnitude observed in hardware experiments [START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF][START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF][START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF].

The measurement of the absolute mean clock period can easily be embedded in logic systems: the number of clock periods is repeatedly counted during sufciently long time periods and the mean counter value is then computed. Using the circuit presented in Fig. 1, the average period of RO 1 with respect to the period of RO 0 can be measured with a counter value obtained after a suciently long accumulation time. The absolute error of this measurement will converge to 1 k [START_REF] Lubicz | Towards an oscillator nased TRNG with a certied entropy rate[END_REF], where k is the number of the reference clock periods during the measurement interval. For now, we conclude that µ can be measured with sucient accuracy if k is large enough and if the oscillators used have similar periods [START_REF] Valtchanov | Modeling and observing the jitter in ring oscillators implemented in FPGAs[END_REF].

The third of the above-mentioned assumptions can signicantly simplify the model. Since the jitters originating from the thermal noise are assumed to be independent, the jitter of the sampled clock characterized by its standard deviation σ 1 can be transferred to the reference clock. The sampled clock signal will consequently be jitter free, and the new total reference clock jitter σ t , which will appear in the reference clock, will include the contribution of both oscillators to the resulting jitter as follows [START_REF] Allini | Evaluation and monitoring of free running oscillators serving as source of randomness[END_REF][START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF]:

σ t = µ 0 µ 1 σ 2 1 + σ 2 0 ( 2 
)
where µ 1 and µ 0 represent the average periods of the generated clocks, and σ 1 and σ 0 represent their jitters caused by thermal noise. To obtain consistent results, we used this technique in all the jitter measurement methods we evaluated.

Simulations based on the model and their precision

The jitter measurement methods are evaluated using Algorithm 1. Based on the analytical model of the jitter measurement method, this algorithm can be used to evaluate the precision of the method depending on its input parameters. Namely, it computes the jitter measurement errors depending on the injected jitter and on input parameters such as jitter accumulation time, the dierence in mean frequencies, etc. Although the size of the injected jitter is one of the inputs of the analytical model, to simplify the simulations and to compare the methods as objectively as possible, we let the mean period of all oscillations be the same and we inject the same jitter in every simulation of the four jitter measurement methods. The obtained errors (mean, maximal and minimal error) are then depicted as a function of the input parameter in a graph, facilitating evaluation of the method and the choice of its exploration space. When comparing the methods, we accept the space of input parameters in which the average measurement relative error is less than 10% and the maximal error is less than 25%. Of course, these limits can be modied at any time depending on the goals of the evaluation.

Here, we stress that the measurement error depends not only on the method itself, but also on the precision of its simulation. Since the jitter is a random variable, the measurement error also varies randomly. The precision of the simulation thus mainly depends on the size of the population (the number of experiments) used to calculate the variance of the jitter in one measurement (N exp ), and the number of measurement errors needed to compute the average error (N err ). On the other hand, as the simulation can be time consuming, we need to tune N err and N exp to nd a good trade-o between precision and simulation time.

We set the population size at N exp = 3 000, so that the measurement errors caused by simulation will converge to 1 / Nexp or 1.8%. At the same time, as Algorithm 1 Jitter measurement evaluation algorithm procedure (σt, pmin, pmax, pstep) ▷ The injected jitter, the exploration space of an input parameter p p ← pmin err %mean ← [] we are interested in the average measurement error, a relatively small number of error calculations are enough to obtain it with sucient precision. For this reason, we set the number of error calculations at N err = 50.

err %max ← [] err % min ← [] while p < pmax do j ← 0 while j < Nerr do err % ← [] i ← 0 while i < Nexp do σmeas ← fσ t (p) i ← i + 1 end while err % ← [err % , |σ t -σmeas| σ t 100%] j ← j + 1
As N exp and N err are set, we can deduce that an average error greater than 1.8% with a 1 /50 margin obtained in the simulations originates from the jitter measurement error and not from the imprecision of the simulation itself.

Hardware constraints and data acquisition

The exploration space is determined by the measurement method and conrmed by simulation in Algorithm 1, but this space may also be limited by hardware constraints. Indeed, some input parameters, such as the oscillation frequency and the precision of its setup, can be limited by the hardware used. For this reason, we implemented the selected methods in an Intel Cyclone V FPGA. The objective of these experiments was to check if the hardware requirements of the method itself and those identied by our simulations, can be met. To simplify our experiments, we implemented ring oscillators and the necessary data acquisition circuitry in hardware, but the acquired data were processed in the computer.

The ring oscillators were instantiated and manually placed and routed in the FPGA using nine buers and one NAND gate to enable the oscillations. The buers were instantiated using LCELL structures [START_REF] Corporation | Cyclone V Device Handbook[END_REF]. This resulted in oscillators with a frequency of around 260 MHz, which corresponds to the frequency required by the experiment in Sect. 3.3 and that were also used in the simulations.

To obtain comparable results, we made a particular eort to acquire measurement data in identical conditions for all the methods we evaluated. First, before acquisition, we waited for about 10 minutes for the hardware to warm up and for the operating temperature to stabilize. After this interval, counter values and clock samples (depending on the method tested) were acquired periodically in data streams in t m = 8µs intervals. The time period of the data acquisition intervals was determined by the most time consuming method. In this way, sets of N mes = 600 000 data samples were acquired and used to measure the input parameters of the method being tested. As mentioned in Sect. 2.2, a jitter measurement method may require measurement of the average period of a ring oscillator. To this end, we used a quartz oscillator with a known frequency to dene the time lapse t m . Hence, it suced to instantiate a counter at the output of a RO to estimate its average period according to Eq. ( 3). In this equation, c represents the average of the N mes acquired counter values after the measurement interval t m and the measured average clock period µ meas of a RO.

µ meas = t m c (3) 
3 Application of the new methodology

In this section, we apply the new evaluation procedure to four jitter measurement methods. For each method, we rst provide the theoretical background including the principle of the method and the design constraints. We then present and discuss the simulation of the measurement method and its results.

Counter method

Theoretical background The counter method presented in Fig. 1 consists in counting the clock periods of the RO 1 ring oscillator during a jitter accumulation time determined by number k of the reference clock periods generated by the second oscillator [START_REF] Valtchanov | Modeling and observing the jitter in ring oscillators implemented in FPGAs[END_REF]. The obtained counter values vary depending on the size of the accumulated jitter, and the jitter size can be deduced from the variance of counter values. Similar jitter measurement methods are described in [START_REF] Ma | Entropy evaluation for oscillatorbased true random number generators[END_REF] and [START_REF] Zhu | Jitter estimation with high accuracy for oscillator-based TRNGs[END_REF].

Assuming that RO 1 and RO 0 are perfectly aligned at t = 0 (e.g. as shown in Fig. 2), the precision of the method will be inuenced by the remnant time w between the last counted edge of RO 1 and the end of the measurement time. Consequently, the precision of the method can be increased by selecting an accumulation time that is long enough so the remnant time is negligible. Simulation of the method and simulation results As discussed in the previous paragraph, the precision of the method depends on the jitter accumulation time kT 0 . Therefore, we use parameter k as the input parameter of Algorithm 1:

σ meas = f σt (k) (4) 
According to the assumptions presented in Sect. 2, the time period kT 0 can be represented by the normal law in the following way:

kT 0 ∼ N kµ 0 , kσ 2 t (5)
We established k min = 0, k max = 400 000 and k step = 100 for our simulations. Figure 3 shows the average error of the method as a function of k. It can be seen that it only falls below 10% at k ≈ 190 700.

Discussion As discussed in Sect. 2, the entropy rate should be estimated depending on the contribution of thermal noise to the clock jitter, because the contribution of icker noise is dicult to compute. Unfortunately, the results in [START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF] show that the eect of icker noise on the total clock jitter can be neglected for short accumulation times, namely for k < 300. However, we have shown that the counter method needs k > 190 700 to guarantee a measurement error of less than 10%.

The jitter measurement based on the counter method thus requires accumulation times that are too long to avoid the eect of icker noise. The proportion of eects of the thermal and icker noise on the total jitter can be estimated using the method introduced in [START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF] and applied in [START_REF] Zhu | Jitter estimation with high accuracy for oscillator-based TRNGs[END_REF], but this method needs additional resources and can introduce additional errors in jitter estimation. We can conclude that the counter method is not immediately applicable for estimation of the clock jitter caused by the thermal noise.

Coherent sampling method Theoretical background

The second method we considered in our study was the coherent sampling method [START_REF] Valtchanov | A coherent sampling based method for estimating the jitter used as entropy source for true random number generators[END_REF]. In this method, the output of oscillator RO 1 is sampled on the output edges of oscillator RO 0 using a D ip-op (DFF) as shown in Fig. 4. If the clock periods of the two oscillators are close enough, i.e. if their dierence is comparable with the size of the jitter, the DFF output (signal s beat ) has a variable period whose variance depends on the jitter aecting the two clocks. This variation is then revealed by a counter that counts the periods of the output of RO 0 during half a s beat period (H beat ). Note that ∆ := µ 0 -µ 1 is the dierence between the mean values of the two clock periods. The parameter ∆ determines the length of H beat in Fig. 5. Small ∆ values result in long s beat periods. Consequently, the inuence of the icker noise may become non-negligible. Big ∆ values result in short s beat periods. In this case, the variance of the counter output no longer reects the jitter.

In the case of the jittered clocks, the counter value will vary if the jitter accumulated during the accumulation period is not negligible compared to ∆. It is therefore clear that the precision and hence the error of the coherent sampling method will strongly depend on ∆.

Simulation of the method and simulation results As before, the coherent sampling method was simulated using the analytical model according to Algorithm 1. The aim of the simulations was to study the dependence of the measurement error on ∆:

σ meas = f σt (∆) (6) 
In the simulations, recalling that s 1 (t) is supposed to be jitter free, the clock period T 0 and the period dierence T ∆ := T 0 -T 1 were represented by the normal law in the following way:

T 0 ∼ N µ 1 + ∆, σ 2 t T ∆ ∼ N ∆, σ 2 t ( 7 
)
We selected ∆ min = 1 ps, ∆ max = 90 ps and ∆ step = 0.5 ps for our simulations. Figure 6 depicts the measurement error as a function of ∆, obtained using the model. The method reaches the targeted average error of 10% for

Δ[ps]
Δ=12.83 ps Flicker noise dominance threshold Δ=52.5 ps Average error=10% Fig. 6. Error as a function of ∆ for the coherent sampling method. ∆ = 52.5 ps. Additional simulations allowed us to conrm that the limits of ∆ can be expressed as a function of µ 1 . Therefore, the upper limit of ∆ can be found for any value of µ 1 . In other words, to guarantee that the average error is less than 10%, the following condition must hold: ∆ < 0.014µ 1 . The low boundary of ∆ is determined by the impact of the icker noise. To reduce the impact of the icker noise, according to the results presented in [START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF], the accumulation time should be less than 300µ 1 and consequently ∆ > 12.83 ps, i.e. 0.003µ 1 . We can conclude that, according to the simulation results, the dierence between the two clock periods should respect the following condition: 0.003µ 1 < ∆ < 0.014µ 1 .

Discussion Note that the boundaries of ∆ are theoretically independent of the absolute clock period values. It is also clear that the method guarantees a measurement error of less than 10% only in a relatively small interval of ∆. This implies that the designer must be able to set the dierence in clock periods very precisely.

To study the feasibility of the method in hardware, we implemented 16 identical ring oscillators. Each ring was followed by a 32-bit counter used to measure the average clock period at the ring's output according to Eq. (3). The measured average periods were used to calculate ∆ for every possible pair of ROs according to Eq. [START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF]. Each RO can be used to generate either the sampling or the sampled clock signal. Then a total of 240 dierent couples can then be identied among the 16 ROs. In Equation ( 8), j refers to the sampled RO and i refers to the sampling RO.

∆ i,j = |µ i -µ j | µ j 100%, i, j ∈ {0, 1, ..., 15} ∀i ̸ = j (8) 
The results of this experiment are shown in Fig. 7. The gure shows that only 23.7 % of the ∆ values were inside the boundaries determined by the simulations. In other words, only around 1 out of 4 pairs of oscillators implemented in the hardware could be used to perform the coherent sampling method. We conclude that the critical dependence of the method on the setup of the parameter ∆ makes the method dicult to implement in hardware.

Dierential delay line method

Theoretical background The dierential delay line method was rst published in [START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF]. It is based on a time-to-digital conversion (TDC) using a counter and a series of chained buers, as shown in Fig. 8. The measured time, which depends on the accumulated clock jitter, is composed of the integer number of clock periods counted by the counter at the delay line output and of the part of the clock signal period that remains in the delay line at the end of the jitter accumulation time.

Since the time delays are measured using the delay lines, the delay elements (buers) inside the delay lines have to be characterized the delay corresponding to the delay element, which is a random variable, must be known. The principle of the time-to-digital conversion can be explained using Fig. 9, which shows the time of arrival of a nal clock edge appearing during the jitter accumulation time t acc inside the delay line. We assume that the delay line has been characterized (i.e. the delays of the delay elements are known). Then d i,p represents the delay of the p-th stage of the delay line connected to RO i . It is clear that the time resolution of the method depends on d i,p .

The nal clock edge can arrive at any time inside the delay line (time t i,s in Fig. 9), for example somewhere between the p-th and (p + 1)-th element. However, its position will be detected in discrete time intervals (time τ i,s in Fig. 9) using the ip-ops, which sample the outputs of the delay line buers. Consequently, the measured time τ i,s is expressed using the following equation:

τ i,s = n j=p d i,j + µ i Acnt i,s (9) 
where n is the length of the delay line in terms of the number of buers, µ i is the mean clock period of RO i and Acnt i,s is the registered counter value from Fig. 8. Based on Eq. ( 9), we can see that the results depend on two measurements [START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF]: the measurement of the average period of oscillators (µ i ) and the characterization of the delay elements (d i,j ).

Simulation of the method and simulation results Note that our main objective is to assess the precision of the method depending on its implementation in hardware. From the analysis presented above, and since the mean clock period can be measured as precisely as required, the nal precision of the method basically depends on the way the delay line is implemented and characterized. The model can thus be represented by Eq. ( 10):

σ meas = f σt (µ d , σ d ) ( 10 
)
where µ d is the mean delay of delay elements d i,j and σ d is the standard deviation of the delay. In other words, we model the delays of the delay line elements with a normal law that reects the variations in the manufacturing of the underlying hardware. At each simulation, we generate a delay line as a succession of buers with delays d i,j given by the following formula:

d i,j ∼ N (µ d , σ 2 d ) ; d i,j > 0 ps ; ∀i, j (11) 
It is important to note that only d i,j values bigger than 0 ps were used in our simulations. This means that the normal law characterizing the chain elements was truncated to exclude negative or null delays as they would be unrealistic.

As the authors explain in [START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF], to obtain correct results, the delay of the delay line must be longer than one and a half oscillation periods. This constraint is essential as it determines the number of delay elements depending on the frequency of oscillations. To be as close to reality as possible, we selected µ dmin = 1 ps, µ dmax = 120 ps, µ dstep = 1 ps, σ dmin = 0 ps, σ dmax = 60 ps and σ dstep = 0.5 ps for our simulations.

Further, we set the accumulation time t acc to 1 µs. Like in the previous jitter measurement methods, the frequency of oscillations was around 260 MHz, i.e. their period was about 3.85 ns. Consequently, the accumulation time lasted around 260 oscillation periods and the impact of the icker noise was negligible, as required in [START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF].

We focused our attention on the repercussions of µ d and σ d on measurement precision. The results are shown in Fig. 10. The circles in the left panel show the coordinates in the (µ d , σ d ) space, in which the precision requirements were not met, i.e. where the err %mean > 10% or err %max > 25%. The right panel shows a surface representing the maximal error of the dierential delay line method as a function of µ d and σ d over the exploration space.

The µ d and σ d thresholds were identied by looking for the space, in which no errors appear in the left panel of Fig. 10. Accordingly, we chose µ d < 18 ps and σ d < 16.5 ps to ensure suitable jitter measurement precision based on our initial criteria.

Discussion Our analysis conrmed that the precision of the method signicantly depends on its hardware implementation and specically, that it is linked to the delays added by the buers present in the chain. It is therefore crucial to measure these delays in the real hardware in which the method is intended to be implemented.

It is worth mentioning that the authors in [START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF] used just one look-up table (LUT) to implement ring oscillators and consequently they oscillated at a very high frequency (close to 1 GHz). The oscillation period was thus relatively small, nevertheless, 256 delay elements were needed to satisfy the the minimal length of the delay line covering one and a half clock periods.

It was therefore clear that a trade-o is needed between the oscillation period and the number of elements in the delay line depending on the underlying hardware. For the above mentioned reasons, we let the oscillators oscillate at a lower frequency of about 260 MHz. Next, we implemented four ring oscillators followed by four tapped delay lines containing n = 800 buers using carry chains in the selected Cyclone V FPGA family.

Our main objective was to precisely characterize the implemented delay lines using the dedicated carry chains available in the selected technology [START_REF] Corporation | Cyclone V Device Handbook[END_REF] and a set of n D ip-ops using the procedure described in [START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF]. To obtain accurate estimation of delays, it is crucial to place the D ip-ops equidistantly from their respective delay elements as illustrated in Fig. 8. We followed the placement and routing procedure described in [START_REF] Dadouche | Design methodology of TDC on low Cost FPGA targets case study: Implementation of a 42 ps resolution TDC on a Cyclone IV FPGA Target[END_REF][START_REF] Khaddour | Design methodology and timing considerations for implementing a TDC on a Cyclone V FPGA target[END_REF] to fulll this requirement.

The results are presented in Fig. 11. On average, a carry chain element in the targeted FPGA added a delay of 4.84 ps. The standard deviation of the delays was 4.2 ps. These values are well below the thresholds obtained using Fig. 10 (µ d < 18 ps and σ d < 16.5 ps). The measured delays thus indicate that when implemented in the selected hardware, the method should give results with a suitable precision.

Although the mean delay of delay elements was shown to be small enough to guarantee the required precision, the number of required delay elements must also be taken into consideration. For example, the carry chain in the targeted Cyclone V FPGA is limited to 1 000 elements. The mean delay is 4.84 ps, taking into account the standard deviation of the delay of 4.84 ps, the oscillation frequency should be higher than 400 MHz to save up at least one and a half in less than 1 000 elements. These high frequencies signicantly increase power consumption. The only solution would be to increase the mean delay of delay elements at the expense of precision. It appears that the hardware used in [START_REF] Yang | On-chip jitter measurement for true random number generators[END_REF] was better suited for the implementation of the method. Indeed, bigger carry chain delays in the selected FPGA family reduced measurement precision, but at the same time the number of delay elements became reasonable. However, in our opinion, the required frequency of oscillations (close to 1GHz) was denitely beyond the space of practical values.

Method testing the autocorrelation of distant samples

Theoretical background As shown in Sect. 3.2 the coherent sampling method yields accurate measurements only if the sampled and sampling free running oscillators have very similar but not identical periods. This may be dicult to obtain in hardware. The method testing the autocorrelation of distant samples presented in [START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF] is not limited by the constraint linked to the frequencies of the two free running oscillators.

Like the coherent sampling method, the output of oscillator RO 1 is sampled at (rising or falling) edges of the clock signal generated by the second oscillator (RO 0 ). As depicted by the phase diagram in the right panel in Fig. 12 the samples b i of signal s 1 (t) can be equal to one or zero, while creating a pattern that will depend on the frequencies of the oscillations and the relative phase. In order to avoid clusters of samples on the ring of the phase diagram, the ratio T0 /T1 should not be a good approximation of a fraction of two small integers p and q. In this case, and if we suppose perfect jitter-free oscillations, a repetitive pattern would appear at the sampler output. The size and the shape of the pattern, which would be repeated for innity, would depend on the frequencies of the oscillations and their mutual phase.

However, in the case of jittered oscillations, a bit vector N 0 containing N samples and a homologous bit vector N M distant in time M T 0 would dier from each other with respect to the jitter accumulated over time M T 0 . As shown in Fig. 12, N pairs of bits b i and b i+M , appearing at distance M T 0 are compared and the number of dierent values is counted using a counter. Several counter values are obtained over several consecutive bit vectors and their homologous vectors distant in time M T 0 . The counter values yield a variance calculation for a given M . The variance calculation is repeated for dierent values of M . As the variance increases linearly with the accumulated jitter, a linear regression of the variance calculations as a function of M will have a slope that is directly related to the jitter. The authors of [START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF] arm that certain M values may result in counter values close to 0 or N . The variance of these counter values is not representative concerning the jitter and may bias the slope of the linear regression and thus inuence the jitter measurement. Hence, we dene cnt th as a threshold that discards the counter values whose average is outside the dened limits (cnt th N ; (1 -cnt th ) N ). The last steps of the method are crucial for the precision of the jitter measurement.

Simulation of the method and simulation results

The linear regression that leads to the jitter measurement is crucial for this method. It seems logical to link the error of the method to the way the linear regression is drawn. Two extreme approaches can be used to reduce this error: either by calculating as many points as possible so that their individual errors are averaged out and hence less inuential; or by using as few points as possible, i.e., only those that are very close to the path of the desired straight line. The linear regression is based on dierent M values. The limits of M were xed at 150 and 300. As suggested by the authors, N was assumed to be 100. However, two other parameters of the method aect the number of points used. On one hand, the step of M denes the amount of calculated variances. On the other hand, the threshold on the average counter values, cnt th , ensures that an obtained variance is a good reection of the accumulated jitter over M T 0 . A fair trade-o between these two parameters is thus required. To address this issue, we simulated the method using Algorithm 1 with M step and cnt th as input parameters (Eq. ( 12)).

σ meas = f σt (M step , cnt th ) (12) 
Specically for this method, the oscillators periods were xed at µ 1 = 4 003 ps and µ 0 = 3 704 ps for the reasons explained in the following subsection. The results in the left panel of Fig. 13 use a xed M step = 25 to show the eect of the threshold cnt th on the error. We chose cnt thmin = 0, cnt thmax = 0.5 and cnt thstep = 0.01. The right panel uses cnt th = 0.25 to show the eects of varying the M step . Figure 13 shows that there is an M step = 39 that always yields counter values close to 0 or N . However, low cnt th thresholds include points that add to the error of the regression and high cnt th thresholds use too few points to perform an accurate regression.

Discussion Ultimately, the choice of the method parameters is based on the precise values of T 1 and T 0 . The periods of the oscillators depend on their hardware implementation. It would thus be interesting to measure how many pairs of oscillators on a given hardware enable a successful jitter measurement. To this end, we instantiated two groups of ring oscillators in our Group A consisted of 16 ROs composed of 9 buers and group B consisted of 16 ROs composed of 10 buers. A total of 255 pairs of oscillators were formed by selecting an RO from group A as the sampling oscillator and an RO from group B as the sampled oscillator. Using the same approach described in Sect. 2.4 we approximated every RO period to their average periods. We used the measured average periods as inputs for our model. This time, we xed the parameters M step = 10 and cnt th = 0.25 and studied the inuence of µ0 /µ1 on the measurement error.

The crosses in Fig. 14 show the pairs that would fail to yield an accurate measurement under these conditions. According to our simulations, 92% out of the 255 couples resulted in an average error < 10%. Figure 14 allowed us to chose a pair of values µ 1 and µ 0 for the simulations in the previous subsection. A simulation where µ 1 = 4 003 ps and µ 0 = 3 704 ps yielded an average error of 1.8%. Therefore, these values correspond to a case where the inuence of µ0 /µ1 on the measurement error is not important and allow us to study the eects of the linear regression.

As shown in Fig. 13 some M cause the method to fail. Our simulations allowed us to conrm this drawback that was already suggested by the authors of the method testing the autocorrelation of distant samples. This method fullls its purpose of allowing the use of oscillators with dissimilar periods during sampling. The results in Fig. 14 show that 92.97% of the implemented pairs of ROs can be used for this method. Nevertheless, the method still depend on the hardware. Our evaluation procedure helped identify the eects of the method parameters on the precision of its jitter measurement. Approximations of these parameters are given by the authors of [START_REF] Fischer | Embedded evaluation of randomness in oscillator based elementary TRNG[END_REF] and inferred by our simulations.

General discussion

Our methodology allowed us to draw conclusions concerning on the jitter measurement methods we evaluated. The counter method and the coherent sampling method proved to be ineective for dierent reasons. While the limitations of the counter method are the theoretical assumptions it makes, the failure of the coherent sampling method was due to the high demands on its hardware. Nevertheless, both of their constraints could be overcome if the inuence of icker noise could be taken into account in their stochastic models. Although for now our methodology does not address this issue, we plan to do so in a future work. The simplicity of these methods renders this analysis compelling.

The dierential delay line method and the method testing the autocorrelation of distant samples are a step ahead of the other two. However, the last method seems to be less dependent on its hardware. While its optimal parameters depend on the particular hardware implementation, it is possible to choose certain parameters that result in accurate jitter measurements.

Table 1 lists the most important results obtained with all the methods evaluated in this work. The rst column lists their acceptable average errors obtained through simulations. The second column shows what we considered to be the optimal parameters of the methods both to obtain acceptable precision and to be certain not to risk icker noise inuencing real measurements (according to the results in [START_REF] Haddad | On the assumption of mutual independence of jitter realizations in P-TRNG stochastic models[END_REF]). The third column indicates if the method is implantable on the targeted Cyclone V FPGA and to what extent based on our experiments. The choice of a dierent hardware will result in dierent values that may not be contained within the ranges of the second column, thus aecting the feasibility of the method on that hardware.

Conclusions

In this paper, an evaluation procedure for jitter measurement methods has been proposed. This procedure is based on the analysis and simulation of the measurement principle. The simulation allows to control the injected jitter and to evaluate the accuracy of the measurement by comparing the result of the simulation with the injected value. Obtaining accurate jitter measurement results with the simulation is therefore a necessary condition to conrm validity of the method. Simulations can also help in nding the optimal ranges of parameters in the exploration space allowing to obtain the required precision. These ranges can guide the designer in the hardware implementation of this method.

Our evaluation procedure proved to be eective for the identication of the optimal conditions of accurate jitter measurement with each evaluated method. Furthermore, the method helps identify their limits and defects.

While the proposed methodology is unavoidable for validation of the measurement method, it is not sucient: some hardware constraints, which depend on the selected technology, can still limit its implementation. Nevertheless, if the simulations show that the measurement is not precise enough or incorrect, there is no use to continue with tiring and time consuming hardware implementations -the method will not work better in hardware.

The procedure described in this article represents a simple low-time consuming way of evaluating jitter measurement methods that relies on current computational power. To further facilitate the design of measurement methods, our codes will be made open-source. This will allow designers to apply the proposed methodology using their own criteria.

We intend to encourage authors of a future jitter measurement method to use our procedure. In this way, they can push their proposal to its limits and identify its shortcomings reliably. Hopefully, our work will facilitate progress towards the ultimate goal of developing an on-board on-line jitter measurement method for the characterization of the entropy source of a TRNG to ensure its eectiveness.
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 1 Fig. 1. Block diagram of the circuit allowing the measurement of the average period of RO1 with respect to the period of RO0. This diagram also represents the counter method as explained in Sect. 3.1.
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 2 Fig. 2. Waveforms of the counter method signals.
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 3 Fig. 3. Error as a function of k for the counter Method.
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 45 Fig. 4. Block diagram of the simulated coherent sampling method.
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 78 Fig. 7. The gure shows the measured ∆ values as a percentage of µ1 for the 240 instantiated couples of ROs. The circles appearing between the dotted lines correspond to the ∆ values that satisfy the condition 0.33%µ1 < ∆ <1.36%µ1.
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 9 Fig. 9. Illustration of the time-to-digital conversion in the dierential delay line method the arrival time ts is transformed to discrete time intervals τi,s causing the measurement error w.
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 10 Fig. 10. Error analysis of the dierential delay line method. The left panel presents the coordinates in the space (µ d , σ d ), under which the method yields inaccurate measurements. The right panel shows the maximal error as a function of µ d and σ d .
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 11 Fig. 11. The gure shows the histogram of the measured delays of the CARRY elements on a Cyclone V FPGA.
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 12 Fig.[START_REF] Lu | Jitterquantizing-based TRNG robust against PVT variations[END_REF]. Illustration of a sampling used as a basis for the method testing the autocorrelation of distant samples.
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 13 Fig. 13. Error of the method testing the autocorrelation of distant samples due to the linear regression. The left panel shows the eect of varying Mstep while the right one shows the eects of varying cnt th .
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 14 Fig. 14. Simulated average errors of the couples of oscillators implemented on the FPGA for method testing the autocorrelation of distant samples.

Table 1 .

 1 Main results obtained through the simulations and experiments on the FPGA. 93% of the implemented couples of ROs would have a suitable error if N = 100; cnt th = 0.25; Mstep = 10

	Method	Average error	Chosen optimal parameters	Feasibility in a Cyclone V FPGA
				Yes, there are no
	Counter	Can be more than 100%	k < 300	particular constraints on the support
				Yes, but only 24% of the
	Coherent sampling	Can be less than 10%	0.33%µ1 < ∆ ∆ < 1.36%µ1	implemented couples of ROs would have an acceptable error
				No, the measured µ d demands
	Dierential delay line	Can be less than 10%	µ d < 18 ps σ d < 16.5 ps	for long delay lines that do not t on the FPGA
				Yes,
	Auto-correlation	Can be less than 10%	cnt th < 40%