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Cognitive warfare

Military powers have consolidated in the last two decades a way to erase the boundaries between peacetime and crisis and wage a continuous war. Cognitive warfare (CW) has been proposed as the most advanced form to-date of manipulation of behaviour at mass scale to obtain strategic advantage. Instead of the corpse-ridden battlefields of kinetic warfare, the theatre of operations of CW is the human mind, and therein operations are realized on the fields of perception, emotion and memory. The goal is not termination but permanent control and exploitation. This opinion article reviews methods of CW focused on the human factors that may be manipulated not to merely control what populations think but how they think and thus how they act. It is argued that the weaponisation of sciences of brain and behaviour, combined with a distributed-computing technological millieu, can be utilised in CW to fine-tune societal and subject-level factors rendering not only all opposition infertile, but the very fact of being oppressed desirable.

Introduction

World War II (WWII) constituted a unique scientific and technological period in the recorded history of humanity, as it tested one of the most influential assumptions of modern science: the mechanistic view of humans in the world. From decision-making and logistics, up to each mechanised vehicle, weapon, and its operator on the battleground, the accelerated mechanisation of warfare was only a new step in the trajectory of this four centuries old assumption [START_REF] Delanda | War in the Age of Intelligent Machines[END_REF]. All opposing actors in WWII devotedly relied in their scientific-technological grip over the battlefield, which as a result would maximise gains over losses. Moreover, one of the most important bounties carried by victors back home from Nazi Germany was no other than Nazi scientists and their cuttingedge technological developments [START_REF] Gimbel | U.S. Policy and German Scientists: The Early Cold War[END_REF][START_REF] Goudsmit | Alsos. American Instituite of Physics[END_REF][START_REF] Jacobsen | Operation Paperclip: The Secret Intelligence Program that brought Nazi scientists to America[END_REF]. The war in the European theatre died-off when Germany surrendered on 8 May 1945. But more importantly, the birth of a new scientific-technological world hegemon was evident in July 1945 with the push of the Manhattan Project and the nuclear fission capabilities exhibited twice over Japan. These events established absolute scientific-technological domination of the allied countries, especially the United States (US), over the world. In the decades that followed, the mechanistic view that proved its effectiveness on the battlefield was gradually extended to focus on the world as a management problem. The open population as the object of management, and the maximisation of gains over losses as the main goal [START_REF]The limits to growth: A report for the Club of Rome's project on the predicament of mankind[END_REF]. Important scientific fields such as Cybernetics and Computer science, the study of complex and adaptive systems, or the sciences of brain and behaviour, were consol-idated around military applications during WWII, and showed more important achievements through the following decades [START_REF] Nyce | Analogy or identity: brain and machine at the Macy conferences on cybernetics[END_REF][START_REF] Suedfeld | Introduction and historical background[END_REF]. A relevant part of these scientific fields have remained intertwined with the military power ever since, in a highly dependent relationship for funding, access to technologies, and experimental opportunities [START_REF] Daniel | The politics of pure science[END_REF][START_REF] Martin | Science and war[END_REF]. On these grounds, on June 21 2021 the North Atlantic Treatise Organisation (NATO) by means of its Innovation Hub, hosted in France their first meeting on Cognitive Warfare (CW) [START_REF] Prébot | Cognitive Warfare : La guerre cognitique. remière réunion scientifique Cognitive Warfare[END_REF]. For NATO, CW sits at the interface of the two military fields managed so far separately: the field of psychological operations and, the field of information technologies and cyber-warfare. CW is supported by large parts of scientific knowledge accumulated in the last decades, now at the service of warlike action. Specifically knowledge from sciences of brain and behaviour, applied at scale via computing and network technologies, using knowledge of social, complex and adaptive systems. The main principle of CW is not only to gain advantage over the enemy without fighting. It is to dominate an enemy controlling what she thinks, likes or believes by modifying its representations of reality. In this sense, CW is a war against the structure of thinking, which is responsible for all spontaneous conceptual representations of reality, at the individual level. The end goal of CW is not destruction, but absolute control of a population, in order to yield maximum net profits. Although protected under the veil of secrecy, a number of declassified documents over the last decades have shown methods and technologies that seem precursors of today's CW ensemble. Indeed, using an approach that attempts to confuse fact and fiction denominated intelligent fiction, a 2020 essay from NATO's Allied Command Transformation office suggested CW as the new, sixth domain of military operations, in addition to the five existing domains land, sea, air, cyber and space [START_REF] Cole | NATO Fictional Intelligence document. Allied Command Transformation Innovation Hub Allied Command Transformation Innovation Hub[END_REF]. This opinion article presents some of these evidences focusing on the human factors of CW, and highlights how the same scientific advances that in the past few decades enabled some life-improving solutions in human health and communication, can be as well applied to sever a population's attention span, memory, and reasoning skills, and therefore dramatically change their representation of reality.

Milestones in History

The mechanic of the mental

The idea of some aspect of cognition being a target in warfare is not new. One early example may be found in false flag operations which began being recorded roughly since the 16th century [START_REF] Dev | False Flag Operations: Beyond the Spectre of Terrorism[END_REF]. The operations are designed to appear as if they were carried out by another group or nation [START_REF] Panagopoulos | False Flag at Greenwich: "Bourdin's Folly," the Nicoll Pamphlet, and The Secret Agent[END_REF][START_REF] Weiss | The Lavon Affair: How a false-flag operation led to war and the Israeli bomb[END_REF][START_REF] Bale | The may 1973 terrorist attack at Milan police HQ: Anarchist 'propaganda of the deed' or 'false-flag' provocation?[END_REF]. The result is not only the intentional misrepresentation of an attacker's allegiance. But more importantly, to produce at home a synchronized surge in collective emotion, which sets new conditions in which more radical commitments can be met (e.g. riskier operations, more extensive and intensive war efforts). In its modern use, this type of operation can be found both in the kinetic [START_REF] Lutz | What are the techniques?[END_REF][START_REF] Moosa | Wars of aggression and false flags[END_REF][START_REF] Bissell | Reflections of a cold warrior: From Yalta to the Bay of Pigs[END_REF] and cyber domains [START_REF] Skopik | Under false flag: using technical artifacts for cyber attack attribution[END_REF]. Consider for instance the now documented false flag operation in the Tonkin Gulf in 1964, which was arguably instrumental for advancing the course of conflict of US in Vietnam [START_REF] Mcmahon | Tonkin Gulf and the Escalation of the Vietnam War[END_REF]. Also consider the incident involving the Nord Stream Pipeline in the Baltic Sea, late in the year 2022, and its utilisation to foster more belligerency between NATO and Russia. In contrast to false flag operations which take place with real-world consequences, a different approach is to manipulate the information about the events to trigger a similar spike in emotion. An example in History can be found in George Orwell's narrated radio adaptation of H. G. Wells's novel The War of the Worlds in 1938 [START_REF] Schwartz | Broadcast hysteria: Orson Welles's war of the worlds and the art of fake news[END_REF]. This event is relevant in two ways. First, it can be interpreted as a test of a massscale behavioural intervention, as the information distributed demanded immediate conversion into action. As such, it could have produced measurable effects in a large sample of subjects [START_REF] Whitmer | Channeling anti-fascism: Macleish, Welles and the disorienting power of the announcer[END_REF]. Although reports of panic were somewhat overstated by media [START_REF] Marsh | I Saw One Woman Faint[END_REF], this event did serve as proof that a carefully crafted plausible story, delivered in the absence of points of reference, can convince a part of the audience, who in turn will enact corresponding behaviours that otherwise would be undesirable [START_REF] Arjomand | Ladies and Gentlemen we interrupt our program[END_REF]. As such, it could have validated previous experiments in France [START_REF] Cusy | Maremoto: a radio play (1924)[END_REF] and perhaps given way to posterior implementations, as similar incident took place in 1958 in Portugal [START_REF] José | Medium Theory; or, "The War of the Worlds" at Regular Intervals[END_REF]. And second, it is important to note how this radio narration would have been unfeasible if not by the support of one of the precursors of cognified objects of today: the radio. A piece of hardware that exhibited live speech, an ability that hitherto had uniquely been attributable to humans [START_REF] Welch | The patterning of listener attitudes toward radio broadcast[END_REF].

After the attack that took place nearly 2000 miles from continental America in Pearl Harbor in 1941, the public opinion in the US seemed to lean towards taking part in WWII and troops were sent to the European battlefield. Arguably without Pearl Harbor, US public opinion would have been less supportive of entering the war [START_REF] Hixson | The American Experience in World War II[END_REF]. The participation of the US in WWII played a major role in the funding of scientifictechnological development and its research objectives. Between 1946 and 1953, the Macy Foundation in New York sponsored a series of conferences that united many disciplines under the cybernetic program: engineering, physics, biology, psychology, neuroscience. These conferences constituted a landmark as they were the first to develop a cohesive theory of systems that approached humans as well as social processes, from a strict machine perspective [START_REF] Nyce | Analogy or identity: brain and machine at the Macy conferences on cybernetics[END_REF]. Feedback was the main concept that differentiated cybernetics from other mechanistic explanations. Feedback is defined as the circular linking of causally connected elements in a system, making these systems non linear. Thus cybernetics was born out of the marriage of military research and the attempts to express neural mechanisms of psychological phenomena in mathematical language [START_REF] Capra | The web of life: A new synthesis of mind and matter[END_REF]. Other scientific fields such as study of complex and adaptive systems, computing and network technologies received major funding, research direction and testing opportunities during the war effort, and remained so intertwined throughout the 20th century. Using a common mechanistic understanding of brain and behaviour, these research areas aimed to address two parallel purposes related to the mental: the relief of illnesses produced in war, as stated in 1946 Truman's National Mental Health Act. And also, advancing knowledge on a range of defensive and offensive psycho-physiological applications broadly characterised as brainwashing [START_REF] Bauer | Brainwashing: Psychology or Demonology?[END_REF][START_REF] Biderman | The manipulation of human behavior[END_REF]. Early in the 50's a large number of US prisoners of the war in Korea, publicly and officially confessed to having used biological warfare against unsuspecting Korean civilians. For the scientific establishment of the US and its allies, these confessions were induced by brainwashing, allegedly developed by communist states to turn prisoners of war into compliant automatons [START_REF] Hinkle | Communist interrogation and indoctrination of "enemies of the states"; analysis of methods used by the Communist state police (a special report)[END_REF]. This idea was popularized among Western population by journalist Edward Hunter and others since 1950. But the notion of a human brain as an electrical machine open for expert manipulation was much older.

One relevant milestone in the development of the neural and behavioural science had been achieved nearly 100 years before at Pitié Salpêtrière hospital in France. The hospital context allowed neurologist Jean-Martin Charcot to conduct since 1853 one of the pioneering and widest pathological classification and post mortem study of neurological diseases [START_REF] Zalc | One hundred and fifty years ago Charcot reported multiple sclerosis as a new neurological disease[END_REF]. From an observational science, neurology gradually developed into a systematic way of approaching the nervous system and possible interventions in psychiatric diseases. In 1934 Wilder Penfield became the first Director of McGill University's Montreal Neurological Institute. Together with his colleague Herbert Jasper, made relevant advances on a complete localisation map of brain functions. To this end, the Montréal Procedure was developed in which brain areas were localised in fully awake patients to allow neurosurgeons to destroy parts of the brain which were thought to be diseased [START_REF] Diana Ladino | The Montreal procedure: The legacy of the great Wilder Penfield[END_REF]. Originally aimed at placating untreatable psychatric and neurological cases, part of these techniques are still employed today during resective surgeries, in which electrical stimulation allows the delineation of healthy brain. Another milestone was achieved in the Allan Memorial Institute with Ewen Cameron as director since 1943. Psychic driving techniques, electroconvulsive therapy, and other techniques involving sleep, dietary manipulations and sensory overload and deprivation were added to the list of available avant-garde treatments of neurological and psychological disorders [START_REF]ALLAN Memorial Institute in the vanguard of mental health[END_REF][START_REF] Ewen | Allan Memorial Institute: an open mental hospital[END_REF]. The function of these stressors is in fact to decrease the efficiency of cognitive functioning and reach a helplessness state that allows scientists to overwrite diseased behaviours and write brand new ones [START_REF] Shallice | The Ulster depth interrogation techniques and their relation to sensory deprivation research[END_REF]. Just as replacing a strip of film or saving a new file in a computer's hard drive, psychic driving involved incessant administration of persuasive messages both during wake and sleep cycles of helpless individuals. Further, these techniques were coupled with chemical interventions to provoke amnesia, insulin-induced comatose states, or Mescaline and Lysergic Acid Diethylamide courses [START_REF] Bradley | On some effects of lysergic acid diethylamide (L.S.D. 25) in normal volunteers[END_REF][START_REF] Dyck | Flashback: Psychiatric Experimentation with LSD in Historical Perspective[END_REF]. Born out of the military-scientific marriage of post WWII, memory implantation emerged as an strategic field of research. Autobiographical memory was acknowledged as potent source of motivated behaviour, with the potential to shape the nature of thinking and acting [START_REF] Penfield | Engrams in the human brain: mechanisms of memory[END_REF][START_REF] Eleftheriou | The neurobiology of the amygdala : the proceedings of a Symposium on the Neurobiology of the Amygdala[END_REF][START_REF] Archer | Aversion, Avoidance, and Anxiety[END_REF]. From a politico-military perspective, successful memory implantation would mean the creation of fully-committed controllable human agents. The experimental procedures carried out at the Allan Memorial Institute were only partially successful in producing different degrees of amnesia, and sub-sequent behavioural change, but did left important psychological scars (i.e. post traumatic neurosis). In some cases reducing patients to an almost vegetable state from which they had to re-learn their world [START_REF] Gillmor | I Swear by Apollo[END_REF][START_REF] Sadowsky | Electroconvulsive therapy in America: the anatomy of a medical controversy[END_REF]. Nevertheless, these psycho-physiological methods were further advanced and packaged in a US Central Intelligence Office's (CIA) document titled KUBARK Counterintelligence Interrogation guide, which was provisioned to agents worldwide at least since 1963 [START_REF] Émilien | Kubark: Le manuel secret de manipulation mentale et de torture psychologique de la cia[END_REF]. In Northern Ireland depth interrogation method was an euphemism for the practical use of psycho-physiological methods on detainees [START_REF] Shallice | The Ulster depth interrogation techniques and their relation to sensory deprivation research[END_REF]. In these cases, the indiscriminate way that the techniques were incorporated by governments and security forces suggests that any practically effective scientific knowledge available, may be used against any subject of interest, irrespective of the ethical implications of such practices.

The mental of the mechanic

A parallel dream to that of programmable humanmachines, is that of machines with cognitive capabilities of their own [START_REF] Garzon | Neural computability. II[END_REF][START_REF] Garzon | Design and testing of a general-purpose neurocomputer[END_REF]. The Cold war had accelerated this translation from humans to cognified objects in the fields of communication, machine perception and decision-making, first for the military [START_REF] Sun | Learning, action and consciousness: a hybrid approach toward modelling consciousness[END_REF] and later social planning [START_REF] Klosterman | The politics of computer-aided planning[END_REF], political [START_REF] Davies | Telecommunications and politics: The decentralised alternative[END_REF][START_REF] Virilio | Speed and politics: An essay on dromology[END_REF] and financial sectors [52]. Since their involvement in WWII, significant US military research efforts went into missile guidance as a top priority only second to the atomic bomb. Although not utilised in actual combat, one milestone in military cognified objects is Project Pigeon, developed by psychologist and inventor B.F. Skinner. Conceived around 1940 and officially presented in 1943 [START_REF] Skinner | The shaping of a behaviorist[END_REF], this Bird's-Eye Bomb was based on principles of operant conditioning applied to pigeons. Given their excellent vision and imperturbability in the face of sudden acceleration and noise, pigeons were trained to command the steering mechanism of missiles. Mounted on the head of a missile, a pigeon would be shown a controlled view of the territory below on a plastic screen. The bird, trained on a chosen target, would peck at the image on the screen [START_REF] Burrhus | How to teach animals[END_REF]. Electrical contacts would be then activated by every touch of screen, and translated into the steering controls.

An actually effective field of application of machine-perception was the implementation of early warning systems. Deployed since the early 1950's, these systems were composed of a variety of sensing and tracking modules sweeping through the skies for incoming threats. Elements of early warning systems were distributed as a network: The Pinetree Early Warning Line, the Mid-Canada Line, and the Distance Early Warning Line were constructed across Canada, Alaska, and Greenland. Additional radar sites in Iceland and the Faroe Islands were integrated as parts of this network of perception. And as the threat of attack by intercontinental ballistic missiles increased by the 1960s, the Ballistic Missile Early Warning System was added with sites in Alaska, Greenland, and England. In the late 1970s the Airborne Warning and Control System came into service, using airborne sensors to extend the nerves of perception closer to the enemy. Another case can be made regarding the US invasion of Iraq effective in 1991, in which a new set of armaments were publicized as intelligent weapons. These involved a variety of cognitive-like enhancements from light amplifying goggles for ground troops, to satellite surveillance imaging and ballistic guidance networks [START_REF] Stein | Patriot Experience in the Gulf War[END_REF]. This new machine-aided warfare carried the explicit promise of swift victory without the worst scars of war: e.g. minimising civilian casualties on the battlefield and exposition of own military personnel to harm. But more importantly, Iraq's invasion of 1991 demonstrated the successful intertwining of operations both in the home-front as well as on the battlefield. The sophisticated armaments and communication and control systems deployed in this invasion were coupled with a coherent and pervasive heroic story of Desert Storm operation, distributed worldwide both via well established and so-far trusted information channels. Allegedly, the U.S. and 40 allied nations were responsible for liberating Kuwait without significant losses and in the noblest of aims: freedom [START_REF] Freedman | How Kuwait Was Won: Strategy in the Gulf War[END_REF]. And this story was permanently made History via fictional devices. In this sense, keywords such as "desert storm" produce today hundreds of results in most film and literary databases on the Internet.

Another interesting military approach to human cognition during the same period was the computational architecture known as Intelligent Distribution Agent (IDA) [START_REF] Franklin | Is it an Agent, or Just a Program?: A Taxonomy for Autonomous Agents[END_REF][START_REF] Franklin | IDA: a cognitive agent architecture[END_REF]. Specifically, IDA was developed in the 1990s for the United States Navy to manage the requirements and assignments of each sailor's tour of duty. This includes negotiating with the sailor via an e-mail correspondence in natural language, and accessing and understanding data in a variety of Navy databases. It must allocate resources considering that the Navy's needs are satisfied while adhering to Navy policies, to then proceed to authorize and write the sailor's orders. Although IDA was not initially developed to test cognitive models, it is nonetheless based on psychological and neurobiological theories of cognition and does put to test hypotheses and predictions about different aspects of human cognition and even consciousness [START_REF] Baars | How conscious experience and working memory interact[END_REF].

Computer-based cognitive applications can be found in sociopolitical applications emerging throughout the 1990s [START_REF] Shapin | Leviathan and the air-pump: Hobbes, Boyle, and the experimental life[END_REF][START_REF] Strom | The High Politics of IMF Lending[END_REF]. The implementation of cognitive-like processes in computer-aided financial analysis has followed throughout the 20th century a comparable evolution to that of perception, decision-making and asset organisation in the military [START_REF] Stonedonald | Caveats in Computer-Aided Financial Analysis[END_REF][START_REF] Ding | Towards Prediction of Financial Crashes with a D-Wave Quantum Computer[END_REF]. Arguably the most relevant of these cases is Blackrock's Aladdin financial analytics and risk management system. Started in 1988, this vast networked system analyses and tracks investments, makes financial forecasts and leads decision-making based on historical data, helping human operators spotting risks and opportunities. In 2020 Alladin was reportedly found to manage at least 21.6 trillion US dollars in assets, from data of only a third of its clients, which include Apple, Microsoft, Google's parent firm, Alphabet and Japanese government pension fund [52].

Preparing the battlefield

The first invasion of Iraq has been noted by academics in strategic studies as the last Clausewitzian war to be fought [START_REF] Keith | The Iraq wars and America's military revolution[END_REF]. Since, the trend in global warfare towards hybridisation and asymmetry highlights the looming obsolescence of strategy in its classical sense [START_REF] Stathis | International System and Technologies of Rebellion: How the End of the Cold War Shaped Internal Conflict[END_REF][START_REF] Smith | Escalation in Irregular War: Using Strategic Theory to Examine from First Principles[END_REF]. The term low intensity conflict was defined in the US Army Field Manual 100-20 from 1990 as confrontation of political-military type, waged by a combination of political, economic, informational, and military instruments [START_REF] Martín | Religion as an Instrument of Psychological Warfare[END_REF][START_REF] Conroy | Economic Aggression as an Instrument of Low-Intensity Warfare[END_REF][START_REF] Smith | Guerrillas in the mist: reassessing strategy and low intensity warfare[END_REF]. A similar perspective into these hybrid means of warfare was outlined in the book Unrestricted Warfare, published in 1999 by the Chinese armed forces [START_REF] Liang | Unrestricted Warfare[END_REF]. Instruments of war would be combined with economical and informational measures, thus the enemy would not comprise the armed forces exclusively, but the entire population of all involved parties. Examples of this shift may be evident in the wars that immediately followed, in Afghanistan between 2001 and 2021 and in Iraq from 2003 to 2011. In both cases, war action was coupled with worldwide coherent informational campaigns during the preparation and the execution of operations [START_REF] Kellner | Bushspeak and the Politics of Lying: Presidential Rhetoric in the "War on Terror[END_REF][START_REF] Coe | Television News, Public Opinion, and the Iraq War[END_REF][START_REF] Knightley | Pockets of Resistance: British news media, war and theory in the 2003 invasion of Iraq[END_REF][START_REF] Nwankpa | One war, different coverage: Exploring cultural influences on international media framing of the Iraq War[END_REF]. The key emotive elements this time were respectively, retaliation for the September 11th of 2001 catastrophe in the US, and the alleged threat of weapons of mass destruction. During this period, information operations in the home-front became a central feature in US warfare, and the notion of perception management was identified in military and political discourse [START_REF] Maltby | Military Media Management[END_REF][START_REF] Brunner | Foreign Security Policy, Gender, and US Military Identity[END_REF]. Perception management has been defined as the set of actions taken to influence audiences' perceptions and behaviours [START_REF] Narula | Psychological operations (PSY-OPs): A conceptual overview[END_REF][START_REF] Pascale | Perception Management: IO's Stepchild?[END_REF]. More precisely, this would imply the deployment of an intervention environment that aims to manage all percepts obtained by a popula-tion from the external world. In it, carefully crafted stimuli would provide clues for spontaneous individual and collective meaning-making, however all varieties of outputs would be entirely predictable [START_REF] Goffman | Frame analysis : An essay on the organization of experience[END_REF][START_REF] Tu | Methodological Approach in Perception Management[END_REF]. Embracing these strategic objectives, the domain of CW was developed since 2013 by the Innovation Hub of NATO in collaboration with the Ecole Nationale Supérieure de Cognitique in France [START_REF] Prébot | Cognitive Warfare : La guerre cognitique. remière réunion scientifique Cognitive Warfare[END_REF]. By 2018 the notion of CW was defined by the coupling of the sciences of behaviour together with the sciences of computing and networked control and communication [START_REF] Claverie | Cyberpsychology[END_REF]. In addition to the five existing domains land, sea, air, cyber and space, CW would emerge as the sixth domain of warfare [START_REF] Cole | NATO Fictional Intelligence document. Allied Command Transformation Innovation Hub Allied Command Transformation Innovation Hub[END_REF], referring to the means of action that a group of influence uses to manipulate the spontaneous mechanisms of cognition of an enemy. Considering this, the neuroethicist James Giordano, professor in the Neurology Department of Georgetown University at Washington, has described the brain as the battlefield of the twenty-first century and formulated the hypothesis of a weaponization of neuroscience [START_REF] Giordano | The Brain is the Battlefield of the Future[END_REF].

Wetware as target

Cognified objects -hardware and software objects simulating some level of a cognitive function-are certainly a key part of the cognitive battlespace. This section however, is focused on human cognition. The wetware as target of a variety of methods derived from advances in the empirical sciences of brain and behaviour. The stated objective is to disrupt or manipulate cognitive process that govern spontaneous representations of real-world [START_REF] Claverie | Cyberpsychology[END_REF]. The knowledge from several areas of research on brain and behaviour can be used to meet these ends in targets across cultures. For instance, the results from psychological research on sensory deprivation and sensory overload, stress and trauma have been practically implemented in interrogation techniques since the 1960s [START_REF] Lazarus | Psychological stress and the coping process[END_REF][START_REF] Shallice | The Ulster depth interrogation techniques and their relation to sensory deprivation research[END_REF].Scientific research on meaning-making, memory and specifically false-memories [START_REF] Meyer | Meaning, memory structure, and mental processes[END_REF][START_REF] Loftus | The malleability of human memory[END_REF][START_REF] Loftus | Planting misinformation in the human mind: a 30-year investigation of the malleability of memory[END_REF], as well as knowledge on decision-making processes, hypnotic suggestion and bias exploitation have also been found as active elements in CW [START_REF] West | Effects of hypnotic suggestion on pain perception and galvanic skin response[END_REF][START_REF] Gottlieb | Verbal and Physiological Responses to Hypnotic Suggestion of Attitudes[END_REF][START_REF] Raz | Hypnotic suggestion reduces conflict in the human brain[END_REF][START_REF] Acunzo | The neurochemistry of hypnotic suggestion[END_REF]. Also from empirical research on human-computer collaboration, the applied uses of habit formation, engagement, training and learning with computer systems [START_REF] Fogg | Persuasive Technology: Using Computers to Change What We Think and Do[END_REF].

Beyond the threshold

At its most basic, manipulation of spontaneous cognitive processes begins in the shaping of signals in relation to the specific human capacity to attend and understand information streams. Cognitive load theories build upon established models of perception and memory, and try to explain how simultaneous integration of multiple sets of knowledge and behaviours occur. As such, they may provide a useful framework for understanding how information signals can be hidden in plain sight. All signals are context dependent. Considering the band and sampling rate proposed by cognitive load theories, a given target signal could buried among layers of extraneous signals, therefore expensive to discriminate and decode by humans. In this line, the role of computer systems and network technologies in operating in spatio-temporal scales beyond human perceptual capacity seems relevant. If elements of a single event are sufficiently compressed or sparsely distributed in time or space, the interpretation and convergence of these separate elements into one meaningful event could be impacted. Thus immediate decision-making could be error-prone and the posterior recall of events impaired [START_REF] Henry | Creating false memories: Remembering words not presented in lists[END_REF]. Consider too that a signal could invoke intrinsic or germane cognitive processess, which could be cognitively expensive. Therefore, these demanding processes would inhibit the allocation of sufficient cognitive resources for processing the new incoming information. This cognitive cost could most effectively be related to their saliency in its emotive characteristics. Deliberately triggered immediately after a given information intake, some emotional intensities and valences may render an important event too difficult to understand, or an important piece of information too traumatic to be recalled. Altogether, rendering information outside the realm of awareness and beyond the capacity of human perceptive and cognitive processes could be considered an integral part of CW.

Persuasion

Aristotle emphasized in his Rhetoric (4th century BCE) key aspects of persuasion: ethos (credibility), pathos (emotion), logos (logic) and kairos (propitious timing) [START_REF] Ülkü | The Roots of Research in (political) Persuasion: Ethos, Pathos, Logos and the Yale Studies of Persuasive Communications[END_REF][START_REF] Fortenbaugh | Aristotle on Persuasion Through Character[END_REF]. Psychologist Carl Hovland led since the 1940's the development of one important branch of the science of persuasion. Initially working for the Information and Education Division of the U.S. Army, and after WWII in the Yale Communication and Attitude Change Program Hovland and his colleagues sought to determine the fundamental laws of persuasion following the architecture proposed in Aristotle's Rhetoric [START_REF] Hovland | Experiments on Mass Communication[END_REF]. The Yale group examined attitude change in a variety of experimental contexts from a stimulus-response learning perspective treating rhetorical elements as independent variables and behaviour change as the dependent variable [START_REF] Hovland | Communication and Persuasion[END_REF][START_REF] Goldstein | The relationship between coping and avoiding behavior and response to fear-arousing propaganda[END_REF]. These studies spawned other efforts for experimental research both on individual persuasion and changing behaviours on a mass scale [START_REF] Chaiken | Communication modality as a determinant of message persuasiveness and message comprehensibility[END_REF][START_REF] James | A summary of experimental research on the effects of evidence in persuasive communication[END_REF][START_REF] Daniel | Persuasion: Theory and research[END_REF] Arguably, persuasion as referred to by Aristotle, was mainly instrumentalised in speeches and stories, enacting ceremonies, and using symbols. In addition to those, contemporary persuasion uses computer technologies as it is studied in Captology, a scientific approach to persuasion in human-computer interaction [START_REF] Fogg | Persuasive technology: Using computers to change what we think and do[END_REF]. Fogg and his colleagues from the Stanford Persuasive Tech Lab have pointed out how the use of computing systems and networks for persuasion entails several advantages over humans. Computers are persistent and can rapidly generate trust and dependence. Computer networks can store and access large amounts of individualised data. Computers can manage massive numbers of simultaneous targets and tailor specific tactics for each individual. Computers can be everywhere varying their presentation. Even consumer-level computer systems can nowadays present multisensory information interactively.

Interactive systems, such as virtual reality systems and computer games, introduce cause and effect relations, which must be implicitly or explicitly enacted but may be completely disconnected to the realworld. In this sense, an ideal virtual reality system could opportunely present (kairos) any combination of sound and vision, haptic, taste and odour information with a high degree of coherence and credibility (ethos), intellectual engagement (logos) and emotional investment (pathos). As virtual reality presents a fertile opportunity for managing a population's perception of reality, the effects of the imminent expansion of the CW battleground into virtual reality remain to be examined.

Other problematic aspects of computer-based persuasion were noticed by Fogg back in 2003 [START_REF] Fogg | Persuasive technology: Using computers to change what we think and do[END_REF] such as individually targeted persuasion which attempts to build a historic profile for each individual user, including susceptibility to particular persuasion techniques [START_REF] Isaak | User Data Privacy: Facebook, Cambridge Analytica, and Privacy Protection[END_REF]. Considering that these profiles are fed by the largest-to-date individualised data collection networks (e.g. biometrics, sociometrics), together with the power of machine-learning and prediction algorithms, specific persuasive strategies can be shaped for individual subjects in an adaptive way. Ideally, with such pervasiveness and permanence that it could be problematic to distinguish the persuasive elements from reality, and thus be enough to generate motivated behaviours with real-world effects (see Search Engine Manipulation Effect [START_REF] Epstein | The search engine manipulation effect (SEME) and its possible impact on the outcomes of elections[END_REF]).

Meaning-making

But CW is not information warfare, it is warfare over how reality is represented spontaneously by a popu-lation as a result of experience. One important factor for humans in the organisation of real-world experience is meaning. Meaning-making can be outlined as the processes through which individuals make sense of world experience and the self [START_REF] Fivush | Ongoing Narrative Meaning-Making Within Events and Across the Life Span[END_REF][START_REF] Hall | Meaning-making, suffering, and religion: a worldview conception[END_REF][START_REF] Iwasaki | The role of leisure in meaning-making and engagement with life[END_REF]. The networks formed by the meaning of things and their relationships are open and accumulative, retaining or replacing elements of meaning to better adapt to the environment [START_REF] Liao | Longitudinal Relations Between Self-Defining Memories and Self-Esteem: Mediating Roles of Meaning-Making and Memory Function[END_REF]. Narratives can be understood as groups of meaning-elements, coherently concatenated in time to explain world events, binding the individual to the collective experience [START_REF] Krebs | The narrative politics of the battlefield[END_REF]. Deliberately crafted lies and false stories have been weapons of war for millennia, but social media has made them more available and pervasive than ever before. The scientific literature from machine learning and data mining [START_REF] Murty | Centrality and Diversity in Search: Roles in A.I[END_REF][START_REF] Hinkelmann | Combining Machine Learning with Knowledge Engineering to detect Fake News in Social Networks -A Survey[END_REF][START_REF] Bird | Fairness-Aware Machine Learning: Practical Challenges and Lessons Learned[END_REF], and marketing [START_REF] Günneç | Least-Cost Influence Maximization on Social Networks[END_REF][START_REF] Jung | American attitudes toward nudges[END_REF][START_REF] Taylor | Randomized experiments to detect and estimate social influence in networks[END_REF], has shed light on the various management layers employed by social networks, exposing them as ideal environments for persuading large masses into making sense of the world monolithically. Statistical studies have shown that within social media falsehood diffuses farther, faster, deeper, and more broadly than the truth in all measured categories of information [START_REF] Singer | Likewar: The weaponization of social media[END_REF][START_REF] Moore | Falsehood flies, and the truth comes limping after it': social media and public health[END_REF]. Some studies have demonstrated that countering lies by negating them actually has the opposite effect and strengthens the false statement [START_REF] Maan | Narrative Warfare. Createspace Independent Publishing Platform[END_REF]. It could be reasonable to argue that whoever is in control of the infrastructures that hold meaning (i.e. social networks, news outlets, academic publishers) could also hold an advantage in imposing how immediate events and History are interpreted. Thus, meaning-making, encompassing all from meaning of single words to meaning of world-events, has been acknowledged as an important avenue for CW [START_REF] Maan | Narrative Warfare. Createspace Independent Publishing Platform[END_REF].

But making sense of the world and the self is not exclusively tied to conscious awareness. Hypnosis is a construct based on a specific set of communication techniques to establish the ultimate degree of suggestive impact on individuals with distortions of perception and memory while maintaining goaldirected behaviours [START_REF] Meerloo | SOME DANGERS OF HYP-NOSIS AND MASS-HYPNOSIS[END_REF][START_REF] Orne | THE CONSTRUCT OF HYP-NOSIS: IMPLICATIONS OF THE DEFINI-TION FOR RESEARCH AND PRACTICE *[END_REF][START_REF] Custers | The Unconscious Will: How the Pursuit of Goals Operates Outside of Conscious Awareness[END_REF]. Despite hypnosis is partially dependant on social and cultural variables [START_REF] Jay | Hypnosis, Suggestion, and Suggestibility: An Integrative Model[END_REF], hypnotic techniques are rooted in cross-cultural neurophysiological phenomena, and have demonstrated their robust usefulness inducing loss of memory of medical procedures (i.e. anterograde amnesia) [START_REF] Veselis | Information Loss over Time Defines the Memory Defect of Propofol: A Comparative Response with Thiopental and Dexmedetomidine[END_REF][START_REF] Veselis | The remarkable memory effects of propofol[END_REF][START_REF] Chavant | Memory disorders associated with consumption of drugs: updating through a case/noncase study in the French PharmacoVigilance Database[END_REF], also as sedative in acute psychiatric conditions [START_REF] Wheeler | Sedative-hypnotic treatment in an acute psychiatric setting: comparison with best practice guidance[END_REF][START_REF] Geagea | Hypnotherapy for Procedural Pain and Distress in Children: A Scoping Review Protocol[END_REF], as well as in reducing measures of stress and pain related to surgeries [START_REF] Risna | The Effect of Hypnotherapy on Pain Intensity in Postoperative Patients: A Systematic Review[END_REF][START_REF] Arnon | THE EFFECT OF A HYPNOTIC-BASED ANIMATED VIDEO ON STRESS AND PAIN REDUCTION IN PEDIATRIC SURGERY[END_REF]. Broadly, repetitive actions or words if sustained in time can gradually bring an individual into a hypnotic state [START_REF] Wallace | Imagery vividness, hypnotic susceptibility, and the perception of fragmented stimuli[END_REF]. The hypnosis literature describes the induction process involving first a reconstruction stage, in which subject is guided to disrupt baseline consciousness. Second, a reconstruction stage in which parts of conscious awareness become suspended relinquishing control to a form of abject dependency to the hypnotist, submissive to its directives [START_REF] Markwell | ALTERATIONS IN SELF-CONCEPT UNDER HYPNOSIS[END_REF]. And finally, the realization phase, which could also be understood as the start of enaction of post-hypnotic behaviours [START_REF] Straus | Hypnosis as Reality Reconstruction: A Sociological Analysis of the Hypnosis Process[END_REF]. Burdened with increased suggestibility frequently hypnotised individuals may be fed with fragmented suggestions that gradually lead them to spontaneously tolerate or even desire previously unacceptable conditions. Important specific phenomena have been characterised in the hypnosis literature that could arguably be employed in CW. For instance, hypnotic amnesia, a dissociative state during which incoming information is unavailable to consciousness and recollection [START_REF] Smith | Increased response time of primed associates following an "episodic" hypnotic amnesia suggestion: A case of unconscious volition[END_REF][START_REF] Faerman | Posthypnotic Amnesia in Hypnotizability Assessment: Validation of a New Scoring System for the Hypnotic Induction Profile[END_REF], and the hidden-observer phenomenon, a dissociative state developed for pain management [START_REF] Nicholas | The hidden observer as an experimental creation[END_REF]. Applications of hypnosis in which crimes are committed towards self or others have been experimentally confirmed since the WWII period but remain controversial [START_REF] Brenman | Experiments in the Hypnotic Production of Anti-Social and Self-Injurious Behavior[END_REF][START_REF] Kauders | NEGOTIATING FREE WILL: HYPNOSIS AND CRIME IN EARLY TWENTIETH-CENTURY GERMANY[END_REF] Hypnosis can be applied not only to individuals but also to groups of individuals. In this application, the dynamics of mass behaviour render sensible individuals even more vulnerable to losing sense of self, and constituting a sense of mass which lacks of the critical reasoning constraints commonly found at the individual level.

Induced amnesia and false memories

The pioneering research at the Allan Memorial Institute since the 1940's established a set of techniques (e.g. Psychic driving, chemical interventions, electroconvulsive therapy, sensory overload and deprivation, and sleep cycle manipulations) that produced important cognitive disruptions in subjects, both at the lower-level of awareness and perception as well as at the higher, cumulative domain of memory, selfidentity and meaning [START_REF] Rabellino | The cerebellum after trauma: Resting-state functional connectivity of the cerebellum in posttraumatic stress disorder and its dissociative subtype[END_REF][START_REF] Wearne | Trauma-intrusive hallucinations and the dissociative state[END_REF]. In this line, the US has acknowledged to carrying out since early in the 2000s enhanced interrogation techniques at their military bases in Guantanamo, Abu Ghraib and other parts of the world [START_REF]Department of Defense Office of the Inspector General[END_REF][START_REF]Inquiry into the Treatment of Detainees in U.S. Custody[END_REF][START_REF] Chwastiak | Torture as normal work: The Bush Administration, the Central Intelligence Agency and 'Enhanced Interrogation Techniques[END_REF]. These techniques can be considered updated versions of the techniques pioneered by Ewen Cameron at the Allan Memorial Institute almost 70 years before [START_REF] Michael | Moral dilemmas of modern war torture, assassination, and blackmail in an age of asymmetric conflict[END_REF][START_REF] Badali | Systemic Torture, the New Normal: Civilian Victims of "Enhanced Interrogation Techniques" in Afghan Detention Facilities[END_REF][START_REF] William | Psychologists and the Ethical Use of Enhanced Interrogation Techniques to Save Lives[END_REF][START_REF] Douglas | Un)ethical consequences: How psychology's cold war defense of military personnel led to enhanced interrogation techniques in the war on terror[END_REF]. The temporary or persistent disruptions caused by controlled traumatic events can be characterised as induced dissociative states, featuring functional retrograde amnesia (i.e. psychogenic amnesia) [START_REF] Brandt | Functional ("psychogenic") amnesia[END_REF][START_REF] Evans | Amnesia for violent crime among young offenders[END_REF][START_REF] Arzy | Psychogenic amnesia and self-identity: a multimodal functional investigation[END_REF][START_REF] Larner | Towards a Neural Network Hypothesis for Functional (Dissociative) Amnesia: Catastrophic Forgetting[END_REF], and detachment of self from the world or the alternating emergence of distinct personalities [START_REF] Fishbein | Retrograde Amnesia: Electroconvulsive Shock Effects after Termination of Rapid Eye Movement Sleep Deprivation[END_REF][START_REF] Spiegel | Dissociative disorders in DSM-5[END_REF][START_REF] Semkovska | Unravelling Autobiographical Retrograde Amnesia Following Bitemporal Electroconvulsive Therapy: Effect of Treatment versus Effect of Time[END_REF][START_REF] Lomas | Electroconvulsive therapy related autobiographical amnesia: a review and case report[END_REF][START_REF] Youri | Recovering objectlocation memories after sleep deprivationinduced amnesia[END_REF]. In this line, a large body of scientific research has shown a learned helplessness phenomenon appearing in specific uncontrollable ad-verse events [START_REF] Abramson | Learned helplessness in humans: critique and reformulation[END_REF][START_REF] Maier | Learned helplessness at fifty: Insights from neuroscience[END_REF][START_REF] Song | Assessing the relationship between the human learned helplessness depression model and anhedonia[END_REF]. This phenomenon has been observed in humans and other animals, under a variety of conditions, and despite having been approached through a multiplicity of experimental procedures a consistent state of helplessness. It has been argued that this state is only alleviated by forced choice procedures in which aversive conditions are escaped. Following the evidence it seems safe to assume that dissociated subjects by themselves would have trouble to be aware, organise and hold any resistance to aggravating conditions.

The reliability of autobiographical memory is a topic that has interested psychologists and philosophers throughout history. A relevant line of research developed in the last decades is devoted to understand how false memories may be implanted in adults and children [START_REF] Henry | Creating false memories: Remembering words not presented in lists[END_REF][START_REF] Ceci | On the ethics of memory implantation research[END_REF][START_REF] Wade | A picture is worth a thousand lies: Using false photographs to create false childhood memories[END_REF][START_REF] Brewin | Creating Memories for False Autobiographical Events in Childhood: A Systematic Review[END_REF][START_REF] Hyun | Current Trends in Memory Implantation and Rehabilitation[END_REF]. The capacity of episodic memory systems, to flexibly recombine information from multiple information modalities is fundamental to allow survival for an organism in a changing environment and anticipate future events [START_REF] Schacter | Memory Systems 1994[END_REF][START_REF] Suddendorf | Mental time travel and the evolution of the human mind[END_REF]. However, this constructive nature of memory renders these systems vulnerable for deliberate manipulation [START_REF] Yoder | Revisiting the ethics of implanted memory research with children[END_REF]. The malleable nature of human memory has led some researchers to develop suggestive practices using narratives as well as static and motion pictures [START_REF] Werth | Deception. Perspectives on human and nonhuman deceit[END_REF][START_REF] Hyman | The Role of Mental Imagery in the Creation of False Childhood Memories[END_REF][START_REF] Garry | Actually, a picture is worth less than 45 words: Narratives produce more false memories than photographs do[END_REF]. Broadly, suggestive techniques can be merged with social pressure techniques to lead subjects into believing to remember implanted events [START_REF] Scoboria | A mega-analysis of memory reports from eight peer-reviewed false memory implantation studies[END_REF][START_REF] Kinda | Phenomenal characteristics of cocreated guided imagery and autobiographical memories[END_REF][START_REF] Calado | Implanting false autobiographical memories for repeated events[END_REF]. Deliberately crafted information, provided to individuals in the absence of points of reference, can lead subjects to have very rich false memories of an event, and consequently develop a set of deeply rooted beliefs about an event. Although neuroimaging and electrophysiological studies suggest different neural signatures for false and true memories [START_REF] Scott | A sensory signature that distinguishes true from false memories[END_REF], when embraced by the subject, false memories can support subjects' high confidence and rich detail in their episodic recall. Moreover, implantation of false memories may be observed at the level of the group of individuals. [START_REF] Van Swol | Performance and process in collective and individual memory: The role of social decision schemes and memory bias in collective memory[END_REF][START_REF] Jablonka | Collective narratives, false memories, and the origins of autobiographical memory[END_REF][START_REF] Maswood | Social Transmission of False Memory in Small Groups and Large Networks[END_REF]. If the behaviour and beliefs of other subjects are assumed as points of reference by each individual, then these distorted points of reference could further potentiate the belief on the false memory.

Fiction priming

Fictional devices, whether interactive or not, present the potential to forge cognitive representations alternative to the real world and the enaction of corresponding behaviours. [START_REF] Holmes | Inducing and modulating intrusive emotional memories: a review of the trauma film paradigm[END_REF][START_REF] Weaver | The relationship between selective exposure and the enjoyment of television violence[END_REF] As it was observed in Orwell's War of the Worlds 1938 radio narration [START_REF] Schwartz | Broadcast hysteria: Orson Welles's war of the worlds and the art of fake news[END_REF], in absence of alternative points of reference, fictional devices may succeed in presenting a credible version of reality, a simulation that might exclude or change the usual rationalisation processes.

However the value of fictional devices is not limited to this self-referential meaning-making attribute that can be transformed into action in the short-term. By virtue of repetition, long-term representations in subjects can be affected by gradual familiarisation with the conditions postulated by fiction [START_REF] Tulving | Priming effects in wordfragment completion are independent of recognition memory[END_REF][START_REF] Wasserman | Perception of causal relations in humans: Factors affecting judgments of response-outcome contingencies under freeoperant procedures[END_REF][START_REF] David | Acquisition functions in contingency judgment[END_REF][START_REF] Elsner | Contiguity and contingency in action-effect learning[END_REF][START_REF] Cameron | Sequential Priming Measures of Implicit Social Cognition[END_REF]. A variety of automatic learning processes, become engaged in frequently observed and enacted systems of cause and effect, at least as effectively as other well known learning techniques (e.g. verbal instruction) [START_REF] Wasserman | Perception of causal relations in humans: Factors affecting judgments of response-outcome contingencies under freeoperant procedures[END_REF][START_REF] Kihlstrom | The cognitive unconscious[END_REF][START_REF] Heil | Event-related Brain Potentials During Recognition of Ordinary and Bizarre Action Phrases Following Verbal and Subject-performed Encoding Conditions[END_REF][START_REF] Hubert | Levels-of-processing effects in subject-performed tasks[END_REF][START_REF] Young | Sex differences in the inference and perception of causal relations within a video game[END_REF][START_REF] Sweller | Cognitive Architecture and Instructional Design: 20 Years Later[END_REF]. Priming refers to the engagement of implicit learning processes, by which exposure to an stimulus affects the response to subsequent related stimuli [START_REF] Tulving | Priming and human memory systems[END_REF][START_REF] Squire | Conscious and unconscious memory systems[END_REF]. Evidence has shown robust conceptual and perceptual priming effects in subjects, which can help mobilize not only acceptance but also rejection [START_REF] Langley | Aggression-consistent, -inconsistent, and -irrelevant priming effects on selective exposure to media violence[END_REF][START_REF] José | Event-related potential correlates of visual identity negative priming unbiased by trial-by-trial effects[END_REF][START_REF] Frings | The negative priming paradigm: An update and implications for selective attention[END_REF]. Priming can be observed within and across sensory modalities [START_REF] Graf | Priming across modalities and priming across category levels: extending the domain of preserved function in amnesia[END_REF][START_REF] Verfaellie | The role of explicit memory processes in cross-modal priming: An investigation of stem completion priming in amnesia[END_REF][START_REF] Biederman | Size invariance in visual object priming[END_REF][START_REF] Daniel | Priming effects in a letter-by-letter reader depend upon access to the word form system[END_REF]. Each layer of the priming process enabled by fictional devices may help solidify consent towards previously unacceptable conditions. At each iteration, a new baseline would become established and would be in turn used to interpret new, incoming real-world experience [START_REF] Huesmann | Why Observing Violence Increases the Risk of Violent Behavior by the Observer[END_REF][START_REF] Anderson | Violent video game effects on aggression, empathy, and prosocial behavior in eastern and western countries: a meta-analytic review[END_REF]. These gradually accumulating primed constructs can be source of motivated behaviours [START_REF] Krausz | The Elements of Rationality and Chance in the Choice of Human Action[END_REF][START_REF] Kenneth | From Primed Construct to Motivated Behavior[END_REF]. The deviation between learning outcomes from simulation and real-world processes is what the military training experts have defined as negative training [START_REF] Hartley | Cognitive Superiority Information to Power[END_REF].

Discussion

This opinion article presents CW as an emergent field of political-military operations, born out of the marriage of psychological operations and cyber-warfare. As reported in documents from NATO's first meeting on CW in 2021, the main objective of CW is to establish control and domination by manipulating a population's cognitive mechanisms that support their spontaneous representations of reality. To this end, CW synthesizes decades of progress in the sciences of brain and behaviour, in computing and network technologies, and complex and adaptive systems. CW implements elements of this body of knowledge to support interventions on civilian populations and military personnel uniformly, irrespective of peace or wartime. Notably the targeting of human cognition in military applications is dependant on scientific advancements that contributed to life-improving treatments and therapies for cognitive and neural conditions. Consider for instance how the physiological and behavioural techniques developed at the Allan Memorial Institute since the 1940s (e.g. Psychic driving, electroconvulsive therapy, sensory, sleep and dietary manipulations), have become integral part of the US programme of enhanced interrogation techniques since the 2000s. The mental, and all complex behaviours, arise from the orchestrated interplay of basic neural elements, embodied in entities that engage in adaptive relations with other entities and the environment. And CW utilises this scientific map of the mental to control population behaviour.

But, the map is not the territory, or at least not yet. It shall be acknowledged that the sciences of brain and behaviour are still under construction and far from complete. Not only that there are various newly emergent, understudied or simply neglected neurocognitive phenomena, potentially interacting with already well established scientific assumptions (see for instance [START_REF] Roskies | Neuroscientific challenges to free will and responsibility[END_REF][START_REF] Dale | A new look at the cognitive neuroscience of video game play[END_REF][START_REF] Walter | NeuroEthics and the BRAIN Initiative: Where Are We? Where Are We Going?[END_REF][START_REF] Minielly | Neuroethical and Societal Challenges of 21st Century Epidemics[END_REF][START_REF] Bahrami | Brain Network Analysis: A Review on Multivariate Analytical Methods[END_REF]). Or that there remain instrumental limits for registering and interpreting certain neural dynamics, accurately, across human developmental stages, or in collective interactions, or in heterogeneous populations [START_REF] Turesky | Imaging the rapidly developing brain: Current challenges for MRI studies in the first five years of life[END_REF][START_REF] Keith | Cognitive Neuroscience Meets the Community of Knowledge[END_REF][START_REF] Oualid | Population heterogeneity in clinical cohorts affects the predictive accuracy of brain imaging[END_REF]). But that the current mechanistic explanations in several well established areas of research lack in mechanistic detail [START_REF] Carl | When mechanistic models explain[END_REF][START_REF] Hommel | Pseudo-mechanistic Explanations in Psychology and Cognitive Neuroscience[END_REF]. It has been argued that only in rare cases in the neuro behavioural scientific literature, a sufficiently accurate mechanistic view of brain and behaviour is provided, clearly specifying the components that a given mechanism is comprised of, and explaining the processes that organise these components to generate a given phenomenon [START_REF] Bechtel | Mechanisms in cognitive psychology: What are the operations?[END_REF]. That is, how structures relate to processes, and vice versa. Moreover, although some of the neural structures and low level activities do fit together as parts to wholes, it is not clear that all cognitive processes in action have a direct relationship to discrete neural mechanisms [START_REF] Stinson | Mechanisms in psychology: ripping nature at its seams[END_REF].For instance in the study of memory, at the neural level, encoding, storage, and recall are all intertwined, so neural mechanisms of memory seem not to be related to neatly separable psychological phenomena, as parts to wholes. Therefore, considering that the techniques implemented in CW are derived from incomplete mechanistic explanations, assumed uncritically, merely linking an empirical observation to a particular functional system or to the activation of a particular brain area, the application of this body of knowledge in the CW framework should be considered largely experimental in nature. In this sense, the use of science of brain and behaviour in CW should not only raise the issue of social responsibility of the scientist regarding the use of her work for war-like actions. But also raise the ethical issue of scientific experimentation performed without the awareness and the consent of subjects. Even at the expense of losing funding and testing opportunities, the interrelationships between the sciences of brain and behaviour and the military have had observable consequences of worldwide significance and demand re-evaluation. These issues however, have hardly been addressed in academic literature. The indiscriminate use of psycho social and psycho physiological techniques reviewed in this article suggests that any practically effective scientific knowledge available, however brute or incomplete, will be employed against any population of interest, for the time deemed necessary, irrespective of the ethical implications.

But how can CW reach the civilian population on a massive scale? One prominent avenue for CW in the 21st century has been established with the popularisation of personal computing and networked information technologies. Persuasion using personal computing is unique because of users' unchanging trust and dependence. As a permanent fixture on an individual's daily life, persuasive operations can permanently function one-step-ahead in time and beyond the immediate cognitive reach of any individual. Persuasion and the manipulation of meaning-making processes can be reinforced using interactive fictional devices. Interactive systems, such as virtual reality systems and computer games, not only foster the induction of emotional responses or the establishment of elements of meaning through narrative, as any other fictional device.But importantly, interactivity imposes sets of cause and effect relations, which must be implicitly or explicitly enacted by individuals to take part in the experience. This array of capacities afforded by interactive fictional devices can be instrumentalised as a part of a priming intervention, to be administered to populations over long periods of time. At each priming iteration, a new behavioural baseline would become established, which could be in turn used to interpret new, incoming real-world experiences. These gradually accumulating primed constructs can be therefore source of predictable, motivated behaviours which can be persistent in time.

It seems clear that one of the main reasons behind the use of these psycho physiological techniques and technologies, preferred for instance over physical torture or termination, is that CW can be waged on relatively unaware subjects and with few or no visible after-effects. This not only renders any potential subsequent allegation much more difficult to substantiate. But unawareness of CW could facilitate the seizure of control over the societal goals of a population and its economics benefits. If the goal of CW is maximum net profits, in order to reach maximum efficiency, machines with cognitive capabilities of their own could be used alongside vast data collection and injection networks, to define different aspects of CW and tailor the treatments administered to masses of individuals. In this sense, the maturation of CW could imply that intelligent machines would be entrusted with most logical and executive competences, becoming the ultimate CW decision-makers. Responsible for the adaptive and sustainable management of many levels of psycho physiological operations, from the neural to the social, machine-managed CW could outperform and outlive any human.
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