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Random number generation using spontaneous symmetry breaking in a Kerr resonator

We experimentally demonstrate an all-optical random number generator based on spontaneous symmetry breaking in a coherently-driven Kerr resonator. Random bit sequences are generated by repeatedly tuning a control parameter across a symmetry-breaking bifurcation that enacts random selection between two possible steady-states of the system. Experiments are performed in a fibre ring resonator, where the two symmetry-broken steady-states are associated with orthogonal polarization modes. Detrimental biases due to system asymmetries are completely suppressed by leveraging a recently-discovered self-symmetrization phenomenon that ensures the symmetry breaking dynamics act as an unbiased coin toss, with a genuinely random selection between the two available steady-states. We optically generate bits at a rate of over 3 MHz without post-processing and verify their randomness using the National Institute of Standards and Technology and Dieharder statistical test suites.

phenomenon that has stimulated particular recent interest is spontaneous symmetry breaking (SSB), with pioneering experimental observations reported in monolithic microresonators [7][8][9], macroscopic fibre ring resonators [10,11], and coupledcavities [12]. SSB refers to the ubiquitous process whereby a physical system in a symmetric state loses its symmetry in favour of two asymmetric states -a phenomenon that can be accessed by tuning a control parameter across a bifurcation point. In the context of systems involving a single resonator [7][8][9][10][11], SSB has been observed between two counter-propagating fields [7][8][9], as well as between co-propagating orthogonal polarization modes [10,11], with the detuning between the driving laser 21 and a cavity resonance (or the power of that laser) acting as the 22 control parameter [8,10]. In each case, slight power deviations 23 between the two competing fields circulating in the cavity are 24 magnified over consecutive roundtrips, leading to the selection 25 of one of the possible asymmetric states [7,13]. Under perfectly 26 symmetric operating conditions, the selection enacted by SSB 27 is completely random, alluding to the possibility of using the 28 phenomenon for the generation of random numbers that are 29 critical for various applications, including cryptography and 30 security [14,15]. Unfortunately, in practice, this prospect is typi-31 cally prohibited as a result of the sensitivity of SSB to residual 32 asymmetries, which leads to a statistical preference towards 33 one of the states, thus preventing truly random selection upon 34 symmetry-breaking [10,16].

35

Remarkably, a phenomenon was recently discovered that can 36 completely eliminate the impact of asymmetries on polarization 37 SSB dynamics in fibre ring resonators. Specifically, it was shown 38 in [17] that the implementation of a π-phase shift between two 39 orthogonal polarization modes of the resonator resulted in a 40 period-2 (P2) switching behaviour between two polarization 41 modes in the cavity, somewhat similar to the period doubling 42 regime used in bulk optical parametric oscillators [18,19]. This 43 periodic switching leads to a natural 'self-symmetrization' of the 44 system, as asymmetries are averaged out over two roundtrips. 
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We first briefly summarise the physics of the self-73 symmetrized SSB scheme that underpins our experiments [17]. nents as Although based upon the same principle as the setup used 178 in [17], our current configuration has been optimised to enable 179 random number generation at significantly higher data rates 180 than in [17]. Thanks to their much shorter duration, the electro-181 optically generated 2 ps pulses can be more closely spaced and 182 more efficiently amplified, thus allowing for more efficient time-183 multiplexing and correspondingly higher data rates than the 184 original experiment, which relied on 1.1-ns-long quasi-cw pulses.

E ± = (E 1 ± iE 2 )/ √ 2.
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Our cavity is also five times longer than the one used in [17],

186 which further increases the number of pulses that can simulta-187 neously circulate in the resonator. 
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  To this end, Fig.1(a) shows a conceptual illustration of our SSB-75 based random number generator (RNG). The system is built 76 around a passive, coherently-driven nonlinear Kerr resonator 77 supporting two principal orthogonal polarization modes (E 1 78 and E 2 ) -defined as polarization modes that map back to them-79 selves at the end of each roundtrip. Only one of the principal 80 modes is driven, and the cavity resonances corresponding to the 81 two modes are offset by a phase-detuning of approximately π, 82 realized via a birefringent defect (polarization controller) within 83 the cavity. To understand the dynamics of the system, we con-84 sider the intracavity field evolution in the circular polarization 85 basis, defining the left-and right-circular polarization compo-86

Figure 2

 2 Figure 1(c) displays predicted steady-state intensity values
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 334 Figure3shows illustrative experimental results that demon-
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gives us confidence that each bit generated can be used as a 235 random bit without further processing [19].