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Abstract—Today, the healthcare sector is suffering from mul-
tiple security vulnerabilities that make it vulnerable to various
types of cyberattacks. Therefore, robust security solutions need to
be implemented in order to resolve these vulnerabilities. In this
context, blockchain technology has emerged as a promising solu-
tion in several sectors, including the healthcare sector. It ensures
enhanced security and greater transparency. It also boosts patient
confidence and optimizes operational efficiency. In this paper, we
first present an overview of the main classic healthcare applica-
tions: medical records management, traceability of medicines,
and research and clinical trials. We then present a detailed
analysis of the critical security vulnerabilities threatening these
applications. Afterwards, we explain how blockchain technology
can help to address these vulnerabilities. Finally, we discuss
the various possible methods that aim to prevent traditional
blockchain-related attacks in these healthcare applications and
how blockchain technology is impacting and transforming the
healthcare sector.

Index Terms—Attack, Blockchain, Confidentiality, Healthcare,
Integrity, Privacy, Security.

I. INTRODUCTION

The healthcare sector is currently facing a number of
security vulnerabilities that represent major risks for the con-
fidentiality, integrity and availability of healthcare data. These
vulnerabilities and risks make the healthcare sector particularly
vulnerable to numerous types of cyberattacks. Consequently,
the implementation of robust security solutions is required in
order to effectively protect the sensitive data and maintain the
continuity of the healthcare services [1] [2l].

Blockchain technology has demonstrated its full potential
as a valuable solution to a variety of security challenges in
several sectors and particularly in the healthcare sector. It has
a number of intrinsic properties such as decentralization, im-
mutability and transparency, and other, that offer considerable
advantages in terms of enhanced security, protection of data
from unauthorized modifications, and complete traceability of
operations while reinforcing the confidence of patients and
healthcare professionals [3][4][5].

We summarize the significant contributions of this paper as
follows:

1) We analyze the critical security vulnerabilities in the three
main healthcare applications: medical records manage-
ment, traceability of medicines and research and clinical
trials.

2) We provide a detailed analysis on how the blockchain
technology can contribute to face these security vulnera-
bilities.

3) We present an overview of the most common attacks
targeting the blockchain technology and discuss how they
can be avoided in the discussed healthcare applications.

4) We explore the impact and transformation of blockchain
technology on the healthcare sector by examining the
changes it offers in terms of security and innovation.

This paper is organized as follows. Section [[I] presents our
security analysis and begins with an overview of the three
main classic healthcare applications. Section focuses on
how blockchain technology is impacting and transforming the
healthcare sector. Finally, Section [[V] concludes the paper.

II. SECURITY ANALYSIS OF HEALTHCARE APPLICATIONS
A. Overview of the main healthcare applications

Blockchain technology can be applied to a plethora of
healthcare applications. In this paper, we focus on the three
main healthcare applications: medical records management,
traceability of medicines, and research and clinical trials.
This section presents how these applications are implemented
traditionally, that is, without the integration of blockchain
technology.

1) Medical records management: traditionally, medical
records are managed through Electronic Health Records
(EHR) or Electronic Medical Records (EMR) systems. These
systems are designed to store and manage a patient’s health
information digitally. They technically operate on centralized
databases that are managed either by individual healthcare
institutions or by third-party providers. EMRs include data
such as a patient’s medical history, test results, diagnoses,
treatments, prescribed medications and allergies. Access to
these data is usually controlled by identity and access manage-
ment systems that use logins and passwords to authenticate au-
thorized users, such as nurses, doctors and administrative staff.
EMR systems can also be interconnected with other medical
infrastructures and systems such as pharmacies, laboratories
and billing systems [6].

2) Traceability of medicines: traditionally, it relies on com-
plex, multi-layered pharmaceutical supply chains. These sys-
tems use centralized databases to record and track medicines
at each step, from manufacture to distribution to the patient.



Tracking is usually performed using batch numbers and bar-
codes that are scanned and recorded at each transfer point
[7]. This allows to track the movement of medicines and
manage stocks. Moreover, traceability systems can include
mechanisms to monitor storage and transport conditions such
as temperature [7]. The data collected is used to ensure
regulatory compliance and for product recalls if necessary [8].

3) Research and clinical trials: traditionally, data are col-
lected, stored and analyzed using a Clinical Data Management
Systems (CDMS). CDMS systems collect data from a variety
of sources such as direct observations, questionnaires, bio-
logical samples and measuring devices. These data are then
processed and stored in a centralized database. The process
often involves a manual input of data although Electronic Data
Capture (EDC) devices are increasingly used to improve effi-
ciency and reduce errors. Then, researchers employ statistical
software to analyze the collected data, assessing the effective-
ness, safety, and potential side effects of the treatments under
study. Finally, participants’ consent is managed using consent
forms, which are often paper-based [9].

B. Security vulnerabilities

In this section, we present the security vulnerabilities
that we have identified for the healthcare applications dis-
cussed above. Next, we assess how the integration of the
blockchain technology helps to address these vulnerabilities.
Afterwards, we introduce the most common attacks that target
the blockchain technology. Finally, we exhibit the various
prevention strategies that can be adopted to face these attacks
when blockchain technology is adopted in the healthcare
applications.

1) Security vulnerabilities in the medical records manage-
ment:

Use of centralized storage: it makes medical records partic-
ularly vulnerable to Distributed Denial of Service (DDoS)
attacks and system failures. Consequently, an attack on
the central server or a failure can lead to total data
unavailability, with a serious impact on the hospital’s
operations and medical decision-making, as healthcare
professionals heavily depend on access to patient data.

Insecure access: the lack of robust security protocols such as
strong encryption and authentication mechanisms exposes
medical data to risks of intrusion. Consequently, this can
lead to data violations by compromising the confidential-
ity and integrity of patient’s information [I1]].

Lack of interoperability: the lack of standardized infor-
mation systems across various healthcare institutions
presents challenges in securely and efficiently sharing
data. This lack of interoperability can actually lead to
medical errors due to the use of incomplete or incorrect
patient information. For this reason, fluid and precise
communication between the different actors in the health-
care ecosystem is needed to ensure optimal patient care
(10]

To support our point, we cite two examples:

(1) The attack on SingHealth (2018): it was a targeted and

sophisticated cyberattack on the electronic medical records
system of SingHealth, the largest healthcare group in Sin-
gapore. It exploited vulnerabilities in an electronic medical
records database where attackers used phishing techniques to
obtain the credentials of a single employee and then used
these data to gain access to the whole system. The attack has
compromised the personal data and prescriptions of almost 1.5
million patients, including the Prime Minister of Singapore.
Furthermore, the investigation revealed that security measures
were inadequate, particularly regarding the monitoring of
suspicious activities and incident response [[11]].

(2) The WannaCry ransomware (2017): WannaCry is a
ransomware that has infected hundreds of thousands of com-
puters around the world, including the healthcare systems [12]
[7]. It has exploited a vulnerability in the Windows operating
systems, commonly known as EternalBlue. Once WannaCry
is installed, it causes the encryption of the system and users’
files. Hence, the locking of the medical ecosystem’s files (e.g.,
patient’s files, medical records, machines) [[12], which leads to
major disruptions in patient care and access to medical records.

2) Security vulnerabilities in the traceability of Medicines:

Fragmented supply chain: the pharmaceutical supply chain
faces a major technical problem due to the multiplicity of
the actors involved. The absence of a unified traceability
system creates gaps in the tracking of medicines. This
fragmentation has serious negative consequences, such as
the increased risk of infiltration of counterfeit medicines
into the supply chain. These counterfeit products repre-
sent a major threat to the public health, as they may be
ineffective or even harmful [7][13].

Inefficiency of tracking: the current traceability mechanisms
used by the healthcare ecosystem are often based on paper
registers or centralized databases, and therefore they lack
transparency and do not allow real-time tracking. This
inefficiency leads to major difficulties when it comes to
tracing the origin of medicines, particularly in the case
of recalls or security incidents. The capacity to quickly
and precisely track the origin and routing of medicines
is crucial in order to guarantee patient security [14].

Outdated methods such as paperwork: the dependence on
paper-based documentation within the healthcare ecosys-
tem, particularly in the pharmaceutical supply chain,
presents a significant risk of human error and falsifica-
tion. Hence, these errors and manipulations can result in
inaccurate information in the supply chain, compromising
patients’ security. Finally, paper documents can be easily
modified and does not offer the level of security and
reliability required in such a critical areas such as the
healthcare and the pharmaceutical ecosystems [8].

As an example we cite the issue of counterfeit he fake
anti-malarial medicines in Africa. In this context, the World
Health Organization (WHO), exposed a series of difficult
technical and regulatory issues [15]]. Indeed, the counterfeiters
use unregulated manufacturing facilities in order to produce



medicines of inferior, even of dangerous quality, often with in-
correct ingredients or inappropriate doses of active substances.
These products are then distributed through illicit networks,
such as online sales on unregulated sites and parallel trade,
which interfere with legal supply chains. This situation is in
fact at the root of major weaknesses in the monitoring and
quality control of medicines in many African countries, where
regulatory systems sometimes lack resources, technical skills
or adequate geographical coverage. The risks to public health
are considerable, including therapeutic failures, resistance to
medicines and direct damage to patients’ health. Moreover,
the detection and repression of these activities are extremely
difficult as they require international cooperation and the use
of advanced technologies to test and verify medicines, as
well as a solid legal structure to track down the criminals.
In addition to the health consequences, counterfeit medicines
have an economic and social impact because they undermine
confidence in the healthcare ecosystems and generate financial
losses to the legitimate manufacturers, while also potentially
financing other illegal activities [15]].

3) Security vulnerabilities in the research and clinical tri-
als:

Data manipulation: there is a significant risk of manipulat-
ing or tampering with clinical trial data to achieve biased
or favorable results. This can lead to a distortion of
research results, with the consequence of inaccurate and
potentially dangerous conclusions [16].

Ineffective management of patients’ consent: the ineffec-
tive management of patients’ consent to the use of their
data can lead to violations of patients’ confidentiality and
privacy. The consequences of such negligence are not
only legal and ethical, but can also lead to a loss of public
trust in medical research and healthcare institutions [[17]].

Data sharing: if the sharing of data between researchers is
not accompanied by adequate security measures, then
there is a security flaw as this can lead to data being
exposed to the risk of leakage. This can be particularly
worrying especially when the data are sensitive. Finally,
breaching the confidentiality of patients taking part in
clinical trials threatens the confidence in medical research
(18]

As an example we cite the Research scandal at Glaxo-
SmithKline (GSK) in China (2013). It represents an emblem-
atic case that has shaken confidence in pharmaceutical research
practices. Investigators discovered several irregularities in the
GSK clinical trials for cancer medicines. The main accusations
concerned the manipulation of data in these trials, a very
worrying issue in the medical field. This manipulation would
have consisted in altering or omitting certain data to make the
results of the trials more favorable or less risky, and thereby
distorting the real efficacy and security of the tested medicines.
This scandal has raised serious questions about the integrity
of medicine research and approval processes in China and,
by extension, around the world. The confidence of the public
and healthcare professionals in the verification and approval

processes for new medicines has been seriously undermined.
Such acts of manipulation violate the ethical principles of
clinical research, while compromising the security of patients
who might use these medicines on the basis of the falsified

datdP]

C. Securing healthcare applications with the blockchain tech-
nology

In this section, we present how the blockchain technology
can contribute to address the nine security vulnerabilities
presented in Section [[I-B] Table [I] summarizes the different
measures discussed.

Addressing the use of centralized storage: the decen-
tralized nature of blockchain technology eradicates the
vulnerability of single point of failure commonly found
in centralized storage systems. That is, medical records
will no longer be stored on a central healthcare server, but
rather will be distributed across a network of blockchain
nodes. Each node will also hold a copy of the entire
blockchain and this ensures the continued availability of
data even if individual nodes are compromised or fail.
This approach improves resilience in the face of cyberat-
tacks and server failures, while enhancing the reliability
of medical records management systems [[7]][12][19].

Addressing the insecure access: the use of cryptographic
keys in blockchain technology offers a secure method
of authenticating users and controlling access to medical
records. Each user (patient or healthcare professional) has
a unique key pair (public and private) that enables him/her
to access data and verify his/hers identity without reveal-
ing any sensitive data, while offering an enhanced level
of security. In addition, smart-contracts can automate
authorization management on the basis of pre-established
and specific rules, increasing the security and efficiency
of healthcare data exchanges [7]][20][21].

Addressing the lack of interoperability: blockchain tech-
nology facilitates interoperability between the different
healthcare systems through the use of standardized pro-
tocols, so that healthcare information can be exchanged
securely and transparently between several institutions,
including hospitals, clinics and laboratories. The data
stored on a blockchain follows in fact a standard format
that guarantees the compatibility and readability between
heterogeneous systems. This level of interoperability
avoids the errors and gaps often associated with data
transfer between heterogeneous systems, while preserving
the confidentiality and security of patient data [[7]][22].

Addressing the fragmentation of supply chain issue: the
traceability of medicines is greatly improved by recording
each stage of the supply chain on the blockchain. From
manufacturing to distribution, each transaction concern-
ing a medicine is immutably and transparently recorded.

Uhttps://ethicsunwrapped.utexas.edu/video/curbing-corruption-
glaxosmithkline-in-china

Zhttps://www.theguardian.com/business/2013/jul/15/glaxosmithkline-china-
bribery-allegations



TABLE I: Addressing Security Vulnerabilities
in Healthcare Applications using Blockchain Technology: A Summary

Vulnerabilities H Technical blockchain’s solution/contribution

Data decentralization and replication: blockchain technology solves this vulnerability by

Use of centralized storage distributing data across multiple nodes and eliminating single points of failure.

Cryptography and smart-contracts: their use in blockchain technology enhances the control of
Insecure access access to medical records while offering a higher level of access security.

Standardized blockchain protocols: blockchain technology uses standardized protocols to ensure
Lack of interoperability fluid interoperability between the different healthcare institutions.

Active tracking on the blockchain: blockchain technology offers complete and transparent
Fragmented supply chain traceability of medicines, from manufacture to distribution, by reducing the risk of counterfeiting.

Real-time traceability: the blockchain’s real-time tracking capability (coupled with IoT sensors)
Inefficiency of tracking enables precise tracking of medicines at each step of the supply chain.

Immutable digital records: blockchain technology replaces paper documents with immutable
Outdated methods digital records by reducing errors and the risk of forgery.

Immutability and transparency of records: the immutability of blockchain technology
Data manipulation guarantees the integrity of clinical trial data by preventing any manipulation.
Ineffective management of Smart-Contracts for consent: smart-contracts on blockchain technology can effectively and
patients’ consent securely manage patient consent.

Data sharing research institutions.

Private and permissioned blockchains: they enable secure, confidential data sharing between the

This includes the origin of ingredients, manufacturing
details, logistical information and arrival at pharmacies or
healthcare institutions. This complete traceability helps to
effectively prevent counterfeit medicines and to guaran-
tee the quality and security of pharmaceutical products
[23[][24].

Addressing the tracking inefficacy: the integration of

blockchain technology with technologies such as Internet
of Things (IoT) enables precise, real-time tracking of
medicines throughout the supply chain. IoT sensors can
record data such as temperature, humidity and location
of medicines and upload them directly to the blockchain.
This approach ensures full traceability of medicines and
enables the maintenance and verification of storage and
transport conditions that are essential to the pharmaceu-
tical quality. Thanks to this real-time traceability, health-
care actors can rapidly identify any potential problems
such as temperature deviations or delivery delays, guaran-
teeing the integrity of medicines to their final destination
(7] 125] [26].

Addressing the issues related to outdated methods: the

blockchain technology effectively replaces paper docu-
ments with immutable digital records. In the healthcare
ecosystem, all information and medical reports on clinical
trial results are stored digitally on the blockchain. Each
entry is timestamped and cryptographically linked to
previous entries, forming an unalterable blockchain. This
feature makes any falsification or unauthorized modi-
fication of the data impossible, while reinforcing the
reliability and integrity of healthcare data [7]][25]].

Addressing data manipulation: the blockchain technology

is particularly effective in helping to prevent data ma-
nipulation in clinical trials because the data are stored
on the blockchain and protected from any modification.
In addition, the use of smart-contracts can automate
processes such as releasing funds and publishing results

only after the validation of trial data. This transparency
and immutability ensure that test results are reliable and
credible [7][27][19].

Addressing the inefficiency of patients’ consent manage-
ment: the blockchain technology facilitates the secure
and transparent management and recording of patients’
consent using smart contracts. The latter can also be pro-
grammed to track patients’ specific preferences regarding
the use of their data, while ensuring compliant privacy
management. Patients can modify or revoke their consent
at any time and these changes are immediately recorded
on the blockchain [28]][29]].

Addressing data sharing issues: private and permissioned
blockchain networks offer a high level of security to
guarantee data confidentiality, such as in clinical trials or
research data sharing. In these networks, access is limited
to authorized users and permissions can be accurately
and flexibly managed, enabling the secure sharing of
sensitive data. In addition, these networks can be config-
ured to comply with specific healthcare regulations, such
as the Health Insurance Portability and Accountability
Act (HIPAA) or the General Data Protection Regulation
(GDPR) by guaranteeing regulatory compliance while
taking advantage of the benefits of blockchain technology
[Z11301031].

D. Overview of security concerns associated with blockchain
technology

Blockchain technology is considered as a robust and secure
data storage solution. However, it still vulnerable to some
threats, as attackers are becoming increasingly ingenious at
penetrating blockchain networks in order to obtain funds or
interfere with normal operations. In this section, we provide
an overview of the most common attacks on the blockchain
(more details, on these and other attacks, can be found in

(41[32]):



The 51% attack: it generally occurs in public blockchains
using the Proof of Work (PoW) consensus mechanism
when an attacker or group of attackers acquires more than
51% of the network’s hash power. With this majority, they
can influence the validation process of new blocks, cancel
transactions by creating longer branches of the chain, or
double-spend by confirming a transaction on the main
chain and then canceling it on a chain they continue to
develop in secret [33]].

Sybil attack: it focuses on the creation of a large number
of false identities by a single attacker in a decentralized
network [34]]. The attacker uses these identities to gain
disproportionate influence over the network by potentially
affecting consensus or reputation mechanisms such as
manipulating votes for protocol changes, or engaging in
behavior that degrades network trust and security, like
fraudulently confirming invalid transactions or blocks
[35].

Routing attack: it targets the blockchain’s network infras-
tructure by intercepting or modifying data exchanged
between network nodes. The attacker can use hacking
methods such as Border Gateway Protocol (BGP) hijack-
ing or Man-in-the-Middle (MITM) to intercept, modify or
redirect blockchain data without the sending and receiv-
ing parties being aware of it. As a result, this attack can
cause delays in block propagation, isolate certain network
nodes or lead to the disclosure of sensitive information
[36].

Double spending attack: in this attack, the same unit of
digital currency is spent several times when an attacker
successfully sends a transaction to one recipient and then
quickly creates another transaction using the same funds
but directed to another destination under his control. If the
attacker can manipulate the network so that the second
transaction is confirmed before the first, then he can
successfully spend the same amount twice. This attack
is particularly feasible for blockchains without robust
double-spending prevention mechanisms, such as multi-
node transaction confirmation [37]].

Smart-contract vulnerabilities: these arise from coding
or logic errors in smart-contracts deployed on the
blockchain, such as poorly designed functions, data ma-
nipulation errors or unanticipated security flaws. Attack-
ers can exploit these vulnerabilities to appropriate funds,
manipulate contract behavior or disrupt automated pro-
cesses. This includes attacks such as reentrancy (where
one contract repetitively and maliciously calls another),
overflowing or underflowing numbers, or exploiting func-
tion visibility [38].

E. Preventing blockchain-related security concerns in health-
care applications

In this section, we discuss the various prevention strategies
that healthcare applications using blockchain can adopt to mit-
igate the prevalent attacks on blockchain technology, outlined
in Section

Preventing 51% and sybil attacks: the use of permissioned

blockchains can prevent 51% and sybil attacks. The

prevention approach differs according to the type of

application [39]:

« In medical records management, blockchain nodes are
managed exclusively by accredited medical entities,
such as recognized hospitals and healthcare organi-
zations. These nodes are selected according to strict
criteria of compliance with data security standards and
computing capacity. The implementation of specific
consensus mechanisms, such as Proof of Authority
(PoA), improves security by limiting the creation of
new blocks to trusted entities.

o In the traceability of medicines, the integration of
nodes managed by pharmaceutical regulatory author-
ities ensures rigorous monitoring. Suitable consensus
mechanisms could include variants of Proof of Stake
(PoS) where the ability to validate transactions is
proportional to the reputation or commitment of the
regulating nodes.

« In research and clinical trials, there are nodes operated
by recognized research institutions that guarantee data
integrity and could use hybrid consensus systems.
the latter could combine the validation of authorized
entities with algorithmic mechanisms to detect and
prevent any attempted takeover.

Preventing routing attack: communication channels must

be secured to avoid routing attacks. The prevention ap-
proach differs according to the type of application [40]:

o In medical records management, Virtual Private Net-
works (VPNs) specifically designed for the secure
transfer of medical data can be implemented. These
VPNs use advanced encryption protocols such as
TLS/SSL to ensure the confidentiality and integrity of
data exchanged between hospitals and practitioners. In
addition, the use of network segmentation techniques
ensures that sensitive data are isolated and protected
from unauthorized interception.

« In the traceability of medicines, secure channels need
to be established between distributors and pharmacies,
using end-to-end encryption technologies to ensure
that medicines movement data are not intercepted or
maliciously altered. Moreover, the implementation of
asymmetric cryptography ensures that only authorized
parties can access and verify the authenticity of trace-
ability information.

o In research and clinical trials, the protection of data
exchanged between the different parties involved re-
quires a particular focus and the use of encryption
protocols specific to this field of application can ensure
the security of sensitive information.

Preventing double spending attack: in order to prevent

double-spending attacks in healthcare applications, there
are specific technical strategies to be implemented for
each type of application [41]:



o In medical records management, the implementation
of the PoA consensus protocol is crucial because only
the authorized nodes of recognized healthcare entities
can validate transactions. This method enhances the
integrity of records by preventing duplication of en-
tries. In addition, a layered verification system is im-
plemented, where each transaction has to be validated
by several authorized nodes, adding a further layer of
security.

o In the traceability of medicines, multi-node validation
mechanisms involve the participation of various actors
in the pharmaceutical supply chain, such as manufac-
turers, distributors and pharmacies. Each transaction
(e.g., the transfer of a batch of medication) must be
validated by several of these entities by ensuring that
the same unit of medication is not recorded more
than once. Therefore, such a decentralized but coordi-
nated approach effectively prevents attempts of double-
counting in the system.

o In research and clinical trials, data integrity must be
ensured where suitable consensus protocols are used,
such as modified versions of Proof of Stake (PoS) or
Proof of Elapsed Time (PoET), in which data validation
relies on the reliability and seniority of the research
institutions participating in the blockchain. This system
ensures that clinical trial data (for example, test results
or patient data) are not falsified or recorded incorrectly.

Preventing smart-contract vulnerabilities: the integration
of regular security audits and penetration testing for
smart-contracts helps to prevent smart-contract vulnera-
bilities [42][43]:

o In medical records management, regular security au-
dits, particularly on compliance with healthcare data
protection standards such as HIPAA, include in-depth
penetration tests to detect potential security vulnerabil-
ities. Moreover, continuous checks of smart-contracts
can be performed to ensure that modifications or up-
dates comply with patient data confidentiality stan-
dards.

« In the traceability of medicines, smart-contracts should
be designed with built-in defense mechanisms against
data manipulation and errors. They must also include
cross-validation of transactions at each step in the
supply chain and automated clauses to flag any incon-
sistencies. These contracts must be regularly audited
for compliance with pharmaceutical regulations and for
their ability to prevent unauthorized alteration of data.

« In research and clinical trials, smart-contracts integrate
advanced security clauses to protect sensitive data.
These clauses can include mechanisms for encrypting
data at rest and in transit, as well as automated verifi-
cation protocols to guarantee the integrity of collected
data. Frequent audits must also be performed to guar-
antee that these contracts respect the strict ethical and
regulatory standards of clinical research.

III. DISCUSSIONS ON THE IMPACT OF BLOCKCHAIN IN THE
HEALTHCARE SECTOR

The implementation of blockchain technology in the health-
care sector promises to significantly transform the way health-
care data are managed by offering innovative solutions to
improve security, transparency and efficiency. In this section,
we discuss how blockchain technology is influencing and
transforming the healthcare sector. We explore the changes
it brings in terms of security and with regard to innovation in
the healthcare applications discussed earlier.

A. Medical records management

In medical records management, blockchain technology is
enabling a radical transformation in the way healthcare data
are stored, shared and secured. It provides advanced solutions
to the limitations of traditional systems in terms of data
security, accessibility and integrity. As healthcare data will
not be stored on a central server, but will be distributed across
a network of nodes, this will increase its resistance to cyberat-
tacks and server failures. Furthermore, blockchain allows the
implementation of access control mechanisms based on tokens
or cryptographic keys, enabling patients to control who can
access their health data. These tokens or keys can be granted
or revoked by patients, offering a higher level of consent and
confidentiality. Indeed, the integration of smart-contracts in
the medical records management allows to automate access
to medical records, because they can be programmed to grant
or restrict access according to predefined rules, improving the
efficiency and security of data exchanges (see Section [[I-C).

Blockchain technology relies on cryptographic hash func-
tions and signatures to ensure data integrity and immutability.
Each data record on the blockchain is sealed with a unique
cryptographic hash and any attempt to modify data would
alter its hash, alerting the network to possible data corruption.
In order to audit and track medical data over time, each
transaction on the blockchain is timestamped, Offering an
accurate and immutable record of when data was added.

In this context, the Massachusetts Institute of Technology
(MIT) developed MedRec [44], an Ethereum-based proto-
type for medical records management. MedRec gives patients
complete control over their health data and streamlines the
communication between the different healthcare providers.
The system uses smart-contracts to manage access authoriza-
tions, offering a transparent and secure solution for medical
data exchanges. Similarily, Healthbank [435] represents another
healthcare data management service that offers users a secure
way to store, manage and share their medical information. Us-
ing blockchain technology, Healthbank ensures that patients’
data remain under their complete control, while facilitating
their use for personalized healthcare.

B. Traceability of medicines

The implementation of blockchain technology for the trace-
ability of medicines offers an advanced technical solution,
enhancing both the security and efficiency of the pharmaceu-
tical supply chain [[7]. The application of blockchain is crucial



in two main areas: (1) to address the issue of counterfeits
and (2) to ensure transparency within the supply chain. To
address the issue of counterfeits, each step in the medicine
manufacturing and distribution process is recorded on the
blockchain. This creates an unalterable history of each batch
of medicines, from the production of raw materials to delivery
to pharmacies or hospitals. In addition, medicines can be
marked with unique identifiers such as Quick Response (QR)
codes or Radio Frequency IDentification (RFID) tags, which
will be then stored on the blockchain. When a medicine is
scanned at any stage of its distribution, its authenticity can be
instantly verified by consulting the blockchain. In this context,
Pharmal.edger [46] is a project supported by the European
Union which uses blockchain to create a platform for verifying
the authenticity of medicines, thereby reducing the risk of
counterfeiting.

Regarding the supply chain transparency, blockchain tech-
nology enables authorized parties to track the progress of
medicines in real time, from production to delivery. This
transparency makes it possible to quickly detect any type of
problem, such as late deliveries or temperature discrepancies
during transport. Moreover, regulatory authorities can easily
access blockchain data for audits and compliance checks,
ensuring that all distributed medicines comply with quality and
security standards. In this context, IBM Blockchain is working
with various actors in the pharmaceutical industry to imple-
ment blockchain solutions that ensure complete traceability of
medicines [47]. Their system enables medicines to be tracked
from their point of origin to the consumer, guaranteeing that
information about each medicine is accessible and transparent
to all the involved parties [48]].

C. Research and clinical trials

The integration of blockchain technology into medical re-
search and clinical trials is revolutionizing the way research
data are managed, as in the case of medical records man-
agement, while offering guarantees in terms of integrity and
immutability. It ensures that once data have been recorded,
they cannot be altered or deleted. This feature is fundamental
to maintain the integrity of data collected during clinical trials.
For example, test results, patient observations and biometric
data can be stored securely, providing researchers with an
indisputable source of truth. In addition, each transaction (or
data record) is timestamped and recorded sequentially. This
enables complete traceability and facilitates audits, ensuring
that data have not been altered for the purpose of manipulating
results.

Blockchain technology allows to record all steps in clinical
trials, including initial protocols and any subsequent modi-
fications. This is crucial for evaluating study integrity and
ensuring that modifications are made in a transparent and
justified manner. It also facilitates the transparent sharing of
trial results, enabling researchers and stakeholders to access
data in real time. This contributes to greater collaboration in
the scientific community and accelerated medical discoveries.

In this context, ClinicalTrials.gov [49] represents a federal
registry that explores the use of blockchain technology to
record and track the different phases of clinical trials, en-
suring data transparency and integrity. Another example is
MediLedger [50] project uses blockchain technology to secure
and track pharmaceutical data, including clinical trial informa-
tion. MediLedger provides a framework where medicines and
trial information can be securely shared between manufactur-
ers, regulators and researchers [S1]].

IV. CONCLUSION

Blockchain technology is proving to be a valuable solution
for solving security challenges, thanks to its unique features of
decentralization, immutability and transparency. In this paper,
we studied and identified the security vulnerabilities of three
main classic healthcare applications (medical records man-
agement, traceability of medicines, and research and clinical
trials). We then demonstrated how blockchain technology can
effectively address these vulnerabilities. Later, we explored
the most common attacks against blockchain technology and
discussed suitable mitigation strategies for these attacks in
the three main healthcare applications presented. Finally, we
discussed how blockchain technology is impacting and trans-
forming the healthcare sector.
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