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Opportunistic Schedule Selection for Multiuser

MIMO FSO Communications: A Security-
Reliability Trade-Off Perspective

Wafaa Mohammed Ridha Shakir

Abstract—The security and reliability of free space optical (FSO)
communications and the trade-off between the two are the most
critical characteristics to emphasize in FSO systems, especially
as optical wireless communications continue to evolve. In this
work, we investigate the impact of opportunistic transmit aperture
selection (TAS) on the security-reliability trade-off (SRT) of the
multiuser multiple-input multiple-output (MU-MIMO) free space
optical system. We consider a general scenario in which the FSO
system consists of a transmitter side with K users and a single re-
ceiver with /N apertures communicating over generalized Malaga-
M turbulence channels. We derive the TAS combined signal-to-
noise ratio (SNR) distributions for the FSO MIMO channel between
the transmitting users and the receiver. A statistical analysis of the
TAS scheme is performed, where the kth best user with the highest
SNR is selected. Based on this analysis, the closed-form expres-
sions for the outage probability, average bit error rate, intercept
probability, and SRT are derived. Then, the diversity advantages
provided by the channel variations considering the atmospheric
turbulence and generalized nonzero boresight pointing errors are
further discussed. The results show that the considered TAS signifi-
cantly improves the security, reliability, and SRT performance and
has the potential to solve existing FSO communication problems.
Monte Carlo simulations are used to verify the correctness of the
numerical results.

Index Terms—Free space optical, security, reliability, security-
reliability trade-off, opportunistic scheduling selection, transmit
aperture selection, atmospheric turbulence, nonzero boresight
pointing errors, multiple-input—multiple-output.
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1. INTRODUCTION

LOBAL mobile traffic is expected to increase 670 times
G by 2030, driven by advanced technological devices and
real-time applications with massive bandwidth [1]. In this way,
security issues in wireless communication systems have at-
tracted considerable attention at present and in the future. More-
over, this great interest in security issues of communication
networks is expected to increase in the coming years with the
emerging implementation of 5G and beyond networks. Secure
transmission in the presence of an external eavesdropper is a
significant research problem in communication networks. In this
scenario, legitimate users want to send confidential messages to
the legitimate recipient without being overheard by the eaves-
dropper [2]. Compared to the already congested radio frequency
(RF) spectrum, free space optical (FSO) communication enables
license-free operation, low costs, and high-data-rate transmis-
sion, all of which are critical in various application scenarios.
The absence of licensing fees and regulatory restrictions on
bandwidth consumption highlights the effectiveness of FSO
communications as a backup solution for disaster recovery and
military applications [3]. FSO systems initially attracted atten-
tion as an efficient solution to the “last mile” problem, bridging
the gap between the end user and the existing fiber optic infras-
tructure. Connectivity between buildings, video surveillance,
backhaul for cellular networks, IoT, and satellite communica-
tions are some attractive applications of FSO communications
[4]. For this reason, there is growing interest in privacy and
security issues of FSO communication systems in the presence
of an external eavesdropper that can extract information from
the legitimate transmission. In general, FSO is more secure
than RF communications due to the high directionality of the
laser beam. However, according to recent research on wireless
optical systems, FSO communications are not interception-free
at the physical layer, especially when the laser beam’s main
lobe is significantly larger than the receiver’s size [5], [6], [7]. A
plausible mechanism for interception is the reflection of some of
the beam radiation by small particles and subsequent detection
by an eavesdropper not in the line-of-sight (LOS) of both com-
munication peers. In another scenario, the eavesdropper would
block the laser beam to collect some of the optical energy. Since
the laser beam diverges due to optical diffractions, one strategy
for successful eavesdropping is to position the eavesdropper
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in the beam’s divergence region. Regarding long-distance FSO
communication, the eavesdropper can intercept the FSO link
better by collecting the power that legitimate peers do not capture
[2]. An optical beam transmitted with a small divergence angle
of 1 mrad might have a radius of 1 m over a 1 km trans-
mission distance. Consequently, physical layer security (PLS)
is emerging as a promising secure wireless communications
paradigm relying on exploiting the physical characteristics of
wireless channels for protection against eavesdropping attacks.
Contrary to the cryptographic techniques with highly complex
encryption methods, which require more processing resources
for encryption and decryption and increase the latency imposed,
PLS takes advantage of the inherent randomness of wireless
channels to secure communications between legitimate peers
[8], [9]. PLS can be considered the most secure method of
communication since security in this context is provable (in the
information-theoretic sense). For example, in a typical wiretap
model, PLS theory states that secure communication is possible
if the capacity of the legitimate channel is higher than that of the
eavesdropping channel. Motivated by the PLS schemes of RF
systems, various PLS techniques have been proposed to secure
FSO communications, such as diversity approaches [10], [11],
transmit aperture selection (TAS) [12], artificial noise injection
[13], and generalized chaotic modulation [14]. However, many
characteristics of FSO systems differ from RF systems (e.g., the
channel, and the physical characteristics of the transmitting and
receiving devices). Therefore, these differences must be taken
into account when adapting PLS techniques to FSO systems.
A number of studies have considered these unique properties.
For example, Lopez-Martinez et al. [15] characterized the PLS
in single-input single-output (SISO) FSO transmissions in the
presence of an eavesdropper. Due to the effects of both laser
beam divergence and turbulence-induced fading, they discussed
possible eavesdropping mechanisms. They concluded that the
eavesdropper can interfere with communications when it is close
to the legitimate receiver or transmitter. Saber and Sadough
[16] evaluated the secure performance of the SISO FSO link
over Malaga-M turbulence channels. Later, Verma et al. [17]
evaluated the impact of nonzero boresight pointing errors on
secrecy performance for the same system in [16]. Furthermore,
Monteiro et al. evaluated the effective secrecy throughput (EST)
of an FSO system consisting of a multiple-aperture transmitter, a
multiple-aperture receiver, and a multiple-aperture eavesdropper
in [18]. They showed that the use of multiple apertures on the
transmitter is crucial to approach the optimal EST. Moreover,
Han et al. in [19] analyzed the secrecy performance of the SISO
FSO link over the F-distribution turbulence with pointing error
effects.

On one hand, there is no doubt that the reliability of FSO
systems is vulnerable to path loss, misalignment, and atmo-
spheric turbulence, which can seriously limit FSO transmissions
at shorter distances [20]. On the other hand, despite capacity
increments created by new technologies including FSO, mo-
bile operators still struggle to meet user demands. A viable
alternative to bandwidth expansion is to allocate the available
bandwidth optimally, or at least more efficiently. The basic idea
of opportunistic scheduling selection (OSS) is to exploit channel
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variations to schedule a user with the best channel conditions
at a given time [21]. The contemporary standard that employs
OSS includes WiMAX [22]. OSS is the function responsible for
resource allocation between users, and its role is to decide which
user should transmit/receive and when, and therefore affects
the efficiency of bandwidth utilization. The gain is primarily
due to multiuser diversity, which views channel fading as an
opportunity rather than an obstacle: When selecting one user out
of many, it is almost always possible to select one that is above
the “average.” Therefore, users in fading areas are typically
not served [21]. An example of an opportunistic method is the
transmit aperture selection, which is based on selecting a path
with the highest value of irradiance or fading gain to counteract
fading and improve performance [23].

Additionally, it is shown in several studies that as the intercept
probability (FP) (which considers a system’s security metric)
requirement is relaxed, the outage probability (Py,) (considered
as reliability metric) performance improves, and vice versa [24],
[25]. This implies a trade-off between the security and reliability
of the wireless transmission in the presence of eavesdropping
attacks, which is referred to as the security-reliability trade-off
(SRT). Although the notion of SRT was studied in the con-
text of FSO transmission [26], [27], these contributions were
mainly focused on the employment of encryption algorithms
to protect against eavesdropping attacks. By contrast, in our
work, PLS- rather than encryption techniques - is invoked for
characterizing the SRT attained in MIMO environments with the
help of OSS schemes for enhancing the multiuser FSO system
performance.

A. Related Work

Next, we are going to elaborate on the applications of op-
portunistic scheduling selection in FSO communication systems
according to several fields that researchers have identified. These
fields fall broadly into the following categories:

1) Diversity Techniques: Scanning the literature, there have
been studies on employing opportunistic selection scheduling
to improve the FSO systems’ diversity gain and reduce the
influence of wireless channel impurities. In this context, Abouei
and Plataniotis investigated several OSS schemes for varying
degrees of the trade-off between throughput and fairness be-
tween users across a log-normal (weak) turbulence channels
for multiuser MIMO (MU-MIMO) FSO system assuming non-
equidistant user placement [28]. Yang et al. evaluated the perfor-
mance of a multiuser single-input multiple-output (MU-SIMO)
FSO system with the best user selection (BUS) scheme over
weak (log-normal) and strong (Gamma-Gamma) turbulence
channels [29]. They do, however, assume a constant average
signal-to-noise ratio (SNR) for all users. This implies that path
loss effects are either disregarded or that each user is posi-
tioned equidistant from the central node, resulting in identical
path loss. Such an assumption is unrealistic because users in
a real-world system are likely to be spread out over a broad
area. Furthermore, unlike RF systems, the fading variance in
FSO systems is distance-dependent [12]; hence user placement
has a significant influence on multiuser system performance.
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Zhalehpour and Uysal developed an accurate analysis for the
outage capacity of several scheduling schemes including in an
MU-MIMO FSO system over a weak turbulence channel [30].
Later, they extended the analysis to the outage throughput of
the system [31] considering the same channel model in [30].
However, the consequences of path loss and pointing errors are
ignored in [28], [29], [30], and [31].

2) Reliability Performance Enhancement: Another group of
studies investigated OSS for improving the FSO systems’ re-
liability [32], [33], [34], [35], [36], [37], [38], [39], [40]. Qin
et al. analyzed the outage probability of the MU-MIMO FSO
transmission over Gamma-Gamma atmospheric turbulence us-
ing repetition coding (RC) and transmit laser selection (TLS)
schemes [32]. To circumvent this, the end-to-end SNR of the
MIMO FSO channel is approximated since the exact closed-
form expression for such a channel is remarkably complex and
not easily tractable due to the complication of its statistics. This
approximation method was first considered in [41] to approx-
imate the MIMO FSO transmission over the Gamma-Gamma
environment. Cherif et al. examined the effect of interference on
the performance of multi apertures-multiuser (MA-MU) mixed
FSO/RF relay networks with Malaga-M/Nakagami-m distribu-
tions [33]. To select between FSO apertures at the relay node,
transmit aperture selection scheme was used. While the BUS
was used on the RF link to select between users over the RF
link. However, the pointing errors and path loss did not consider
in [32], [33], and [41]. Salhab et al. employed MU-MISO mixed
RF/FSO relay network with a BUS scheme in RF link to enhance
the system reliability over Rayleigh/Gamma-Gamma fading
channels [34]. Similar studies for mixed RF/FSO relay systems
can be found in [35], [36], [37], [38], [39]. The Gamma-Gamma
distribution characterized the SISO FSO link in [34], [35], [36],
[37], [38], [39], while the Malaga-M distribution is chosen to
represent the multi aperture FSO links with asymptotic analysis
in [33]. Michailidis et al. introduced a hovering unmanned aerial
vehicle (UAV) that served as a decode and forward relay (DF)
between the ground central unit (CU) and multiple ground users
(GU) for mixed FSO/RF system over log-normal/Nakagmi-1G
fading channels in another study [40]. For the FSO, the TAS
scheme is explored for opportunistic selection, while oppor-
tunistic GU scheduling (GUS) is used in the RF links to improve
the system’s outage probability [40].

3) Security Performance Enhancement: An additional group
of studies explored the OSS for improving the security per-
formance of the mixed RF/FSO and FSO systems against
eavesdropping attacks [12], [42], [43], [44]. For example, Abd
El-Malek et al. investigated the security of MU-SIMO mixed
RF-FSO relay networks by employing the BUS scheme in
the multiuser RF link [42]. They also looked at the effect of
eavesdropper attacks in RF links on the security of the system.
Later, in another study, they evaluate the influence of RF co-
channel interference (CCI) on the SRT for the same system [43].
Additionally, they employed power allocation and cooperative
jamming techniques to enhance the system’s security perfor-
mance [43]. However, the SISO FSO link with Gamma-Gamma
distribution is considered as an extension for the multiuser RF
link in all these studies [42], [43], [44]. Finally, Shakir [12]
examined the security performance of the MISO FSO networks
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adopting the BUS scheme. The Malaga-M turbulence is used
to characterized the FSO channel with the same approximation
method for the channel model adopted in [33].

Analyzing the above and related literature, we find some re-
search gaps in the study of the security-reliability trade-off of the
FSO system based on OSS, which need to be addressed. Firstly,
the pointing error loss was ignored or limited to zero boresight
in FSO transmission. The nonzero boresight model generalizes
the effect of pointing errors on the FSO transmission. However,
although the statistical analysis of nonzero boresight pointing
errors for the FSO system has been investigated extensively in
the literature, it has yet to be addressed in the context of SRT
for the MU-MIMO FSO systems.

Second, for atmospheric turbulence, lognormal models for
weak turbulence or Gamma-Gamma models for strong and
moderate turbulence were mostly used. It is worth noting that
the SISO FSO transmission utilizing the general Malaga-M
distribution to characterize atmospheric turbulence, has been
intensively studied in many works in the literature to evaluate the
performance of the FSO system over a wide range of turbulence
conditions [45], [46]. However, very few works [12] have used
the Malaga-M distribution in the multiuser FSO environment in
the context of SRT due to the high complexity of the mathemat-
ical formulation of such systems.

According to the Malaga-M model, the small-scale fading
characteristics of the atmospheric channel are modeled by three
different signal components. Thus, the received irradiance con-
tributes to a LOS field component and two scattered optical
field components due to the small-scale fluctuations. The first
of these two scattered components is the quasi-forward optical
signal scattered by eddies on the propagation axis, which is
assumed to be coupled to the LOS component. The second
component is the classical optical scattered field, which is due
to the energy scattered by the off-axis eddies and is statistically
independent of the other two components. The inclusion of the
component coupled to the LOS scattering component is the main
novelty of the model and can be justified by the high directivity
and narrow beamwidths of laser beams in atmospheric optical
communications [45].

As mentioned earlier, the Malaga-M distribution is a signifi-
cant model for the FSO channel because it accurately models the
irradiance fluctuations in a closed mathematical expression over
a wide range of turbulence conditions, i.e., from weak to strong.
Another significant advantage of the Malaga-M distribution
is that it generalizes other known distributions to adequately
model the ever-changing atmospheric turbulence conditions, as
it agrees well with experimental results [47]. In Table I of [47], it
was shown that various distributions such as the Rice-Nakagami,
the Gamma-Gamma, the Shadowed-Rician, the K-distribution,
the homodyned-K, the exponential, the Gamma-Rician distribu-
tion, etc., can be constructed from the Malaga-M distribution.
However, the Malaga-M distribution is represented by the mod-
ified Bessel function of the second kind. Therefore, it is very
challenging and complicated to analyze the SRT of the MIMO
FSO systems. To the best of the authors’ knowledge, there are
no analyses for the trade-off between security and reliability
for the MU-MIMO FSO system considering the Malaga-M
atmospheric turbulence.
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B. Motivation and Contributions

Despite their considerable potential as excellent candidates
for future backhaul networks and various other applications, the
SRT of MU-MIMO FSO systems has not yet been studied in
depth in the open literature, using an OSS scheme to improve
both the security and reliability of these systems. At the same
time, most related research focuses on implementing the OSS to
improve the performance of the multiuser RF link’s performance
of the mixed RF/FSO systems regardless of the FSO link. In
contrast to previous studies of comparable systems [42], [43],
[44], we develop an SRT based on the TAS scheme for the
MU-MIMO FSO systems using a generalized channel model.
The chosen channel model makes it easy to understand how
different system and channel parameters affect the systems’
security, reliability, and SRT performance. Additionally, this
paper presents a comprehensive analysis of the TAS-based
opportunistic scheduling to improve the SRT performance of
MU-MIMO FSO systems. The main contributions of this paper
can be summarized as follows:

1) We first develop the probability density function (PDF)
and cumulative distribution function (CDF) of the MU-
MIMO FSO system with the TAS and consider the gen-
eralized Malaga-M distribution with nonzero boresight
pointing errors to make the study more realistic.

2) The exact and asymptotic analytical expressions of the
outage probability are obtained to provide insightful in-
formation about the reliability performance of the system
under investigation.

3) The exact and asymptotic analytical expressions of the
average bit error rate (BER) are obtained to provide in-
sightful information about the general performance of the
considered system.

4) Anexactand asymptotic analysis of the intercept probabil-
ity, the primary metric for system security and SRT in the
presence of an eavesdropper, was evaluated. To obtain the
SRT of the system, we adopt a definition that also takes
into account the predetermined outage threshold for the
first time in such systems.
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Fig. 1. A multiuser MIMO FSO communication system model depicting the
transmit users, receiver, and an eavesdropper.

5) These expressions are used to generate numerical results
with specified figures. In addition, Monte Carlo simula-
tions verify the accuracy of the analytical results.

The following is the outline for this paper: Section II presents
models of the MU-MIMO FSO system and channel in consid-
eration, while Section III develops an analytical expression for
the statistical analysis of TAS opportunistic scheduling for the
considered system. Section IV considers the outage probabil-
ity and the average BER analysis of the investigated system.
Section V presents the secrecy performance analysis based on
the intercept probability. The SRT of the considered system
is discussed in Section VI. Section VII has several interesting
numerical examples as well as informative discussions. Finally,
Section VIII brings the paper to a conclusion.

II. SYSTEM AND CHANNEL MODELS

We consider an MU-MIMO FSO communication system
consisting of a transmitter 7" with K user groups equipped with
M; transmitting apertures that communicate with a receiver R
equipped with N; apertures over legitimate 7" — R links, where
i € {1, 2,..., K}. Asingleunauthorized passive eavesdropper
FE equipped with P, transmit apertures attempts to intercept
confidential information over the unauthorized T — E links,
where t € {1, 2,..., P}, E is located in the same receiving
plane as R in this work. We assume that the transmit apertures
of the ¢th user on the transmitter 7" are directed to the ith apertures
of the receiver R, whose receive apertures are also directed to
the transmit apertures of the ¢th user. Therefore, the transmit-
ting users communicate with the ith receiver aperture through
M; x N; MIMO FSO links, as shown in Fig. 1. For this system,
the K groups of users are alternate in a time division. Consid-
ering the signal transmission between the mth transmitting user
and the nth receiving aperture over the 7' — R links of the ith
user, where m € {1, 2, ..., M;}, and n € {1, 2, ..., N;},
the received signal y;*™ at I? can be written as

Yyt =G iy 4+ win" (D
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where 7 is the effective optical-to-electrical conversion ratio,
I"™ is the irradiance of the link between the mth transmitting
user and the nth receiving aperture, x; is the optical signal
transmitted from the ith user to R, and w}'™ is the additive
white Gaussian noise with zero mean and variance N, /2. In this
work, we assume the distance d; between the ith user and the
receiver R, while d represents the average distance between all
users and R.

The path gain factor Gir =

(d%)2 e~@aldi=d) \where o, is the atmospheric attenuation
coefficient [32]. Moreover, atmospheric attenuation is caused
by both molecular absorption and scattering of aerosols,
suspended in the air. The total channel attenuation is given as
(,0‘2_ % exp(—Byd;), where A = wD?/4, 9 and 3, are
(=%
the area of the receive aperture (with D denoting the receiver
aperture diameter), the divergence angle of the optical beam in
radian, and the atmospheric extinction coefficient, respectively
[48].
According to the Malaga-M model, the probability density
function of the normalized irradiance f e is derived in [47] as

can be written as

Qg —

Br
arti_
frpn(D) = Ar 3 aj 77 ko
j=1
T T‘I
« (2 CXB/) ,I>0 2)
9Br +
where
ar/Z [3,«+Otr/2
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g 2T () \gBr + ¥

>

(9B, + Q)
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ka,—; (-) is the modified Bessel function of the second kind
and order o, I'(-) is the gamma function, g = 2b, (1 — p)
denotes the average power of the scattering component received
by off-axis eddies, 2b, is the average power for the component,
which is quasi-forward scattered by the eddies on the propaga-
tion axis, and the component due to energy which is scattered to
the receiver by off-axis eddies. Moreover, 0 < p < 1isthe factor
that represents the scattering power associated with the LOS
component. The parameter §’ indicates the average power of the
LOS component. The parameters «. and 3, are two parameters
related to the atmospheric conditions on the legitimate 7' — R
links and can be written as [49]

oy = [exp (0.4962/(1+1.1163)°) ~ 1] oW

=4 71
B, = [exp (0.5153/(1 +0.69 5,2.)"/6) - 1} )
where 6,2. is the Rytov variance, which is the function of the
link distance d;, the optical wave number &, and the refrac-
tive index structure constant C2 and can be given by 02 =

1.23C247/641/°.
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A. Channel Assumptions

If F is close to R on the same receiving plane, it is reason-
able to assume that the optical irradiance I and atmospheric
attenuation ¢, parameters are the same for the links of R
and FE over a long transmission distance. To ensure that there
is no turbulence-induced fading correlation, i.e., independence
between the legitimate and intercepting links, the distance be-
tween the receivers of R and F should be sufficiently large.
In this work, with the help of [49, Eq. (4)] that separation
distances of at least 11, 17, and 20 cm are required to ensure
channel independence corresponding to the weak, moderate, and
strong turbulence, respectively. The values of C? for the weak,
moderate, and strong turbulence, are chosen as 3 x 10716, 1071,
and 5 x 107" m~23, respectively, for an FSO link with d;= 4
km, where A is the optical wavelength of A = 1550 nm and
g = 0.43 dB/km.

III. STATISTICS ANALYSIS OF TAS OPPORTUNISTIC
SCHEDULING FOR MU-MIMO FSO SYSTEM

In this section, we analyze the statistics of the MU-MIMO
FSO system with the TAS opportunistic scheme. The goal of the
TAS is to activate the user transmit lasers to ensure maximum
irradiance at the receiver. Therefore, a feedback link and channel
state information (CSI) are required. The combined irradiance
over the legitimate 7' — R links received by R can then be
expressed as follows [33]

L= max > (6)

According to (1), the combined received signal y;,- of the ith
user over the 7" — R links can therefore be expressed as follows

Yir = nGirIrxi + Wi (7)

where w;, is the sum of w]'"; and its variance is equal to
N;Ny/2. Thus, the combined SNR between the ith user and R
can be expressed as v, = 2(nGiTIr:ci)2/NiN0, and its average
is givenas 3, = 2(nGirE[L]a;)* /NiNo = 2(nGir:)?/NiNg
since I,- is normalized to unity, where E[.] denotes the expecta-
tion operator.

Traditionally, the PDF and the CDF of the Malaga-M distri-
bution are usually expressed by Meijer’s G-function. However,
the function is too complex to express the performance in closed
form when applied to a MIMO FSO environment. To overcome
this inconvenience, the PDF of the Malaga-M distribution is
represented by a power series expansion of the modified Bessel
function [50] based on the fact that the behavior of the PDF
near the origin dominates the asymptotic behavior of the system
performance. Based on the above, we next approximate the PDF
expression of (2) as follows

frmn(I) & agI% ' + ay 1P ®)

Here, we consider the first two terms of the power series
expansion as

_ Ay Z]@;l a;I’ (ar — Br)
O T T 0T (B

()
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Fig.2. Comparison of approximate and exact PDF of the considered system.

A, Zf;l ajF (057“ - Br) (O‘rﬂr)ﬁr—H
r (ar) r (ﬂr) (1 —ay + Br)

The crucial step in our subsequent calculations is to write (8)
as frmn(I) ~ aol? =1 (21 4 1), which can be further approxi-

mated by frmn (I) & agl Br=1lea ! adopting the approximation
method proposed in [51]. This method approximates the expo-
nential function near the origin by the first two terms of the Taylor
series expansion so that the obtained function can be related to
the gamma PDF. Replacing a¢ and a; by their values from (9),
the PDF and CDF of the irradiance along 7" — R links around
the origin can be advantageously approximated by

a1 =

€))

frmn(z) = Ci far (1, Br, Aj) (10
C; T

F mn N inc ;r\, _— ll

i (1') (57),)/ <B Az) (b

where, far(I,k,0) = F(k)ek I*1e=2/9 stands for the gamma

PDF with shape parameter k and scale parameter 6. In (10)

and (11), C; = (=m0 g, = aBeml are two
constants related to the ar, and 3, parameters 0f the legltlmate
T — R links, Yine (a,x) = [ t*~' exp(—t)dt is the lower
incomplete gamma function [32]. A plot of the exact PDF of (2)
and the derived approximate PDF of (8) is shown in Fig. 2 for
C? =3 x 10715, From Fig. 2, it can be seen that a closed match
between the exact PDF and the approximate PDF in Fig. 2 can
be observed, which shows the correctness of our derived results.
Based on the theory of order statistics [52],the CDFof " — R
links combined irradiance I,- can be approximated as follows

CNi z \ 1V
T (Niﬁr)P)’inc (NiBm /17):|

(12)

According to the TAS, R is assumed to select the kth best
user per time slot, assuming it knows all the information about
the channel state. Such a TAS scheme was originally applied in
multiuser RF systems to provide a multiuser scheduling solution
with low complexity [53]. The SNRs of the ith users ~; are
arranged in descending order of feedback value, v; > 72 >

_max E Imn

..... M; n=1
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- > Yk, and 7y, denotes the kth best user SNR. In this case,
the TAS-based SNR is given by [54, Eq. (7)]

Y = r <% ‘_maxKIm) (13)

where J represents the impairments due to the pointing errors,
which are assumed to be the same for all 7" — R links, s is
the parameter defining the type of detection technique in the
FSO receiver, i.e., s = 1 represents heterodyne detection, and
s = 2represents intensity modulation/direct detection (IM/DD).
To simplify the calculation, we assume that each link has the
same number of transmit apertures (M; = M) and receive
apertures (N; = N),fori = {1,- - -, K}, and also has the same
average link distance d. Based on the assumptions, the SNRs
are independent and identical distributions (i.i.d). Based on this
assumption and using [55, Eq. (6)], the CDF of the I" — R links
in terms of the kth best user’s SNR can be reduced to

K

>

i=K—-k+1

where F).(x) is the CDF of legitimate T — R links defined by
(12). Applying (12) to (14), the CDF of the MIMO FSO links
concerning the SNR of the kth best user is obtained as follows

£S5 e

i=K—k+1 j=0

cN N
X |: F (Nﬂr)%nc (Nﬁrv A>:|
where L = M (i + j). Replacing the lower incomplete Gamma
function in (15) by its series expansion 7. (n,z)=
(n—1) [l — e 301 221 [56, Eq. (8.352.6)] and applying
the multinomial expansion, the CDF of the 7" — R links with
respect to 7y, can be represented as follows

n(56)))

P, (2) = (%) m@rn-rwr as

F'Yk ('r) =

5)

1 =L &
i) say ()T (L
e (7> (SA (16)

K K—i (K K —1 1 LN
where U1=3 i k120 (z ) ( j l) 1 wagoe
Np--1 _
o= W1, 2or =D, s ZTMI ZT,,),,Q --~ZT,,”,
1., = {(zl,..,Zz) 02, >0, zi= 2}, By = b
(98-+)

r(NB,—1)ter (L) (Cpyttt g
while 7, = [TV Hﬁ,=1(£t)1)!
Recall the PDF of generalized nonzero boresight pointing
errors, which can be accurately approximated by a modified
Rayleigh distribution [57] as follows

o 2
f=(x) ~ r %'71, 0 <2 <ApGy

—_— 17)
(AoGy)*¥
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where ¢, = ;’;(fd) is the ratio of the equivalent beam
radius, wr(,,) and the standard deviation (jitter) at the
receiver plane, (20.,04), Pz = U’QL;Z"), Py = wL("“) , Ap =
[er f(v)]?, erf(-) denotes the error function, v = fwa? ;
a is the aperture radius of the photodetector, and G ;qf
el — s ~ st sty — )

From (16), xthe CDF of TAS-based SNR taking into account
the effect of the generalized pointing errors, is given as

\1’1@3 ZlL=1 ZT Tt

(3)

Agr Tr

/AO 2 - 1G01 ZB l‘( )
0 A 7r

where (18) follows from the substitution of the exponen-
tial function with [58, Eq. (8.4.3.1)]. Applying [59, Eq.
(07.34.21.0084.01)] to (18) yields

31

o (v) =

t ] dr,  (18)

)

U023 o
F,, (7) = L 2222;2ZT o (;’) G
s 0"' T
1
IB. (v\°|1- <p2 +0;,1
I I I ) 1
z4<%) ‘1—w?—& )

IV. PERFORMANCE ANALYSIS

In this section, we evaluate the outage probability, and the
average BER of the considered system.

A. Outage Probability

The outage probability is defined as the probability that the
SNR at the receiver falls below a given outage threshold vy,
i.e., Pow = Pr [y < 7], where P, [.] denotes the probability
operation, -, is the SNR at R, and 4, = 2% _ 1, where R
denotes the target data rate. Thus, the outage probability can be
obtained by replacing  with 7, in the CDF expressions (19)
as follows

>

U2 ok o
P = Y101 211 2y T (W‘) G%

277145 ; Yr

1
@ Yeh \ °
A\ 4,
where A1 = 1_¢T+5l,1andA2 1‘%« .

Eq. (20) can be further expressed in terms of the H-function
[59, Eq. (07.34.26.0008.01)] as follows

Ay
Ay

(20)

L a

P Vi 32T Jth | © o2

out — P2 ~ 21
2’/TA0T Tr

()
A\

2y

(¢1, P2)

(C1, ¢2) ]
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where (¢1, (o) = (1 — 2+ 4,
(1 - (1072" - 6l7 S)

To gain further insight into the high SNR regime, we analyzed
the asymptotic behavior of (21) and presented it in an easy-
to-follow form with reasonable accuracy. At high SNR values,
the outage probability of the FSO system can be expressed as
PA%Y ~ (G, SNR)"©*, where G, and G4 denote the system’s
coding gain and d1ver51ty order, respectively. For this purpose,
we invoke asymptotic expansions of the Fox-H function [60,
Theorems 1.7 and 1.11]. Based on (21), the asymptotic behavior
of the outage probability for the 7,, — oo is derived as

Uiy Sy (m)* 3 1

QWAW’ P} Cot

S) ) (]-7 S) and (¢17 ¢2) =

>

Asy
Pout

2 Cos
e T(1=Gu—¢ t
I ' ”%)<mmw>@i“)

r (1 — (15 — b1 ;zm) A%y

X

(22)

The diversity gain of the considered system over atmospheric
o ow By

turbulence conditions is inferred as G4 i

= min{

B. Average Bit Error Probability

Substituting (19) into [61, Eq. (12)] and utilizing [56, Eq.
(7.813.1)] and [59, Eq. (07.34.26.0008.01)], the average BER
P, can be expressed in terms of the CDF of 4, as

diB, :
A\

. L]
where Uy = Yiep 3ty 2y d T (N, No) = (1—c—
4T AT (e)
%as)a (1 _@72”+5l7 5)7 (11 8) and (ulv u2) = _5072“ -
d1, s), ¢ and d are modulation specific parameters. Similar to
the P,y, the average BER can be expressed asymptotically, at
high SNR, as

LI
PAY ~ 1y Z 1
77‘ N2z

51

1
Py =, (7> H?

T

(N, Vo)
(ﬂlv u2)

(23)

(24)

V. SECURITY ANALYSIS

In this section, we analyze the secrecy performance of the
MU-MIMO FSO system in the presence of a single eavesdropper
FE equipped with a P aperture. When 7' sends its signals to
R, they can be intercepted by E, as shown in Fig. 1. It is
assumed that F is in the receiving plane of R, and thus, it
can also overhear the transmission from 7I". Therefore, £ can
combine its signals received from 7" to obtain an enhanced signal
version using equal gain combining (EGC). Typically, EGC is
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usually able to achieve better combining performance due to its
low complexity implementation compared to other combining
techniques. Therefore, we consider using EGC at ' to maximize
its ability to interpret the transmitted message. Thus, the received
signal at E' is given by

te nxk szzte + Ve

where [;;. is the irradiation coefficient of the interception link
between the ith user of 7" and the ¢th interception aperture of
I, and v, is an AWGN sample at I/. Since E applies the EGC
scheme, the combined SNR observed at E' can be expressed
as [62]

(25)

E zte

For this case, the PDF of the 7" — FE links, which follows a
Malaga-M distribution in the form of the Meijer G-function, is
given as follows [63]

Yie = MPN (26)

9 Be 2
VA, 3,0 Y\ wetl
) = a; G ’ B - © y
f%e (7) 475 ; je 1,3 ( e(’?e) @i,&e,]

27
where a, and . are the new shaping parameters, defined as
o, = Pagand . = PBg, ap and B are the two parameters
related to atmospheric conditions via the 7' — F links, @, is the
ratio of the equivalent beam radius, and the standard deviation

in the E-plane, 7, = M; o . The CDF expression is obtained
using (27) and [59, Eq. (07. 34.21.0084. 01)], which is given by

2 Be 1 2
SOEAS ’y ° 1) e + 1
Froe (1) =257 2 a5 G (Be(7> ’ Ry >
F— e e’ €rJ

j=1
(28)

To facilitate dealing with the complexity of the MIMO FSO
channel of 7' — E links with the EGC diversity technique in
FE, we adopt an alternative representation of the CDF of the
Malaga-M fading channels. Hence, a simplified expression of
(28) is obtained by using [59, Eq. (07.32.02.0001.01)] and [59,
Eq. (06.10.02.0001.01)], as

[38

2 Xi
e Ae Lk 01,
F’Yq‘e (7) = 92 . § :aj,eﬂ-z Qz
j=1 =0 Lk

,pQ »qu
+ZQQ 2P+ZQM 3] (29)

P

where Xf’k, X5 . X5, Qll’k, Qs . and Q3 , are given in Table 1.

The above series representation of the CDF of Malaga-M
distribution of (29), contains three power series. Each series
contains summation terms with only exponents of X. There-
fore, it is easy to compute an integral containing the proposed
series representation compared to a complicated function-based
representation in (28). By applying the ratio test for each power
series in (29), it can be shown that the above series representation
contains converging power series with an infinite radius of
convergence. Using the Cauchy ratio test to check convergence,
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the series Y X, is absolutely convergent if [64, Eq. (10)] as

limy oo |X""+1| < O The radius of convergence of the first
subseries in (29) QZ is given by
X? O
ri = lim 1,k;}-1/ :,k-&-l
k—o00 Xl,k/Ql,k
I kv;
r1 = lim
|t ) (h—ae—@2+ ) (k—j— @2+ 1)

(30)

It can be seen from (30) that the order of k£ in the denominator
is higher than the numerator. So, applying limit & — oo in
(30) gives 0; hence, r; is absolutely convergent [64]. In a

X3,
similar manner, the series in Ty

be convergent.
Hence, the CDF of the T" — E links with M and P apertures
in T and F, respectively, is given by [63]

T ITF.

i=1 t=1
where F, () is given by (29). Hence, the PDF of the T — FE

links with respect to 7, can be obtained as

fro (1) = MPf, () [Fy, (0],

where f.. () is given by (27). Substituting (27) and (29) into
(32) and applying the binomial theorem yields the expression
for £ () shown in the following,

) MP-1

2 2
. @eAeﬂ-
aJe 1
1+MP+6;
———+7-1 30
Aey™ = Gis

and ¢ 3 =24 can be shown to

€2y

(32)

MPg2 A,
Fro () = ——{L—

Jj=1
MP-1

/86
> ase
j=1

H 2
x Be(_”) et 1 (33)
Ye Py Cey ]
where
U VA MPi”“E MP—1—F,
¢ ke r
ke=0 r=0
MP-1 00 1 MP—-1-k
>o) I (2ae)
j=1 (k—o L p=1 QZP
MP—l-ke—r [/ 00
e X’L
()
qg=1 q=0 3.q

where 7 is given in Table L.

A. Intercept Probability Based on TAS Opportunistic Scheme

Intercept probability is an important metric that provides
further insight into the secrecy performance of a communication
system. It is defined as the probability that the capacity of the
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main link is less than that of the wiretap channel. Mathemati-
cally, the intercept probability is formulated as follows [65]

Pu =P, (C, < C.)
/ / for (0r) fye (ve) dyrdrye

= / By () fre (e) de (35)
0

where C;. denotes the channel capacity of the legitimate 7" — R

links

Cr =log (1 +) (36)

and C, is the channel capacity of the eavesdropping 1" — E
links

Ce = log (1 +7.) (37)

where f,_ is the PDF of the wiretap links obtained from (33).
The integration of (35) can be calculated by substituting (18)
and (33) into (35) and using [59, Eq. (07.34.26.0008.01)] to
convert the Meijer G-function terms in (18) and (31) into the
Fox H-function, then by using [60, Eq. (1.8.5)], we have

1+MP+2§;
(252 40)
P — v, (2)
IBrFe | (41, ¥2)
x |:ABe’yr (Vl? Vz) (38)

where (1/)17 7/}2) = (1+90$ +6l,8> 7(175)a (_()02 -1-MP

—20; —s7,8), (1 —ae — 1 —MP — 26, — s7,5),(1—j—1
— MP —26 —s7,8), (V1, Vo) =(1—92—6,s), (—p,1
— MP — 20, — s7,s), and
MP-1
y. _ e S D MPRA(S] o)
3= 5
4(2m)° L AL,
P2A, MP-1
X Za], ( 4 ) A (39)

To analyze the asymptotic behavior of the intercept prob-
ability in the range of high SNR values, we first recall [60,
Eq. (1.8.15)] and [60, Eq. (1.8.5)] and further perform some
algebraic manipulations as follows

B 7(1+1V11:+26l +‘r) 5 1
PAsy - ~e I
nt 3 < = > tzzl '(/JQt

Ve
5 PYas
s = (11— s ) t
t 2 ( Ve e (ABe%> e (40)
[, T (1 —Vis — Y1 1’;) [Bre

VI. SECURITY-RELIABILITY TRADE-OFF

In this section, we develop an expression of the SRT for the
MU-MIMO FSO system that considers the system’s predeter-
mined outage threshold. The outage threshold corresponds to the
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threshold SNR ~,;, below which detection is very unlikely at the
given data rate. An interception occurs when the eavesdropper
detects the signal with an SNR above this threshold. Meanwhile,
the SRT can be represented as follows [6]

Pintth = Pr (7 < YesYe > Ven)
=P (v <) Pr (e > in)

where P,(v, <~.) and P,.(ve > ;1) represent the intercept
probability and the outage probability of the legitimate 7" — R
and T' — F links, respectively. Eq. (41) can be rewritten as

(41)

Pintih = Pr (76 < Ve, Ve > Vin)

= Po® X Fy, (yun) - (42)
Thus, by substituting (29) and (38) in (42), we have
MP-1 (8 MP-
\I/gAe QDSA ™ <
Pint,th = s ( 4 ) Z Aje
j=1
B, _(1+M§+261 +T) LSPMZ‘”H% IB,7e | (1, 2)
Ve Tth o2 ABG"_YT (vlv VQ)
43)

The asymptotic behavior of the P;,,; 41, is derived for the 7, —
oo as

MP-1 _ (1+MP+25;
PAsy v QDEAQWQ % ( : +T)
int,th 3 4 Fe
MP-1
Be 1+MP+5; 5 1
+
2| Aow TR o
2 2

H53=1 1—‘(1_wls _wltﬁzj)
s#Et

H?:1 r (1 — Vi — Y1e 12%)

AB.#, s
X
B

X

(44)

VIL

Selected simulation results of the MU-MIMO FSO system
considering eavesdropping situations are provided and analyzed
in this section using the above analytical expressions. We investi-
gate the effects of atmospheric turbulence, generalized pointing
errors, the number of users, and the power received from the
eavesdropper on the outage probability, intercept probability,
and SRT performance of the system under consideration. For
simplicity, we assume independent, identically distributed main
and wiretap channels. Moreover, the average optical power of
the FSO links is assumed to be b, = 0.25, Q2 = 0.5, and p =
0.95. The graphs were generated in MATLAB using analytical
equations and Monte Carlo simulations with 10° channel real-
izations to confirm the accuracy and usefulness of the proposed
approximation. Unless stated otherwise, the considered system
and channel simulation parameters are listed in Table II.

NUMERICAL RESULTS
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TABLE IT
SIMULATION PARAMETERS
AWGN variance N, 10* A>GHz
Link distance d; 4000 m
Transmission rate R 1 bit/s/Hz
Optical wavelength A 1550 nm
Normalized beam-width Wi/ 10 cm
Normalized Horizontal and {y / a,py
vertical displacement / a} {1,2} em
Aperture radius a 5cm
Nomalred S (ofamyfa) | (0.7
Atmospheric attenuation a, 0.43 dB/km
Weak, moderate, and strong c 3x107',107, 5 x
refractive index structure " 105 m23

10'

10°
2z
S 10
Qo
o
s
(o)
o
£ 107
=1
o

10'10

, | B KMN=2
107"? | A= K,M,N=4
e K,M,N=6 (ax/a, ayla):(z, 1)
Asymptotic
—%— Simulation i i i i i
0 2 4 6 8 10 12 14 16 18
SNR (dB)
Fig. 3. Outage probability versus 7, for selected values of K, M, and N.

First, results corresponding to the outage performance anal-
ysis described in Section IV are shown in Fig. 3 for moderate
turbulence as a function of average electrical SNR, 7., with 5,
= 5dB. In Fig. 3, two normalized jitter values (0, /a, o,/a) =
{(2, 1), (9,7)} are considered to carefully analyze how T" — R
links are affected by generalized pointing errors. As seen from
Fig. 3, a more significant number of users, K, leads to a lower
outage probability, indicating a linear relationship between the
diversity order and K. Moreover, the best performance is ob-
tained when the jitter value is small (o /a, o, /a) = (2, 1), since
the photodetector is better positioned in this case. Moreover,
the analytical curves agree with the simulation curves in the
high SNR region, proving the derived formulas’ correctness.
However, the analytical results in the low SNR region deviate
from the simulation results as clearly shown in Fig. 3. This
is due to the approximation method in (8), where only the
first two terms in the power series expansion of the modified
Bessel function are considered to simplify the MIMO Malaga-M
distribution.

Fig. 4 shows the outage probability as a function of K for
selected values of v, with 3, =5 dB, (0, /a, oy/a) = (9, 7),
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10°
—{- SISO, ,=3dB
A —O— SISO, y,,= 0dB
102 -0 MN=2,7,=3dB
—©— MN=2,7, =0dB
M,N=3, 7, = 3dB
10N MN=3,, = 0dB
—Ac MN=4,7, =3dB
> b —A— MN=4,7, = 0dB
g 10° —#— Simulation
8 Asymptotic
s
5
g 10°
=
¢}
10'10 L
10712 L
10714 L L ®
2 4 6 8 10 12 14 16 18 20
Number of users, K
Fig. 4. Outage probability versus K for different numbers of M, and N.
10°

Outage probability
=

KMN=2,s=2
——KMN=2,5=1
—B—KMN=2s=2
—O—KMN=2,s=1
—#— Simulation
Asymptotic

0 2 4 6 8 10 12 14 16 18 20

Fig.5. Outage probability versus v, for the different K, M, and N numbers.

and moderate atmospheric turbulence. Fig. 4 shows that the
values of outage probability decrease linearly as the number of
users increases, implying that the order of diversity has a linear
relationship with K. Moreover, the results show that a higher
number of apertures in 7" and R leads to significantly improved
performance. This is because the diversity order of the system
increases as the number of K, M and N increases. Compared
to the system performance at a low value of vy, the negative
effect of a higher value of v;;, on the system’s outage probability
is easily seen.

Next, we discuss how the threshold SNR affects the MU-
MIMO FSO system’s reliability. Fig. 5 shows the system’s
outage probability as a function of the threshold SNR, 7,
for different atmospheric turbulence conditions. The results
show that the increase of 7, and the strength of atmospheric
turbulence significantly deteriorates the outage performance for
both detection schemes of R. The results also show that the
system’s performance decreases faster as the number of M
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Outage probability
5

=3 SISO, s=2
—8— SISO, s=1

- K,M,N=2, s=2
K,M,N=2, s=1
- K,M,N=3, s=2

K,M,N=3, s=1

K,M,N=4,,s=2

K,M,N=4,,s=1
—#— Simulations

I I I
0.5 1 15 2 25 3 35 4 4.5 5
Distance (Km)

Fig. 6. Outage probability versus the FSO link’s distance for various K, M,
and N values.

and NV decreases; in particular, the system achieves worst with
K, M, N = 2. Moreover, the heterodyne detection outperforms
the IM/DD detection for all values of NV, as shown in Fig. 5.

Next, we investigate the transmission distance of the MU-
MIMO FSO system by plotting the outage performance as a
function of the average distance betweenI" and R, d, for different
numbers of K, M, N as shown in Fig. 6. In this case, 7, = 5
dB, (0z/a, o,/a) = (9, 7),and strong atmospheric turbulence.
The results show that the outage probability increases with the
length of the link, regardless of the number of K, M, or N,
since the power received by R decreases for the most extended
transmission distances. This phenomenon also illustrates how
the scintillation index approaches saturation as the length of the
link or the strength of the turbulence increases. One possible
explanation is that the direct transmission component, which
dominates FSO transmission, is affected by atmospheric turbu-
lence when the selected user is far from the transmitter. In addi-
tion, the results show that heterodyne detection performs better
than the IM/DD scheme at all transmission distances. While the
outage probability of the SISO system increases dramatically
with increasing link length, the P, of the MU-MIMO FSO
system is much less extreme.

Fig. 7 shows the outage performance as a function of the
average SNR of the MU-MIMO and SISO FSO systems with
selected values of ~y,. In this case, the atmospheric turbulence
is assumed to be strong with (0, /a, o,/a) = (9, 7). As can
be seen, the P, values considering both 7., values decrease
rapidly with increasing SNR. Moreover, the results demonstrate
that the P, value is enhanced with a more significant number
of K, M, N compared to the SISO case. Additionally, when
¢ 18 0 dB, the FSO system achieves the lowest Py,. The Monte
Carlo simulations and the asymptotic results agree well with the
exact results and show the accuracy of the obtained expressions
at high SNR values, as shown in this figure.

Regarding the average BER analysis, we will highlight the
effect of the receiver aperture’s size in combination with the
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Fig. 7. Outage probability versus 7, for various values of K, M, and N and
selected values of ;.
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atmospheric turbulence conditions on system performance as
shown in Fig. 8. In this case, we consider K, M, N = 2 and
an ignorant misalignments effect. It is clear from this figure
that decreasing turbulence conditions (i.e., moderate turbulence
conditions) leads to better BER performance regardless of the re-
ceiver aperture size and type of detection scheme in R. However,
for alarger aperture’s size of the receiver (i.e., a = 10 cm) alower
BER was achieved. This is because the variations in intensity at
R result in a variance in received power that depends on the size
of the receiver aperture. Increasing the receiver aperture size
decreases the power variance and improves the bit error rate.
Where the receiver aperture must be large enough to collect
sufficient power to reduce scintillation effects at a given range,
but also small enough to be a practical size for cost-effectiveness.
In addition, it can be noticed that the degradation of the system
performance due to strong turbulence is greater when IM/DD
detection is employed. For instance, under moderate turbulence
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Fig. 9. Intercept probability versus 7, for selected K, M, N values.

and s = 1, the system gained about 6 dB with ¢ = 10 cm in
comparison with the case of @ = 5 cm when BER =105,
Nevertheless, the analytical curves agree with the simulation
curves in the high SNR region, but, the analytical results depart
from the simulation results in the low SNR region as clearly
shown in this figure.

Next, we investigate the effects of system and channel param-
eters on the security performance of the MU-MIMO FSO. Fig. 9
presents the security performance represented by the intercept
probability as a function of the average SNR in dB for legitimate
T — R links with 5. = 10dB, K, P =4, and (0, /a, 0,/a) =
(9,7) with different M, N, k numbers and varying atmospheric
turbulence conditions. First, we find that the values of the
interception probability decrease with increasing M and N
at all turbulence strengths. Moreover, the intercept probability
decreases linearly with increasing of SNR values, indicating a
linear relationship between diversity order and SNR. The results
also show that the case of M, N, k = (4, 2, 1) performs best
under weak turbulence. A continuous decrease in the strength
of turbulence on the FSO links would lead to a significant
decrease in the intercept probability values. For example, when
M,N,k = (4,2, 1), the MU-MIMO system achieves a P, of
107° in weak turbulence with ~r = 28 dB, which increases
to 1.3 x 10~* in the case of the SISO system and the same
turbulence condition. The agreement between the analytical and
simulation curves at high SNR values proves the accuracy of our
analysis.

Now we will demonstrate the impact of the number of users
and the average SNR of the 7" — R links on the security per-
formance of the considered system, as shown in Fig. 10. In this
case, we set the number of P to 4 and (0, /a, o,/a) = (9,7). It
can be observed that the performance of P, with a large value
of 7, is superior to that with a low value of 7, at all turbulence
strengths. Moreover, the P;; decreases with increasing K. This
is because as K increases, the legitimate links between the T’
and R increase, improving the overall SNR value of the receiver
and thus decreasing the P, value. However, as expected, the
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system performs better in weak and moderate turbulence than
in strong turbulence.

Fig. 11 illustrates the combined effects of the number of
users, number of apertures, and SNR of 7" — E links on the
intercept probability of the investigated system. In this case,
a strong turbulence strength, (0, /a, o,/a) = (9,7), and P =
4 are considered. The system achieves lower P, with higher
K, M,and N. This outcome can be explained by the high power
received by R when K, M, and N increase. When 7, = 3 dB,
the system’s performance is worse than the P, at 7.= 0 dB
because the 7" — E link receives more power in this case.

From the previous results in Figs. 3—11, it can be deduced
that the simulations and the asymptotic results agree well with
the exact results at high SNR values, which proves the accuracy
of the expressions derived previously in Sections IV, V, and V1.
However, the curves deviate from each other at low SNR regimes
due to the approximation of (8).
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In the following, we will discuss the combined effect of
turbulence, generalized nonzero boresight pointing errors, the
number of users, and the number of eavesdroppers’ apertures
on the SRT of the system under consideration in Figs. 12 and
13. Fig. 12 shows the effects of generalized pointing errors on
the SRT of the system in the presence of strong turbulence and
P = 4. In this case, we set 7, and 7, to 5 dB. The numerical
results show that the intercept probability decreases with the
deterioration of Py, indicating the close relationship between
the two indicators. However, when the value of jitter is low
(0z/a, o,/a) = (2, 1) and the number of K, M, N is high, the
system has better performance because the received power by R
is increased, which leads to a decrease in the interception proba-
bility. Moreover, with the adopted TAS scheme, the MU-MIMO
system performs better than the SISO system. Additionally, a
good match between analytical and simulation results can be
seen at high values of P,y and Pyy.
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In Fig. 13, we display the SRT of the system under consid-
eration for different numbers of K, M, N, with P = 4. In
this case, we assume 7, = . = 5 dB, with (0, /a, 0y/a) =
(9,7). Fig. 13 shows that the SRT improves under all turbulence
conditions when K, M, and N increase from 2 to 4. However,
as expected, the intercept and outage probability results under
weak turbulence conditions are better than those under moderate
and strong turbulence conditions. Additionally, the agreement
between the analytical and simulation results at high values of
Pou and P, shows the accuracy of our SRT analysis.

Further, we have considered the models used in [12], and
[42] to compare the results under moderate turbulence condition,
Ar =% = 5dB, and (0, /a, o,/a) = (9,7). This comparison
is shown in Fig. 14. It can be observed that the results obtained
for the considered MU-MIMO FSO system is superior to the
models used in [12], and [42].

The general observation of the previous results shows that
increasing the number of users K resulted in an increase in
the number of links between the 7" and the legitimate receiver
R, which improves the overall SNR value of the receiver and
thus improves the overall system performance including the
outage probability, the interception probability, and the SRT,
as demonstrated in (20), (38), and (43).

VIII. CONCLUSION

We examined the performance of the MU-MIMO FSO system
using TAS opportunistic scheme, which utilizes the best user
selection by the authorized receiver. The outage probability,
average BER, intercept probability, and SRT closed-form ex-
pressions were developed based on the adopted power series
expansion of the Meijer-G function, assuming a generalized
Malaga-M distribution and nonzero boresight pointing errors
for MIMO FSO links. In addition, an asymptotic closed-form
expression for the outage probability, average BER, intercept
probability, and SRT was also derived for high SNR values.
The proposed analysis sheds substantial light on the secrecy
performance of the MU-MIMO FSO system in the presence of
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eavesdropper attacks using the developed expressions for the
interception probability. The main findings of this work show
that increasing the number of users and the number of apertures
of the transmitter and receiver improves the system performance
regardless of channel conditions. Moreover, the simulations and
the asymptotic results agree well with the exact results at high
SNR values showing the accuracy of the obtained expressions.
Finally, the adopted TAS scheme of the MU-MIMO FSO system
provided significant improvement in security, reliability, and
SRT performance compared to the SISO FSO system.
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