N
N

N

HAL

open science

Quantum Differential Privacy: An Information Theory
Perspective

Christoph Hirche, Cambyse Rouzé, Daniel Stilck Franca

» To cite this version:

Christoph Hirche, Cambyse Rouzé, Daniel Stilck Franca. Quantum Differential Privacy: An Infor-
mation Theory Perspective. IEEE Transactions on Information Theory, 2023, 69 (9), pp.5771-5787.

10.1109/TTT.2023.3272904 . hal-04386711

HAL Id: hal-04386711
https://hal.science/hal-04386711

Submitted on 10 Jan 2024

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://hal.science/hal-04386711
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

Quantum Differential Privacy:
An Information Theory Perspective

Christoph Hirche, Cambyse Rouzé, Daniel Stilck Franca

Abstract—Differential privacy has been an exceptionally
successful concept when it comes to providing provable se-
curity guarantees for classical computations. More recently,
the concept was generalized to quantum computations.
While classical computations are essentially noiseless and
differential privacy is often achieved by artificially adding
noise, near-term quantum computers are inherently noisy
and it was observed that this leads to natural differential
privacy as a feature.

In this work we discuss quantum differential privacy
in an information theoretic framework by casting it as a
quantum divergence. A main advantage of this approach is
that differential privacy becomes a property solely based on
the output states of the computation, without the need to
check it for every measurement. This leads to simpler proofs
and generalized statements of its properties as well as several
new bounds for both, general and specific, noise models. In
particular, these include common representations of quan-
tum circuits and quantum machine learning concepts. Here,
we focus on the difference in the amount of noise required
to achieve certain levels of differential privacy versus the
amount that would make any computation useless. Finally,
we also generalize the classical concepts of local differential
privacy, Rényi differential privacy and the hypothesis testing
interpretation to the quantum setting, providing several new
properties and insights.

I. INTRODUCTION

ROCESSING data in some form is the core concept

of most computational tasks. Nowadays, large data
sets are being collected and processed for a variety of
tasks ranging from medical studies to machine learning
applications. With the accumulation of information al-
ways also come security concerns. If one presents the
results of a study, will that allow the audience to conclude
on the health of a particular individual? Social media
companies constantly process our data using machine
learning for advertisement purposes. How much do the
results reveal about the underlying data set?
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Differential privacy [L6], [[15] is a concept introduced
in the classical computation setting to address these con-
cerns. Vaguely speaking, differential privacy guarantees
that the probability of an algorithm giving a certain
outcome is roughly the same for any sufficiently similar
input. This implies that good differential privacy makes it
difficult for an observer to make precise statements about
the data used.

With the growing interest in large-scale quantum com-
putations and quantum machine learning applications,
naturally, also security requirements are desired there. To
that end, the concept of quantum differential privacy was
introduced in [40] in the setting of quantum computing.
That work was the starting point of a series of results
connecting quantum differential privacy to gentle mea-
surements [[1], distributed quantum computing [23] and
quantum machine learning [4], [32], [36], [12], [2], [3],
[L3]. Other authors also studied differential privacy in the
classical to quantum regime [39].

In quantum differential privacy, we are interested in
the properties of a quantum algorithm A represented by
a general quantum channel. The input data is a quantum
state p and someone observing the output should not be
able to determine whether the input state was indeed
p or a similar state o. Similarity is usually defined via
neighbouring states, denoted p ~ o, according to some
rule. Different notions of similarity have been proposed
in the literature. For instance, a small trace distance [40]
or convertibility by a local quantum channel [1]. For most
of our discussion we will keep the definition unspecified
and only sometimes fix it for examples. Now, a quantum
algorithm A is (e, §)-differentially private, if for all mea-
surements M and all neighbouring quantum states p ~ o
we have

Tr(MA(p)) < e Tr(MA(o)) + 6, (L)

see Definition [[IL.T| for full details. In the classical setting,
one way to achieve differential privacy is by taking an
algorithm and adding noise to the output to obscure the
input [[17]]. This idea was transferred to the quantum set-
ting in [40], showing that concatenating an algorithm with
sufficiently strong noise in form of a different quantum
channel makes the algorithm differentially private. This



was further explored in [12] for layered algorithms that
are affected by noise at every step, a model that describes
many common scenarios such as quantum circuits and
quantum machine learning algorithms implemented on
noisy quantum computers. An interesting proposition
following from [12] is that the noise present in near-
term quantum devices, while presenting a computational
difficulty, induces an inherent advantage by naturally
making the computation differentially private. On the
other hand it is of course also well known that such
noise can make it impossible to run long computations,
somewhat limiting the computational usefulness of near-
term devices. One of the main goals of this work is to give
upper bounds on the depth required to reach differential
privacy and contrasting it to the computational limitations
imposed by the noise. As we will see, differential privacy
can be reached at a significantly shorter depth than that
at which computationally prohibitive noise occurs.

To this end, we introduce an information theoretic
approach to quantum differential privacy that allows us to
cast the requirement in terms of a quantum divergence.
This in turn lets us make several observations that are
solely based on the properties of the divergence, giving a
fruitful new approach to discussing quantum differential
privacy. The divergence of choice is the quantum hockey-
stick divergence introduced in [33] and the general
framework follows classical work presented among others
in [6], [5] using tools such as contraction coefficients to
bound differential privacy in iterative algorithms.

The outline and main contributions of this work are as
follows.

o In Section [[l| we revisit the quantum hockey-stick di-
vergence and show several new properties. In partic-
ular we consider its associated contraction coefficient
and give a simple expression for it that significantly
reduces its computational complexity. These results
lay the foundation for what follows, but should also
be of independent interest.

o In Section we discuss quantum differential pri-
vacy and how to cast it in terms of the hockey-
stick divergence and a variation of the smooth
max-relative entropy. Based on this we then give
properties and implications of quantum differential
privacy including a general bound showing exponen-
tial decay of § with the algorithm depth. This also
gives an operational interpretation of the hockey-
stick divergence.

o In Section we discuss specific noise models
including global and local depolarizing noise which
we contrast with each other but also with the induced
computational limitations. In particular, we get a
separation for depolarizing noise where the trace
distance decays exponentially, but good differential

privacy is reached after a finite number of steps.
Furthermore we discuss more general models such
as arbitrary qubit noise.

o In Section [V| We introduce quantum generalisations
of local differential privacy and Rényi differential
privacy: two often discussed extensions of the stan-
dard differential privacy definition. Finally, we dis-
cuss the hypothesis testing interpretation of quantum
differential privacy and derive a useful trade-off
between ¢ and ¢ from it.

Notations: A (classical or quantum) system R is asso-
ciated with a finite-dimensional Hilbert space Hp. Let
P(Hr) be the set of positive semidefinite linear operators
acting on Hp. A quantum state pp on R is a positive
semidefinite linear operator with unit trace acting on Hg,
denoted pp € S_(Hp). The set of subnormalized states
is denoted S<(HRr). A state pg of rank 1 is called pure,
and we may choose a normalized vector |)r € Hp
satisfying pr = |¢) ()| r- Otherwise, pg is called a mixed
state. By the spectral theorem, every mixed state can be
written as a convex combination of pure states. For a
pure state |¢) we may use the shorthand ¢ = |¢)(¢|. For
a classical system X there is a distinguished orthonormal
basis {|z)}3™ %X of H x diagonalizing every state on X.

A quantum channel N': A — B is a linear completely
positive and trace-preserving map from the operators on
‘Ha to the operators on Hp. Given a quantum channel
M with input and output dimension d, its Choi matrix is
defined as

Cam= > M) @ i) (5],

i,j€[d]

where {|i) : i € [d]} is the standard basis of C?. In the
following we will usually drop the indices as the systems
are clear from context. A measurement is an operator
0 < M <1 and a collection of measurements such that

>, M; =1 is called a POVM.

II. THE QUANTUM HOCKEY-STICK DIVERGENCE

In this section we discuss the main technical tools
needed for our investigation of quantum differential pri-
vacy. The quantum hockey-stick divergence was first
introduced in [33], in the context of exploring strong
converse bounds for the quantum capacity, as

B, (pllo) :== Tr(p —yo)*,

for v > 1. Here X+ denotes the positive part of eigen-
decomposition of a hermitian matrix X = X+ — X~
In [33] it was noted that this quantity is closely related
to the trace norm via

1 1
E,(pllo) = §||p — ol + 5@(/}) - Tr(o)), (IL2)

(IL1)



so, if p,o € S_(H), E1(pllo) = L|lp — o|l1 equals the
trace distance. As the trace distance has many desirable
properties, we are tempted to hope that similar properties
also hold for the quantum hockey-stick divergence. For
instance, the trace distance is invariant under unitaries and
Eq. immediately implies that the same holds true
for the hockey-stick divergence.

Another important example will be the following, relat-
ing the divergence to a maximization over measurements.

Lemma ILI.1. An alternative expression for the hockey-
stick divergence for p,o € P(H) is given by

E = Tr{A(p — . 1L
2(pllo) = jmax Tr{A(p —yo)}. (L3)
Proof. The proof is similar to the standard argument for
the trace distance. Let X = p — vo and (X, X7) its
decomposition into positive and negative parts such that

X = X — X~. For a general operator 0 < A < 1 one
easily sees
Tr{A(p —0)} = Te{AX" - X7)}
<Tr{AXT} <Tr XT = E,(p|lo).

It remains to show that equality in the above can be
achieved by some measurement. For that simply pick
IIx+, the projector onto the support of X and observe
that

Tr{ILx+ (p — o)} = Tr{TLx+ (X* — X))
= Te{ILys X T} = Tr X* = B, (o).
This concludes the proof. O

A property that was already shown in [33] is that E,,
like any good divergence, obeys data-processing, meaning
for any quantum channel N we have

Ey(N(p)IN(0)) < Ey(pllo) ,

which even holds for any p,o € P(H), see [33, Lemma
4]. This makes it meaningful to define its contraction
coefficient as

W) = E,N(p)IIN ()

, 1.4
E, (pllo) (1)

sup
p,0E€ES=(H)
where the optimization is over p,0 € S—(H), and
obviously 0 < n,(N) < 1. For a recent overview over
contraction coefficients and their properties see [20].

Interestingly, the contraction coefficient for the trace
distance simplifies significantly. Instead of having to
optimize over arbitrary initial states p, o, it suffices to
only consider orthogonal pure states [30]. We will prove
now that an analogous result holds also for the hockey-
stick divergence. This generalizes both the proof for the
trace distance in [30] and that for the classical hockey-
stick divergence in [6, Theorem 3].

Theorem I1.2. The hockey-stick divergence contraction
coefficient can be equivalently expressed as

1 (N) = SljllawEW(N(I@@I)IIN(W)(w\))-

le)

(IL5)

Proof. Let X = p—~o and (X, X ) its decomposition
into positive and negative parts such that X = X+ — X,
Note that by definition and Equation we have

1 1
By (pllo) SIXT + 51 =7),

B, (N ()N (o)) = ZINC 1+ 50 =),

o x+
Further, define X+ = T xT

spectral decompositions

Xt =3 palm)(ml,
=Y qn)n

With these definitions, we observe

IV (X))l
= V(X)) =N (X))
= | Tr (XN (X) = Te(X )N (X )]

me|m (m])
an|n (n])
> pman (Te(X N

= Tr(X7)N(|n)(n]))

=TrX*T =
(I1.6)

and X~ = X __

< with

(IL7)

Tr X+

—Tr(X

(Im) (ml)

1

<D it [ TH(XH)N (jm) (m])

’fmuwNwwmm

< sup | Te(XF)N(|m)(m|) — Te(X )N (|n)(n])]|1.
’ (IL.8)

We continue with

=
I

Tr(X~

JN([n)(n[)[Ix
—yTe(X )N

(In) {n)llx
(In)(n)]lx

)
<[ Tr(X )N (m)
+ Iy Te (XN () {nl) — Te(X TN
=Te(X ) |V (Jm) (ml) — AN (In) (n])lx
+I(y = DT(XT) + (1 =)V (In)(n)]
=Te(X ) [N (Jm) (ml) — AN (In) (n])lx
(=D TXT) + (1 -7)



=Tr(X ) (N (Im){ml) — 3N ([n) ()2
—(y=1D)-(1-2)

=2 Te(X ) Ey (N (Jm) (m) [N (In)(n])) = (1 =)

=2E,(pllo) By (N (Im) (m ][IV ([n) (n])) = (1 =),
where the first inequality is by triangle inequality, the first
equality because Tr(X ) > 0 and the second because
(v = 1D)Te(XT) + (1 —~)) < 0 since Tr(XT) =
E,(p|lo) < 1. The remaining steps consist of shuffling
terms and applying definitions. Plugging this back into

Equation (II.8), we get
IV (X1
< sup 2E, (pllo) Ey (N (|m) (m|) IV (|n) (nl)) — (1 =)

m,n

and again plugging this into Equation (IL.6), we have
Ey(N(p) IV ()
1
<3 {Sup?Ew(Pla)Ew(N(mﬂmDN(|n><n|))

-}z
5, pll7) sup B (N (m) m I () o).

From here it follows directly that

y(N) < sup By (N (@) (@D IN (1) (@)
le)yL1v)
It remains to show that the inequality is indeed achieved.
For that simply note that for all orthogonal |p), |1), we
have

Ey([e)(ellllv){v]) =1

and therefore

) > sup BOVURDIN () D)

wLley  Eyv(leXellllv) ()
= sup Ey(N(leXeDIN (%) Y1),
lo) L)
where the lower bound follows from the fact that we
are restricting the supremum to a smaller set than in
the definition of the contraction coefficient. Further-

more, for orthogonal pure states one can check that
E, (o) {¢l|l|¥){(2|) = 1. This concludes the proof.  [I

Next we prove a Fuchs-van-de-Graaf type inequality
that reduces to the well-known

1
Sl = ol < VT=Fip,0)

for v = 1, where F(p,0) := ||/py/ |} is the quantum
fidelity.

Lemma IL3. For v > 1 and p,o € P(H), we have

Ey(pllo) IL.9)

1

< SV(Tr(p+740))? = 4y (Tr p)2(Tr 0)2 F (p, 6)

L Tl ;LC’) , (IL.10)
where p = - and 6 = 77.. For p,o € S_(H) this
simplifies to

1 1-—
B,(plle) < 2T+ 77— 9F () + L2
(IL11)

Proof. Using [9, Supplementary Lemma 3] as stated in
Lemma [AT] we get

lp = ~al} +4llvVevAali < (Trlp+v0])?,
which immediately implies
o =0l
< V(Tr(p+10))2 — 4y(Tr p)2(Tr0)2F(p, 6) .

Plugging this into Equation (II.2) gives the desired result.
O

This also gives us a bound on the contraction coeffi-
cient as

1y(N) (IL.12)
< | itillow) 1\/(1 +7)2 = 4y FN([o)(e]), N([9){(¥1))
+ u. (IL.13)

2

We can also bound the hockey-stick divergence for
any v > 1 directly by the trace-distance, leading to an
alternative way of bounding the contraction coefficients.
This generalizes the analog classical result in [5].

Lemma IL4. For v > 1 and p,o € S_(H), we have
1 1
191~ Sl o) < By (pllo) < Slp— ol
(IL.14)
implying

L=7(1=mW)) <ny(N) <m(N), (IL.15)

Proof. The only thing needed to prove is the first inequal-
ity and the remaining statement follows easily. To that end



we observe

Jp—ol
—lp—0c
72 P 1
= TrA(p —
Y jmax Tr (p—o0)
= Tr A(yp — -
omax, T (vp—vo+p—0p)
< TrA(p — Tr A(yp —
< max, (p 70)+0g13§1 (vp—p)
= Ey(pllo) +~v - 1.

The second inequality of the statement follows by def-
inition and the third and fourth by using the simpli-
fied expression for the contraction coefficients in The-

orem L2 O

Finally, we list some potentially useful properties of
E.,. Some of these are generalizations of classical results
proven in [24].

Proposition I1.5. We have the following properties:

o (Triangle inequality) For 1,72 > 1 and p,0 €
P(H), we have

B (pllo) < By (plIT) + By, (7l0).

o (Strong convexity) Let v1,72 > 1, p = > p(x)ps
and o0 =Y q(x)o, with py,0, € P(H), we have

Eqvm(pllo) <3 p(@) By (pollow) + 71 By (1]),

.17y

(IL.16)

where p and ¢ are non-normalized distributions
p(z) = p(x) Tro, and §(x) = q(x) Tro,, respec-
tively. This also implies convexity and joint convexity.
e (Stability) For v > 1 and p,o,7 € P(H), T # 0,

we have

E,(p@Tllc®T)="Tr[r] Ey(p|lo). (I.18)

o (Subadditivity) For 71,72 > 1 and p1,01 € P(H1),
p2,02 € P(Hs2), we have
B, (p1 ® p2f|or @ 02)

< Tr[po] £, (p1llo1) + Tr[o1]y1 En, (p2]lo2),
(I1.19)

Ey v, (p1 @ pallor @ o2)

< Tr[p1] By, (p2lloz) + Tr[og]vi By, (p1|o).
(I1.20)

o (Symmetry) For v > 1 and p,o € P(H), we have

Ey(pllo) =vE1(ollp) + (Tr(p) — ~Tr(a)).
I1.21)

e (Trace bound) For v > 1 and p,o,7 € P(H), we

have

B, (pllo) + B, (pl|7)
> 2ir = ol + (Tr(p) = 7 Tx(7)).

(I1.22)
(I1.23)

Proof. The first statement is easily seen as follows,

E"/l’Yz(pHU)

= max Tr Alp —11720)

- TrA(p — -
omax, T (p =T +nT —M1720)

< TrA(p — Tr A _
02113%(]1 Ir (p ’le) + OISII/?%(]I r (")/17' ’)/1’}/20')
< B, (plIT) + 1By, (7]0).

The strong convexity follows similarly by considering
T = Y .p(x)o,. Stability follows by first considering
the statement for the state 7/ = 7/ Tr [7]. Applying data-
processing twice, once for the partial trace and once
for N(p) = p ® 7 gives the statement for states. The
generalization then follows by noting that the underlying
quantity is absolutely homogeneous in 7. Subadditivity
follows by triangle inequality and stability, picking first
T = 01 ® p2 and then 7 = p; ® g4. For the last two items
we need the observation that

max TrA(p—~vo) =

o2 max Tr(L— A)(p — 90).

From this symmetry follows immediately and the trace
bound by observing

E,(pllo) + Ey(pliT)

= TrA(p — Te(1 — A)(p —
omax, Tr (p w)+0glg%<ﬂ r( )(p—7)

z jmax TrA(p —y0 = p+7) + (Tr(p) — 7 Te(7))
= 2lIr = ol + (Tx(p) = 7 Tx(r)).

O

Next we connect the hockey-stick divergence to the
smooth max-relative entropy. This is similar to [40}
Lemma 1], however based on different definitions. Also,
besides avoiding explicit use of measurements, we pro-
vide a considerably simpler proof. For a classical ana-
logue of both results, see [17], [24].

Lemma IL.6. For v > 1 we have,

Diox(pllo) <logy & Ey(pllo) <k,

max

(IL.24)

where Dy, (pllo) = infscpe(p) Dmax(pllo) is the
smooth max-relative entropy with Dpax(p|lo) = inf{\ :
p <o} and B(p) ={p:p € P(H) A Ei(p,p) < e}.

Proof. First, we show the = direction. Assume that
Dg .. (pllo) < log~, this implies that there exists a p

max



such that E1(p,p) < € and p < ~o. From this and the
triangle inequality in Proposition [[I.5| we immediately get

E,(pllo) < E1(pllp) + £, (pllo)
<e+0.

We now show the <« direction. Fix p = vo. As v > 1
and o is a positive operator, this is a positive operator.
Furthermore, we have that

Ei(p,p) =Tr(p—p)*

where in the last inequality we used our hypothesis. Thus,
p € B(p). Now observe that Dpax(pllo) = logvy by
construction, from which it follows that DS . (pllo) <
logy. We therefore see that E,(p,0) < e implies
Diax(pllo) < logry. O

Note that Dg . does not correspond to the usual
definition of the smooth max-relative entropy, as we do
not constrain the optimization to normalized or subnor-
malized operators and use F; as our distance measure
of choice. It does however generalize the definition used
in the proof of the analog classical lemma, see [24]
Definition 8]. Also, [40, Lemma 1] proves a similar
statement optimizing over normalized operators that are
however not necessarily positive. It remains open for now
whether both conditions can be achieved simultaneously
in the above proof.

In the next section, we will proceed to apply the above
results to quantum differential privacy.

III. QUANTUM DIFFERENTIAL PRIVACY

There are several similar definitions of quantum dif-
ferential privacy in the literature that apply to different
settings. Following [40], we will formulate ours in a way
that it applies to an arbitrary quantum algorithm A4, i.e.
a completely positive, trace-preserving map. The general
idea is that if we apply the algorithm to a state from
a fixed database, say D, then a malicious party gaining
access to the output should not be able to distinguish by
any measurement whether the used input was a certain
state or one of its immediate neighbors in the database.
Classically the motivation is usually to consider a set of
databases that are neighbors if they differ in only one
entry, e.g. an observer of a medical trial should not be
able to determine the results of an individual participant.

In the quantum literature, several definitions of the
neighboring status are used, e.g. closeness in trace dis-
tance or reachability by a single local operation. Leaving
the exact choice of definition open for now, we denote

two states being neighbors by o ~ p. We can now state
the definition of quantum differential privacy.

Definition IIL.1. Let D be a set of quantum states and
A be a quantum algorithm (i.e. a CPTP map). We call
A (e, 9)-differentially private if for all measurements 0 <
M <1 and all p,o € D such that p ~ o, we have

Tr(MA(p)) < € Tr(M.A(c)) + 6. (IIL.1)

We simply call A e-differentially private if A is (e,0)-
differentially private.

This definition is a rather direct generalization of
classical differential privacy. Indeed, if we only consider
diagonal states and projectors P in the computational ba-
sis in the definition above and interpret Tr(P.A(c)) as the
probability of the measurement outcome lying in a given
set, we obtain exactly the definition in [15, Definition
2.4]. But for quantum states we need to optimize over all
possible basis and can even consider POVMs. However,
we will now use the tools from the previous section to
see that it can indeed be checked as a property of the
quantum states themselves without explicitly considering
the measurements.

Lemma IIL.2. The following three statements are equiv-
alent,

Ais (e, 0)-differentially private (TI1.2)

& sup Ee (A(p)]|A(c)) <6 (1I1.3)
p~o

& sup DY, (A(p)||A(0)) < e (IIL.4)
pr~o

Proof. Note that we can rewrite the condition in Equa-

tion as
Te (M(A(p) — e A(0))) < 6,

Since this has to hold for all measurements and all neigh-
boring input states we can use Lemma to conclude
the first equivalence. The second then follows directly
from Lemma O

Note that Lemma [[I.2) implies that if all the outputs of
an algorithm are diagonal in the same basis, then quantum
DP is equivalent to classical DP. This is because for two
states that commute, F, is the same for the states and the
corresponding probability distributions. Note that in the
case of e = 0 we have a condition on the trace distance.
This is also known as local sensitivity as e.g. defined
in [[17, Definition 7.1], which in turn is closely related to
the stability of an algorithm, see [17, Section 7.3]. For
recent quantum generalization of the latter concept see
also [4].

The above allows us to immediately conclude some
well known properties, however with remarkably simple



proofs solely based on properties of the divergences.
Corollary IIL.3. The following properties hold.

e (Post-processing) Let A be (e, 0)-differentially pri-
vate and N be an arbitrary quantum channel, then
N o Ais also (e, 8)-differentially private.

e (Parallel composition) Let Ay Dbe (e1,61)-
differentially private and As be (s, §2)-differentially
private. Define that p1 ® py ~ 01 Q 02 if p1 ~ 01
and py ~ 03 Then Ay ® Ay is (€1 + €3,0)-
differentially private on such product states, with
§ = min{d; + €16y, e20; + o }.

Proof. The post-processing property was first shown
in [40l Proposition 1] and composition in [40, Theorem 4]
for 61 = 62 = 0 and for the general case in [40, Theorem
4], although the latter relied on a erroneous assumption
in [40, Lemma 1], see below. Now, post-processing
simply follows by data-processing of the hockey-stick
divergence. Composition for §; = d2 = 0 is of course
implied by the general case, however also follows easily
by subadditivity of the hockey-stick divergence which we
showed in Lemma([[I.3] The general case can be seen from
the differential privacy formulation in Equation (TIL.4).
Let p; and ps be the optimizers in the smooth max-
relative entropies implied by the differential privacy as-
sumption. One easily sees that

p1L®po < et A (o) ® Az(09) (I11.5)

and

E1(Ax(p1) @ Aa(p2)[|p1 @ p2)
< Tr[p2] E1 (A1 (p1)llp1) + Tr[Ax(p1)] E1(A2(p2)] p2)
< €201 + 09,

which follows from the subadditivity property in Propo-
sition and similarly,

E1(Ai(p1) ® Az(p2)[[p1 ® p2) < 01 + € 0a.

This makes p = p; ® p2 a valid choice to prove the
claim. O

We note that the parallel composition property was also
claimed in [40, Theorem 5]. However, note that in their
analogue of Eq. in [40, Lemma 1] their definition
of Dg .. requires an optimization over states which are
not necessarily positive. As Eq. ([IL3)) does not hold for
operators that are not positive (i.e. A7 < By, As <
By # A; ® Ay < B; ® By in general), the parallel
decomposition does not follow. Thus, to the best of our
knowledge, Corollary is the first to establish parallel
composition property for quantum differential privacy.

The implementation of many near-term quantum algo-
rithms on noisy devices can be modelled by layers of

intended channels C;, e.g. gates in a circuit or layers of
a quantum neural network, directly followed by interme-
diate noise N, i.e.

These types of algorithms are predestined to applying an
approach based on contraction coefficients. Doing so, we
get the following result.

(I11.6)

Proposition IIL.4. For an algorithm A of the form in
Equation (I11.6) we have

Eec(A(p)[Al0)) < (H Tee (M)> Eee(pllo) . (IL7)

Proof. The proof follows by alternatingly using the defi-
nition of the contraction coefficient to shell off the noise
and using data processing to remove the computational
layers. O

This directly implies a decay in the § parameter for
differential privacy based on the contraction coefficient
of the noise channels. This intuition becomes even more
transparent when we consider a special case.

Corollary IIL5. For an algorithm A of the form in
Equation (IL6) with all N; = N identical and p ~ o
if $lp—olli < K, then A is (e, )-differentially private
with

5 = (e (N))" k. (I11.8)

Proof. The corollary is a direct application of Proposi-

tion [[IL4] O

This implies in particular an exponential decay of
with the length of the algorithm, i.e. every such algorithm
with 7. (N) < 1 will eventually become differentially
private with vanishing § for large enough n. Note that
generally 7.<(A\) is a function of the channel but also e
allowing for a certain trade-off between € and ¢. Finally,
we remark that thanks to Theorem in the previous
section, 7. (N) is more easily computable and can be
controlled analytically or numerically for many noise
models. Before moving to more specific models, we give
a simple bound on the measured relative entropy, defined
as

Du(pllo) = sup D(Tr(Myp)| Te(M,0)),

{M,}

(II.9)

of a differentially private channel. The relative entropy
is a common tool when comparing quantum states and
therefore the result might be of independent interest.



Lemma I11.6. Let A be e-differentially private. Then for
all p ~ o,

D (A(p)[|A9)) < 2¢E1(A(p)[|Al0)) < 2¢(1 — ™).

(II.10)

Proof. Let {M,} be the POVM that achieves the maxi-
mum in Dy (A(p)||A(c)) and let p, = Tr M, A(p) and

¢z = Tr M, A(c). Then,
Zpr log -

SZPwlOg*—i_qulOg%
=2
<Z
_eZﬁM

< 2eE1 (A(p)||A(0))
<2(1—e"9,

D (A(p)l| Ao

QI IOg -

J,

—A(0))

where the first equality is by definition and the second
and third obvious. The first inequality follows because
the relative entropy is non-negative, the second by e-DP,
the third by a property of the trace distance and the final
one by Lemma and again e-DP. O

This lemma gives a quantum version of several similar
relations for classical differential privacy. We remark that
it might be possible to find tighter bounds along the lines
of the classical [14, Theorem 1]. We leave investigating
non-measured quantities for future work, however remark
here that because

D(A(p)A(0)) < Dimax(A(p)[|A(2)),

e-differential privacy always also implies small relative
entropy for neighbouring input states and refer to Sec-
tion for relaxations involving Rényi relative en-
tropies.

IV. APPLICATIONS TO SPECIFIC NOISE MODELS

In the remainder of this section we will discuss par-
ticular examples and implications of the above results,
including global and local depolarizing noise as well as
arbitrary local qubit noise.

A. Global depolarizing noise

A typical noise channel is the depolarizing channel
defined as

Dy(p) (IV.1)

= (1-p)p+pe
= p)p pDa

with 0 < p < 1 and D the dimension of the system. In
this case we can easily bound the contraction coefficient.

Lemma IV.1. For 0 <p <1 and v > 1 we have

E,(Dy(p) | Dy(0)) (IV.2)

<max{0,(1—7) 5 + (1= p)E,(plo)}  aV3)
and

1 (Dy) =max{0,(1-7) 5+ (1-p)}.  (V4)

Proof. Note that
Ey(Dy(p)|IDp (o))

= Tr((1 — ’y)p% +(1=p)(p—n0)"
_ TP _m% +(1=p)(p—0)),

where P is the projector onto the positive subspace of
(1- 7)]9% + (1 —p)(p — o). Observe that

E,(Dy(p)IDy(0)) >0 = TPt =1,
Considering this case we get
Ey(Dy(p )||D ()
=(1 7) Te PT + (1 —p)(Tr P*(p —n0))
<(1- 7) + (1 =p)Ey(pllo)
<-nZya-p),

Note that for sufficiently large ~ the upper bound could
become negative, but one can easily check that in this
case E(D,(p)||Dp(0)) = 0 implying that we are in the
other case. It remains to show that this is optimal but
this is easy to see by picking any two orthogonal pure
states. O

In Figure [I] we show an example of the contraction
coefficient for the depolarizing channel and examples
for the exponential decay of ¢ in Equation (IILE) for
different values of € using the contraction coefficient
in Equation It becomes clear that while iterative
algorithms with depolarizing layers lead to strong privacy,
using the contraction coefficient bound, there is only little
space before the output states also become mostly useless
(the case € = 0).

However, if we know more about the structure of the

channel, we can give significantly better bounds. We will
do this here using Equation (TV.3).

Lemma IV.2. Say, p ~ o if 3||p — 0|1 < K, then D, is
(¢, 0)-differentially private with

§ = max{0, (1 — eﬁ)% +(1-p)k). (IV.5)



— p=0.1
p=0.2
p=0.3

1 2 3 4

2 4 6 8

Fig. 1: Left: the contraction coefficient 7. (D)) for D = 2 and different values of p plotted against e. Right: the
exponential decay given in Equation for a depolarizing channel with p = 0.3, k = 0.1 and different values of
€ plotted against n, the number of layers with the given depolarizing noise.

For an algorithm A of the form in Equation (IL6) with

all N; = Dy, and p ~ o if 3||p — oll1 < &, then A is

(e, 0)-differentially private with
Px

d = max{0, (1 — 66)5 + (1 — po)r},

where p, =1 —[1,(1 — p;).

Iv.6)

Proof. The first statement follows directly from Equa-
tion (IV3). The second statement can be proven by
induction. Recall that n is the number of steps in the
algorithm, i.e. the number of depolarizing layers. For
n =1 the statement follows from (IV:3). Now, assuming
the results holds for n — 1 layers, for the n-th layer we
have

(1 =DF + (1= p)Es(Dy(p)]|Dy(0)
s(l—v)%*

+(1=p) (=2 + (1= p) B, (pllo))

1—(1-pJ)—pn)

= 1 —
(1-7) D
+ (1= po)(1 = pn) Ey(pllo)
from which the claim follows directly. O

The above bound is compared to the direct contraction
coefficient bound from Equation (IIL8) in Figure [
As can be seen, the improvement is significant. While
contraction coefficients give an exponential decay of ¢
with n, the bound in Equation (IV.6) shows that § = 0
is sufficient already for n > 3 if p = 0.3 and n > 10 if
p = 0.1. We remark that for e = 0 the two bounds give the
same result, i.e. in case of the trace distance Lemma [IV.
does not lead to an improvement over the contraction
bound. In fact, for the trace distance this simple bound is

tight in some cases, because

1Dy(p) — Dp(o)|1 = [[(1 = p)(p — o)l
=1 -pllp—oaln,

(IV.7)
(IV.8)

implying that the decrease in trace distance is always
exactly (1 — p) for a layer of global depolarizing noise.
This easily extends to algorithms A of the form in
Equation (I.6) when all computational layers C; are
unitary, i.e. don’t introduce any noise themselves. These
observations lead to a provable separation in n between
good privacy and useless algorithm outputs.

Alternatively we can also state a similar result deter-
mining a bound on € as a simple corollary.

Corollary IV.3. Say, p ~ o if 3|lp — o1 < k. For a
fixed § > 0, Dy, is (e, 6)-differentially private with

€ > max{0, log (];((1 —p)k—0)+ 1> oo (IV9)

For an algorithm A of the form in Equation (IL6), for a
fixed § > 0, A is (e, 0)-differentially private with

¢ > max{0, log (pD((l —py)k—0)+ 1) }.o (IV.10)

where p, =1 —[],(1 — p;).

This generalizes some results in the literature, namely,
for & = 0 the first statement reduces to [40, Theorem 3]
and the second to [12| Lemma 2]. We present examples
of the above bound in Figure [3| showcasing the trade-off
between € and § and the decay of ¢ with growing n.

B. Local depolarizing noise

Previously we have seen how quantum algorithms are
affected by global depolarizing noise. However, in a
quantum computing device we would rather expect each
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Fig. 2: Comparison of bounds on § for ¢ = 0.1, x = 0.1 and D = 2 plotted against n. The top function is the
contraction coefficient bound in Equation (IIL.8) and below the improved bound in Equation (IV.6). Left: p = 0.1.
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Fig. 3: Bound on € in Equation (IV.I0) for D = 2 and s = 0.1 for different values of p; = p. Left: plotted for n = 2

against . Right: plotted for § = 0.01 against n.

qubit to be affected by local noise. In this section we
will discus depolarizing noise of the form Df?k where k
is the number of qubits a quantum algorithm acts on at
any given layer. To investigate this setting we first need
an equivalent of Lemma [[VI] for local depolarizing noise.

Lemma IV4. For 0 <p <1 and v > 1 we have

E,(DE*(p)|IDS* () (IV.11)
k
< max{0, (1= 7) 5 + (1= ") B, (pllo)}  (AV.12)
and
k
1 (DFF) < max{0, (1= 7) 5 + (1= p*)}. AV.13)

Proof. The proof is similar to Lemma but requires
one more main ingredient. Note that we can always write
local depolarizing noise as

®k

e (1) M(p).

where M is some CPTP map. This can be checked by

DE*(p)

10

direct calculation. With this we have

E(Dp(p)|Dy(0))

1%k
= Tr((1 = )p* 5 + (1= )M((p —70))*
k
= TP (L (- M 90)).

where P is the projector onto the positive subspace of
Rk
(1 - ’Y)PkLDk + (1 = p*)M((p —~0))). Observe that

E (D2*(p)|DS*(0) >0 = TrPt>1



Considering this case we get

E\(Dy(p)IDy(0))

k
= (1= ) 5 TP* + (1= p) (T PH(M(p = 70)))

k

< (1=7) 55 + (1= ") B, (M(p) [ M(0)
k

< (1=9) 5 + (1L =) B, (pllo)
k

<(1=9) 5 + 1 -ph).

Note that for sufficiently large v the upper bound could
become negative, but one can easily check that in this
case B, (DS (p)||D* (o)) = 0 implying that we are in
the other case. O

Note that in this case we provide only an upper bound
on the contraction coefficient and determining its exact
value remains open. Nevertheless, with the above tool at
hand, we can easily generalize Lemma

Lemma IV.5. Say, p ~ o if 3llp — olly < &, then DF*
is (e, 0)-differentially private with

k
p
ok T (1—-p")s}.
For an algorithm A of the form in Equation ([IL6) with
all N; = DS* and p ~ o if 5|p—olly < K, then Ais
(e, 0)-differentially private with

d = max{0, (1 — e°) (Iv.14)

D«
DF "

where p, = 1 — (1 — pF)™.

0 = max{0, (1 — €°)

(1 —po)k}, (IVv.15)

Proof. The proof is identical to that of Lemma O

The bounds on § are illustrated in Figure 4] On the
left we see that for values € > 0, J is eventually going to
reach 0, while for e = 0 i.e. the case of the trace distance,
0 decays exponentially but always stays strictly positive.
This is the same as for global depolarizing noise. On the
right, we compare local and global depolarizing noise.
For that we fix a total dimension of 8 at each layer and
consider different dimension of the depolarizing noise,
from a single global depolarizing channel to 4 local qubit
depolarizing channels. From the plot it becomes evident
that our bounds guarantee much faster decay of & for
global than for local noise.

Finally, we can also adapt Corollary to local noise.

Corollary IV.6. Say, p ~ o if 3|lp — ol1 < k. For a
fixed § > 0, Dy, is (e, 6)-differentially private with

k

¢ > max{0, log <;((1 — M)k —8) + 1) }. (IV.16)
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For an algorithm A of the form in Equation (L.6) with
all N; = D¥. For a fixed 6 > 0, A is (¢, )-differentially
private with

D—k((l —p )k —0)+1

*

e > max{0, log ( )} (IV.17)

where p, =1 — (1 — p*)™.

We end this section by providing a lower bound on
the trace distance for local depolarizing noise that will
demonstrate the substantial difference between decaying
computational accuracy and good differential privacy. The
bound takes a similar role to the observation around
Equation in the previous section.

Proposition IV.7. For any two states p,o and local
depolarizing parameter 0 < p < 1 such that p < %

k
) Ipg*

1—-2p

Therefore, for the noisy circuit A where all the gates C;
are chosen to be unitary, and where N = Df)@k‘, we have
that

Er(A(p)||A(0))

lp =l < ( (o=

1
> =

kn
S(1=2p) =0l av.s)

Proof. We start by inverting the depolarizing noise acting
on qubit ¢ as:

Dy(p) — 5 Tri(p) @ 1;
1-p

p:

Hence, we have
1

1-p

1 p
— Dy — o)+ —— |l —

p
llo—alh IPy(p = 0) = 5 Trilp— o) @ Lil

IN

O'”l.

Therefore, whenever p < % we have that

1
lp =0l < -2 1Dp(p— o)l -

The result arises from repeating the above step for all the
qubits. O

We compare the above lower bound to our previous
upper bounds in Figure 5] It can be seen that there is
a clear separation between the worst case decay of the
trace distance and the depth required to reach differential
privacy. It should however be noted that this bound seems
to be useful only for small k.

The previous results suggest that the local noise chan-
nels do not contract too fast at small enough noise. Here,
we prove that the trace distance, and hence also any
hockey stick divergence, will converge exponentially fast
in the number of layers as soon as a critical local noise
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Fig. 4: Left: The bound in Equation (IV.I3) on § for p = 0.3,k = 3, D = 2,k = 0.1 plotted against n for different
e. Right: The same bound for p = 0.4, = 0.1, kK = 0.1 for different values of k and D, such that the total dimension

at each layer is always 8, plotted against n.

0.10

€=0.2
e=0
Lower Bound

10 15 20

Fig. 5:

Equation (IV.I8), dotted line. Plotted for D = 2, k = 1 and

left and p = 0.2 on the right.

is attained. Our result can be compared to earlier upper
bounds on the noise threshold for fault-tolerant quantum
computing as in [22]], [29]]. However, as we will see, our
bound comes as a simple corollary of basic properties
of a recently introduced quantum Wasserstein distance
in [II]. Although the argument can be generalized to
other Pauli noisy channels (see e.g. [19]), we restrict once
again our analysis to the simple depolarizing channel.
Here, given a quantum channel ® acting on %k qubits,
we define its light-cone as follows: first, for any qubit i,
we denote by I; the minimal subset of qubits such that
Tr, (®(p)) = Try,(®(0)) for any two k-qubit states p
and o such that Tr;(p) = Tr;(o). Then, the light-cone of
® is defined as
|I] ;= max |I;].
i€ (k]

Proposition IV.8. Given the noisy circuit A in Equa-
tion with n layers, k qubits and local depolarizing
noise of parameter 0 < p < 1, we assume that each
layer of the circuit is a quantum channel of light-cone
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Comparison of the bound in Equation (IVI3), solid lines for different e, with the lower bound in

2llp — olli = 0.1 against n, with p = 0.1 on the

|I|. Then, we have that for any two input states p,oc
I A(p) — A(o)|ly < 2k (2] (1 —p))".

In other words, the trace distance between any two output
states vanishes in logarithmic depth as soon as p satisfies
2I1(1-p) < L

Proof. We will use the Wasserstein distance introduced
in as follows:

Wi(p,0) = sup Tr(O(p— o),

lollL<1

where

|H||z :== 2 max min ||H — H(i)”oo’
iclk] H®

where the mininmum is over all self-adjoint operators



H® which do not act on qubit 7. Next, we have

5 1400~ )]l < Wi(A(p), A())
(2H[(1 = p))"Wi(p,0)
§<2|I|<1 —p)"llp =l

Above, the first and last inequalities follow from [11}
Proposition 2], whereas the second inequality comes from
an alternating use of [11, Propositions 12 and 13]. The
result follows. O

<

<

Compared to our earlier results this bounds dependence
on k is weaker and we recover the (1 — p)” scaling,
previously seen for the global depolarizing noise, when-
ever p is large enough to overpower the, possibly error-
correcting, properties of the computational layers.

C. Arbitrary local qubit noise channels

In this section we will give a bound for the contraction
of arbitrary local qubit channels based on recent work
in [18]. In particular we will see that any non-unital local
qubit noise leads to good differential privacy eventually.
The main result is the following lemma that general-
izes [18, Lemma 7] by combining their proof with our
generalized Fuchs-van-de-Graaf inequality.

Lemma IV.9. Let T = N®F and N some qubit channel,
then

777(T)
1 Amin(Crrion) " (1—7)
SZ\/(1+7)247< n > CHE
(IV.19)

where Clrion is the Choi matrix of Nt o N and
Amin(Carions) its smallest eigenvalue. If N is also non-
unital then

)\min(CNToN> > 0. (IV.20)

Proof. We begin by applying the generalized Fuchs-van-

de-Graaf inequality from Lemma to the simplified

expression of the contraction coefficient in Theorem

as previously stated in Equation ([L.12)). We then apply a

bound on the fidelity shown in [18] that states
)\min(CNToN) > ¥

4 )

see Appendix [A] for the details. The final statement about
non-unital qubit channels was also argued in [18]]. O

PN (), N94(@)) > (

This bound applies directly to differential privacy via
Corollary Let A be of the form in Equation (III.6)
with all N; = AN®* identical and p ~ o if |p — o1 <

13

K. Let Amin(Crrionr) = A, then A is (e, §)-differentially
private with
k
)+

We observe that for growing ¢ we get smaller §, a
natural trade-off between the two security parameters,
also implying that § always decays faster than the trace
distance (¢ = 0). Also for any channel with A > 0, which
is the case for every non-unital channel as shown above,
good differential privacy will be eventually reached for
large enough n. We give some numerical examples in

Figure [6]

n

A

d= ;\/(1+e€)2465 (

4

(1—¢)
2

IV.21)

V. EXTENSIONS
A. Local quantum differential privacy

Local differential privacy (LDP) was defined in the
classical setting for the scenario in which a database is
collected from many clients and each of them demands
differential privacy to hold for their individual contribu-
tion. In this case the client applies an algorithm A to
mask their contribution to the database and the priority
is not to make neighboring states look similar but to hide
the general information they are sending. The definition
of (e,0)-LDP therefore coincides with that (e, d)-DP but
with a more general set of possible input states. In the
extreme setting one could even consider the set of all
possible input states, implying that A is (e, d)-LDP if

up B (A(p) [ A(9)) <.
based on Lemma Clearly this is a much stronger
requirement than what is required for (e, d)-DP. In fact
from the properties of F, one can see that this condition
is restrictive enough to imply a bound on the trace dis-
tance contraction coefficient. This generalizes a classical
result in [5].

Corollary V.1. Let A be (¢,0)-LDP and ¢(e,0) = 1 —
e (1 —=19). Then

(V.1)

m(A) < (e, 0).

Proof. Clearly, by definition of LDP and Theorem
we have

(V.2)

MNee (.A) S 6.

Now the corollary follows because from Lemma [[T.4] we
get

mA) <1 - 1= hA)
:

9
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Fig. 6: Guaranteed ¢ for some local noise channel based on Equation (IV.21) with x = 0.1, £ = 2 and different
values of e. Left: plotted for n = 10 against A. Right: plotted for A = 0.2 against n.

which together with the definition of (e, d)-LDP con-
cludes the proof. O

In particular, this implies that requiring A4 to be (¢, d)-
LDP can strongly limit the usefulness of the output
states. In particular applying A iteratively will lead to
very strong privacy guarantees but also make the output
states indistinguishable and therefore useless for further
computations, compare Proposition |[I1.4

Note that the above argument also works the same
with somewhat less restrictive definitions. In particular,
we get the following equivalence, which is similar to an
observation in [1].

Corollary V.2. A being (e,0)-LDP with respect to the
set of all states is equivalent to A being (¢,0)-LDP with
respect to the set of all pure states.

Proof. This follows directly from the convexity of E,.
O

In principle, Corollary also holds for (e, d)-LDP
with respect to any set of states that includes all or-
thogonal pure states. For the minimal such set, (¢,0)-
LDP would not just imply but indeed be equivalent to
Ne (A) < § as observed in the classical setting [5].

B. Rényi quantum differential privacy

In many practical settings e-differential privacy can
be too strong of a criteria. On the other hand, (¢,J)-
differential privacy allows for rare events that leak a
significant amount of information and its composition
theorem requires adding the §’s of each algorithm. As
an intermediate privacy requirement Mironov proposed
Rényi differential privacy [26] and proved that it has
several desirable properties. As we have seen in the
previous sections, e-differential privacy can be cast in

14

terms of the max-relative entropy. Essentially, (e, «)-
Rényi differential privacy is defined by replacing the
max-relative entropy by the general a-Rényi relative en-
tropy. In this section we will propose a quantum extension
of this concept.

The obvious generalization of the classical definition is
to go a similar route to the original quantum differential
privacy definition and define measurement outcomes of
a POVM {M,} as p(z) Tr M, A(p) and ¢(x)
Tr M, A(o) and require the classical definition to hold.
This can be cast in terms of the measured Rényi relative
entropy,

sup Dis,o (A(p)[|A(0)) = sup {sup} Da(pllg) <e.
pro pro { M,
(V.3)

This coincides with e-differential privacy for « — oo,
however for other values of « there is no known closed
(measurement independent) formula for the measured
Rényi relative entropy and the definition remains classical
at its heart. This also comes with a concrete disadvantage
when considering composition bounds, namely that the
measured Rényi relative entropy is not generally subad-
ditivd’] That means there exist examples where

D o(A1 @ Az(p1 ® p2) || A1 @ A2(01 ® 02))

> Dua(Ai(p1)l[A1(01)) + D (A2(p2) || A2(02))
(V4)

implying that, using this quantity, (e, o)-Rényi differential
privacy of A; and Ay generally does not imply (2€, «)-
Rényi differential privacy for A; ® As. In this section,
we want to propose a fully quantum definition of (e, «)-
Rényi differential privacy that avoids this problem.

While in the classical setting there is a uniquely defined

IThis follows e.g. because the measured Rényi relative entropy
is strictly smaller than the sandwiched Rényi relative entropy, see
e.g. [8f Theorem 6], however they are equal under regularization, see

Equation (V:3)



Rényi relative entropy, in the quantum setting, due to
its non-commutative nature, there is an arbitrary number
of generalizations. Here, we will not fix a particular
definition but simply consider an arbitrary family of
Rényi relative entropies D, as defined in [34] based
on a number of requirements that the quantity needs to
fulfill. For completeness a list of the properties can be
found in Appendix [A] and we refer to [34] for details.
Here we only note that the list includes several typical
properties such as data-processing, additivity and unitary
invariance. We further note that the commonly used quan-
tum generalizations such as the Petz-Rényi divergence
D, [28], the sandwiched Rényi divergence ba 271,
[38] and the geometric Rényi divergence D 23] are
special instances of D, for the range of o in which the
mentioned properties hold. Formally, we define quantum
Rényi differential privacy as follows.

Definition V.3. We call a quantum channel A (e, o)-
Rényi differentially private if

sup Do (A(p)[|A(0)) < e.

pr~o

(V.5)

This generally leaves us with a lot of freedom to pick
our favourite Rényi relative entropy. Note however that
those which include the limit o« — oo all have the
particular feature that in this limit the above definition
includes e-differential privacy as a special case. The
sandwiched Rényi relative entropy is an example of such
a family. We now state the first property of our definition.

Lemma V4. [If A is e-differentially private then it is
(e, &)-Rényi differentially private.

Proof. The claim is a direct consequence of
Dy (A(p)[|A(0)) < Diax(A(p)[A(0)),

which can be seen as follows. We have the following
chain of arguments,

Do (pllo) < ba(PHU) < bOO(P”U) = Dax(pl|o),

where the first inequality is [34, Equation (4.34)], the
second is monotonicity of D, in « and the equality is [34}
Equation (4.36)]. [

The classical Rényi differential privacy is furthermore
known to be stronger than (e, d)-differential privacy. We
now show that the same holds for our quantum definition.

Lemma V.5. If A is (¢,«)-Rényi differentially private
then it is (e + %,6)-diﬁferentially private with g(e) =

—log(l — V1 —¢2?).

Proof. The main ingredients are [34, Proposition 6.22]
as stated in the appendix and an auxiliary lemma relating
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D? . with a similar quantity more commonly found in

the literature stated in Lemma From it we have
g(9) 9(5)
w—1-° + a—1’
where the last inequality is by assumption. The proof
follows from Lemma [[II.2] O

1)
Dmax

(pllo) < Da(pllo) +

This can be relaxed by noting that g(¢) < log 6%, which
brings it closer to the classical equivalent [26] Proposition
3]

Additionally, we can easily show several desirable
properties.

Corollary V.6. The following properties hold.

e (Post-processing) Let A be (e, «)-Rényi differentially
private and N be an arbitrary quantum channel,
then N o A is also (e, a)-Rényi differentially private.

e (Parallel composition) Let Ay be (e1,a)-Rényi dif-
ferentially private and Az be (ea,a)-Rényi differ-
entially private. Define that py @ ps ~ 01 ® o9 if
p1 ~ 01 and py ~ oa. Then A1 @ As is (€1 + €2, )-
Rényi differentially private on such product states.

Proof. The first result follows by data-processing and the
second by additivity of Dy,. O

Finally, we remark that our general quantum definition
of Rényi differential privacy implies Rényi differential
privacy in the semi-classical definition in Equation (V.3)
because

Dira(A(p)[A(0)) < Da(A(p)]A(0))

which is a simple consequence of data-processing.

(V.6)

We have defined Rényi differential privacy based on the
general Rényi relative entropy D, and while at this point
any choice of a particular Rényi relative entropy would
seem justified, we will present some brief arguments that
might hint that the sandwiched Rényi relative entropy D,
should be the quantity of choice. First, D, obeys data-
processing for a > L which makes it a valid choice for
this whole range of «, and it is equal to Dy, in the limit
o — 00o. Furthermore, Ea is the minimal Rényi relative
entropy, which means that

Do (pllo) > Da(pllo) ,

see e.g. [34]. This implies that choosing D, is the least
restrictive choice and for a fixed « this Rényi differential
privacy would be implied by any other choice. Lastly,
while we have seen that the measured Rényi relative
entropy has some undesirable properties, the sandwiched

(V.7)



Rényi relative entropy equals the regularized measured
Rényi relative entropy [34],

M . 1 n
Do (pllo) = lim =Dpra(p®"|c®™), (V.8)
n—oo N,

giving it a close resemblance to the classical Rényi dif-
ferential privacy.

C. Hypothesis testing

At its core, differential privacy is a requirement on
the probabilities associated to determining a used input
based on the output of some information processing. To
gain a better intuition of the implications of the imposed
restrictions, classical differential privacy can as often be
reinterpreted in terms of hypothesis testing. This was
first considered in [35] for e-differential privacy and then
extended to (e, §)-differrential privacy in [21]. Here we
will present and discuss a quantum generalization of this
analogy. Besides the intuitive formulation, we will see
that it allows for a convenient graphical representation
of differential privacy and simple proofs of some addi-
tional properties. Before we start, we remark that also
Rényi differential privacy has recently been discussed in
terms of hypothesis testing [7] but we leave its quantum
generalization for future work.

The basic setup we will discuss is binary hypothesis
testing between a state A(p), the null hypothesis, and a
state A(0), the alternative hypothesis. If we were able
to discriminate between the two states, we could infer
which input state was used. We are therefore interested
in the corresponding probabilities of error, which are the
Type I error = Tr(I — M).A(p) of falsely rejecting the
null hypothesis and the Type II error § = Tr M. A(o) of
falsely accepting it.

As differential privacy has to hold for all neighbouring
input states and all measurements we get the following
set of restrictions on the Type I end Type II errors,

1—a<eB+3, (V.9)
1-8<e‘a+d (V.10)
Be(l-—a)+0 (V.11)
a<e(l—B)+34, (V.12)

which follow by exchanging p <» o and M < (I — M)
in the definition of differential privacy. Based on these
inequalities we can define the privacy region of (e, d)-
differential privacy as

R(e,6) = {(«, B) | Equations (V.9)-(V-12) hold}.
(V.13)

Next we define the privacy region of a quantum algorithm
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{(Tr(I — M)A(p), Tt MA(c)) | 0< M <ITandp~oc}.
(V.14)

This allows us to state differential privacy in terms of
privacy regions.

Theorem V.7. A quantum channel A is (e,0)-
differentially private if and only if
R(A) C R(e, ). (V.15)

Proof. The proof is a direct consequence of the above
definitions. Note that we could have equivalently defined

R(e,d) with any subset of the Equations (V.9)-(V12),
for example only picking the first one, however this
representation will be beneficial later on. O

We continue by stating some properties of the risk
regions.

Lemma V.8. The following holds.

e (Concatenation) For arbitrary quantum algorithms

A and N we have
R(N o A) CR(A).

o (Symmetry) It holds that R(e,d) is symmetric with
respect to the line o+ = 1.

(V.16)

Proof. The first statement follows by noting that

RN 0 A) ={(Tx(I — N)A(p), Tr NA(0)) (V.17)
IN=NT(M)and0< M <Tandp~ o}
CR(A), (V.18)

which follows because AT is completely positive and uni-
tal. The second statement follows directly from examining

Equations (V.9)-(V.12). O

Let us have a look at the graphical representation
implied by the above definitions. In Figure [7| we give
several examples of R (e, d) that illustrate the risk region
of differential privacy. We also want to give a concrete
numerical example of how the risk region of a channel
contracts. Let’s consider a simple example where only
two qubit input states p and o are available which are
considered neighbouring. The states are chosen such that
Ei(p,0) < L. For simplicity we consider a trivial algo-
rithm to which we now want to add depolarizing noise
such that the outputs become (0.2,0.01)-differentially
private. From Equation we can estimate that this
should be the case if we choose p ~ 0.72. To verify our
observation numerically we simulate R(D,) by drawing
random POVMs and compare the resulting pairs («, 3)
to the desired privacy region. We can observe in Figure [§]
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Fig. 7: Examples for R(e, d). Left: plotted for 6 = 0.1 and different values of e. Right: plotted for different values

of § and e, with € chosen according to Lemma @

that this is indeed consistent with what we expected,
namely that for p = 0.72 all drawn points are within
R(0.2,0.01) while for smaller values of p the noise is
clearly not sufficient for (0.2,0.01)-differential privacy.

Finally, we will see that phrasing differential privacy in
terms of hypothesis testing does not only have advantages
in terms of intuition, but also allows us to easily prove
some useful results.

Lemma V.9. If A is (e, 6)-differentially private, then it
is also (€, 9)-differrentially private with 6 > 6 and

(1-3)
(1-9)

ef > (14¢°) —1. (V.19)

Proof. This follows easily from the graphical representa-
tion. We want to prove that

R(e,6) C R(E,0).

Let us consider the lower bounds on the risk region. It
can easily be checked that they coincide at the point

v o 1-6 1-96
(", %) = (mam),
which gives a corner point of the region. Since we require
6 >4, it suffices if

1-6 _1-9
= < .
1+e ™ 14e€
This gives the claimed bound on €.

O

This result allows us to observe a certain trade-off
between € and 6, in particular, by raising J one can get
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differential privacy with a better value of e. This is also
illustrated in the right part of Figure [7}

VI. CONCLUSIONS

In this work we gave a new approach to exploring
quantum differential privacy via information theoretic
tools. In particular, we used the quantum hockey-stick
divergence to give a simple framework in which we
can bound differential privacy parameters for practically
relevant noise models such as quantum circuits and quan-
tum neural networks implemented on near-term quan-
tum devices. This includes comparing local and global
depolarizing noise and contrasting achieving differential
privacy with an undesirable decay in trace distance. On
the way we showed several new properties of the said
divergence and gave it a new operational interpretation.

Given that our approach promises to be simpler and
more powerful than the previously used ones we expect
it to play a crucial role going forward when investigating
differential privacy.

Naturally we are left with some open problems. In
Lemma we showed a bound on the measured rel-
ative entropy of the outputs of a differentially private
algorithm. Classically several such results are known,
including bounds on other entropic quantities such as the
mutual information. An interesting open problem going
forward is to find bounds on fully quantum quantities
such as the quantum relative entropy or quantum mutual
information. This would allow investigating connections
to other privacy related quantities such as the quantum
privacy funnel [10] generalizing work from the classical

setting [31]].
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APPENDIX

The following is a generalization of the Fuchs-van-de-
Graaf inequality to general positive semi-definite opera-
tors proven in [9, Supplementary Lemma 3], see also [37,
Appendix B] for an alternative proof.

Lemma A.1 ([9]). For positive semi-definite, trace class
operators A and B acting on a separable Hilbert space,
we have that

IA—B|? +4 HAl/QBl/’A’H? < (Tx[A+B)°. (Al

Recently it was proven in [18] that for any quantum
channel 7 with d its input and output dimension,

Nain(T1 0T
m(T) < \/122)

where Apin (770 T) = ming o (|(TT o T)(|®)(D|)|¥).
As we would like to generalize this result to the hockey-
stick divergence, we extract the following lemma from
their proof.

(A2)

Lemma A.2 ([18]). For any quantum channel T with d
its input and output dimension and pure input states U
and ®,

P, T(@) > A TLeT)

It was furthermore noted that for 7 = N®F with A/ a
qubit channel, one has

. (A3)

k
F(T (D), T(®)) > (’\m“(CN*N)> , (A.4)

- 4
where C)riopr is the Choi matrix of N o A/, and if N
is also non-unital one gets

)\min(c_/\[‘(o_/\/'> > 0. (A.S5)

We also need bounds on D¢ . (p||o). As remarked earlier,
our definition of Dy, is a bit different than the one
usually used in the quantum information literature, as it
uses a different distance measure. However, to apply a
known result we need to compare our definition to the
usual one. The standard smooth max-relative entropy,

Dinax,s» is defined as

Dfaxs(pllo) = inf  Dpa(pllo)  (A6)
peBS(p)

and

Bi(p) ={p:p € S<(H) A P(p,p) < ¢},

where P is the purified distance, i.e. the minimal trace
distance between purifications of the states. See e.g. [34]
Definition 3.15] for a discussion of this quantity. We
prove the following auxiliary lemma.

Lemma A.3. Let p,o € S_(H), then

Diax(pllo) < Dy s (pllo)

(A7)

(A.8)

Proof. The claim follows immediately by showing that
B(p) C B(p). To that end observe,

Bi(p)={p:p€S<(H)AP(p.p) <} (A9)
C{p:peS<(H)NEi(p,p) <€} (A.10)
C{p:peP(H)NE(p,p) < €} (A.11)
= B(p), (A.12)



where the second inclusion is clear, but the first needs

some justification. Note that
Ei(p.p) < max{Ei(p, ). Er(p.p)} (A3
< P(p,p), (A.15)

where A is the generalized trace distance and the equality
holds by its definition. The first inequality is immediate
and the second is a generalized Fuchs-van-de-Graaf type
inequality, see e.g. [34, Lemma 3.17]. This concludes the

proof. O
This enables us to use the following result.
Lemma A4. Let 0 < e <1 and a € (1,00), then
€ g\e
Dipulpllo) < Dalpll) + 2 e

a—1

where g(e) = —log(1 — /1 — €2) and D, any quantum
Rényi divergence.

Proof. The result immediately follows from [34, Proposi-
tion 6.22], which shows the same result for Dy, .(pllo),
and the fact that D, (pllo) < Dg,.. s(pllo) proved in
Lemma O

In Section we introduced the new concept of
Rényi quantum differential privacy and based it on a
very general framework of Rényi relative entropies that
solely have to fulfil certain properties as listed in [34]].
For completeness we list those properties here.

A quantum Rényi divergence is a quantity D(-||-) that
fulfills the following properties:

1) Continuity: D(p||o) is continuous in p and o,
wherever p # 0 and o >> p.
Unitary invariance: D(p||o)
for any unitary U.
Normalization: D(1[|3) = log 2.

Order: If p > o, then D(pllo) > 0 and if p < o
then D(p||o) < 0.

2) D(UpUt|UsUT)

3)
4)

5) Additivity: D(p ® 7|l @ w) = D(p||o) + D(7||w).
6) General mean: There exists a continuous and
strictly monotonic function g such that @ := g(D)
satisfies,
Qlp&lodw)
Tr(p) Tr(r)
= — o)+ ——Q(7||w).
T Q)+ g T Q)
7) Positive Definiteness: D(p|lc) > 0 with equality
iff p=o.
8) Data-processing: D(p||o) > D(N(p)||N(0)).
9) Either joint convexity or joint concavity of Q.
10) Dominance: For ¢ < ¢/, one has D(p|loc) >

D(pllo’)-
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In the classical case, properties 1-6 uniquely define the
Rényi relative entropies. This is not the case in the
quantum setting where one additionally requires the op-
erationally motivated properties 7-10.

Finally, a family of quantum Rényi relative entropies
is a one-parameter family o« — D,(-||-) of quantum
Rényi relative entropies such that for some open interval
containing 1, the family is monotonically increasing in a.
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