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Abstract—This article presents a novel approach to enhance
asset management and resource sharing in intelligent indus-
trial systems using Blockchain. We introduce a hybrid net-
work architecture—termed the Hybrid Cyber-Physical System
(HyCPS)—designed to facilitate decentralized and trustworthy
data sharing across all layers. Central to this framework is a
robust smart consensus protocol underpinned by a lightweight
yet effective algorithm known as the Validation Trust Algorithm
(VTA). Employing a combination of node-ranking and global
decision-making strategies, the VTA ensures secure, transparent
resource management. The integrated approach is implemented
within the HyCPS architecture and rigorously validated through
comprehensive simulations across diverse scenarios.

Index Terms—Blockchain, Consensus protocol, IoT, Cyber-
physical system, Smart Environment, Industry 4.0.

I. INTRODUCTION

IN the era of ubiquitous computing, the Internet of Things
(IoT) has emerged as a groundbreaking paradigm, driven by

significant advancements in electronic and wireless communi-
cations [1]. These advancements have led to the proliferation
of cost-effective, energy-efficient sensing systems that monitor
and transmit diverse data in fields such as transportation,
healthcare, industry, and smart agriculture [2, 3]. Despite the
rapid growth and adoption of IoT, security remains a paramount
concern. Existing literature predominantly addresses specific
aspects of IoT security, such as privacy and flexibility, while
overlooking comprehensive, scalable solutions [4, 5, 6].

In the quest for robust, secure IoT systems, emerging tech-
nologies like blockchain (BC) and machine learning (ML) are
being integrated to ensure data integrity and establish resilient
cyber-physical systems (CPS) [7, 8]. Nevertheless, implement-
ing these technologies presents notable challenges, including
real-time data processing, resource management constraints,
and the need for a universally secure and scalable consensus
mechanism [9].

In This paper, we tackle these challenges by introducing
innovative algorithms and a decentralized network architecture
designed for Hybrid cyber-physical systems (HyCPS). We
present a two-layer decentralized HyCPS infrastructure, with
a core layer for miners and an edge layer for managers.
IoT devices strategically enhance efficiency and security in
both layers. To further enhance the system, we introduce
a smart mining strategy featuring the lightweight Validation

Trust Algorithm (VTA) using an efficient hash function [10].
This strategy accelerates data processing and bolsters system
resilience against vulnerabilities. The key contributions of this
paper are as follows.

• Proposing an intelligent HyCPS architecture meeting real-
time interaction, decentralization, and security require-
ments.

• Introducing the Validation Trust Algorithm (V TA), a new
framework significantly enhancing system security and
efficiency through smart mining.

• Developing a strategic architectural core-edge division for
optimized IoT placement and resource management.

• Experimenting with a rigorous empirical validation of the
proposed architecture and VTA implementation, supported
by extensive simulations and real-world test cases.

The paper is structured as follows. The next section provides
a comprehensive overview of prior work in blockchain archi-
tectures and consensus protocols. This is followed by a detailed
comparative analysis of existing consensus models, substanti-
ating the necessity for our smart mining protocol, outlined in
Section III. The implementation details and empirical results
are presented in Section IV, and the paper concludes with future
directions and implications in Section V.

II. RELATED WORK

In this section, we present the most relevant studies con-
cerning blockchain technologies and their deployment across
various fields.

Traditional architecture lacks a decentralized, transparent,
and secure network to mitigate threats and ensure privacy.
Additionally, technical barriers related to data storage, man-
agement, and distribution exist. Therefore, we require a smart
environment with new settings to achieve these objectives.
In recent years, industrial systems have seen an explosion of
interest in the blockchain, across a wide range of applications
from cryptocurrencies to decentralized architectures [11].

In [12], the authors utilized the Proof-of-Believability (PoB)
consensus algorithm, a modification of a PoS algorithm. The
latter divides participants into a believable league and a normal
league. However, the believable league is only used to validate
transactions optimistically, and the normal league still needs to
run the modified version of PBFT.



To ensure privacy protection in cognitive computing within
Industry 4.0 networks, Qu et al. [13] proposed a framework that
combines federated learning and blockchain for smart manu-
facturing. This framework aims to achieve efficient processing,
provide incentive mechanisms for learning contributions, and
prevent poisoning attacks. Instead of deploying a central server
that collects models shared by end devices, they recommend a
blockchain architecture with public ledgers to fully decentralize
federated learning, employing PoW consensus. In this decen-
tralized setup, a temporary aggregator is selected in each round,
and each network node possesses its own private data, stored
locally and used by federated learning for model training.

Telecommunications technology, such as 5G, will enable a
fully connected and mobile society by interconnecting billions
of devices. Despite this, maintaining privacy in 5G’s heteroge-
neous communication environment can be challenging. To ad-
dress this issue, Feng et al. [14] introduced a Blockchain-based
approach for data sharing that ensures anonymity. Additionally,
calculations are outsourced to the Spark platform and the ABE
schema (ABEM-POC), which is deployed on edge devices and
utilizes parallel processing to reduce power consumption in
drones.

Some studies concentrate on improving usability by lowering
client-side storage needs. Nakamoto [15] simplified payment
verification (SPV) as an alternative to run a complete network
node, with the user simply needing to store a copy of the
block headers of the longest PoW chain. Sharma et al. [16]
proposed a distributed blockchain architecture with Software-
Defined Networking (SDN) controller fog nodes at the net-
work’s edge. The suggested concept focuses on delivering
computing resources to the edge of the IoT network by using
a distributed fog node architecture that combines SDN and
blockchain. This structure secures access to massive volumes
of data while reducing latency. However, it does not address
blockchain storage challenges.

III. SMART MINING IN HYCPS

The designed system is fully decentralized, eliminating sin-
gle points of failure and central authorities. Each computer
independently maintains a ledger copy, requiring consensus
from the majority of network participants for any modifications.
This architecture prioritizes resilience in critical scenarios
and guarantees transparency, traceability, and auditable access
control. In this network, every transaction is publicly visible
and trustworthy, thanks to a shared ledger.

A. Infrastructure and Blockchain Network

The architecture of the blockchain network using the per-
missionless consensus model in our proposed industrial CPS
consists of a two-layer decentralized network: a core layer for
miners, and a network layer for managers, devices, and other
actors. Figure 2 illustrates the following components.

(1) IoT Devices: These devices, central to the fourth in-
dustrial revolution, possess limited storage, processing,

and energy resources. Despite these limitations, they can
process, store, and transmit encrypted data [17].

(2) Managers: These are unrestricted devices with high
computational power, can be found in various CPS
components, and each manager has a specific profile
representing their confidence factor (CF) in Validation
Trust Algorithm (VTA).

• Registering new IoT devices into the blockchain
network.

• Authenticating existing IoT devices against their
stored credentials.

(3) Virtual Machine (VM): This is the initial component
deployed in the blockchain network, performing two
primary functions:

• Register New Manager: Onboards a new manager
into the network and initializes it with the dominant
blockchain.

• Manage Manager Addresses: Stores and provides
network addresses of managers for authentication
purposes.

(4) Miners: These are specialized computers that:
• Implement consensus algorithms efficiently through

a multi-layered architecture that optimizes compu-
tational load, management tasks, and the Validation
Trust Algorithm (VTA) to enhance system security
and integrity.

• Generate cryptographic key pairs using the RSA
2048 algorithm for each user.

B. Modeling of Functional Requirements

We identify three primary processes for management within
our proposed blockchain network:

(1) Adding a New Manager: The process involves record-
ing the new manager’s address and obtaining the domi-
nant blockchain.

(2) User Registration: The first manager verifies whether
the MAC list is in his list; if not, the manager asks the
miner for cryptographic keys. When both the private and
public keys are provided, the manager keeps them and,
based on the device’s MAC address, sends a hash of the
private key to it.

(3) Secure Data Insertion: To add new data blocks, the
following procedures are implemented: Firstly, device
credentials are authenticated by utilizing their private
keys. Subsequently, incoming data is encrypted with pub-
lic keys. Next, a new block is generated by requesting a
hash from the miner and initiating the block creation pro-
cess. Lastly, the integrity of the new block is confirmed
through block validation and network updates, ensuring
its distribution to all network management entities.

In our blockchain model, adding a new block is a critical
operation to ensure network integrity and security (Figure 1).
When a new block is proposed, it must undergo verification



and approval by the majority of network managers, adhering
to the rules defined by the Validation through Trust Algorithm
(VTA). Once validated, the new block becomes a permanent
record of transactions or data, impacting the confidence factors
(CF) of participating managers and influencing their rankings.
This process is essential for maintaining blockchain reliabil-
ity, guaranteeing the addition of only legitimate blocks, and
fortifying resistance against tampering.
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Fig. 1. Adding a Block Functionality.

The remaining details of how it works exactly will be dis-
cussed in the next section of VTA as well as in the experiment
section.

C. Validation through Trust Algorithm (VTA)
With malicious nodes and an unknown quantity over the

proposed permissionless blockchain network, reliance on the
longest chain can make the network vulnerable to attacks,
especially when the majority of the network (i.e., over 50%)
is under malicious control. Such a situation allows attackers
to create an alternative blockchain to fulfill their malicious
intentions, thereby undermining the network’s reliability. This
risk arises in two specific scenarios: (1) the presence of
distributed malicious nodes, and (2) the compromise of existing
trusted nodes. To address these vulnerabilities, we introduce a
novel algorithm called Validation through Trust Algorithm
(VTA) (Algorithm 1).

The VTA algorithm employs a metric known as Confidence
Factors (CF) to enhance witness inspired by the delegated
proof of stake (DPOS) model. The CF increases when nodes
successfully validate transactions for both acceptance and rejec-
tion processes. While multiple managers may share the same
rank, their CF values can differ. As shown in Table I, this
metric is then used to categorize or rank the profile nodes.

The VTA (Algorithm 1) plays a crucial role in determining
manager rankings and ratios for validating new blocks. It

Algorithm 1 Validation through the Trust Algorithm (VTA).
0: procedure VTA(NewBlock)
1: Define rank and its ratio {e.g., Rank A ← 80%; Rank B
← 60%}

1: for i = 1, N do {N: Number of chosen nodes}
2: Confidence[i] ← Random(Rank) {Populate the confidence

table with random nodes}
2: end for
2: for i = 1, N do
3: Res ← Block Accept(Confidence[i], NewBlock)
3: if Res = True then
4: decision Accept++ {Count nodes that accept the new

block}
4: end if
4: end for
4: if decision Accept ratio > 50% then
5: Add Block(NewBlock)
6: Update Node() {Increase the CF of nodes that accepted

the new block & Decrease the CF of nodes that rejected
the new block}

6: else
7: Delete Block(NewBlock)
8: Update Node() {Increase the CF of nodes that rejected the

new block & Decrease the CF of nodes that accepted the
new block}

8: end if
8: if (decision Accept ratio = 50%) then {Select a new

random populate }
8: end if
8: end procedure=0

TABLE I
EXAMPLE OF MANAGERS WITH THEIR CF AND RANKS

Manager Confidence Factors Rank

M1 100 A

M2 97 A

M50 60 B

...
...

...

broadcasts new blocks to all managers, and upon receiving
majority approval, the block is added to the blockchain, with
the confidence factor (CF) of approving managers increasing.
Conversely, if a majority rejects the block, the block is dis-
carded, and the CF of the rejecting managers is increased.
Additionally, for managers who vote against the majority, their
CF is decreasing, and we completely removed the manager if
they possess an outdated profile with a CF value less than 5%
from the manager lists of VM, and their CF is reset.

We have deliberately chosen not to integrate the VTA into
the virtual machine (VM) for several key reasons:



• To maintain a decentralized network architecture.
• To uphold transparency and user ownership principles.
• To defend against various types of attacks, such as dis-

tributed denial of service (DDoS) attacks, MITM ap-
proaches are necessary, as we will see in the next Sec-
tion IV .

IV. EXPERIMENTAL RESULTS

In our experiments, we rigorously evaluate VTA on a variety
of IoT devices using GPU architecture. VTA is implemented in
Java, and our ten experiments focus on assessing data integrity,
MITM attack vulnerabilities (e.g., spoofing and sniffing), and
susceptibility to well-known blockchain attacks like the 51%
attack.

A. Ensuring Data Integrity and Privacy

IoT device information is encrypted using miners distributed
public keys. Network management is handled by managers,
and peer-to-peer communication occurs through socket-based
interactions. IoT devices are identified by MAC addresses,
while other network components use local socket port numbers.

To ensure data integrity and user privacy, as a core element,
we use SHA − 256 cryptographic hash functions, a light-
way proof-of-work mechanism. The RSA private keys used
in our implementation have a length of 2048 bits. as shown
in Fig.2. The process flow involves virtual machines (VMs)
working with managers to maintain the dominant blockchain.
IoT devices register with their managers, which validate and
encrypt data before appending it to the blockchain network.

1) Mitigating Threats to Data Integrity: In the context of
our HyCPS, we address threats to data integrity, including the
51% attack [18]. This involves scenarios where an attacker in-
filtrates the network and manipulates data on a managerial node
to create a blockchain aligned with their malicious objectives. If
a compromised manager receives a request from an IoT device
to append data, the manipulated data block is disseminated for
validation. However, the integrity checks within our HyCPS,
facilitated by VTA hash processes, enable other managers
to quickly identify discrepancies. Consequently, the altered
block is promptly recognized as inconsistent and rejected,
safeguarding the overall blockchain network’s integrity.

2) Spoofing and Sniffing Attacks: In enterprise scenarios
with cloud computing resources, significant geographical dis-
tances between managerial nodes and IoT devices can pose
vulnerabilities to man-in-the-middle (MITM) attacks, including
spoofing and sniffing. We employ WIRESHARK software to
actively monitor and intercept network traffic for detection and
analysis. Spoofing attacks are particularly dangerous, allowing
attackers to impersonate other entities and access confidential
blockchain-stored data. To mitigate these risks, we employ both
hash function SHA256 and RSA encryption with a 2048-
bit key length for secure communication protocols by multi-
collaboration decision (like adding blocks in Figure 1) to
establish encrypted channels between network components.

3) Double-Spend Attack (51% Attack): A 51% attack
attempts to execute a ’double-spend’ on a blockchain, where a
miner or group of miners tries to spend cryptocurrency more
than once. The main objective is not to duplicate spending
but to undermine the reputation and integrity of a specific
cryptocurrency or blockchain network. This kind of attack
compromises the core principles of blockchain technology,
centered on secure and transparent transactions among all
participating nodes. To mitigate this threat, we employ VTA,
discussed earlier in Section III.

Managers are selected based on a ranking system as shown
in table I, where Rank A managers have an 80% trust level,
Rank B managers have a 60% trust level, and Rank C man-
agers have at least a 5% trust level. These trust levels influence
the decision to accept or deny a new block proposed by any
manager MGx. The selected group of managers for validation
is referred to as MG R. The detailed VTA algorithm use cases
and workflow can be found in Figure 2.

Figure 3 illustrates a series of ten tests (T1 to T10) conducted
to assess the effectiveness and resilience of our VTA under
changing conditions. These tests involved modifying the num-
ber of legitimate and malicious nodes to evaluate their impact
on blockchain integrity during data transmission among users.
In HyCPS, the data serves various use cases, including smart
grids, healthcare, transportation, enabling real-time monitoring,
control, decision-making, and performance improvement.

• T1: serves as a foundational test focusing on the creation
of our infrastructure and the authentication process.

• T2 and T3: examine scenarios where the number of
attackers is significantly high, resulting in a compromised
blockchain.

• T4, T5, and T6: investigate the resilience of our
blockchain when a limited number of nodes (increasing
from 50% to 100%) are using VTA.

• T7 and T8: maintain 100% of legitimate nodes using
VTA while reducing the number of attackers, showing an
optimal blockchain integrity.

• T9 and T10: serve as control tests to evaluate how
well VTA performs when the number of legitimate and
malicious nodes is balanced for scalable networks.

In Figure 3, the blue curve depicts legitimate nodes using
VTA, the red curve represents malicious nodes, and the green
curve shows the broken blockchain ratio. It’s noteworthy that
if the blockchain’s integrity is compromised by over 50%,
it indicates a significant loss of trust and system integrity,
observed in T2, T3, and T10. Our findings demonstrate that
intelligent use of VTA in a scalable environment significantly
enhances blockchain integrity, even in the presence of numer-
ous attackers. Reducing the number of nodes without VTA
can mitigate up to 51% of attacks, regardless of the number
of malicious nodes. However, some processing delays were
observed, which will be further investigated concerning mining
process complexity.



Fig. 2. Use case of VTA processes.

1 2 3 4 5 6 7 8 9 10

0

20

40

60

80

100

Tests (T)

V
al

ue
%

Nb-MVTA Nb-Attack BC-break

Fig. 3. VTA Results Across 10 Scenarios: Assessing BC Effectiveness
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4) Mining Process Complexity: Our smart mining strategy
aims to optimize both verification and access time ratios. As
the network scales, increasing the number of nodes and the
size of the blockchain, and for all validators the time required
for block validation may also rise, thereby affecting system
efficiency. To mitigate this challenge, we introduce two new
ratios: the manager-to-checker ratio τ1 and the block validation
ratio τ2.

The time T needed to verify the blockchain, produced by the
network of managers, is given by Equation 1. Here N is the
number of managers, S represents the size of the blockchain,
and B is the time taken to validate a single block.

T = N× S× B (1)

We observed that the blocks needing validation are typically
the most recent ones in the blockchain. For that, we introduce a
new time⊤ that accounts for these ratios, defined in Equation 2.

⊤ = τ1 × τ2 × T (2)
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Fig. 4. The figure illustrates the correlation between effective validation
time ⊤ as defined in Eq. 2 and the variations in the values of the ratios τ1
and τ2 (between 0-1). This comparison is made in relation to the previous
traditional validation T in Eq. 1.

Figure 4 illustrates the validation time complexity, demon-
strating that the introduction of the ratios τ1 and τ2 in the
VTA process for HyCPS can reduce the time required for
processes and the overall network complexity. With an initial
validation time of one minute, decreasing τ1 and τ2 results in
a reduction in ⊤, thereby accelerating the validation process.
However, it’s crucial to exercise caution when significantly
reducing these ratios, as it may compromise the system, so
a proper configuration of these ratios is essential.

V. CONCLUSION

Blockchain technology offers transformative benefits, such
as decentralization, security, and immutability, which are in-
creasingly crucial across various industries, including Cyber-
Physical Systems. This paper has introduced an innovative
framework, the Hybrid Cyber-Physical System (HyCPS), lever-
aging Blockchain to improve asset management and resource
optimization in intelligent systems. Our decentralized HyCPS
network employs a multi-layered architecture, with core layers
dedicated to mining processes and edge network layers opti-
mized for management tasks. This reduces computational load
with lightweight algorithms and enhances security through our
Validation Trust Algorithm (VTA). Future work will explore
HyCPS interoperability with existing platforms and expand its
application beyond asset management and resource sharing.
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