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Abstract

Clustered Wireless Networks (CWSNs) are typically deployed in unsecured or
even hostile areas, making them vulnerable to many cyber-attacks and security
threats that adversely affect their performance. Furthermore, the design of an ef-
ficient cryptographic scheme for CWSN is challenging due to the dynamic nature
of the network and resource-constrained sensor devices. The paper presents a
new identity-based authentication and key agreement scheme for CWSNs called
IBAKAS, which combines Elliptic Curve Cryptography (ECC) and Identity-Based
Cryptography (IBC) to provide mutual authentication and establish secret session
keys over insecure channels. IBAKAS achieves all desirable security properties
of key agreement and prevents specific cyber-attacks on CWSN. Moreover, the
formal security of the proposed scheme is verified using the AVISPA tool. Com-

parison with existing relevant schemes shows that the proposed scheme decreases
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computational and communication overheads, saves keys storage space and pro-
longs the network lifetime by reducing the energy consumption of the sensor node.
Keywords: Cluster-Based WSN, Identity-Based Cryptography, Elliptic curve,

Mutual authentication, Key agreement, AVISPA

1. Introduction

Wireless sensor networks (WSNs) are considered one of the emerging tech-
nologies that have attracted wide attention from industry and academia due to
their ability to use them in many applications, such as military, healthcare , and
industrial control. WSN is made up of many tiny devices called sensor nodes
which are deployed in a monitored area. These nodes can wirelessly communi-
cate and exchange data between them without using fixed network infrastructure.
However, WSN is usually characterized by the resource-constrained nature of sen-
sor devices such as processing, energy, storage space, and bandwidth. Besides the
limited energy nature, recharging or replacing batteries is considered a difficult
task in sensors deployed in an inaccessible environment. Therefore, this issue
would adversely affect the network lifetime.

To extend the wireless sensor network lifetime by reducing the energy con-
sumption of a sensor node, clustering mechanism was proposed (Fanian and Raf-
sanjani, 2019; Yousefpoor et al., 2021; Mezrag et al., 2017). In a CWSN, a whole
network is partitioned into groups called clusters. Each has one Cluster Head
(CH) and several sensor nodes known as Cluster Members (CMs). The CH is re-
sponsible for aggregating data gathered from all CMs and then transmits the result
to Base Station (BS). The latter serves as a gateway for transmitting data to the

end-user over a traditional wired or wireless network.
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Network security is the set of policies, mechanisms, and services that protect
a network from cyber-attacks and unauthorized access (Yousefpoor and Barati,
2019). Security in CWSN faces several challenges, especially when it comes to
applications requiring a high level of security, such as military, emergency re-
sponse, and healthcare (Benayache et al., 2019; Jain and Hussain, 2020). Sensor
devices are frequently deployed in hostile or even unsecured environments, which
make them subject to more cyber-attacks that can violate sensitive data and ad-
versely affect the performance of a network (Jiang et al., 2019; Boubiche et al.,
2021). Furthermore, wireless communications within the CWSN are insecure by
nature, and as a result, an adversary with a wireless device can easily listen in
on communications between legitimate nodes. Therefore, minimal security re-
quirements such as authentication, data confidentiality, and data integrity must
be assured. Also necessary to design a lightweight, efficient, and secure scheme
that considers the resource-constrained sensor nodes. In this context, a form of
public-key cryptography known as Identity-Based Cryptography (IBC) is consid-
ered a practical security solution for resource-constrained devices (Sogani and
Jain, 2019; Kim et al., 2019; Saeed et al., 2019; Hamouid et al., 2020; Mishra
et al., 2021; Kumar et al., 2021; Tseng et al., 2021). This is due to several fea-

tures, including the following:

» IBC provides basic security requirements at a low cost regarding compu-
tational overhead, storage space, and energy consumption. Therefore, this
feature makes IBC suitable for devices with limited resources such as sensor
nodes.

* Compared with symmetric key cryptography, the key distribution in IBC is

uncomplicated and easier to manage.



49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

* Unlike traditional public-key infrastructure (PKI), A public key in IBC is

self-authenticated, and a digital certificate is not required.

Two main techniques have been used in the literature to implement IBC-based
schemes for sensor nodes: bilinear pairing-based and ECC-based. However, ac-
cording to recent implementation results on many WSN platforms, the time re-
quired to compute a single bilinear pairing is equal to the computation between
two to seven elliptic curve point multiplications (Shim, 2016). Therefore, IBC
schemes based on pairing are considered slow and increase a computation over-

head for sensor nodes compared with IBC schemes based on the elliptic curve.

1.1. Contribution

This paper proposes an efficient and lightweight identity-based authentication
and key agreement scheme for CWSN called IBAKAS. The preliminary version
of this scheme is published in IEEE PIMRC 2019 (Mezrag et al., 2019). IBAKAS
depends on ECC and IBC, provides mutual authentication and establishes a ses-
sion key between two communicating parties over a public channel. The session
key can be established between CH and CM or between CH and BS, and it is used
for secure data transmission. The main properties of the proposed IBAKAS are as

follows:

1. No public key certificates are necessary: The proposed scheme is designed
to use IBC. Consequently, our scheme provides easy management of public
keys compared to PKI-based cryptosystems, and there is no need to generate

and maintain public-key certificates.

2. Elimination of bilinear pairing and MTP function: According to our im-

plementation results on the WiSMote sensor device (See Table 4), the time

4
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required to compute a single bilinear pairing is equal to the computation of
seven elliptic curve point multiplications (EM). Furthermore, the computa-
tion overhead of one Map-To-Point function (MTP) is more than an EM.
Therefore, pairing computations and MTP are computationally expensive
and not suitable for resource-constrained sensor devices. Our scheme does
not require any pairing computation and MTP function in order to establish

session keys.

. Formal and informal security analysis: The formal security of the pro-

posed IBAKAS is verified using AVISPA tool. The simulation results show
that IBAKAS is safe and resistant to passive and active cyber-attacks, in-
cluding eavesdropping, MITM and replay attacks, and it achieves secu-
rity goals, such as confidentiality and mutual authentication. Moreover,
IBAKAS achieves all the desirable security properties of the authenticated
key agreement described in (Blake-Wilson et al., 1997). A comparison of
security features with the existing relevant schemes is also provided in this

research activity (See Table 2).

4. Resource-efficiency: IBAKAS is resource-efficient. Comparison with ex-

isting relevant schemes shows that IBAKAS decreases computational and
communication costs, save key storage space and reduces the energy con-

sumption on WiSMote sensor devices.

1.2. Paper organization

The remainder of this paper is organized as follows. In section 2, we discuss
related works and we describe preliminary knowledge and the system model in

section 3. Section 4 illustrates the phases of our proposed scheme (IBAKAS), then
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the security analysis and the performance results are presented in section 5 and 6,
respectively. The section 7 describes two examples of application scenarios. The

last section concludes this work with a summary and future research directions.

2. Related Works

In recent years, several identity-based schemes have been proposed in the lit-
erature for securing WSNs. In this section, we review and critically analyze these
schemes.

The authors assumed in (Mehmood et al., 2017) that a CH is an important node
in the network, and it is more vulnerable to cyber-attacks than other sensor nodes.
Thus, they proposed a public key-based scheme called Inter-Cluster Multiple Key
Distribution Scheme (ICMDS), which focuses on securing CHs and makes data
routing unreadable by intermediate nodes. Furthermore, ICMDS is based on pair-
ing operations to secure inter-cluster communication. However, the authenticity
of nodes is provided with involving the BS, where this way is not preferred in
WSN environments. Moreover, [ICMDS is vulnerable to cyber-attacks such as re-
play attack and cluster head impersonation attack, and it suffers from a lack of
mutual authentication between sensor nodes. In addition, a public key can be in-
tercepted by a malicious node, and therefore the communication between nodes is
exposed to Man-In-The-Middle (MITM) attack.

To overcome security weaknesses of ICMDS (Mehmood et al., 2017), an en-
hanced scheme was introduced in (Harbi et al., 2019) called a Mutual Authentica-
tion and session Key Agreement (MAKA). The proposed scheme uses a pairing
over elliptic curves in order to introduce a session key agreement and to achieve

mutual authentication between CH and CMs. Furthermore, MAKA is designed to



118

119

120

121

122

123

124

125

126

127

128

129

130

131

132

133

134

135

136

137

138

139

140

141

142

secure all communications in the network rather than securing inter-cluster com-
munication. However, MAKA applies asymmetric encryption/decryption opera-
tions, and it uses large-size messages. Such factors are considered unsuitable for
resource-constrained node because they require high computation and communi-
cation costs. The authors assumed that all sensor nodes share a master secret key
k. Tyin 1s regarded as a required time by a sensor node to compute its private key
using the key k. If T,,;, is expired, each sensor node deletes k. Note that if an
adversary physically compromises any legitimate sensor node before 1, it can
access the key k. Thus, all private keys can be discovered by an adversary. Con-
sequently, it is able to decrypt all exchanged messages and to generate a digital
signature for any legitimate sensor node.

In (Saeed et al., 2019), the authors have proposed AKAIoTs: an identity-based
authentication key agreement scheme for WSN-IoT based on elliptic curves and
Diffie-Hellman (DH) Key exchange. The proposed scheme is used to secure data
transmission between sensor nodes and a cloud server in IoTs. Regarding the
security aspect, the authors have verified that AKAIoTs is secure in the random
oracle model. AKAIoTs ensures several security properties of key agreement.
Besides, it can prevent specific cyber-attacks such as eavesdropping and replay
attacks. However, to establish a shared key, a sensor node requires six point mul-
tiplications, which are considered expensive for a resource-constrained node.

In (Kar et al., 2020), the authors presented MA-IDOOS: an ID-based secu-
rity scheme for WSN, which used an ID-Based Online/Offline digital Signatures
(IBOOS). In MA-IDOOS, the authors focused on securing the communication
between sensor nodes and BS. To that end, they exploited a bilinear pairing over

elliptic curves to achieve message authentication and protect data integrity. To
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ensure end-to-end confidentiality, the authors used the homomorphic encryption
scheme proposed in (Castelluccia et al., 2005). According to the experimental
results, the proposed protocol provides a good resilience to active and passive
attacks. However, MA-IDOOS suffers from a lack of mutual authentication. Ad-
ditionally, the authors use SHA-1 as a hash function, which is considered broken
and no longer secure. MA-IDOOS requires high computational and communica-
tion overheads. Therefore, this issue would adversely affect the network lifetime.

A secure data aggregation scheme was introduced in (Zhong et al., 2018).
The authors used a combination of a homomorphic encryption and an identity-
based signature schemes to enhance the security in heterogeneous CWSN. The
proposed scheme includes five algorithms: Setup, Private key extraction, Encrypt-
Sign, Verify-Aggregate-Sign, and Verify-Decrypt. The BS runs the first algorithm
to generate its master private key and publish the system parameters across the
entire network. In the Private key extraction process, the BS generates private
keys for both CHs and CMs using the BS’s master private key. Next, each CM
needs to Encrypt-Sign algorithm for encrypting and signing its sensed data. Then,
the result is sent to the corresponding CH. The signature generation in the Encrypt-
Sign algorithm is based on the CM’s private key. Using the Verify-Aggregate-Sign
algorithm, the CH verifies all signatures received from its CMs by batch signature
verification, aggregates all encrypted data, and signs the aggregated ciphertext
using the CH’s private key. The result is forwarded to BS. In the last algorithm,
the BS first checks the aggregated ciphertext through batch signature verification.
Then, the BS decrypts the aggregated ciphertext.

Regarding the security aspect, the proposed scheme achieves data confiden-

tiality and integrity. Moreover, it can resist specific cyber-attacks such as replay
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and eavesdropping attacks. However, the recoverable sensing data is inefficient in
the proposed scheme due to large-sized of aggregated messages.

In (Hamouid et al., 2020), the authors proposed a Lightweight and Secure
Tree-Based Routing (LSTR) for WSN, which ensures a trade-off between re-
source efficiency and security. The design of LSTR aims at using a tree structure
where the root is a BS, and the tree leaves are sensor nodes. The routing tree is
constructed to connect each sensor node to the BS through the short and secure
path. To secure the communication among sensors nodes, the authors adopted an
ID-based authenticated key agreement scheme (Chen and Kudla, 2003) which is
based on bilinear pairing. LSTR ensures confidentiality and authenticity of mes-
sages. It further prevents specific cyber-attacks, including eavesdropping, Sybil,
key compromising, and impersonation attacks. Based on the presented experi-
mental results, LSTR requires low communication and storage costs. However,
its computational overhead is considerable.

An ID-based security scheme was proposed for WSNs in (Kumar et al., 2021).
The proposed scheme is designed to introduce an authenticated key agreement to
establish a secret session key between two sensor nodes. Moreover, the authors
used hexadecimal extended ASCII-ECC to encrypt/decrypt a user’s identity. How-
ever, the proposed scheme is inefficient in terms of computational cost. Thus is
not suitable for devices with limited resources.

In (Shen et al., 2017), the authors proposed an Identity-Based Aggregate Sig-
nature (IBAS) scheme for heterogeneous WSN by adopting an identity-based sig-
nature with a bilinear pairing. The authors assume that the network model of
IBAS consists of three components, including BS, CH, and CM. The CH acts as

an aggregator, a special node with a more powerful resource. The CMs of the
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same cluster send their signatures to the corresponding CH. The latter aggregates
the signatures received into a single signature called the aggregated signature.
Then the result is forwarded to the BS for verification. IBAS scheme comprises
six algorithms, including setup, Key-Generation, Signing, Verification, Aggrega-
tion, and Agg-Verification. The BS runs the setup algorithm to obtain the master
secret key and initialize the system parameters. In addition, the BS generates pri-
vate keys for both CHs and CMs using the Key-Generation algorithm. The CMs
run the Signing algorithm to generate their signatures, while CHs run the Veri-
fication algorithm to check the signatures received. The Aggregation and Agg-
Verification algorithms are used to generate the aggregate signatures and verify
them, respectively. IBAS ensures data integrity and authentication while reducing
communication and storage costs. However, data confidentiality is not ensured.
Consequently, the proposed scheme is vulnerable to eavesdropping attack.

A Key Management scheme was proposed for heterogeneous CWSN in (Yuan
et al., 2020). The authors adopt the Pairing-Free Identity-Based Signature (PF-
IBS) (Sharma et al., 2017) and the ECC encryption algorithm (Almajed and Al-
mogren, 2019) to ensure the security of the key establishment process between CH
and CMs, as well as between CH and BS. The proposed scheme can resist var-
ious cyber-attacks, and it further provides several security requirements such as
authentication, data confidentiality, and data integrity. However, it suffers from a
lack of mutual authentication between sensor nodes. Furthermore, the authors use
the BS as a reference to generate and send session keys to sensor nodes. This leads
to generating high traffic, causing network congestion. The proposed scheme is
inefficient in terms of storage cost. Additionally, all exchanged messages are en-

crypted using asymmetric cryptography. This makes more computation cost.

10
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3. Preliminaries and system model

In next subsections, we briefly introduce an overview of ECC, some compu-
tational problems and the IBC. We further present our network model, security

properties of key agreement, and cyber-attacks on CWSN.

3.1. Elliptic Curve Cryptography

ECC is a public-key cryptography algorithm based on elliptic curves over a
finite field. It has attracted much attention as a means of security for resource-
constrained environments. This cryptosystem provides the same level of protec-
tion as the RSA cryptosystem but with shorter key sizes. Thus, ECC involves less
computational overhead (Du et al., 2020). In the following, the basics of ECC are
given.

We consider I, a finite field of order g, where ¢ is a large prime number.
E/F, represents an elliptic curve E over F,, which is given by the simplified
Weierstrass equation (Patil and Szygenda, 2012): y> = 2® + ax + b, where a,
b € F, and 4a® + 270* # 0.

Given a point P on E/IF, and a scalar k, the point multiplication (also known
as the scalar multiplication), £ P, is calculated by adding P to itself £ times. The

result of k£ P is a different point on the same elliptic curve.

3.2. Computational problems
Elliptic Curve Discrete Logarithm Problem (ECDLP): Given two points P, () €
G, it is difficult to find k € Z,, where () = kP (Hankerson et al., 2004).
Computational Diffie Hellman problem (CDHP): Given the points P, aP,bP €
G where a, b € Z; are unknown, the computation of abP is hard in G (Hankerson

et al., 2004).

11
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3.3. Identity-Based Cryptography

IBC is an extension of public-key cryptography introduced in (Shamir, 1984).
In such cryptosystem, an entity’s public key is derived from its identity. A third
party, known as a Private Key Generator (PKG), is responsible for issuing the cor-
responding private key. The generation of a private key is based on an entity’s
identity and a master secret key. The latter is known only to PKG. After the gen-
eration process, PKG sends a private key to an entity through a secure channel.
Figure 1 illustrates the concept of IBC. Several asymmetric schemes are available
in the IBC, including Identity-Based Signature (IBS), Identity-Based Encryption
(IBE), and Identity-Based Key Agreement (IBKA). The first IBS scheme is pro-
posed by Shamir (Shamir, 1984), which is based on the RSA cryptosystem. While
in (Joux, 2000), Joux proposed IBKA scheme allowing the establishment of a ses-
sion secret key between three entities using a pairing concept. After this, Boneh
and Franklin proposed the first IBE scheme in (Boneh and Franklin, 2001) using

a pairing over elliptic curves.

'D_A, Private Key Generator IDs
(PKG)

I Master secret key

Secure channel
[ ———
Secure channel
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Figure 1: Identity-based cryptography concept.
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In the literature, IBC is suitable for devices with limited resources, such as
sensor nodes. This is due to the fact that the IBC provides easy management of
public keys compared to PKI-based cryptosystems, and there is no need to gen-
erate and maintain public key certificates. Consequently, IBC requires low com-
putational and communication overhead. However, IBC is vulnerable to the key
escrow problem where the security of the whole network depends on the PKG.
Therefore, the PKG must be an unconditionally trusted entity. However, it may
be challenging to provide such a feature in many scenarios (Oliveira et al., 2011).
Fortunately, in the CWSN scenario, the BS who plays the role of the network de-
ployer is trustworthy. It is considered a laptop-class device with physical protec-
tion as assumed in the subsection 3.4. Thus, the BS can act as a PKG. Moreover,
to solve the problem of key escrow, all sensor nodes’ long-term private keys are
issued by BS.

According to IBC requirements, long-term private keys must be delivered to
the sensor nodes through secure channels. However, in the CWSN scenario, such
channels do not exist between the BS and sensor nodes. Therefore, this issue
is eliminated by preloading each sensor node with the corresponding long-term

private key before deployment.

3.4. Network model

In our work, the network model is composed of a single BS and hundreds
of sensor nodes (Up to 300 nodes). Here, sensor nodes are resource-constrained
and homogeneous in their capabilities and functionalities. The BS is assumed to
be reliable and trustworthy and is responsible for configuring the nodes before
deploying the network. Additionally, all sensor devices are distributed at random.

Upon deployment, the BS is static, as are all the sensor nodes. To achieve energy-

13



2.2 efficient, a whole network is organized into clusters using a dynamic clustering
253 method presented in (Jerbi et al., 2016). The cluster number is equal to 10%
28« of the number of distributed nodes. In each cluster, there is a single CH and 9
255 CMs. The CHs aggregate data sensed from their CMs and transmit the result to
256 the BS. The latter serves as a gateway for transmitting data to the end-user over a
27 traditional wired or wireless network. The network model is given in Figure 2.

ﬁgl = (E?D «A))

End user Traditional wired / wireless
network

Base Station
4

- ~
LO Cluster Head lO Cluster Member
= = = p» Data aggregation

_— Data collection

Figure 2: Network model.

288 3.5. Security properties of key agreement schemes

289 According to Blake-Wilson et al. (Blake-Wilson et al., 1997), key agreement

200 schemes should achieve the following security properties.

291 * Known Session Key: If an adversary has knowledge of some previous ses-
292 sion keys, it cannot compromise other session keys.

293 * Unknown Key Share: A node I D; cannot be forced to share a key with a
204 node I D; when ID; believes that the key is shared with another node /D,
295 # 1D;.

14
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* Perfect Forward Secrecy: if the long-term private key of one or more

sensor nodes are compromised, an adversary will not be able to compromise

previous established session secret keys.

* Key Compromise Impersonation: When an adversary compromises long-

term private keys for node / D;, he/she can impersonate / D; to other nodes,

but cannot impersonate other nodes to /D;.

* No Key Control A session key shouldn’t be a preselected by either of par-

ticipating nodes.

as  3.6. Cyber-attacks on CWSN
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For good protection in CWSNss, following cyber-attacks need to be resisted by

our scheme.

Eavesdropping Attack: In this cyber-attack, the adversary is limited to
listen to traffic being exchanged between nodes for the purpose of obtaining
data.

Brute force attack: To decrypt the exchanged messages in the data trans-
mission, an adversary tries to uncover the correct secret keys of nodes by
testing many potential keys.

False data injection attack: A malicious node sends random false data to
targeted CH in order to falsify the result of aggregation, therefore, the CH
accepts the data sent by malicious node and aggregates them. Thus, the final
result is necessarily wrong.

Selective forwarding attack: If a malicious node becomes CH, it selec-
tively forwards some messages coming from neighboring nodes, and drops
the others. The choice of messages is based on certain criteria (e.g. content

of the messages, identity of the source node) or in a random manner.
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* MITM attack: During this cyber-attack, an adversary can send forged mes-
sages to legitimate CH and CM nodes to control much of the data circulating
between them.

* Replay attack: The adversary attempts to retransmit previous messages
exchanged between CM and CH or between CH and BS to pretend that the
legitimate node sends the message again.

* Sybil attack: In this cyber-attack, a malicious node impersonates the iden-
tities of targeted legitimate nodes for the purpose of degrading the effective-
ness of several features such as data distribution.

* HELLO flood attack: The adversary with a high-powered antenna sends
a flood of HELLO message to sensor nodes. The remote node receiving
this message believes that the adversary as a neighbor and it is within the
range of communication. Hence it tries to send its messages directly to the
adversary leading to failure of messages transmission, and to disrupt the

network operation by prevent other messages to be exchanged.

4. Proposed scheme

In this section, we illustrate the proposed scheme, which is divided into two
main phases, namely System initialization phase and Key agreement phase. Table
1 lists the notations used in the proposed scheme. Below are the descriptions of

each phase.

4.1. System initialization phase

During this phase, two sub-phases are presented, the setup phase and the key

extraction phase. Both are performed by the BS prior to network deployment.

16



Table 1: List of notations

Notation Description

BS,CH,CM Base Station, Cluster Head and Cluster Member

I1D; Identity of a node

P A generator of group G

q A prime order of group G

T Master secret key

Poub Master public key

d ID-based long-term private key
w ID-based long-term public key

y, T Ephemeral secret and public keys
sk Secret session key

17
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Setup phase. Given a security parameter k, the BS determines the tuple
{F,, E/F,,G, P} where G denotes a group with prime order ¢ and the point P
is the generator of G. The BS picks a random number x € Z; as the master
secret key, it thereafter computes the master public key P,,, = xP°. Then, three
hash functions are chosen: Hy : {0,1}* x G — Z!, H, : {0,1}* x G* — Z;
and H, : {0,1}* x {0,1}* x G*> — {0,1}*. finally, the system parameters
{F,,E/F,,G,P, Py, Hy, Hi, H>} are published while x is kept only in the BS.

Key extraction phase. This phase takes as input a master secret key, a node’s
identity I D; and system parameters. The output is a long-term private/public key
pair (d;,IW;). The details are described as follows:

* The BS picks a random number r;, then it computes R; = r;.P.

* The BS computes a long-term private key d; = (r; + Ho(ID;||R;)x) mod g.
Then, it computes a long-term public key W; = R, + Ho(ID;||R;). P, Next,
each sensor node ¢ is preloaded with R;, d; and W,;. Here, we mention that the
nodes can validate their private/public key by checking whether the equation

d;.P = R; + Ho(ID;||R;).P,u is correct. We have:

4.2. Mutual authentication and key agreement phase

As shown in Figure 3, the authentication and key agreement between CH (de-
noted as A) and CM/BS (denoted as B) consists of four steps. We assume that

nodes A and B serve as an initiator and a responder, respectively.

ssStep 1. Node A picks a random number y4 € Z; as its ephemeral secret key and
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asStep 2.
359

360

ssStep 3.
363
364
365
366

367

ssaStep 4.
369
370

371

computes the ephemeral public key T4 = (y4 + d4)?. P. Thereafter, it sends

the message M; = (I D4, Ta, W) to node B through an insecure channel.

Upon receiving the message M;, node B picks a random number yp € Z;
as its ephemeral secret key and computes both T = (yp + dp)?.P and the
value g = H,(IDgl||Tg||dg.W4). Then, node B sends the message M, =

(IDg,Tp,Wg,op) to node A through an insecure channel.

Node A computes 6 = Hi(IDg||Tg||da.Wg) locally. Then, it verifies
the authenticity of node B by checking whether the condition o - 0B.
If it holds, A authenticates B and then establishes the session key sk =
Ho(IDA||IDg||T4||T5||K4), where K4 = (ya + da)*.Tp. Furthermore,
node A computes 04 = Hy(ID4l||T4||d4.Wp) and then sends o 4 to node
B.

Similarly, node B computes 04 = Hy(ID4l||Ta||dg.W4) and compares
with received o4. If 04 = 04, node B authenticates A and establishes
the session key as sk = Hy(ID4||IDg||Ta||Ts||Kp), where K = (y, +
dy)2.Ty.
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Both A and B establish the same session key sk = Ho(IDA||IDp||Ta||Ts||K),

where K = K4 = Kp. For correctness we have:

Ka=(ya+da)Ts
= (ya+da)*Tp
= (ya+da)(ys +dp)P
= (yp +dp)(ya +da)P
= (yp + dp)*.Ta

— Kp

5. Security analysis of the proposed scheme

This section evaluates the proposed scheme using both formal and informal

security analyses.

5.1. Formal security verification using AVISPA

In this section, we provide a formal analysis of our proposed scheme by using
software called Automated Validation of Internet Security Protocols and Appli-
cations (AVISPA) (Armando et al., 2005; Vigano, 2006). The purpose of such
software is first, to analyze automatically whether our scheme is safe and re-
sistant to passive and active cyber-attacks, including eavesdropping, MITM and
replay attacks. Second, AVISPA verifies whether our scheme achieves security
goals, such as confidentiality and mutual authentication. AVISPA tool provides

a formal language called HLPSL (High-Level Protocol Specification Language)
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389
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391

392

| CH (denoted as 4) | | BS/CM (denoted as B) |

Step 1.
Ya €Zq

Ty=(ya+ dy)?*.P M;=(ID, .T4.Wy)

Step 2.
Vs €Z;
Ty = (yp +dp)*.P
) M,=(IDg .Tg .Wy,0g) g =H (IDg || Tg || dg .Wa)

Step 3.
G5 =H1(IDg| Tg |l da -Wp)
Checkif G;= op
Ky=(a+ da)* Tp
sk=H; (IDs || IDg || T4 || Tg | Ko
Gy =H (IDg || Ta || da-Wg)
Deletes y, and T, M;=( 64)

Step 4.

Gy=H (ID4|| Ta| dp.Wy)
Checkif &, = o,
Ky=(p+dp) Ty

sk=H; (ID4|| IDp || T4 || Tg | Ko

Deletes yp and Tp

Figure 3: Mutual authentication and key agreement phase in the proposed scheme.

to specify cryptographic protocols. In addition, AVISPA tool has four back-
ends, including OFMC (On-the-fly Model-Checker), CL-AtSe (Constraint-Logic-
based Attack Searcher), SATMC (SAT-based Model-Checker), and TA4SP (Tree
Automata-based Protocol Analyzer). These back-ends are used to analyze and
verify the security properties such as authentication and secrecy of keys. The
HLPSL is role-based, which defines two main types of roles: (1) the basic roles,
illustrate the actions of the entities participating; (2) the composed roles, describe

the different scenarios in which basic roles are involved. Furthermore, HLPSL
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supports the Dolev-Yao threat model (Dolev and Yao, 1983), which allows an at-
tacker to intercept, modify, and replay messages transmitted over a public network
channel. The specification code of HLPSL is automatically translated in Interme-

diate Format (IF) using the HLPSL2IF translator. Then, the AVISPA sends the IF

specifications to the back-ends, analyzing whether the scheme is safe or not from
intruders.

1. Specification of our scheme: We have implemented IBAKAS in HLPSL
for the authentication and key agreement phases. Figure 4 illustrates the
detailed specifications of the basic roles for CH (denoted by node_A) and
CM/BS (denoted by node_B). The composed roles, which consist of session,
environment, and goals, are shown in Figure 5.

role node_A (A, B: agent, role node_B (B, A: agent,
Add,Mul H : hash_func, Add,Mul H : hash_func,
Snd, Rev: channel(dy)) Snd, Rev: channel(dy))
played_by A played_by B
def= def=
local State :nat, local State - nat,
Ya, ¥b, P, Da, Db: text, Ya, Yh, P, Da, Db : text,
TATE, WA, WB, Sigma_a, Sigma_b, KA KB, SK: text TA, TB, WA WE, Sigma_a, Sigma_b, KA, KB, SK: text
init State:=0 init State =0
transition transition
1. State =0 /\Rcv(start)=|> State' :=1/4Ya' = new() 1.5tate =0/\Rcv[ATA.WA') =|> State’ =1
M TA = Mul(Add(Ya'.Da).P) A WA =Mul(Da.P) AR = new()
A\ Snd(A.TAWA') /\TB' = Mul{Add(Yb'.Db).P) /\ WB"=Mul{Db.?)
/\ secret(Ya',sec_ya,{A B} /\Sigma_b' := H{B.TB'.Mul({Db.WA'))
2. State =1\ Rcv(B.TB WB'Sigma_k') =|= /\5nd(B.TE WB' Sigma_b')
State' :=2 /\ Sigma_a' = H[A.TA.Mul{Da.wB')) /\ secret{vb' sec_yb,{4,B})
/KA = Mul{Add(Da.Ya).TB') N\ witness(B,A,auth_node_b,Sigma_b')
M 5K = H{ABTATEEKA 2. 5tate =1 /\Rcv(Sigma_a')=|>
/\ Snd{Sigma_a') State' == 2 /\ KA' := Mul{Add{Db.Yb).TA)
/\ witness(A,B,auth_node_a,Sigma_s') /5K = H{A.BTATB.KA)
M\ request|A B auth_node_b,Sigma_b') N\ request(B,A auth_node_a, Sigma_g’)
end role end role
Figure 4: The basic roles in HLPSL.
2. Verification results: Figure 6 presents the verification results of IBAKAS
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role session(A, B: agent,

Add, Mul, H: hash_func)
def=
local 54, SB, RA, RB: channgl {dy)

composition

node_A(A, B, Add, Mul, H, SA, RA)
/\ node_B(B, A, Add, Mul, H, SB, RE)

end rols

role environment()
def=
const a, b- agent,
add,mul,h: hash_fune,
sec_ya,sec_yb,auth_node_a,auth_node_b:
protocol_id

intruder_knowledge = {a, b, mul, add, h}
composition

session(a,b,add, mul h)
M\ session(i,b,add,mul h)
/\ session(a,i,add,mul,h)

end rols
goal

secrecy_of sec_ya, sec_yb
authentication_on auth_node_a
authentication_on auth_node_b

end goal

environmeant()

Figure 5: The role specification in HLPSL, for session, environment and goal.

under OFMC and CL-AtSe back-ends. These results indicate that security
goals such as confidentiality and mutual authentication are satisfied. Thus,

IBAKAS is safe and resistant to cyber-attacks such as MITM and replay

attacks.
% OFMC SUMMARY
% \ersion of 2006/02/13 SAFE
SUMMARY DETAILS
SAFE BOUNDED_MUMBER_OF_SESSIONS
DETAILS TYPED_MODEL

BOUNDED_MNUMBER_OF_SESSIONS
PROTOCOL
fhome/span/span/testsuite/results/ibakas.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.04s
visitedNodes: 16 nodes
depth: 4 plies

FPROTOCOL
/home/span/span/testsuite/results/ibakas.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analyses @ Ostatas
Reachable : 0 states
Translation: 0.00 seconds
Computation: 0.00 seconds

Figure 6: Verification results of our scheme in OFMC and CL-AtSe back-ends.
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w9 5.2. Informal security analysis

410 In this subsection, we describe how the informal security properties of the

411 IBAKAS scheme are achieved. Furthermore, we analyze the effectiveness of the

IBAKAS scheme against CWSN cyber-attacks.

4

n

413 * Known Session Key: In this proposal, the session key between CH and
414 CM is computationally dependent on ephemeral secrets (ycas, yon) and
415 long-term private keys (doas, doy). Each session has different ephemeral
416 secrets Yoy and yo. Due to difficulties of ECDLP, an adversary failed to
47 extract (Yo, you ) from (Toy, Ton), as well as (deay, doy) from (Weyy,
418 Wen). Thus, the compromised session key does not allow an adversary to
419 reveal other session keys. Therefore, our scheme could provide the Known
420 session key property.

421 * Unknown Key Share: The proposed IBAKAS satisfies this propriety since
422 both CH and CM compute the session key based on 75 and Ty, validated
423 by their respective signatures ooy and o¢ps. Further, due to ECDLP, the
424 private keys of nodes cannot be derived from their public keys.

425 * Perfect Forward Secrecy: Suppose that an adversary has compromised
426 long-term private keys d¢js and deoy. However, it cannot reveal previous
427 established session keys, since ephemeral secrets ycjy, and yopy are un-
428 known and renewed at every session. Moreover, an adversary is unable
429 to extract Yoy and yog from Ty, and Ty, respectively, due to difficulties
430 of ECDLP. Therefore, the proposed scheme provides the perfect forward
431 secrecy.

432 * Key Compromise Impersonation: Suppose that the long-term private key
433 deay 1s disclosed to a malicious node (denoted as £) who tries to imperson-
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ate CH to CM to obtain the session key sk&. However, node & cannot
compute ooy = (I Dogl|Ton||don-Wenr) without knowing the long-term
private key doy. Therefore, £ cannot be authenticated as legitimate CH,
and CM rejects the session key establishment. Consequently, our scheme
provides the key compromise impersonation resilience.

No Key Control: Since both CH and CM choose random ephemeral se-
crets yopy and yopy, respectively, neither entity can influence the random
selection process. Thus, our scheme ensure no key control propriety.
MITM attack: According to our scheme, Tey = (you + dow)* P and
Tear = (your + dear)?. P are exchanged with the ooy and o¢yy signatures.
Once Ty and 1), are validated, CH and CM nodes compute the shared
session key sk&M using the long-term private keys, dog and deoyy, and the
ephemeral secret keys (random numbers), yo g and yop;. The MITM attack
may occur in the proposed scheme if a malicious node extracts doy and
depy from public values (Weg, Wenr) = (deg. P, dey.P), and then com-
putes dop.des. P . Due to the difficulties of CDHP, this computation is not
possible. Thus, our scheme prevents MITM attack.

Replay attack: As described in our scheme, messages M, and M, contain
Ten and Ty, respectively. In addition, the message M3 contains ooy,
which is calculated based on T-y. Due to the dynamic nature of 7y and
T, which are regularly updated, our scheme can reject all replayed mes-

sages by checking T- and T-),. Thus, the replay attack is prevented.

After a successful session key establishment between CM and CH, IBAKAS will

457 resist following cyber-attacks.

458

* Eavesdropping and brute force attacks: Once a session key has been es-

25



459

460

461

462

466

467

468

469

470

471

472

473

474

475

476

477

478

479

480

481

tablished between CH and CM or between CH and BS, the key is then used
to encrypt data sent between CH and CM or between CH and the BS, which
ensures data confidentiality and protects sensitive data from eavesdrop. Fur-
thermore, it is difficult for an adversary to discover the session key since it
is dynamic and is renewed at every session. Consequently, the proposed

IBAKAS can resist both eavesdropping and brute force attacks.

* False data injection attack, Selective forwarding, Sybil and Hello flood
attacks: The best way of preventing such cyber-attacks is by ensuring the
authenticity of messages between CH and CM or between CH and BS. To
this end, and based on the session key sk, a sending node can compute a
Message Authentication Code M AC;,(message) as digital signature. Us-

ing the same session key a receiving node can verify M AC(message).

Comparing the security features of the proposed IBAKAS and existing authen-
tication and key agreement schemes (Mehmood et al., 2017; Harbi et al., 2019;
Saeed et al., 2019; Hamouid et al., 2020; Kumar et al., 2021) is provided in Table
2

6. Performance evaluation

In our performance study, we have implemented the IBAKAS scheme in Con-
tikiOS (Solapure et al., 2020), a lightweight operating system designed for WSN
and IoT devices. As well, IBAKAS and existing relevant schemes (Mehmood
et al., 2017; Harbi et al., 2019; Saeed et al., 2019; Hamouid et al., 2020; Kumar
et al., 2021) are tested using the Cooja network simulator (Solapure et al., 2020).

The performance was measured on the WiSMote sensor device (Dunkels, 2015;
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Table 2: Comparison of security features of our scheme and existing ID-based schemes

Schemes F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 F13 F14
ICMDS (2017) No No No No No No No No Yes Yes Yes No No No
MAKA (2019) Yes No No No No No Yes Yes Yes No Yes No Yes Yes
AKAIoTs (2019) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
LSTR (2020) No Yes No Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes
Kumar et al. (2021) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No
Proposed scheme Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

F1: Mutual authentication, F2: Known Session Key, F3: Unknown Key Share, F4: Perfect Forward Secrecy, F5: Key Compromise Impersonation, F6: No Key Control, F7: MITM

attack resistance, F8: Replay attack resistance, F9: Eavesdropping attack resistance, F10: brute force attack resistance, F11: False data injection resistance, F12: Selective forwarding

attack resistance, F13: Sybil attack resistance, F14: Hello flood attack resistance.

Texas Instruments, 2007, 2021), which is equipped with MSP430F5437A MCU,
256 KB of flash memory, 16 KB of SRAM, and CC2520 radio chip. For opera-
tions on an elliptic curve, we used a lightweight asymmetric cryptographic library
suitable for WSN and IoT devices, known as RELIC toolkit (Aranha et al., 2020),
with 160-bit ECC to achieve the 80-bit level of security. Due to the SHA-1 hash
function is broken, we applied the SHA256 hash function truncated to 20 bytes

length.

6.1. Evaluation metrics and results

Four main metrics have been used to evaluate the performance of IBAKAS
scheme , including the computation cost, the communication cost, the energy con-
sumption and the key storage cost. The results obtained are also compared with
existing authentication and key agreement schemes: ICMDS (Mehmood et al.,
2017), MAKA (Harbi et al., 2019), AKAIoTs (Saeed et al., 2019), LSTR (Hamouid
et al., 2020), and Kumar et al. (Kumar et al., 2021). It is clear that IBAKAS,

AKAIoTs, and Kumar et al. are ECC-based schemes, while the others utilize a
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pairing technique.

6.1.1. Computation cost

Given that the BS is a powerful device, in this paper we focus only on the com-
putational costs required by constrained sensor nodes. The computational cost of
IBAKAS is evaluated and compared with ICMDS, MAKA, AKAIoTs, LSTR,
and Kumar et al. schemes, based on the number of cryptographic operations com-
puted. Table 3 presents the obtained results.

According to our experimental results using the WiSMote sensor device, the
computation times of required cryptographic operations in IBAKAS and existing
relevant schemes are listed in Table 4. As seen in this Table, the MTP function
and pairing-related operations are computationally expensive.

Figure 7(a) illustrates the computation time (in seconds) required by a sen-
sor node. The proposed IBAKAS takes 4.235 seconds, this result is considered
the lowest computational time compared to existing authentication and key agree-
ment schemes. The reason is that in IBAKAS, a sensor node (CH or CM) executes
neither pairing operations nor MTP function. Moreover, IBAKAS requires a small
number of cryptographic operations. As shown in Table 3, each sensor node ex-
ecutes only 4 point multiplications and 3 one-way hash functions to achieve an
authentication and establish a single session key.

Considering a network containing m CHs and n CMs, the total computational
cost associated with m CHs is m x 10(4EM + 3H) and the total computational
cost associated with n CMs is n x (4EM + 3H). Thus, the total computational
cost for our scheme is (n + 10m)(4EM + 3H).

Table 5 shows the total computation time for IBAKAS and the cluster-based
schemes, including ICMDS, MAKA, and LSTR. In this comparison, the number
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Table 3: Comparison of computation and communication costs on sensor nodes to establish a

single session key.

Sensor node

Schemes Cluster-based Pairing Computation cost Communication cost / Transmit Communication cost / Receive
ICMDS (2017) Y Y 1BP +1HG + 1PM + 1H - 2125 + (m + 2)|G1 |
MAKA (2019) Y Y 1BP +1HG + 4PM |G2| + 2|G1]| + |nonce| 3|G1] + |nonce|
AKAIOTs (2019) N N 6EM + 1EA + 4H IID| + 2|G| + 2|Z}| + |nonce|  |ID| + 2|G| + 2|Z}| + |nonce|
LSTR (2020) Y Y 2BP +1HG +2PM + 1H 3|ID| 4 |G| + |nonce| 3|ID| 4 |G| + |nonce|
Kumar et al. (2021) N N 5EM + 2EA + 4H IID| + 2|G| + |2 | IID| + 2|G| + |2 |
Proposed scheme Y N 4EM + 3H lID| + 2|G| + |2 | lID| + 2|G| + |2 |

Table 4: Computation time of cryptographic operations on WiSMote sensor device

Operation Notation = Computation time (seconds)
Bilinear pairing BP 8.142
Pairing-based point multiplication PM 2.974
MTP function HG 1.582
Elliptic curve point multiplication EM 1.049
Elliptic curve point addition EA 0.007
Hash function H 0.013

29



522

523

524

525

526

527

528

530

531

532

533

of clusters varies from 2 to 10. Each cluster contains 9 CMs. Based on Table 5, we
demonstrate that the IBAKAS scheme is lightweight and offers better computation
efficiency compared to ICMDS, MAKA and LSTR schemes.

Table 5: Total computational time comparison (Unit: seconds)

Networksize CH CM ICMDS MAKA LSTR IBAKAS

20 2 18 483.018 821.560 905.426 160.93
30 3 27 724,527 1232,340  1358,139  241.395
40 4 36 966,036 1643,120  1810,852 321,860
50 5 45 1207,545  2053,900 2263,565 402,325
60 6 54 1449,054  2464,680 2716,278 482,790
70 7 63 1690,563 2875460 3168,991 563,255
80 8 72 1932,072  3286,240  3621,704 643,720
90 9 81 2173,581  3697,020 4074,417 724,185
100 10 90 2415,090 4107,800  4527,130 804,650

6.1.2. Communication cost

We assume that |ID| and |nonce| are each 2 bytes in size. In the schemes
ICMDS (Mehmood et al., 2017), MAKA (Harbi et al., 2019) and LSTR (Hamouid
et al., 2020), we use the pairing-friendly curve BN-P158 over a 158-bit primary
field. According to this curve, the size of an element in the groups G4, G5, and G
is respectively equal to 40 bytes, 80 bytes, and 240 bytes. However, for better per-
formance, the size of an element in G; and G, should be compressed to 21 bytes
and 41 bytes, respectively. During the compression process, only x-coordinate

and a single bit of y-coordinate are transmitted, rather than both. The receiver
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can easily determine the y-coordinate by computing the square root.(Shim, 2014).

The size of messages transmitted and received by the schemes are as follows:

» The ICMDS scheme requires a sensor node to receive (P, R, C, Cy, C1, ...
, Cm), where Py, € Gy, {R,C} € Z; and {Cy, ..., Cn} € Gp. Assuming
the number of CHs is (m = 10), the size of the received message is 2|Z;] +
12|Gy| = 2 x 20+ 12 x 21 = 292 bytes. Note that the sensor node does not
transmit any message to the BS during the session key agreement. Thus,
there is no communication cost for transmitting messages.

» The MAKA scheme requires a sensor node to transmit (PU, EM), where
EM € {|G4| + |Gy| + |nonce|} and PU € |G,|. Additionally, it requires
a sensor to receive (P, EM), where EM € {|G4| + |G1| + |nonce|} and
P € |G4|. Therefore, the size of a transmitted message is |G| + 2|Gy| +
|nonce| = 41 + 2 x 21 + 2 = 85 bytes. The size of a received message is
3|G1| + [nonce| = 3 x 21 + 2 = 65 bytes.

* The LSTR scheme requires a sensor node to transmit PDU € {|ID|+ |ID|+
\ID| + |G1| + [nonce|}. In addition, LSTR requires a sensor node to receive
the same size message as it transmitted. Therefore, the size of a transmitted
message is 3|ID| + |G| + |nonce| = 3 x 2 4+ 21 + 2 = 29 bytes. The size

of a received message is 29 bytes.

According to AKAIoTs (Saeed et al., 2019), Kumar et al. (Kumar et al., 2021),
and our scheme, we use the curve SECG-P160 over a 160-bit primary field. In this
curve, the size of an element in the group G is 40 bytes and can be compressed
to 21 bytes. The size of messages transmitted and received by the schemes are as

follows:

31



558

559

560

561

563

564

565

566

567

568

569

570

571

572

573

574

575

576

577

578

579

580

» The AKAIoTs scheme requires a sensor node to transmit (ID, Y, o, nonce),
where 0 € {|Z;| + |Z;| + |G|} and Y € G. In addition, AKAIoTs requires
a sensor node to receive the same size message as it transmitted. Therefore,
the size of a transmitted message is [ID| + 2|G| + 2|Z;| + |nonce| = 2 +

2 x 2142 x 20+ 2 = 86 bytes. The size of a received message is 86 bytes.

* The Kumar et al. scheme requires a sensor node to transmit (ID, T, R, S),
where {T,R} € G and S € Z;. In addition, it requires a sensor node to
receive the same size message as it transmitted. Therefore, the size of a
transmitted message is [ID| + 2|G| + |Z;| = 2 + 2 x 21 + x20 = 64 bytes.

The size of a received message is 64 bytes.

* The proposed scheme requires a sensor node to transmit (ID, T, W, o), where
{T,W} € Gand 0 € Zy. In addition, the proposal requires a sensor node
to receive the same size message as it transmitted. Thus, the size of a trans-
mitted message is |ID| + 2|G| + |Z}| = 2 + 2 x 21 + x20 = 64 bytes. The

size of a received message is 64 bytes.

As shown in Figure 7(b), the obtained results demonstrate that the proposed IBAKAS
introduces a low communication cost than ICMDS, MAKA, and AKAIoTs. In
contrast, LSTR appears to offer better communication efficiency than our scheme.
However, as shown in Table 2, the LSTR scheme suffers from a lack of security
features, such as mutual authentication, Unknown key share, and key-compromise

impersonation resilience.

6.1.3. Energy consumption
To evaluate the energy consumption associated with computation and commu-

nication, we use the equations (Shim, 2014) Wy, = V' x I X t and W,/ =
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Figure 7: Computation and communication costs required by a sensor node to establish one session

key.
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VX Ly jra x U X %, respectively. Where Wo.p, /10 /v TEPrEsents the energy in mil-
lijoules (mJ), V' is the voltage, /., denotes the current draw in CPU active mode,
Iiy/re denotes the current draw in transmitting/receiving mode, U is the size of
message in byte, ¢ is the computation time in second and dr represents the data
rate. According to WiSMote sensor device, I., I, I, are 2.2 mA, 33.6 mA and
18.5 mA respectively. In addition, the supply voltage is set to 3 Volts, and the data
rate is equal to 250 kbps (Texas Instruments, 2007, 2021).

Figure 8 illustrates the energy consumed by a sensor node for (a) the compu-
tation process and (b) the transmission/reception of messages. From Figure 8(a),
IBAKAS is energy efficient during the computation process and consumes less en-
ergy than existing relevant schemes. The main reason is that W, can be derived
from computation time. Since the computation affects the energy consumption
and the computational time is lower in IBAKAS, the energy consumption is also
lower. From Figure 8(b), IBAKAS consumes less energy than ICMDS, MAKA,
and AKAIoTs. However, it has a higher energy consumption than LSTR. This is
mainly due to the correlation between the size of transmitted/received messages U
and the energy consumption W, /... Thus, The larger the message size, the more
energy is consumed.

Figure 9 illustrates the total estimated energy consumption according to the
number of clusters. Compared to ICMDS, MAKA, and LSTR schemes, IBAKAS
is energy efficient. Indeed, IBAKAS can reduce the total energy consumption by
66.68%, 80.41%, and 82.23% compared to ICMDS, MAKA, and LSTR, respec-
tively. The main reason for this improvement is that the computation affects the
energy consumption and the total computational time is considerably lower in the

IBAKAS scheme, as shown in Table 5. Thus, the total energy consumption is also
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Figure 8: Energy consumed by a sensor node to establish one session key.

lower.

6.1.4. Key storage cost

Because sensor nodes are resource-constrained, key storage overhead is an
important factor to consider. Figure 10 illustrates the amount of memory required
to store long-term and ephemeral keys in a sensor node. Comparing to existing
relevant schemes, IBAKAS is memory efficient and requires less memory space
for storing keys. Indeed, in IBAKAS, ephemeral and long-term keys require only

76 and 100 bytes, respectively. Therefore, the total size of key storage is 76 +
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100 = 176 bytes, which is equivalent to 1.07% (176 bytes from 16 KB) of SRAM
memory. This percent is generally acceptable and satisfactory on the WiSMote

sensor device.

7. Use cases

This section presents two use cases to our scheme, including military and
healthcare applications, which require a high security level. Our scheme can be
useful in the military field where sensor nodes are used to monitor a critical border
area between two countries in order to provide information concerning the number
and the nature of the enemy (persons or vehicles). Sensor nodes deployed in the
target area are camouflaged to keep from being detected by the enemy. Addition-
ally, they are equipped with thermal sensors in order to read the thermal signatures
of moving objects. The gathering data from sensor nodes helps the military in-
formation analysis service to classify those moving objects and intervene in the

event of cross-border infiltration.
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In the healthcare field, the proposed scheme can be applied inside a field hos-
pital for monitoring patients injured on a battlefield or in case of disasters. Indeed,
our scheme keeps the medical personnel continuously informed about the state of
a patient to intervene and take the necessary measures in the event of deterioration
in the health state of a patient. The field hospital contains several dozen patients’
beds. Each one is equipped with a WiSMote device and several medical sensors
placed on the patient’s body, such as airflow (breathing), body temperature, pulse,
blood pressure, and patient position (accelerometer). Patients’ beds can dynami-
cally be grouped into clusters. Each having one bed acts as CH, and several beds
act as CMs. The CHs can perform aggregation medical data collected from their
CMs and forward the result directly to BS. The latter serves as a gateway to trans-
mit medical data to the healthcare server located in the medical staff room over a

wired connection. Figure 11 illustrates the proposed architecture. .
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Figure 11: Patient’s monitoring in the field hospital.

8. Conclusion

In this paper, we propose an Identity-Based Authentication and Key Agree-
ment Scheme (IBAKAS) for CWSN. With our design, we aim to achieve the best
possible balance between security and lightness. In the proposed scheme, IBC
is used, which doesn’t require public key infrastructure or complicated certificate
management. Furthermore, instead of expensive bilinear pairing and MTP func-
tion, IBAKAS uses elliptic curves to achieve more computational and energy effi-
ciency. We verified the formal security of the proposed scheme using the AVISPA
tool. In addition, the detailed informal security analysis showed that our scheme
achieves all the desirable security properties and prevents various cyber-attacks in
CWSN. Compared with existing relevant schemes, IBAKAS decreases computa-
tion and communication costs, saves keys storage space, and prolongs the network
lifetime by reducing the consumed energy on a sensor node.

As a future work, IBAKAS will be extended with more research:
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1. We aim to extend our scheme to support blockchain-based 10T in healthcare
applications. In this context, the extended version will be used to secure the
communication between IoT devices and blockchain nodes in order to pro-

tect the privacy of sensitive data such as Electronic Health Records (EHRs).
2. We will implement our scheme on real resource-constrained sensor devices.

3. We will validate our scheme using the Random Oracle Model (ROM).
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