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Abstract—Cognitive warfare is an emerging concept in the 

literature, linked to the development of new technologies and of 

knowledge on cognition, as well as the involvement of public 

opinion in conflicts. It is currently the subject of debate within 

NATO. Used to destabilize adversaries or make them “destroy 

themselves from the inside”, it is becoming a major concern, and 

we need to learn how to detect it and protect ourselves against 

it. This paper aims to define cognitive warfare, other close 

concepts and its players, and to outline the issues at stake. 

Keywords—cognitive warfare, influence strategies, 

destabilization actions, intelligence 

I. INTRODUCTION 

This paper will provide some insights into cognitive 
warfare, its definition and related concepts. Bernal et al. [3] 
suggest that modern cognitive warfare emerged during the 
Cold War: to avoid another destructive open war between 
superpowers, they set up proxy conflicts, supporting and 
opposing small countries or armed groups against each other. 
In this context, numerous actions have been carried out 
discreetly, notably by the CIA, the FBI and the KGB. Since 
the 2000s, there has been an increase in destabilization actions 
[231], particularly by Russia in its attempts to influence 
elections, propaganda and cyberattacks, notably against the 
Baltic states, France and the United States, as described by 
Backes and Swab [1]. Du Cluzel explains that some countries, 
like Russia and China, are conducting research into 
neuroscience and technology for medical, social and military 
purposes, which could also serve as a means of action for 
cognitive warfare [9]. But it is in the field of economics that 
the term “cognitive warfare” was first used, to describe the 
influences and destabilizing actions implemented by 
companies, towards consumers, legislators (lobbying) or even 
competing companies [11]. 

Cognitive warfare thus represents a new mode of conflict 
blurring the boundaries between war and peace [21], not open 
warfare on a battlefield, but undeclared warfare aimed at 
influencing the cognitive mechanisms, notably the decision-
making processes, of an adversary or competitor. It's a recent 
term, and not yet universally accepted. We propose a 
definition, and discuss the challenges of this new type of 
confrontation. 

II. COGNITIVE WARFARE 

Cognitive warfare is an emerging concept aiming to 
weaken the enemy in order to gain a tactical or strategic 
advantage [18], in the military, economics, gaming, sports and 
other fields. It encompasses various operations carried out 

against the human mind, targeting both individual and 
collective cognition and decision-making. It can be carried out 
and suffered at different scales, and remotely: populations, 
soldiers, experts, engineers, technicians, groups or minorities 
of opinion, ethnic or religious, companies, communities, 
decision-makers, political, economic, religious, academic or 
military leaders [3, 7]… 

It relies on NBIC (Nanotechnologies, Biotechnologies, 
Information technologies and Cognitive sciences) tools, such 
as digital tools and social networks, chemical substances, 
illusions, attention saturation [7], or exploitable cognitive 
biases of targets [22]. The objectives of cognitive warfare can 
be to conquer a territory, disrupt public services, bring about 
a change of government, influence elections, undermine 
confidence, inhibit critical thinking [9], or destabilize and 
influence a target population [3] by radicalizing opinion, 
discrediting governing bodies, triggering or inhibiting actions, 
etc. These actions are difficult to detect, as both targets and 
relays are unaware that they are victims. 

Here are different examples of actions that could be 
considered as cognitive warfare. 

1. Cognitive warfare launched via cyber tools: On the 
23rd of February, 2022, just before the Russian 
offensive against Ukraine, almost 500 cyber-attacks 
were detected on Ukrainian networks. They targeted 
essentially the government, critical networks and 
energy suppliers. According to Malin [17], the goal 
was seemingly to prevent the Ukrainian government 
from communicating and providing vital resources to 
its population, so that they lose confidence in the 
government. Even though this action is widely 
considered as cyberwarfare, it can be studied in the 
perspective of cognitive warfare because it is part of 
a strategy using different tools with a broader goal of 
destabilization. 

2. Cognitive warfare launched contacting directly key 
individuals: On the 6th of February 2023 in France, 
several women deputies from the Rassemblement 
National received a vocal message telling them one of 
their children was hospitalized, so that they would 
leave the National Assembly before a critical vote 
[24]. This was an intimidation attack trying to prevent 
the targeted people from voting and thus taking their 
role in a decision. 

3. Cognitive warfare launched on social media: Our last 
example takes place in Mali, in April 2022. The 
Wagner mercenary group staged a human mass grave 
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and edited a video to make it look like the French 
military created it [14]. The French military managed 
to film them preparing this staged scene, allowing 
them to create a video refuting these accusations. 
According to Jousset and Bolchakova [14], the 
Wagner group would have used this opportunity to 
create an influence campaign on social networks to 
delegitimize the French army in Mali and be 
welcomed as liberators against French oppression. 

4. Another example often used to describe cognitive 
warfare is the Havana Syndrome [26], which could 
potentially be a cognitive warfare attack launched 
using targeted nano or biological tools to induce fear 
for the key individuals who were targeted and cloud 
their judgment, but there is no definite cause officially 
identified, so this example is not supported by 
evidence to present day. 

These examples show how cognitive warfare strategies 
can be led using different means and channels of action. We 
propose 3 criteria to help determine whether an action falls 
within the scope of cognitive warfare: 

1. Its purpose is broader than what is immediately 
apparent: for example, a cyberattack launched in 
order to steal credit cards and use them to gain a 
monetary advantage would not be cognitive warfare; 
but if the aim is to instill doubt in customers' minds 
about the bank's ability to be secure, and the 
perpetrator communicates about this to discredit it, 
this could be an example of cognitive warfare. 

2. Its nature is diffuse: it is often part of a strategy 
encompassing different actions and different means 
with a goal of chain reactions which can be difficult 
to measure in time and space. For example, an action 
could aim at changing behaviors in a population, so 
another group of people would have a different point 
of view on this population and then it would have an 
impact on some votes or decision-makers, and we can 
imagine a whole chain of resulting consequences and 
actions; it would thus prove difficult to find the origin 
of the attack and determine how long-term its effects 
can be. 

3.  Its target is cognition: cognitive warfare targets the 
human mind, representations and cognition, it aims at 
sowing doubt, preventing or influencing decisions, 
undermining the opponent's will [21], manipulating 
the way people see and interpret specific parts of the 
world around them [3]… In short, how people think 
and react [25]. 

III. CLOSE CONCEPTS 

There are other concepts closely related to cognitive 

warfare. We propose a clarification of terminology to better 

organize and define related terms. Most of them are 

intertwined with cognitive warfare and/or can be used as tools 

to lead a cognitive warfare strategy, under the circumstances 

explained earlier. 

                                                           
1 

https://www.nato.int/nato_static_fl2014/assets/pdf/2020/5/p

df/2005-deepportal4-information-warfare.pdf 

A. Information Warfare, or Information Operations 

NATO1 describes information warfare as “an operation 
conducted to gain an informational advantage over the 
opponent”. It focuses on information, its manipulation, its 
flow, the way it is protected or stolen, and the way it is used. 
Du Cluzel [20] reminds us that cognitive warfare, on the 
contrary, is “an action against the way we think, the way we 
process information and turn it into knowledge”. Bernal et al. 
[3] argue that cognitive warfare is the “fight to control or alter 
the way people react to information”. Intelligence, on the other 
hand, is a process of knowledge construction [5]. Unlike 
information warfare, cognitive warfare does not focus on 
tactical battlefield information, but also acts on information 
for the general public [3].  

B. Psychological Operations (PsyOps) 

According to Bernal et al. [3], U.S.-led PsyOps involve 
informational products that are either identifiable as officially 
U.S.-produced (white products), ambiguously sourced (gray 
products), or created to “seem as if they originate from a 
hostile source” (black products). They often have a military 
purpose. Bernal et al. point out that cognitive warfare works 
mostly with gray products, which can be denied, and that it 
“tends to target civilian social infrastructure and 
governments”. 

C. Propaganda 

Propaganda is the transmission of communications, 
information, and messages for the purpose of causing changes 
in the consciousness or subconsciousness of the target 
population, in order to change attitudes and behaviors [4]. Its 
author assumes authorship, so it is directly attributable. 
Cognitive warfare is subtler than propaganda. It allows one to 
influence targets without them being aware of it, and to use 
these same targets as weapons to reach others. According to 
du Cluzel [9], with cognitive warfare, “everyone participates, 
mostly inadvertently, to information processing and 
knowledge formation in an unprecedented way”. The author 
states that cognitive warfare “feeds on the techniques of 
disinformation and propaganda aimed at psychologically 
exhausting the receptors of information”: they can therefore 
be cognitive warfare tools. 

D. Cyber Warfare 

Bernal et al. [3] define cyber warfare as “the use of 
cyberattacks with the intention of causing harm to a nation’s 
assets”. In our connected societies, especially with the Internet 
of Things, many functions are digitally controlled: “from 
construction equipment, to financial institutions, to civilian 
infrastructure, and even to military installations”. Thus, 
cyberattacks can cause “massive damages not just in terms of 
time and data loss but in physical damage that can be 
measured in dollars and lives”. Computer warfare falls under 
the technical domain, and the cognitive effect is a 
consequence, whereas for cognitive warfare, it is the goal of 
the action [7]. 

E. Cyberpsychology 

According to Claverie and Kowalczuk [8], cyberpsychology 

is the study of mental phenomena in relation to cyber systems 

and cyber contexts. It is therefore a field of research that 
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could produce knowledge that could be exploited as weapons 

for cognitive warfare, or, on the contrary, conceive ways of 

protecting against it. 

F. Military Brain Science 

According to Jin, Hou, and Wang [12], “Military Brain 
Science (MBS) is a cutting-edge innovative science […] based 
on the theories and technologies of medicine […], biology, 
physics, computer science, military science, and multiple 
other disciplines”. It aims to monitor, protect, fight, repair, 
improve the brain. These are applications and tools that can be 
used for cognitive warfare, but remain focused on the military 
domain. 

IV. TARGETS AND ACTORS 

One of the characteristics of Cognitive Warfare is that it 
can be conducted by anyone, against anyone, and at a distance. 

A. Targets 

We propose that three kinds of targets can be considered: 

1) Large groups of people sharing a common characteristic 
(populations, opinion, ethnic or religious groups or minorities, 
etc.); 

2) Small groups of people sharing a common goal 
(companies, teams, armed forces, etc.); 

3) Critical individuals (decision-makers, politicians, 
military leaders or leaders of the various groups mentioned 
above, experts…); 

 People who have influence (critical individuals), either on 
a decision or on a group of people, can be particularly targeted, 
either directly or indirectly by attacking the large or small 
group they belong to, which will have repercussions on them 
(for example, a shift in public opinion can lead to a change of 
policy or a resignation). Bernal et al. [3] remind us as well that 
we should not forget “connectors, mavens, and salespeople”, 
who “can be instrumental in the application of cognitive 
warfare”. 

As du Cluzel emphasizes, “any user of modern 
information technologies is a potential target. It targets the 
whole of a nation’s human capital” [9]. 

B. Actors 

Like targets, actors conducting Cognitive Warfare can be 

varied. Du Cluzel [9] points out that cognitive warfare and 

the advances in human sciences could potentially confer 

significant power to anyone who takes the trouble to study 

them, so that even isolated individuals or small groups can 

represent a major threat to democracies or military 

operations. 

V. COGNITIVE WARFARE AND AI 

Artificial Intelligence (AI) is bringing new tools 
facilitating cognitive warfare, that can amplify it and make it 
even more accessible and low cost, especially when it comes 
to fake news and disinformation diffusion. 

Du Cluzel reminds us that fake news campaigns combine 
real and distorted information (misinformation), exaggerated 
facts and fabricated news (disinformation) [9]. 

Among these facilitating tools, Mad Scientist Laboratory 
[16] cites deepfakes, videos generated by artificial intelligence 
that can show a person reciting a speech he or she never 

actually gave: their danger is obvious, given that any 
influential personality can be made to say anything. They can 
be rendered even more realistic by technologies that imitate 
the tone of a person's voice and their accent [6]. The risk 
associated with AI-generated bodies and faces is less obvious, 
but just as real: it enables the creation of numerous fake 
accounts on social networks with people who do not exist, and 
makes it possible to humanize bots to give them more 
credibility. Generating the face of a person who does not exist 
is instantaneous, as can be seen at 
https://thispersondoesnotexist.com/. The last tool cited by 
Mad Scientist Laboratory is AI text generation, and this tool 
is brought up to date by the deployment of Chat-GPT in 
November 2022. This type of tool helps spread false 
information since it can write articles, posts and comments on 
social networks much faster and on a larger scale than a team 
of humans could. Thus, a single group could generate 
thousands or even millions of comments and posts on social 
networks, oriented to support or undermine a cause; and these 
actions would have “the potential to erode the relationship 
between governments and their citizens, provoking severe 
reactions throughout the world and leading people to question 
the very reality they believe” [16]. For example, the Twitter 
social media is host to many bots, which can “pursue 
malicious goals such as election interference and extreme 
propaganda” [10]. 

An example of the possible application of destabilization 
campaigns via fake news on social networks is the influence 
of elections. Russia is particularly active in this field, and “the 
Kremlin considers disinformation and information operations 
to be the most effective means of affecting political outcomes 
in other countries”, seizing on “existing domestic political, 
social, or ethnic divisions and instrumentalizes them to change 
how voters think – and through that how they vote” [1]. 

VI. A FEW APPROACHES TO PROTECT OURSELVES 

Some examples of individual solutions exist against 

specific cognitive warfare actions. For example, some 

countermeasures against public influence and fake news on 

social media were listed: public education, communication 

about fake news, automatic and human moderation, debunks, 

legal regulations [1, 13, 27], etc. 

Another way for protection and prevention is to use 

cognitive warfare defensively. Cognitive warfare tools can be 

used to educate the populations through media and social 

media [2], enhance cognitive readiness [19] or even augment 

soldiers’ cognition [12]. We could also imagine decision-

making tools taking into account cognitive biases and 

potential cognitive warfare aggressions. 

The first step to organize an overall solution is to analyze 

the opponent and understand how they lead cognitive warfare 

strategies [21]. This would enable those under attack to be 

able to detect cognitive warfare offensives early and lift the 

fog of war [25]. Further research on this topic is necessary in 

order to build systematic solutions. 

VII. LIMITATIONS AND CRITICISMS OF COGNITIVE WARFARE 

Certain destabilizing or influencing actions can be 
detected and countered: for example, a company 
implementing a cognitive warfare strategy towards its 
competitors or customers could be denounced by a data leak 
or a whistleblower, and this strategy would then backfire by 
damaging its public image. 
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Cognitive warfare may also face ethical challenges: it 
involves influencing the thinking and decision-making of a 
person or group of people without their knowledge. In this 
respect, it can be compared to nudges, which encourage the 
user of a system or tool to behave optimally [15]: it is also a 
tool of influence, but it is its use that determines its ethical 
characteristics. Indeed, if the nudge consists in pushing a 
consumer to buy more or at a higher price, it will be judged 
more negatively; but if it pushes him or her to behave more 
respectfully (according to the applicable societal and cultural 
norms), as with the example of the fly-shaped sticker in the 
toilet to encourage “better aim”, it will be judged more 
positively. The same applies to cognitive warfare, which must 
be used in a reasonable and justifiable way. 
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