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Timing information leakage occurs whenever an attacker successfully deduces confidential internal
information by observing some timed information such as events with timestamps. Timed automata
are an extension of finite-state automata with a set of clocks evolving linearly and that can be tested or
reset, making this formalism able to reason on systems involving concurrency and timing constraints.
In this paper, we summarize a recent line of works using timed automata as the input formalism, in
which we assume that the attacker has access (only) to the system execution time. First, we address
the following execution-time opacity problem: given a timed system modeled by a timed automaton,
given a secret location and a final location, synthesize the execution times from the initial location to
the final location for which one cannot deduce whether the secret location was visited. This means
that for any such execution time, the system is opaque: either the final location is not reachable,
or it is reachable with that execution time for both a run visiting and a run not visiting the secret
location. We also address the full execution-time opacity problem, asking whether the system is
opaque for all execution times; we also study a weak counterpart. Second, we add timing parameters,
which are a way to configure a system: we identify a subclass of parametric timed automata with
some decidability results. In addition, we devise a semi-algorithm for synthesizing timing parameter
valuations guaranteeing that the resulting system is opaque. Third, we report on problems when
the secret has itself an expiration date, thus defining expiring execution-time opacity problems. We
finally show that our method can also apply to program analysis with configurable internal timings.

1 Introduction

Complex timed systems often combine hard real-time constraints with concurrency. Information leakage,
notably through side channels (see, e.g., [23, 31]), can have dramatic consequences on the security of
such systems. Among harmful information leaks, the timing information leakage (see, e.g., [22, 25, 38,
33, 35]) is the ability for an attacker to deduce internal information depending on observable timing
information. In this paper, we focus on timing leakage through the total execution time, i.e., when a
system works as an almost black-box and the ability of the attacker is limited to know the model and
observe the total execution time. We consider here the formalism of timed automata (TAs) [1], which is
a popular extension of finite-state automata with clocks measuring time, i.e., variables evolving linearly
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at the same rate. Such clocks can be tested against integer constants in locations (“invariants”) or along
transitions (“guards”), and can be reset to 0 when taking transitions.

Context and related works Franck Cassez proposed in [19] a first definition of timed opacity for
TAs: the system is opaque if an attacker can never deduce whether some sequence of actions (possibly
with timestamps) was performed, by only observing a given set of observable actions together with their
timestamp. It is then proved in [19] that it is undecidable whether a TA is opaque, even for the restricted
class of event-recording automata [2] (a subclass of TAs). This notably relates to the undecidability of
timed language inclusion for TAs [1]. Security problems for TAs are surveyed in [13].

The aforementioned negative result leaves hope only if the definition or the setting is changed, which
was done in three main lines of works. The different studied options were to reduce the expressiveness
of the formalism [36, 37], to constrain the system to evolve in a time-bounded setting [4] or to consider
a weaker attacker, who has access only to the execution time [9, 8], rather than to all observable actions
with their timestamps. We present here a summary of our recent works in this latter setting [9, 8].

Contributions In the setting of TAs, we denote by execution time the time from the system start to the
time a given (final) location is entered. Therefore, given a secret location, a TA is execution-time opaque
(ET-opaque) for an execution time d if there exist at least two runs of duration d from the initial location
to a final location: one visiting the secret location, and another one not visiting the secret location.
In other words, if an attacker measures such an execution time from the initial location to the target
location ℓf, then this attacker is not able to deduce whether the system visited ℓpriv. Deciding whether at
least one such d exists can be seen as an existential version of ET-opacity (called ∃-ET-opacity).

Then, a TA is fully ET-opaque if it is ET-opaque for all execution times: that is, for each possible
execution time d, either the final location is unreachable, or the final location is reachable for at least
two runs, one visiting the secret location, and another one not visiting it. We define a weak version of
ET-opacity by only requiring that runs visiting the secret location on the way to the final location have a
counterpart of the same duration not visiting the secret location on the way to the final location, but not
necessarily the opposite: the TA is weakly ET-opaque if for each run visiting the secret location, there
exists a run not visiting it with the same duration; the dual does not necessarily hold.

We also consider an expiring version of ET-opacity, where the secret is subject to an expiration
date ∆. That is, we consider that an attack is successful only when the attacker can decide that the secret
location was visited less than ∆ time units before the system completion. Conversely, if the attacker
exhibits an execution time d for which it is certain that the secret location was visited, but this location
was visited strictly more than ∆ time units prior to the system completion, then this attack is useless, and
can be seen as a failed attack. The system is therefore fully expiring ET-opaque if the set of execution
times for which the private location was visited within ∆ time units prior to system completion (referred
as “secret times”) is exactly equal to the set of execution times for which the private location was either
not visited or visited more than ∆ time units prior to system completion (referred as “non-secret times”).
Moreover, it is weakly expiring ET-opaque when the inclusion of the secret times into the non-secret
ones is verified—and not necessarily the dual.

Finally, we study the aforementioned problems for a parametric extension of TAs, i.e., parametric
timed automata (PTAs) [3], where integer constants compared to clocks can be made (rational-valued)
timing parameters, i.e., unknown constants. Interesting problems include emptiness problems, i.e., the
emptiness of the parameter valuations set such that (expiring) ET-opacity holds, and synthesis, i.e., the
synthesis of all parameter valuations such that (expiring) ET-opacity holds.
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Table 1: Summary of the results for ET-opacity [9]
∃-ET-opaque weakly ET-opaque fully ET-opaque

Decision TA
√

(Proposition 2)
√

(Proposition 4)
√

(Proposition 3)

p-emptiness
L/U-PTA

√
(Theorem 2) ×(Theorem 6) ×(Theorem 4)

PTA ×(Theorem 1) ×(Theorem 5) ×(Theorem 3)

p-synthesis
L/U-PTA ×(Proposition 5) ×(Corollary 5) ×(Corollary 3)

PTA ×(Corollary 1) ×(Corollary 4) ×(Corollary 2)

Table 2: Summary of the results for exp-ET-opacity [8]
∃-exp-ET-opaque weakly exp-ET-

opaque
fully exp-ET-
opaque

Decision TA
√

(Theorem 9)
√

(Theorem 8)
√

(Theorem 8)

∆-emptiness
TA

?
√

(Corollary 6)
√

(Theorem 11)

∆-computation ?
√

(Theorem 10) ?

∆-p-emptiness
L/U-PTA ? ×(Theorem 12) ×(Theorem 12)

PTA ? ×(Theorem 13) ×(Theorem 13)

∆-p-synthesis
L/U-PTA ? ×(Corollary 7) ×(Theorem 12)

PTA ? ×(Corollary 8) ×(Corollary 8)

About this manuscript This manuscript mainly summarizes results from two recent works, providing
unified notations and concept names for the sake of consistency:

1. defining and studying ET-opacity problems [9] in TAs (Section 3) and PTAs (Section 4); these
notions from [9] are presented differently (including the problem names) in this paper for sake of
consistency; and

2. defining and studying expiring execution-time opacity (exp-ET-opacity) problems [8] in both TAs
and PTAs (Section 5).

In addition, we prove a few original results on weak ET-opacity (that were not addressed in [9] because
we had not yet defined the concept of weak ET-opacity when writing [9]) and on exp-ET-opacity. These
original results are Propositions 2 and 4 and Theorems 5, 6 and 9.

In Tables 1 and 2, we summarize the decidability results recalled in this paper for ET-opacity and
exp-ET-opacity. We denote a problem with a green check if it is decidable, with a red cross if it is
undecidable, and with a yellow question mark if it is open (or not considered in the aforementioned
papers [9, 8]). We emphasize using a bold font the original results of this paper. The p-emptiness (resp.
p-synthesis) problem asks for the synthesis (resp. for the non-existence) of a parameter valuation for
which ET-opacity is enforced. The ∆-p-synthesis (resp. emptiness) problem asks for the synthesis (resp.
for the non-existence) of a parameter valuation and an expiring bound ∆ for which the exp-ET-opacity
is enforced. L/U-PTA denote the lower-bound/upper-bound parametric timed automata [27] subclass of
PTAs. These notions will be formally defined in the paper.

Outline Section 2 recalls the necessary preliminaries, notably (parametric) timed automata. Section 3
defines and reviews execution-time opacity problems in timed automata. Section 4 defines and reviews
execution-time opacity problems in timed automata. Section 5 defines and reviews expiring execution-
time opacity problems in (parametric) timed automata. Section 6 briefly reports on our existing imple-
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mentation of some of the problems using the parametric timed model checker IMITATOR [6]. Section 7
concludes the paper and reports on perspectives.

2 Preliminaries

We denote by N,Z,Q≥0,R≥0 the sets of non-negative integers, integers, non-negative rationals and non-
negative reals, respectively.

2.1 Clocks, parameters and constraints

Clocks are real-valued variables that all evolve over time at the same rate. Throughout this paper, we
assume a set X = {x1, . . . ,xH} of clocks. A clock valuation is a function µ : X→ R≥0, assigning a
non-negative value to each clock. We write 0⃗ for the clock valuation assigning 0 to all clocks. Given a
constant d ∈ R≥0, µ +d denotes the valuation s.t. (µ +d)(x) = µ(x)+d, for all x ∈ X.

A (timing) parameter is an unknown rational-valued constant of a model. Throughout this paper, we
assume a set P= {p1, . . . , pM} of parameters. A parameter valuation v is a function v : P→Q≥0.

As often, we choose real-valued clocks and rational-valued parameters, because irrational constants
render reachability undecidable in TAs [30] (see [5] for a survey on the impact of these domains in
(P)TAs).

We assume ▷◁ ∈ {<,≤,=,≥,>}. A constraint C is a conjunction of inequalities over X∪P of the
form x ▷◁ ∑1≤i≤M αi pi + d, with pi ∈ P, and αi,d ∈ Z. Given C, we write µ |= v(C) if the expression
obtained by replacing each x with µ(x) and each p with v(p) in C evaluates to true.

2.2 Timed automata

A TA is a finite-state automaton extended with a finite set of real-valued clocks. We also add to the
standard definition of TAs a special private location, which will be used to define our subsequent opacity
concepts.

Definition 1 (Timed automaton [1]). A TA A is a tuple A = (Σ,L, ℓ0, ℓpriv, ℓf,X, I,E), where:

1. Σ is a finite set of actions,

2. L is a finite set of locations,

3. ℓ0 ∈ L is the initial location,

4. ℓpriv ∈ L is a special private location,

5. ℓf ∈ L is the final location,

6. X is a finite set of clocks,

7. I is the invariant, assigning to every ℓ ∈ L a constraint I(ℓ) over X (called invariant),

8. E is a finite set of edges e = (ℓ,g,a,R, ℓ′) where ℓ,ℓ′ ∈ L are the source and target locations, a ∈ Σ,
R⊆ X is a set of clocks to be reset, and g is a constraint over X (called guard).

Example 1. In Fig. 1, we give an example of a TA with three locations ℓ0, ℓ1 and ℓ2, three edges, three
actions {a,b,c}, and one clock x. ℓ0 is the initial location, ℓ2 is the private location, while ℓ1 is the final
location. ℓ0 has an invariant x≤ 3 and the edge from ℓ0 to ℓ2 has a guard x≥ 1.
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ℓ0

ℓ2

ℓ1
x≤ 3

x≤ 2a
x≥ 1

c

b

Figure 1: A TA example

Concrete semantics of timed automata We recall the concrete semantics of a TA using a timed tran-
sition system (TTS) [26].

Definition 2 (Semantics of a TA). Given a TA A = (Σ,L, ℓ0, ℓpriv, ℓf,X, I,E), the semantics of A is given
by the TTS TA = (S,s0,Σ∪R≥0,→), with

1. S= {(ℓ,µ) ∈ L×RH
≥0 | µ |= I(ℓ)v},

2. s0 = (ℓ0 ,⃗0),

3. → consists of the discrete and (continuous) delay transition relations:

(a) discrete transitions: (ℓ,µ)
e7→ (ℓ′,µ ′), if (ℓ,µ),(ℓ′,µ ′) ∈ S, and there exists e =

(ℓ,g,a,R, ℓ′) ∈ E, such that µ ′ = [µ]R, and µ |= v(g).

(b) delay transitions: (ℓ,µ) d7→ (ℓ,µ +d), with d ∈ R≥0, if ∀d′ ∈ [0,d],(ℓ,µ +d′) ∈S.

Moreover we write (ℓ,µ)
(d,e)−→ (ℓ′,µ ′) for a combination of a delay and discrete transition if ∃µ ′′ :

(ℓ,µ)
d7→ (ℓ,µ ′′)

e7→ (ℓ′,µ ′).
Given a TA A with concrete semantics (S,s0,Σ∪R≥0,→), we refer to the states of S as the concrete

states of A . A run of A is an alternating sequence of concrete states of A and pairs of edges and delays
starting from the initial state s0 of the form (ℓ0,µ0),(d0,e0),(ℓ1,µ1), · · · with i= 0,1, . . . , ei ∈E, di ∈R≥0

and (ℓi,µi)
(di,ei)−→ (ℓi+1,µi+1).

Definition 3 (Duration of a run). Given a finite run ρ : (ℓ0,µ0),(d0,e0),(ℓ1,µ1), · · · ,(di−1,ei−1),(ℓn,µn),
the duration of ρ is dur(ρ) = ∑0≤i≤n−1 di. We also say that ℓn is reachable in time dur(ρ).

Example 2. Consider again the TA A in Fig. 1. Consider the following run ρ of A : (ℓ0,x =
0),(1.4,a),(ℓ2,x = 1.4),(0.4,b),(ℓ1,x = 1.8) Note that we write “x = 1.4” instead of “µ such that
µ(x) = 1.4”. We have dur(ρ) = 1.4+0.4 = 1.8.

2.3 Parametric timed automata

A PTA is a TA extended with a finite set of timing parameters allowing to model unknown constants.

Definition 4 (Parametric timed automaton [3]). A PTA P is a tuple P = (Σ,L, ℓ0, ℓpriv, ℓf,X,P, I,E),
where:

1. Σ is a finite set of actions;

2. L is a finite set of locations;

3. ℓ0 ∈ L is the initial location;

4. ℓpriv ∈ L is a special private location,

5. ℓf ∈ L is the final location;
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ℓ0

ℓ2

ℓ1
x≤ 3

x≤ p2a
x≥ p1

c

b

Figure 2: A PTA example

6. X is a finite set of clocks;

7. P is a finite set of parameters;

8. I is the invariant, assigning to every ℓ ∈ L a constraint I(ℓ) over X∪P (called invariant);

9. E is a finite set of edges e = (ℓ,g,a,R, ℓ′) where ℓ,ℓ′ ∈ L are the source and target locations, a ∈ Σ,
R⊆ X is a set of clocks to be reset, and g is a constraint over X∪P (called guard).

Example 3. In Fig. 2, we give an example of a PTA with three locations ℓ0, ℓ1 and ℓ2, three edges, three
actions {a,b,c}, one clock x and two parameters {p1, p2}. ℓ0 is the initial location, ℓ2 is the private
location, while ℓ1 is the final location. ℓ0 has an invariant x ≤ 3 and the edge from ℓ0 to ℓ2 has a guard
x≥ p1.

Definition 5 (Valuation of a PTA). Given a parameter valuation v, we denote by v(P) the non-parametric
structure where all occurrences of a parameter pi have been replaced by v(pi).

Remark 1. We have a direct correspondence between the valuation of a PTA and the definition of a TA
given in Definition 1. TAs were originally defined with integer constants in [1] (as done in Definition 1),
while our definition of PTAs allows rational-valued constants. By assuming a rescaling of the constants
(i.e., by multiplying all constants in a TA by the least common multiple of their denominators), we obtain
an equivalent (integer-valued) TA, as defined in Definition 1. So we assume in the following that v(P)
is a TA.

Example 4. Consider again the PTA in Fig. 2 and let v be such that v(p1) = 1 and v(p2) = 2. Then v(P)
is the TA depicted in Fig. 1.

Lower/upper parametric timed automaton While most decision problems are undecidable for the
general class of PTAs (see [5] for a survey), lower/upper parametric timed automata (L/U-PTAs) [27]
is the most well-known subclass of PTAs with some decidability results: for example, reachability-
emptiness (“the emptiness of the valuations set for which a given location is reachable”), which is unde-
cidable for PTAs [3], becomes decidable for L/U-PTAs [27]. Various other results were studied for this
subclass (e.g., [17, 28, 12]).

Definition 6 (Lower/upper parametric timed automaton [27]). An L/U-PTA is a PTA where the set of
parameters is partitioned into lower-bound parameters and upper-bound parameters, where each upper-
bound (resp. lower-bound) parameter pi must be such that, for every guard or invariant constraint x ▷◁

∑1≤i≤M αi pi +d, we have:

• ▷◁ ∈ {≤,<} implies αi ≥ 0 (resp. αi ≤ 0), and

• ▷◁ ∈ {≥,>} implies αi ≤ 0 (resp. αi ≥ 0).

Example 5. The PTA in Fig. 2 is an L/U-PTA with {p1} as lower-bound parameter set, and {p2} as
upper-bound parameter set.
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3 Execution-time opacity problems in timed automata

Throughout this paper, the attacker model is as follows: the attacker knows the TA modeling the system,
and can only observe the execution time between the start of the system and the time it reaches the final
location. The attacker cannot observe actions, nor the values of the clocks, nor whether some locations
are visited. Its goal will be to deduce from its observations whether the private location was visited.

3.1 Defining the execution times

Let us first introduce two key concepts necessary to define our notion of execution-time opacity.
Given a TA A and a run ρ , we say that ℓpriv is visited on the way to ℓf in ρ if ρ is of the form

(ℓ0,µ0),(d0,e0),(ℓ1,µ1), · · · ,(ℓm,µm),(dm,em), · · ·(ℓn,µn)

for some m,n ∈ N such that ℓm = ℓpriv, ℓn = ℓf and ∀0 ≤ i ≤ n− 1, ℓi ̸= ℓf. We denote by Visitpriv(A )
the set of those runs, and refer to them as private runs. We denote by DVisitpriv(A ) the set of all the
durations of these runs.

Conversely, we say that ℓpriv is avoided on the way to ℓf in ρ if ρ is of the form

(ℓ0,µ0),(d0,e0),(ℓ1,µ1), · · · ,(ℓn,µn)

with ℓn = ℓf and ∀0≤ i < n, ℓi /∈ {ℓpriv, ℓf}. We denote the set of those runs by Visitpriv
(A ), referring to

them as public runs, and by DVisitpriv
(A ) the set of all the durations of these public runs.

Therefore, DVisitpriv(A ) (resp. DVisitpriv
(A )) is the set of all the durations of the runs for which

ℓpriv is visited (resp. avoided) on the way to ℓf.
These concepts can be seen as the set of execution times from the initial location ℓ0 to the final

location ℓf while visiting (resp. not visiting) a private location ℓpriv. Observe that, from the definition of
the duration of a run (Definition 3), this “execution time” does not include the time spent in ℓf.

Example 6. Consider again the TA in Fig. 1. We have DVisitpriv(A ) = [1,2] and DVisitpriv
(A ) = [0,3].

3.2 Defining execution-time opacity

We now introduce formally the concept of “ET-opacity for a set of durations (or execution times) D”:
a system is ET-opaque for execution times D whenever, for any duration in D, it is not possible to
deduce whether the system visited ℓpriv or not. In other words, if an attacker measures an execution time
within D from the initial location to the target location ℓf, then this attacker is not able to deduce whether
the system visited ℓpriv.
Definition 7 (Execution-time opacity (ET-opacity) for D). Given a TA A and a set of execution times D,
we say that A is execution-time opaque (ET-opaque) for execution times D if D ⊆ (DVisitpriv(A )∩
DVisitpriv

(A )).
In the following, we will be interested in the existence of such an execution time. We say that a TA

is ∃-ET-opaque if it is ET-opaque for a non-empty set of execution times.

Definition 8 (∃-ET-opacity). A TA A is ∃-ET-opaque if (DVisitpriv(A )∩DVisitpriv
(A )) ̸= /0.

If one does not have the ability to tune the system (i.e., change internal delays, or add some
Thread.sleep() statements in a program), one may be first interested in knowing whether the sys-
tem is ET-opaque for all execution times. In other words, if a system is fully ET-opaque, for any possible
measured execution time, an attacker is not able to deduce whether ℓpriv was visited or not.
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Definition 9 (full ET-opacity). A TA A is fully ET-opaque if DVisitpriv(A ) = DVisitpriv
(A ).

That is, a system is fully ET-opaque if, for any execution time d, a run of duration d reaches ℓf after
visiting ℓpriv iff another run of duration d reaches ℓf without visiting ℓpriv.

Remark 2. This definition is symmetric: a system is not fully ET-opaque iff an attacker can deduce ℓpriv

or ¬ℓpriv. For instance, if there is no run to ℓf visiting ℓpriv, but still a run to ℓf (not visiting ℓpriv), a system
is not fully ET-opaque w.r.t. Definition 9.

We finally define weak ET-opacity, not considered in [9], but defined in the specific context of ex-
piring opacity [8]. We therefore reintroduce this definition in the “normal” opacity setting considered in
this section, in the following:

Definition 10 (weak ET-opacity). A TA A is weakly ET-opaque if DVisitpriv(A )⊆ DVisitpriv
(A ).

That is, a TA is weakly ET-opaque whenever, for any run reaching the final location after visiting the
private location, there exists another run of the same duration reaching the final location but not visiting
the private location; but the converse does not necessarily hold.

Remark 3. Our notion of weak ET-opacity may still leak some information: on the one hand, if a run
indeed visits the private location, there exists an equivalent run not visiting it, and therefore the system is
ET-opaque; but on the other hand, there may exist execution times for which the attacker can deduce that
the private location was not visited. This remains acceptable in some cases, and this motivates us to define
a weak version of ET-opacity. Also note that the “initial-state opacity” for real-time automata considered
in [36] can also be seen as weak in the sense that their language inclusion is also unidirectional.

Example 7. Consider again the PTA P in Fig. 2 and let v such that v(p1) = 1 while v(p2) = 2
(i.e., the TA in Fig. 1). Recall that DVisitpriv(v(P)) = [1,2] and DVisitpriv

(v(P)) = [0,3]. Hence, it
holds that DVisitpriv(v(P)) ⊆ DVisitpriv

(v(P)) and therefore v(P) is weakly ET-opaque. However,
DVisitpriv(v(P)) ̸= DVisitpriv

(v(P)) and therefore v(P) is not fully ET-opaque.
Now consider again the PTA P in Fig. 2 and let v′ such that v′(p1) = 0 while v′(p2) = 3. This time,

DVisitpriv(v′(P)) = DVisitpriv
(v′(P)) = [0,3] and therefore v′(P) is fully ET-opaque.

3.3 Decision and computation problems

3.3.1 Computation problem for ET-opacity

We can now define the ET-opacity t-computation problem, which consists in computing the possible
execution times ensuring ET-opacity.

ET-opacity t-computation problem:
INPUT: A TA A
PROBLEM: Compute the execution times D such that A is ET-opaque for D.

Let us illustrate that this computation problem is certainly not easy. For the TA A in Fig. 3, the
execution times D for which A is ET-opaque is exactly N; that is, only integer times ensure ET-opacity
(as the system can only leave ℓpriv and hence enter ℓf at an integer time), while non-integer times violate
ET-opacity.

3.3.2 Decision problems

We define the three following decision problems:
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ℓ0

ℓpriv

ℓf

x = 0

x = 1
x← 0

x = 0

Figure 3: TA for which the set of execution times ensuring ET-opacity is N

∃-ET-opacity decision problem:
INPUT: A TA A
PROBLEM: Is A ∃-ET-opaque?

Full ET-opacity decision problem:
INPUT: A TA A
PROBLEM: Is A fully ET-opaque?

Weak ET-opacity decision problem:
INPUT: A TA A
PROBLEM: Is A weakly ET-opaque?

3.4 Answering the ET-opacity t-computation problem

Proposition 1 (Solvability of the ET-opacity t-computation problem [9, Proposition 5.2]). The ET-
opacity t-computation problem is solvable for TAs.

This positive result can be put in perspective with the negative result of [19] that proves that it is un-
decidable whether a TA (and even the more restricted subclass of event-recording automata (ERAs) [2])
is opaque, in a sense that the attacker can deduce some actions, by looking at observable actions together
with their timing. The difference in our setting is that only the global time is observable, which can be
seen as a single action, occurring once only at the end of the computation. In other words, our attacker
is less powerful than the attacker in [19].

3.5 Checking for ∃-ET-opacity

The following result was not strictly speaking proved in [9], and we provide here an original proof for it.

Proposition 2 (Decidability of the ∃-ET-opacity decision problem). The ∃-ET-opacity decision problem
is decidable in 5EXPTIME for TAs.

Proof. Let A be a TA. Suppose we add a Boolean variable priv to A which is initially false and set to
true on every edge going into the location ℓpriv. This Boolean variable (not strictly part of the TA syntax)
can also be simulated by adding a copy of A instead, and jumping to that copy on edges going into
location ℓpriv.

Then the ∃-ET-opacity decision problem amounts to checking the following parametric TCTL for-
mula [18], with p a parameter:

∃p
(
∃♢=p(ℓf∧priv)∧∃♢=p(ℓf∧¬priv)

)
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From [18], this can be checked in 5EXPTIME, since the size of the TA it is checked on is at most
twice that of A , and the size of the formula is constant w.r.t. the size of A .

3.6 Checking for full ET-opacity

The following result matches [9, Proposition 5.3] but we provide an original proof, also fixing a com-
plexity issue in [9, Proposition 5.3].

Proposition 3 (Decidability of the full ET-opacity decision problem). The full ET-opacity decision prob-
lem is decidable in 5EXPTIME for TAs.

Proof. As before, we can write a parametric TCTL formula for this problem, with p a parameter:

∀p
(
∃♢=p(ℓf∧priv)⇔∃♢=p(ℓf∧¬priv)

)
This formula can be checked in 5EXPTIME [18].

3.7 Checking for weak ET-opacity

The weak notion of ET-opacity had not been defined in [9]. Nevertheless, the proof of Proposition 3 can
be adapted in a very straightforward manner to prove its weak counterpart as follows:

Proposition 4 (Decidability of the weak ET-opacity decision problem). The weak ET-opacity decision
problem is decidable in 5EXPTIME for TAs.

Proof. Let A be a TA. As before, we can write a parametric TCTL formula for this problem, with p a
parameter:

∀p
(
∃♢=p(ℓf∧priv)⇒∃♢=p(ℓf∧¬priv)

)
This formula can be checked in 5EXPTIME [18].

4 Execution-time opacity problems in parametric timed automata

We now extend opacity problems to parametric timed automata. We first address the parametric problems
related to ∃-ET-opacity in Section 4.1. The decision problems associated to full ET-opacity and weak
ET-opacity will then be considered in Sections 4.2 and 4.3 respectively.

Following the usual concepts for parametric timed automata, we consider both emptiness and synthe-
sis problems. An emptiness problem aims at deciding whether the set of parameter valuations for which
a given property holds in the valuated TA is empty, while a synthesis problem aims at synthesizing the
set of parameter valuations for which a given property holds in the valuated TA.

4.1 ∃-ET-opacity

4.1.1 Problems

Emptiness problem for ∃-ET-opacity Let us consider the following decision problem, i.e., the prob-
lem of checking the emptiness of the set of parameter valuations guaranteeing ∃-ET-opacity.



É. André, E. Lefaucheux, D. Lime, D. Marinho & J. Sun 11

∃-ET-opacity p-emptiness problem:
INPUT: A PTA P
PROBLEM: Decide the emptiness of the set of parameter valuations v such that v(P) is ∃-ET-
opaque.

The negation of the ∃-ET-opacity p-emptiness problem consists in deciding whether there exists at
least one parameter valuation for which v(P) is ∃-ET-opaque.

Synthesis problem for ∃-ET-opacity The synthesis counterpart allows for a higher-level problem by
also synthesizing the internal timings guaranteeing ∃-ET-opacity.
∃-ET-opacity p-synthesis problem:
INPUT: A PTA P
PROBLEM: Synthesize the set V of parameter valuations such that v(P) is ∃-ET-opaque, for all
v ∈V .

4.1.2 Undecidability in general

With the rule of thumb that all non-trivial decision problems are undecidable for general PTAs [5],
the following result is not surprising, and follows from the undecidability of reachability-emptiness for
PTAs [3].

Theorem 1 (Undecidability of the ∃-ET-opacity p-emptiness problem [9, Theorem 6.1]). The ∃-ET-
opacity p-emptiness problem is undecidable for general PTAs.

Since the emptiness problem is undecidable, the synthesis problem is immediately unsolvable as
well.

Corollary 1. The ∃-ET-opacity p-synthesis problem is unsolvable for general PTAs.

Nevertheless, in [9] we proposed a procedure solving this problem. While this procedure is not
guaranteed to terminate, its result is correct when termination can be achieved. See [9, Section 8] for
details.

4.1.3 The subclass of L/U-PTAs

Decidability We now show that the ∃-ET-opacity p-emptiness problem is decidable for L/U-PTAs.
Despite early positive results for L/U-PTAs [27, 17], more recent results (notably [28, 11, 12]) mostly
proved undecidable properties of L/U-PTAs, and therefore this positive result is welcome.

Theorem 2 (Decidability of the ∃-ET-opacity p-emptiness problem [9, Theorem 6.2]). The ∃-ET-opacity
p-emptiness problem is decidable for L/U-PTAs.

Intractability of synthesis for lower/upper parametric timed automata Even though the ∃-ET-
opacity p-emptiness problem is decidable for L/U-PTAs (Theorem 2), the synthesis of the parameter
valuations remains intractable in general, as shown in the following Proposition 5. By intractable we
mean more precisely that the solution, if it can be computed, cannot (in general, i.e., for some sufficiently
complex solutions) be represented using any formalism for which the emptiness of the intersection with
equality constraints is decidable. That is, a formalism in which it is decidable to decide “the emptiness
of the valuation set of the computed solution intersected with an equality test between variables” cannot
be used to represent the solution. For example, let us question whether we could represent the solution of
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the ∃-ET-opacity p-synthesis problem for L/U-PTAs using the formalism of a finite union of polyhedra:
testing whether a finite union of polyhedra intersected with “equality constraints” (typically p1 = p2) is
empty or not is decidable. The Parma polyhedra library [14] can typically compute the answer to this
question. Therefore, from the following Proposition 5, finite unions of polyhedra cannot be used to rep-
resent the solution of the ∃-ET-opacity p-synthesis problem for L/U-PTAs. As finite unions of polyhedra
are a very common formalism (not to say the de facto standard) to represent the solutions of various
timing parameters synthesis problems, the synthesis is then considered to be infeasible in practice, or
intractable (following the vocabulary used in [28, Theorem 2]).
Proposition 5 (Intractability of the ∃-ET-opacity p-synthesis problem [9, Proposition 6.4]). In case a
solution to the ∃-ET-opacity p-synthesis problem for L/U-PTAs can be computed, this solution may be not
representable using any formalism for which the emptiness of the intersection with equality constraints
is decidable.

4.2 Parametric full ET-opacity

We address here the following decision problem, which asks about the emptiness of the parameter valu-
ation set guaranteeing full ET-opacity. We also define the full ET-opacity p-synthesis problem, this time
synthesizing the timing parameters guaranteeing full ET-opacity.

4.2.1 Problem definitions

Full ET-opacity p-emptiness problem:
INPUT: A PTA P
PROBLEM: Decide the emptiness of the set of parameter valuations v such that v(P) is fully ET-
opaque.

Equivalently, we are interested in deciding whether there exists at least one parameter valuation for
which v(P) is fully ET-opaque.

We also define the full ET-opacity p-synthesis problem, aiming at synthesizing (ideally the entire set
of) parameter valuations v for which v(P) is fully ET-opaque.

Full ET-opacity p-synthesis problem:
INPUT: A PTA P
PROBLEM: Synthesize the set V of parameter valuations such that v(P) is fully ET-opaque, for all
v ∈V .

4.2.2 Undecidability for general PTAs

Considering that Theorem 1 shows the undecidability of the ∃-ET-opacity p-emptiness problem, the
undecidability of the full ET-opacity p-emptiness problem is not surprising, but does not follow immedi-
ately.
Theorem 3 (Undecidability of the full ET-opacity p-emptiness problem [9, Theorem 7.2]). The full
ET-opacity p-emptiness problem is undecidable for general PTAs.

The proof relies on a reduction from the problem of reachability-emptiness in constant time, a result
proved itself undecidable in the same paper [9, Lemma 7.1].

Since the emptiness problem is undecidable, the synthesis problem is immediately unsolvable as
well.
Corollary 2. The full ET-opacity p-synthesis problem is unsolvable for PTAs.
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Figure 4: No monotonicity for full ET-opacity in L/U-PTAs

4.2.3 Undecidability for lower/upper parametric timed automata

Let us now study the full ET-opacity p-emptiness problem for L/U-PTAs. While it is well-known that
L/U-PTAs enjoy a monotonicity for reachability properties (“enlarging an upper-bound parameter or
decreasing a lower-bound parameter preserves reachability”) [27], we can show in the following example
that this is not the case for full ET-opacity.

Example 8. Consider the PTA in Fig. 4. First assume v such that v(p) = 0.5. Then, v(P) is not fully
ET-opaque: indeed, ℓf can be reached in 1 time unit by visiting ℓpriv, but not without visiting ℓpriv.

Second, assume v′ such that v′(p) = 1. Then, v′(P) is fully ET-opaque: indeed, ℓf can be reached
for any duration in [0,1] by runs both visiting and not visiting ℓpriv.

Finally, let us enlarge p further, and assume v′′ such that v′′(p) = 2. Then, v′′(P) becomes again not
fully ET-opaque: indeed, ℓf can be reached in 2 time units without visiting ℓpriv, but cannot be reached in
2 time units by visiting ℓpriv.

As a side note, remark that this PTA is actually an upper-bound parametric timed automaton (U-
PTA) [17], that is, monotonicity for this problem does not even hold for U-PTAs.

In fact, we show that, while the ∃-ET-opacity p-emptiness problem is decidable for L/U-PTAs (Theo-
rem 2), the full ET-opacity p-emptiness problem becomes undecidable for this same class. This confirms
(after previous works in [17, 28, 11, 12]) that L/U-PTAs stand at the frontier between decidability and
undecidability.

Theorem 4 (Undecidability of the full ET-opacity p-emptiness problem for L/U-PTAs [9, Theorem 7.4]).
The full ET-opacity p-emptiness problem is undecidable for L/U-PTAs.

Since the emptiness problem is undecidable, the synthesis problem is immediately unsolvable as
well.

Corollary 3. The full ET-opacity p-synthesis problem is unsolvable for L/U-PTAs.

Remark 4. Since L/U-PTAs are a subclass of PTAs (put it differently: “any L/U-PTA is a PTA”), the
negative results proved for L/U-PTAs (Theorem 4 and Corollary 3) immediately imply those previously
shown for general PTAs (Theorem 3 and Corollary 2). However, in [9], a smaller number of clocks and
parameters is needed to prove the aforementioned negative results for general PTAs, which justifies the
two versions of the proofs in [9].

4.3 Parametric weak ET-opacity

4.3.1 Problem definitions

Weak ET-opacity p-emptiness problem:
INPUT: A PTA P
PROBLEM: Decide the emptiness of the set of parameter valuations v such that v(P) is weakly
ET-opaque.



14 Configuring Timing Parameters to Ensure Opacity in Timed Automata

ℓ0 ℓfPℓ0
′ ℓpub

ℓpriv ℓf
′

x = 0 x = 1

x = 1
x = 0 x = 1

Figure 5: Reduction from reachability-emptiness for the proof of Theorem 5

Weak ET-opacity p-synthesis problem:
INPUT: A PTA P
PROBLEM: Synthesize the parameter valuations v such that v(P) is weakly ET-opaque.

4.3.2 Undecidability for general PTAs

We provide below an original result in the context of weak opacity, but partially inspired by the construc-
tion used in the proof of Theorem 3.

Theorem 5 (Undecidability of the weak ET-opacity p-emptiness problem). The weak ET-opacity p-
emptiness problem is undecidable for general PTAs.

Proof. We reduce from the reachability-emptiness problem in bounded time, which is undecidable
from [10, Theorem 3.12]. (This is different from the proof of [9, Theorem 7.2], which reduces from the
reachability-emptiness problem in constant time, which is undecidable according to [9, Lemma 7.1].)

Consider an arbitrary PTA P , with initial location ℓ0 and a final location ℓf. We add the following
locations and transitions in P to obtain a PTA P ′, as in Fig. 5: (i) a new initial location ℓ0

′, with
outgoing transitions in 0-time (due to their guard x = 0, where x is a new clock not belonging to P , and
never reset in P ′) to ℓ0 and to a new location ℓpriv, (ii) a new location ℓpub with an incoming transition
from ℓf guarded by x = 1, and (iii) a new final location ℓf

′ with incoming transitions from ℓpub and ℓpriv

both guarded by x = 1.
First, note that, due to the guarded transitions, ℓf

′ is reachable for any parameter valuation via runs
visiting ℓpriv, (only) for an execution time equal to 1. That is, for all v, DVisitpriv(v(P ′)) = {1}.

We now show that there exists a valuation v such that v(P ′) is weakly ET-opaque (with ℓpriv as
private location, and ℓf

′ as final location) iff there exists a valuation v such that ℓf is reachable in v(P)
for an execution time ≤ 1.

⇐ Assume there exists some valuation v such that ℓf is reachable from ℓ0 in P for an execution
time ≤ 1. Then, due to our construction, ℓpub is visited on the way to ℓf

′ in v(P ′) (only) for
the execution time 1. Therefore, DVisitpriv

(v(P ′)) = {1} = DVisitpriv(v(P ′)) and then v(P ′) is
weakly ET-opaque (and also fully ET-opaque, which plays no role here).

⇒ Conversely, if ℓf is not reachable from ℓ0 in P for any valuation for an execution time ≤ 1, then
no run reaches ℓf

′ in time 1 without visiting ℓpriv, for any valuation of P ′. Therefore, for any
valuation v, DVisitpriv(v(P ′)) = {1} ̸⊆ DVisitpriv

(v(P ′)) = /0. Therefore, there is no valuation v
such that v(P ′) is weakly ET-opaque.
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Figure 6: Undecidability of full ET-opacity p-emptiness problem for L/U-PTAs

Therefore, there exists a valuation v such that v(P ′) is weakly ET-opaque iff there exists a valuation v
such that ℓf is reachable in v(P) for an execution time ≤ 1—which is undecidable from [10, Theo-
rem 3.12]. This concludes the proof.

Since the emptiness problem is undecidable, the synthesis problem is immediately unsolvable as
well.
Corollary 4. The weak ET-opacity p-synthesis problem is unsolvable for general PTAs.

4.3.3 Undecidability for lower/upper parametric timed automata

We provide below another original result in the context of weak opacity, this time for L/U-PTAs, largely
inspired by the proof of Theorem 4, even though our construction needed to be changed.
Theorem 6 (Undecidability of the weak ET-opacity p-emptiness problem for L/U-PTAs). The weak
ET-opacity p-emptiness problem is undecidable for L/U-PTAs.

Proof. Let us recall from [10, Theorem 3.12] that the reachability-emptiness problem is undecidable over
bounded time for PTAs with (at least) 3 clocks and 2 parameters. Assume a PTA P with 3 clocks and
2 parameters, say p1 and p2, and a final location ℓf. Take 1 as a time bound. From [10, Theorem 3.12],
it is undecidable whether there exists a parameter valuation for which ℓf is reachable in P in time ≤ 1.

The idea of our proof is that, as in [28, 9], we “split” each of the two parameters used in P into a
lower-bound parameter (p1

l and p2
l) and an upper-bound parameter (p1

u and p2
u). Each constraint of

the form x < pi (resp. x ≤ pi) is replaced with x < pi
u (resp. x ≤ pi

u) while each constraint of the form
x > pi (resp. x≥ pi) is replaced with x > pi

l (resp. x≥ pi
l); x = pi is replaced with pi

l ≤ x≤ pi
u.

The idea is that the PTA P is exactly equivalent to our construction with duplicated parameters
only when p1

l = p1
u and p2

l = p2
u. The crux of the rest of this proof is that we will “rule out” any

parameter valuation not satisfying these equalities, so as to use directly the undecidability result of [10,
Theorem 3.12].

Now, consider the extension of P given in Fig. 6, and let P ′ be this extension. We assume that x is
an extra clock not used in P . The syntax “X\{x}← 0” denotes that all clocks of the original PTA P are
reset—but not the new clock x. The guard on the transition from ℓ0

′ to ℓ4 stands for 2 different transitions
guarded with p1

l < x≤ p1
u, and p2

l < x≤ p2
u, respectively.

Let us first make the following observations:
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1. for any parameter valuation, one can take the transition from ℓ0
′ to ℓpriv at time 2 and then to ℓf

′

in 0-time (i.e., at time 2), i.e., ℓf
′ is always reachable in time 2 while visiting location ℓpriv; put

differently, {2} ⊆ DVisitpriv(v(P ′)) for any parameter valuation v;

2. the original automaton P can only be entered whenever p1
l ≤ p1

u and p2
l ≤ p2

u; going from ℓ0
′

to ℓ0 takes exactly 1 time unit (due to the x = 1 guard);

3. to reach ℓf
′ without visiting ℓpriv, a run must go through P and visit ℓf, and its duration is neces-

sarily 2; put differently, DVisitpriv
(v(P ′))⊆ {2} for any parameter valuation v;

4. from [10, Theorem 3.12], it is undecidable whether there exists a parameter valuation for which
there exists a run reaching ℓf from ℓ0 in time ≤ 1, i.e., reaching ℓf from ℓ0

′ in time ≤ 2.

Let us consider the following cases depending on the valuations:

1. for valuations v such that p1
l > p1

u or p2
l > p2

u, then thanks to the transitions from ℓ0
′ to ℓ0, there

is no way to enter the original PTA P (and therefore to reach ℓf
′ without visiting ℓpriv); hence,

DVisitpriv
(v(P ′)) = /0, and therefore {2} ⊆ DVisitpriv(v(P ′)) ̸⊆ DVisitpriv

(v(P ′)), i.e., P ′ is not
weakly ET-opaque for any of these valuations.

2. for valuations v such that p1
l < p1

u or p2
l < p2

u, then the transition from ℓ0
′ to ℓ4 can be taken,

and therefore there exist runs reaching ℓf
′ after a duration > 2 (for example of duration 3) and

visiting ℓpriv. Since no run can reach ℓf
′ without visiting ℓpriv for a duration ̸= 2, then {3} ⊆

DVisitpriv(v(P ′)) ̸⊆ DVisitpriv
(v(P ′)) ⊆ {2} and again P ′ is not weakly ET-opaque for any of

these valuations.

3. for valuations such that p1
l = p1

u and p2
l = p2

u, then the behavior of the modified P (with
duplicate parameters) is exactly the one of the original P . Also, note that the transition from ℓ0

′

to ℓ4 cannot be taken. In contrast, the transition from ℓ0
′ to ℓpriv can still be taken, and therefore

there exists a run of duration 2 visiting ℓpriv and reaching ℓf
′. Hence, DVisitpriv(v(P ′)) = {2} for

any such valuation v.

• Now, assume there exists such a parameter valuation v for which there exists a run of v(P)
of duration ≤ 1 reaching ℓf. And, as a consequence, there exists a run of v(P ′) of duration 2
(including the 1 time unit to go from ℓ0

′ to ℓ0) reaching ℓf
′ without visiting ℓpriv. Hence,

DVisitpriv
(v(P ′)) = {2}. Therefore DVisitpriv

(v(P ′)) = DVisitpriv(v(P ′)) = {2}.
As a consequence, the modified automaton P ′ is weakly ET-opaque (and actually fully ET-
opaque—which plays no role in this proof) for such a parameter valuation.

• Conversely, assume there exists no parameter valuation for which there exists a run of P
of duration ≤ 1 reaching ℓf. In that case, ℓf

′ can never be reached without visiting ℓpriv:
DVisitpriv

(v(P ′)) = /0, and therefore {2} ⊆ DVisitpriv(v(P ′)) ̸⊆ DVisitpriv
(v(P ′)), i.e.,

v(P ′) is not fully ET-opaque for any such parameter valuation v.

As a consequence, there exists a parameter valuation v′ for which v′(P ′) is weakly ET-opaque iff
there exists a parameter valuation v for which there exists a run in v(P) of duration ≤ 1 reaching ℓf—
which is undecidable from [10, Theorem 3.12].

Corollary 5. The weak ET-opacity p-synthesis problem is unsolvable for L/U-PTAs.
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Table 3: Summary of the definitions for ET-opacity and expiring ET-opacity [9, 8]
Secret runs Non-secret runs

ET-opacity Runs visiting the private location (= pri-
vate runs)

Runs not visiting the private location (=
public runs)

exp-ET-opacity
Runs visiting the private location ≤ ∆

time units before the system completion
(i) Runs not visiting the private location
and
(ii) Runs visiting the private location > ∆

time units before the system completion

The system is if
(resp. expiring)

ET-opaque {secret runs}∩{non-secret runs} ̸= /0
weakly ET-opaque {secret runs} ⊆ {non-secret runs}
full ET-opacity {secret runs}= {non-secret runs}

5 Expiring execution-time opacity problems

In [4], the authors consider a time-bounded notion of the opacity of [19], where the attacker has to
disclose the secret before an upper bound, using a partial observability. This can be seen as a secrecy with
an expiration date. The rationale is that retrieving a secret “too late” is useless; this is understandable,
e.g., when the secret depends of the status of the memory; if the cache was overwritten since, then
knowing the secret is probably useless in most situations. In addition, the analysis in [4] is carried over
a time-bounded horizon; this means there are two time bounds in [4]: one for the secret expiration date,
and one for the bounded-time execution of the system.

In this section, we review a recent work of ours [8] in which we incorporate this secret expiration
date into our notion of ET-opacity: we only consider the former notion of time bound from [4] (the
secret expiration date), and lift the assumption regarding the latter (the bounded-time execution of the
system). More precisely, we consider an expiring version of ET-opacity, where the secret is subject to an
expiration date; this can be seen as a combination of both concepts from [9] and [4]. That is, we consider
that an attack is successful only when the attacker can decide that the secret location was entered less than
∆ time units before the system completion. Conversely, if the attacker exhibits an execution time d for
which it is certain that the secret location was visited, but this location was entered strictly more than ∆

time units prior to the system completion, then this attack is useless, and can be seen as a failed attack.
The system is therefore fully exp-ET-opaque if the set of execution times for which the private location
was entered within ∆ time units prior to system completion is exactly equal to the set of execution times
for which the private location was either not visited or entered > ∆ time units prior to system completion.

In addition, when the former (secret) set of execution times is included into the latter (non-secret)
set of times, we say that the system is weakly exp-ET-opaque; this encodes situations when the attacker
might be able to deduce that no secret location was visited, but is not able to confirm that the secret
location was indeed visited.

On the one hand, our attacker model is less powerful than [4], because our attacker has only access
to the execution time (and to the input model); in that sense, our attacker capability is identical to [9]. On
the other hand, we lift the time-bounded horizon analysis from [4], allowing to analyze systems without
any assumption on their execution time; therefore, we only import from [4] the notion of expiring secret.

We summarize in Table 3 our different notions of ET-opacity and expiring ET-opacity; we will define
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formally expiring ET-opacity in the following.

5.1 Exp-ET-opacity

Let us first introduce some notions dedicated to expiring ET-opacity (hereafter referred to as exp-ET-
opacity). Let R∞

≥0 = R≥0 ∪{+∞}. Given a TA A and a finite run ρ in TA , the duration between two
states of ρ : s0,(d0,e0),s1, · · · ,sk is durρ(si,s j) =∑i≤m≤ j−1 dm. We also define the duration between two
locations ℓ1 and ℓ2 as the duration durρ(ℓ1, ℓ2) = durρ(si,s j) with ρ : s0,(d0,e0),s1, · · · ,si, · · · ,s j, · · · ,sk
where s j the first occurrence of a state with location ℓ2 and si is the last state of ρ with location ℓ1
before s j. We choose this definition to coincide with the definitions of opacity that we will define in the
following Definition 11. Indeed, we want to make sure that revealing a secret (ℓ1 in this definition) is not
a failure if it is done after a given time. Thus, as soon as the system reaches its final state (ℓ2), we will be
interested in knowing how long the secret has been present, and thus the last time it was entered (si).

Given ∆ ∈ R∞
≥0, we define Visitpriv

≤∆
(A ) (resp. Visitpriv

>∆
(A )) as the set of runs ρ ∈ Visitpriv(A ) s.t.

durρ(ℓpriv, ℓf) ≤ ∆ (resp. durρ(ℓpriv, ℓf) > ∆). We refer to the runs of Visitpriv
≤∆

(A ) as secret runs; their
durations are denoted by DVisitpriv

≤∆
(A ). Similarly, the durations of the runs of Visitpriv

>∆
(A ) are denoted

by DVisitpriv
>∆

(A ).
We define below two notions of ET-opacity w.r.t. a time bound ∆. We will compare two sets:

1. the set of execution times for which the private location was entered at most ∆ time units prior to
system completion; and

2. the set of execution times for which either the private location was not visited at all, or it was
last entered more than ∆ time units prior to system completion (which, in our setting, is somehow
similar to not visiting the private location, in the sense that entering it “too early” is considered of
little interest).

If both sets match, the system is fully (≤ ∆)-ET-opaque. If the former is included into the latter, then the
system is weakly (≤ ∆)-ET-opaque.

Definition 11 (Expiring Execution-time opacity). Given a TA A and a bound (i.e., an expiration date for
the secret) ∆ ∈ R∞

≥0 we say that A is fully exp-ET-opaque w.r.t. the expiration date ∆, denoted by fully
(≤ ∆)-ET-opaque, if

DVisitpriv
≤∆

(A ) = DVisitpriv
>∆

(A )∪DVisitpriv
(A ).

Moreover, A is weakly exp-ET-opaque w.r.t. the expiration date ∆, denoted by weakly (≤ ∆)-ET-
opaque, if

DVisitpriv
≤∆

(A )⊆ DVisitpriv
>∆

(A )∪DVisitpriv
(A ).

Finally, A is ∃-ET-opaque w.r.t. the expiration date ∆, denoted by ∃-(≤ ∆)-ET-opaque, if

DVisitpriv
≤∆

(A )∩ (DVisitpriv
>∆

(A )∪DVisitpriv
(A )) ̸= /0.

Example 9. Consider again the PTA in Fig. 2; let v be such that v(p1) = 1 and v(p2) = 2.5. Fix ∆ = 1.
We have:

• DVisitpriv
(v(P)) = [0,3]

• DVisitpriv
>∆

(v(P)) = (2,2.5]

• DVisitpriv
≤∆

(v(P)) = [1,2.5]
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Therefore, we say that v(P) is:

• ∃-(≤ 1)-ET-opaque, as [1,2.5]∩
(
(2,2.5]∪ [0,3]

)
̸= /0

• weakly (≤ 1)-ET-opaque, as [1,2.5]⊆
(
(2,2.5]∪ [0,3]

)
• not fully (≤ 1)-ET-opaque, as [1,2.5] ̸=

(
(2,2.5]∪ [0,3]

)
As noted in Remark 3, despite the weak (≤ 1)-ET-opacity of A , the attacker can deduce some

information about the visit of the private location for some execution times. For example, if a run has a
duration of 3 time units, it cannot be a private run, and therefore the attacker can deduce that the private
location was not visited at all.

5.2 Exp-ET-opacity problems in timed automata

5.2.1 Problem definitions

We define seven different problems in the context of (non-parametric) TAs:
∃-exp-ET-opacity decision problem:
INPUT: A TA A and a bound ∆ ∈ R∞

≥0
PROBLEM: Decide whether A is ∃-(≤ ∆)-ET-opaque.

Full (resp. weak) exp-ET-opacity decision problem:
INPUT: A TA A and a bound ∆ ∈ R∞

≥0
PROBLEM: Decide whether A is fully (resp. weakly) (≤ ∆)-ET-opaque.

Full (resp. weak) exp-ET-opacity ∆-emptiness problem:
INPUT: A TA A
PROBLEM: Decide the emptiness of the set of bounds ∆ such that A is fully (resp. weakly) (≤ ∆)-
ET-opaque.

Full (resp. weak) exp-ET-opacity ∆-computation problem:
INPUT: A TA A
PROBLEM: Compute the maximal set D of bounds such that A is fully (resp. weakly) (≤ ∆)-ET-
opaque for all ∆ ∈D .

Example 10. Consider again the PTA in Fig. 2; let v be such that v(p1) = 1 and v(p2) = 2.5 (as in
Example 9). Let us exemplify some of the problems defined above.

• Given ∆ = 1, the weak exp-ET-opacity decision problem asks whether v(P) is weakly (≤ 1)-ET-
opaque—the answer is “yes” from Example 9.

• The answer to the weak exp-ET-opacity ∆-emptiness problem is therefore “no” because the set of
bounds ∆ such that v(P) is weakly (≤ ∆)-ET-opaque is not empty.

• Finally, the weak exp-ET-opacity ∆-computation problem asks to compute all the corresponding
bounds: in this example, the solution is ∆ ∈ R∞

≥0, i.e., the solution is the set all possible (non-
negative) values for ∆.

Relations with the ET-opacity problems Note that, when considering ∆ = +∞, DVisitpriv
>∆

(A ) = /0
and all the execution times of runs visiting ℓpriv are in DVisitpriv

≤∆
(A ). Therefore, full (≤ +∞)-ET-opacity

matches the full ET-opacity. We can therefore notice that answering the full exp-ET-opacity decision
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problem for ∆ = +∞ is decidable (Proposition 3). However, the emptiness and computation problems
cannot be reduced to full ET-opacity problems from Section 4.1.3.

Conversely, it is possible to answer the full ET-opacity decision problem by checking the full exp-
ET-opacity decision problem with ∆ =+∞. Moreover, the ET-opacity t-computation problem reduces to
the full exp-ET-opacity ∆-computation problem: if +∞ ∈D , we get the answer.

Recall that we summarize our different definitions of (expiring) ET-opacity in Table 3.

5.2.2 Results

In general, the link between the full and weak notions of the three aforementioned problems is not
obvious. However, for a fixed value of ∆, we establish the following theorem.

Theorem 7 ([8, Theorem 1]). The full exp-ET-opacity decision problem reduces to the weak exp-ET-
opacity decision problem.

We can now study the aforementioned problems.

Theorem 8 (Decidability of full (resp. weak) exp-ET-opacity decision problem [8, Theorems 2 and 5]).
The full (resp. weak) exp-ET-opacity decision problem is decidable in NEXPTIME.

Remark 5. In Proposition 3, we established that the full (≤ +∞)-ET-opacity decision problem is in
5EXPTIME. Theorem 8 thus extends our former results in three ways:

1. by including the parameter ∆,

2. by reducing the complexity and

3. by considering as well the weak notion of ET-opacity (considered separately in Proposition 4).

We complete these results from [8] with the following result analog to Proposition 2.

Theorem 9 (Decidability of ∃-exp-ET-opacity decision problem). The ∃-exp-ET-opacity decision prob-
lem is decidable in PSPACE.

Proof. The full (resp. weak) exp-ET-opacity decision problem was solved in [8] by building two non-
deterministic finite automata whose languages represented the secret and the non-secret durations of the
system, respectively. These automata being of exponential size and with a unary language, testing the
equality or inclusion of languages led to the NEXPTIME algorithm quoted in Theorem 8. Similarly, the
∃-exp-ET-opacity decision problem can be decided by testing whether the intersection of the languages
of these automata is empty. This can be done in NLOGSPACE in the size of the automata (classically, by
first building the product between these two automata, and then by checking the reachability of a pair of
final states), hence the PSPACE algorithm.

Theorem 10 (Solvability of weak exp-ET-opacity ∆-computation problem [8, Theorems 3 and 5]). The
weak exp-ET-opacity ∆-computation problem is solvable.

Corollary 6 (Decidability of weak exp-ET-opacity ∆-emptiness problem [8, Corollary 1]). The weak
exp-ET-opacity ∆-emptiness problem is decidable.

In contrast to the weak exp-ET-opacity ∆-computation problem, we only show below that the full
exp-ET-opacity ∆-emptiness problem is decidable; the computation problem remains open.

Theorem 11 (Decidability of the full exp-ET-opacity ∆-emptiness problem [8, Theorems 4 and 5]). The
full exp-ET-opacity ∆-emptiness problem is decidable.
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5.3 Exp-ET-opacity in parametric timed automata

We now study exp-ET-opacity problems for PTAs: we will be interested in the synthesis and in the
emptiness of the valuations set ensuring that a system is fully (resp. weakly) exp-ET-opaque.

5.3.1 Definitions

We define the following problems, where we ask for parameter valuations v and for valuations of ∆ s.t.
v(P) is fully (resp. weakly) (≤ ∆)-ET-opaque.

Full (resp. weak) exp-ET-opacity ∆-p-emptiness problem:
INPUT: A PTA P
PROBLEM: Decide whether the set of parameter valuations v and valuations of ∆ such that v(P) is
fully (resp. weakly) (≤ ∆)-ET-opaque is empty

Full (resp. weak) exp-ET-opacity ∆-p-synthesis problem:
INPUT: A PTA P
PROBLEM: Synthesize the set of parameter valuations v and valuations of ∆ such that v(P) is fully
(resp. weakly) (≤ ∆)-ET-opaque

Example 11. Consider again the PTA P in Fig. 2.
For this PTA, the answer to the weak exp-ET-opacity ∆-p-emptiness problem is false, as there exists

such a valuation (e.g., the valuation given in Example 10).
Moreover, we can show that, for all ∆ and v:

• DVisitpriv
(v(P)) = [0,3]

• if v(p1) > 3 or v(p1) > v(p2), it is not possible to reach ℓf with a run visiting ℓpriv and therefore
DVisitpriv

>∆
(v(P)) = DVisitpriv

≤∆
(v(P)) = /0

• if v(p1)≤ 3 and v(p1)≤ v(p2)

– DVisitpriv
>∆

(v(P)) = (v(p1)+∆,v(p2)]

– DVisitpriv
≤∆

(v(P)) = [v(p1),min(∆+3,v(p2))]

Recall that the full exp-ET-opacity ∆-p-synthesis problem aims at synthesizing the valuations such
that DVisitpriv

≤∆
(v(P)) = DVisitpriv

>∆
(v(P))∪DVisitpriv

(v(P)). The answer to this problem is therefore
the set of valuations of timing parameters and of ∆ s.t.:

v(p1) = 0∧
((

∆≤ 3∧3≤ v(p2)≤ ∆+3
)
∨
(
v(p2)< ∆∧ v(p2) = 3

))
.

5.3.2 Results

The subclass of lower/upper parametric timed automata

Theorem 12 (Undecidability of full (resp. weak) exp-ET-opacity ∆-p-emptiness problem [8, Theo-
rem 6]). The full (resp. weak) exp-ET-opacity ∆-p-emptiness problem is undecidable for L/U-PTAs.

The synthesis problems are therefore immediately unsolvable as well.

Corollary 7 ([8, Corollary 2]). The full (resp. weak) exp-ET-opacity ∆-p-synthesis problem is unsolvable
for L/U-PTAs.
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The full class of parametric timed automata The undecidability of the emptiness problems for L/U-
PTAs proved above (Theorem 12) immediately implies undecidability for the larger class of PTAs. How-
ever, as in Remark 4, the full proof (given in [8]) of the result stated below uses less clocks and parameters
than for L/U-PTAs (Theorem 12).

Theorem 13 (Undecidability of full (resp. weak) exp-ET-opacity ∆-p-emptiness problem [8, Theo-
rem 7]). The full (resp. weak) exp-ET-opacity ∆-p-emptiness problem is undecidable for general PTAs.

Again, the synthesis problems are therefore immediately unsolvable as well.

Corollary 8 ([8, Corollary 3]). The full (resp. weak) exp-ET-opacity ∆-p-synthesis problem is unsolvable
for PTAs.

6 Implementation and application to Java programs

A motivation for the works on ET-opacity (described in Sections 3 and 4) is the analysis of programs.
More precisely, we are interested in deciding whether a program, e.g., written in Java, is ET-opaque,
i.e., whether an attacker is incapable of deducing internal behavior by only looking at its execution
time. A second motivation is the configuration of internal timing values from a program, e.g., changing
some internal delays, or tuning some Thread.sleep() statements in the program, so that the program
becomes ET-opaque—justifying notably the results in Section 4.

Semi-algorithm and implementation Despite the negative theoretical results (notably Theorem 1),
we addressed in [9] the ∃-ET-opacity p-synthesis problem for the full class of PTAs. Our method may
not terminate (due to the undecidability) but, if it does, its result is correct. Our workflow [9] can be
summarized as follows.

1. We slightly modify the original PTA (by adding a Boolean flag b and a final synchronization
action);

2. We perform self-composition (i.e., parallel composition with a copy of itself) of this modified PTA,
a method commonly used in security analyses [32, 15];

3. We perform reachability-synthesis (i.e., the synthesis of parameter valuations for which a given
location is reachable) on ℓf with contradictory values of b.

Reachability-synthesis is implemented in IMITATOR [6], a parametric timed model checker taking
as inputs networks of (extensions of) parametric timed automata, and synthesizing parameter valuations
for which a number of properties (including reachability) hold.

Analysis of Java programs In addition, we are interested in analyzing programs too. In order to apply
our method to the analysis of programs, we need a systematic way of translating a program (e.g., a Java
program) into a PTA. In general, precisely modeling the execution time of a program using models like
TA is highly non-trivial due to complication of hardware pipelining, caching, OS scheduling, etc. The
readers are referred to the rich literature in, e.g., [29, 20]. In [9], we instead make the following simplistic
assumption on execution time of a program statement and focus on solving the parameter synthesis
problem. We assume that the execution time of a program statement other than Thread.sleep(n) is
within a range [0,ε] where ε is a small integer constant (in milliseconds), whereas the execution time of
statement Thread.sleep(n) is within a range [n,n+ ε]. In fact, we choose to keep ε parametric to be
as general as possible, and to not depend on particular architectures.
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Our test subject is a set of benchmark programs from the DARPA Space/Time Analysis for Cyberse-
curity (STAC) program.1 These programs are being released publicly to facilitate researchers to develop
methods and tools for identifying STAC vulnerabilities in the programs. These programs are simple yet
non-trivial, and were built on purpose to highlight vulnerabilities that can be easily missed by existing
security analysis tools. We manually translated these programs to PTAs, following the method described
above, and using a number of assumptions (such as collapsing loops with predefined duration).

In addition, we applied our method to a set of PTAs examples from the literature, notably from [27,
24, 16, 34].

Experiments reported in [9] show that we can decide whether these benchmarks (including the pro-
grams) are fully ET-opaque or ∃-ET-opaque. When adding timing parameters, we additionally answer
the ∃-ET-opacity p-synthesis problem, i.e., we synthesize the parameter valuations v and the associated
execution times D such that v(P) is ET-opaque. Our method allows to exhibit cases when the system can
never be made ET-opaque, including by tuning internal delays, or is always ET-opaque, or is ET-opaque
only for some execution times and internal timing parameters.

To summarize, the following problems can be answered using our framework:

• ∃-ET-opacity decision problem

• full ET-opacity decision problem

• weak ET-opacity decision problem (not considered in our experiments in [9], but can be easily
adapted)

• ∃-ET-opacity p-synthesis problem, but without guarantee of termination, due to the undecidability
of Theorem 1.

However, our procedure cannot in its current form answer neither the full ET-opacity p-synthesis
problem nor the weak ET-opacity p-synthesis problem. The expiring opacity problems in Section 5 were
not addressed either.

7 Conclusion and perspectives

In this paper, we recalled (and proved a few original) results related to the ET-opacity in TAs. Our
notion of ET-opacity consists in considering an attacker model that can only observe the execution time
of the system, i.e., the time from the initial location to a final location. The secret consists in deciding
whether a special private location was visited or not. In contrast to another notion of opacity with a
more powerful attacker able to observe some actions together with their timestamps, which led to the
undecidability of the decision problem for TAs [19], our notion of ET-opacity yields decidability results
for TAs. Parameterizing the problems using timing parameters brings undecidability for PTAs, but the
subclass of L/U-PTAs gives mildly positive results.

When in addition we consider that the secret has an expiration date, similarly to the concepts intro-
duced in [4], we are able to not only decide problems for TAs, but also to synthesize valuations for the
expiration date such that the TA is weakly exp-ET-opaque. However, problems extended with timing
parameters all become undecidable.

Recall that we summarized in Tables 1 and 2 the decidability results recalled in this paper, with a
bold emphasis on the original results of this paper.

1https://github.com/Apogee-Research/STAC/

https://github.com/Apogee-Research/STAC/
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We also reported here on an implementation using IMITATOR, which is able to answer non-
parametric problems (∃-ET-opacity decision problem, full ET-opacity decision problem, weak ET-
opacity decision problem), and also answering a parameter synthesis problem (∃-ET-opacity p-synthesis
problem) without guarantee of termination for the latter problem.

Perspectives The main theoretical future work is the open problems in Table 2 (mainly the full exp-
ET-opacity ∆-computation problem): it is unclear whether we can compute the exact set of expiration
dates ∆ for which a TA is fully (≤ ∆)-ET-opaque.

In terms of synthesis, we have so far no procedure able (whenever it terminates) to answer the full
ET-opacity p-synthesis problem or the weak ET-opacity p-synthesis problem. Synthesis procedures to
answer expiring opacity problems (defined in Section 5) for PTAs remain to be designed too. These
procedures cannot be both exact and guaranteed to terminate due to the aforementioned undecidability
results.

Exact analysis of opacity for programs, including a more precise modeling of the cache, is also on
our agenda, following works such as [20, 21].

A different direction is that of control: can we turn a non-opaque system into an opaque system,
by restraining its possible behaviors? A first step with our notion of ET-opacity was presented in [7],
with only an untimed controller. In addition, in [24], Gardey et al. propose several definitions of non-
interference, related to various notions of simulation: they consider not only the verification problem
(“is the system non-interferent?”) but also the (timed) control problem (“synthesize a controller that will
restrict the system in order to enforce non-interference”). Extending our current line works on ET-opacity
to timed controllers remains to be done.
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