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ABSTRACT

IoT uplink performance is crucial for a wide variety of IoT
applications such as health sensing and industrial control,
which demand reliable delivery of sensor data to the cloud.
However, due to the limited transmission power budget im-
posed on many power-constrained IoT devices, IoT uplinks
are highly susceptible to cross-technology interference (CTI)
caused by coexisting networks. Previous approaches to mit-
igating CTI have relied on MAC/PHY designs. They suffer
from poor performance and limited generality in the pres-
ence of wideband CTI sources such as Wi-Fi and RF jammer,
which transmit aggressively on large spectrum chunks using
diverse radio technologies.

This paper introduces RF-SIFTER, a general and highly-
effective system that protects low-power IoT uplinks against

intensive wideband CTI. RF-SIFTER enables technology-agnostic

blind beamforming to sift signals based on bandwidth, allow-
ing IoT signals to pass through while rejecting interference
wider than the IoT band. RF-SIFTER is designed as a Layer-
0.5 that is transparent to IoT MAC/PHY, ensuring general
applicability and practical deployability across a wide range
of coexistence scenarios. RF-SIFTER is implemented on an
FPGA-based software radio platform. Extensive experiments
show that RF-SIFTER can improve the SINR of IoT uplink
signals by up to 29 dB and increase packet delivery ratio
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by 2X to 5% for ZigBee, BLE, and RFID in the presence of
wideband CTI caused by 802.11ac networks and RF jamming.
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1 INTRODUCTION

To meet the ever-growing demand for high data rates, wide-
band networks such as Wi-Fi are increasingly aggressive
in utilizing large spectrum chunks, resulting in significant
cross-technology interference (CTI) with Internet-of-Things
(IoT). For instance, the 802.11ax standard [1] allows a single
Wi-Fi link to occupy the entire 2.4 GHz ISM band, depleting
spectrum resources available for coexisting IoT networks
such as ZigBee and BLE. Given the often limited transmis-
sion power budget imposed on many IoT devices, the impact
of CTI can be particularly severe on IoT uplinks, leading to
substantial loss and delay of sensor data at the IoT gateway.
This problem is especially critical for IoT applications such as
health sensing and industrial control, which demand reliable
delivery of sensor data to the cloud [2, 3].

To mitigate CTI for IoT, previous approaches have heavily
relied on technology-specific MAC/PHY designs, resulting
in poor performance and limited generality. Classic time-
and frequency-domain schemes like WISE [4] and G-Bee
[5] protect IoT packets by exploiting temporal and spectral
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Figure 1: Comparison between signal filter and sifter.

gaps of interference. Their effectiveness depends on avail-
able spectrum resources left by coexisting networks, leading
to significant performance degradation in the presence of
aggressive wideband transmissions. Prior MIMO techniques
like ZIMO [6] and SpaceHub [7] separate colliding signals of
different radio technologies in the spatial-domain. However,
they require demodulating the preambles of IoT and CTI
packets, limiting their applicability to specific coexistence
scenarios where the CTI modulation scheme is known and
supported at the 10T receiver.

In this paper, we present RF-SIFTER, a general and highly-
effective system that protects low-power IoT uplinks against
intensive wideband CTI. Our key design is two-fold.

First, we propose a novel signal sifting algorithm that can
extract IoT uplink signals from overwhelming wideband
CTIL Our design is based on the observation that the sig-
nal bandwidth of power-constrained IoT is much narrower
than that of coexisting wideband networks. As depicted in
Fig. 1, acting like a sifter that separates wanted elements
from other materials based on particle size, RF-SIFTER filters
signals based on bandwidth, allowing IoT signals to pass
through while rejecting all interference wider than the IoT
band. In comparison, conventional frequency-based filters
cannot separate signals overlapping in the same frequency
band, making them ineffective in mitigating CTI. To sift sig-
nals, RF-SIFTER employs a cross-technology beamforming
framework featuring a blind beam learning algorithm that
leverages the bandwidth gap between IoT and coexisting
wideband networks. By analyzing spatial signal covariance
in the bandwidth gap, RF-SIFTER can learn an optimal beam

vector to enable significant suppression of wideband CTI
without prior knowledge of colliding signals. This is in con-
trast to conventional blind beamforming schemes that as-
sume signal power levels or angle-of-arrivals (AoA) [8-10],
which yield limited applicability for complex coexistence
scenarios. To further enhance beamforming performance
in the presence of frequency-selective fading, RF-SIFTER
refines the beam vector by utilizing the spectral signature
of IoT signals to guide a genetic beam search. The spectral
signature allows accurate estimation of beam vector quality
without demodulating IoT signals, enabling real-time signal
processing at a significantly reduced overhead.

Second, we design a Layer-0.5 that decouples RF-SIFTER
from the wireless architecture of IoT gateways, ensuring
general applicability across a wide range of coexistence sce-
narios featuring diverse IoT and wideband radio technolo-
gies. As illustrated in Fig. 2, RF-SIFTER sifts signals received
by the antenna array while preserving transparency to the
traditional Layer-1, i.e., the IoT PHY. To achieve this, RF-
SIFTER tackles two key challenges. Firstly, at the Layer-0.5,
RF-SIFTER cannot rely on the PHY to detect the bound-
aries of colliding signals, which may yield misalignment of
CTI and beamforming operations, resulting in performance
degradation. Secondly, to mitigate multiple CTI transmis-
sions, RF-SIFTER needs to apply different beam vectors on
the same IoT packet, which may disrupt the processing of
PHY-layer channel equalization, leading to demodulation
errors. To address these problems, RF-SIFTER orchestrates
two sliding receive windows to coordinate beamforming
and beam learning, which can effectively tolerate signal mis-
alignment. We further develop a signal reshaping scheme to
align RF-SIFTER outputs in the demodulation plane, which
ensures consistent channel equalization at the IoT PHY.

Compared to technology-specific MAC/PHY designs, RF-
SIFTER offers three key advantages. Firstly, in contrast to
classic time/frequency-domain CTI avoidance schemes, RF-
SIFTER enables cross-technology beamforming in the spatial-
domain, allowing low-power IoT uplinks to coexist with
wideband devices aggressively transmitting on large spec-
trum chunks. Secondly, thanks to the technology-agnostic
design of the signal sifting algorithm, RF-SIFTER can provide
resilient uplink protection for various IoT radio technologies
against all wideband CTI sources, from interfering appliances
and devices using unknown modulations (e.g., microwave
and RF jamming), to present and future generations of Wi-Fi
and beyond. Thirdly, designed as a Layer-0.5, RF-SIFTER
can be seamlessly integrated with existing MAC/PHY, en-
abling practical deployment on IoT gateways. To this end,
RF-SIFTER can be implemented as an independent ASIC sit-
ting between IoT baseband chips and the analog-to-digital
converter (ADC) connected to the antenna array front-end.
This will allow substantial reduction of deployment cost,



especially for today’s IoT gateways that host multiple ra-
dio technologies. Without a Layer-0.5, one would have to
integrate the CTI mitigation scheme with each IoT module,
which will result in substantial redundancy and hardware
resource waste, and is often infeasible given the proprietary
nature of most IoT baseband chips.

We have implemented RF-SIFTER on an FPGA-based soft-
ware radio platform and conducted extensive experiments on
a testbed consisting of IoT and wideband devices using differ-
ent radio technologies. Our results obtained on a 4-antenna
array show that RF-SIFTER improves the SINR of IoT uplink
signals by up to 29 dB and increases packet delivery ratio by
2% to 5% for ZigBee, BLE, and RFID under the high-power
wideband CTI of 802.11ac networks and a commodity RF
jammer that employs a proprietary modulation scheme.

Contributions.

e We develop RF-SIFTER, a general and highly-effective
system that protects low-power IoT uplinks against in-
tensive wideband CTIL.

e We design a technology-agnostic signal sifting algorithm
that exploits the bandwidth gap between IoT and wide-
band signals to enable cross-technology beamforming
without prior knowledge of colliding signals.

e We design a transparent Layer-0.5 that decouples RF-
SIFTER from the wireless architecture, ensuring general
applicability and practical deployability across a wide
range of coexistence scenarios.

e We implement RF-SIFTER on an FPGA-based software
radio platform and conduct extensive experiments to
demonstrate the significant performance improvement
for three popular IoT radio technologies under different
wideband CTI.

2 A BEAMFORMING PRIMER

Conventional beamforming. Beamforming is a signal pro-
cessing technique that uses an antenna array to increase the
SINR for the signals of interest (SoI). The output of a beam-
forming receiver is the weighted sum of signals received by
the antenna array, which can be expressed as,

x(t) = w"(Hss(2) + H;i(t) + n(1)), (1)

where w"* is the conjugate transpose of the beam vector; s(t),
i(t), and n(¢) are the vectors of the signal-of-interest (Sol),
interference, and noise; H; and H; are the channel matrices of
Sol and interference. Receive beamforming aims to maximize
the SINR for Sol by optimizing the beam vector. To this end,
conventional beamforming algorithms rely on measuring Hy
and H; based on training signals. As a result, they cannot
be applied in wireless coexistence scenarios, where the CTI
cannot demodulated by the receiver.

Spectrum-based beamforming. In comparison, spectrum-
based beamforming is a class of blind beamforming algo-
rithms that do not require the receiver to demodulate Sol and
interference. Rather than relying on training signals to mea-
sure H; and H;, a spectrum-based beamforming receiver opti-
mize weight vector based on the eigen-space of signal covari-
ance matrices, which can be estimated as R; = E{s(#)s*(¢)}
and R; = E{i(¢)i*(t)}, respectively. Thanks to its indepen-
dence of signal types, spectrum-based beamforming has been
widely used for mitigating RF jamming against radars and
GPS [8-10]. However, spectrum-based beamforming relies
on clean measurements of Sol or interference to estimate
R; or R;, which is feasible for only radars and GPS, where
the direction of the Sol is known (i.e., for radars) or the in-
terference is significantly stronger such that the Sol can be
neglected (i.e., in GPS applications where the power of satel-
lite signals is only -125 dB when they reach earth surface).
Unfortunately, these assumptions about the powers and di-
rections of Sol and interference are invalid in the context
of CTI. As a result, spectrum-based beamforming cannot be
directly applied in CTI mitigation.

3 RF-SIFTER OVERVIEW

We introduce RF-SIFTER, a general and highly-effective sys-
tem to mitigate wideband CTI for IoT uplinks. As shown in
Fig. 2, RF-SIFTER sifts signals by performing cross-technology
receive beamforming at a transparent Layer-0.5 of IoT gate-
ways. RF-SIFTER can serve different IoT technologies with-
out modifying the MAC/PHY of IoT or itself except config-
uring only two input parameters, the IoT signal bandwidth
and a spectral signature for guiding beam estimation. The
spectral signature is consistent across IoT devices of the same
wireless technology and can be profiled offline with a one-
time effort. The output of RF-SIFTER is a narrowband signal
flow with significantly reduced wideband interference. From
the perspective of the IoT MAC/PHY, RF-SIFTER hides the
complexity of performing cross-technology beamforming on
the antenna array and exposes itself as a single antenna that
is highly resistant to wideband interference.

In designing RF-SIFTER, we address four challenges. Firstly,
existing signal-agnostic beamforming algorithms rely on as-
sumptions about the powers and directions of Sol and in-
terference, which are not applicable in the context of CTL
Secondly, wireless channels are susceptible to multi-path
fading, which makes it challenging to accurately estimate
a cross-technology beamforming weight vector for IoT and
CTI signals that have different bandwidths. Thirdly, at Layer-
0.5, RF-SIFTER cannot rely on PHY-layer signal processing
to detect the boundaries of IoT and CTI packets. Lastly, when
an IoT packet collides with multiple CTI packets, applying
different beafmorming weight vectors to the same IoT packet
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Figure 2: The system architecture of RF-SIFTER.

CTI source Freq. band Bandwidth
WiFi(802.11b,g,n,ac,ax) | 2.4/5 GHz 10 to 80 MHz
Microwave ovens 2.45 GHz 20 to 80 MHz
Cordless phone 900 MHz 4 MHz

IoT technology

Bluetooth/BLE 2.4 GHz 1 MHz
ZigBee 2.4 GHz 2 MHz

LoRa 433/868/915 MHz 125/500 KHz
RFID 433/900 MHz < 500 KHz

Table 1: Bandwidths of IoT and wideband CTI.

may lead to channel inconsistency in the PHY-layer channel
equalizer, resulting in demodulation errors. To address these
challenges, RF-SIFTER employs a signal processing workflow
consisting of four stages.

(i) Bandwidth gap-based beam initialization. RF-SIFTER ex-
ploits the key observation that, due to the demand for high
data rate, the frequency band used by CTI devices is typically
much wider than that of low-power IoT signals, as compared
in Tab. 1. RF-SIFTER leverages this opportunity to design a
bandwidth gap-based beam learning framework, which can
incorporate different beamforming algorithms and enable
them to learn an initial beamforming vector without relying
on demodulation or prior knowledge of IoT and CTT signals.
(ii) Genetic search-based beam refinement. Because of multi-
path fading, the initial beamforming weight vector measured
based on bandwidth gap may be susceptible to estimation
errors, resulting in a degradation of beamforming perfor-
mance. RF-SIFTER addresses this issue by performing a ge-
netic search around the initial beamforming weight vector.
RF-SIFTER guides beam refinement by utilizing the spectral
signature of the IoT signal, allowing accurate estimation of

post-beamforming signal quality without demodulating the
signal, which is critical in meeting the stringent requirement
for real-time signal processing.

(iii) Receive window control. Instead of relying on the PHY-
layer signal processing to detect packet boundaries, RF-SIFTER
orchestrates two sliding receive windows at the Layer-0.5
to coordinate beam learning and beamforming, which ef-
fectively mitigate beamforming performance degradation
caused by poor alignment between packet boundaries and
beamforming operation.

(iv) Signal reshaping. RF-SIFTER employs a signal reshaping
algorithm to align output signals beamformed using different
weight vectors. From the perspective of the PHY-layer chan-
nel equalizer, RF-SIFTER exposes a single antenna where
signals of the same IoT packet are received from a consistent
wireless channel.

4 DESIGN OF RF-SIFTER
4.1 Beam Initialization

In the following, we first present a general cross-technology
beam learning framework that enables different beamform-
ing algorithms to estimate beamforming weight vector with-
out relying on training signals and assumptions about sig-
nal powers and directions. We then integrate the Capon
beamformer [11] into the framework to estimate an initial
beamforming weight vector.

Exploiting bandwidth gap. Conventional beamforming
algorithms rely on training signals or assumptions about
the powers or directions of Sol and interference. To address
this limitation, RF-SIFTER leverages the observation that the
bandwidth of CTI is typically much wider than that of IoT



signals. Motivated by this observation, RF-SIFTER extends
the receive bandwidth of IoT gateway and performs FFT to
slice the extended band into scouting bins that contain only
wideband CTI, and IoT bins that contain mixed signals. Note
that the scouting and IoT bins are defined in the baseband
and thus are independent of the carrier frequency.

The beam learning framework of RF-SIFTER exploits the

bandwidth gap to enable signal-agnostic spectrum-based
beamforming introduced in section 2. To this end, RF-SIFTER
estimates the covariance matrix of CTI in scouting bins. For
simplicity of computation, RF-SIFTER estimates R; based on
two scouting bands as, R; = R[% —A] +R[% +A], where
R(-) is the signal covariance matrix in a given FFT bin, K
is the size of FFT and thus % stands for the center FFT bin
corresponding to the frequency center of IoT signal, B is the
bandwidth of IoT signal measured in number of FFT bins,
and A is the size of a guard band reserved to prevent R; from
being polluted by IoT signal leaked in the transition band
of finite impulse response filters. We set A to B/2 based on
the empirical observation that the filter transition band of
commodity IoT radios is typically narrower than the half
of the signal bandwidth. Because IoT and CTI signals are
uncorrelated, the covariance matrix of the IoT signal can be
estimated as, ﬁs = R[%] - f{i,
Integrating Capon beamforming. By exploiting band-
width gap to estimate the covariance matrices of [oT and CTI
signals, RF-SIFTER enables different spectrum-based algo-
rithms to estimate the beamforming weight vector. In this
work, we employ Capton beamforming [11], a computation-
ally efficient spectrum-based beamforming algorithm widely
used for anti-jamming in military applications.

The original formulation of Capon beamforming assumes
the prior knowledge of the AoA of Sol. Specifically, Capon
beamforming formulates the beamforming problem as a con-
strained optimization,

minw*Rw subjectto wa*(6p) = 1.

where R is the covariance matrix of signal plus interference,
©(0) is the array manifold vector pointing the the direction
of Sol, and w*Rw and a*(6,) compute the powers of beam-
forming output and Sol after beamforming, respectively.

To integrate Capon beamforming into RF-SIFTER, we re-
place the array manifold with the measured IoT signal co-
variance and re-formulate the optimization problem as,

minw*R;w subjectto w'Ryw = 1.

By applying Lagrange multiplier, the optimal beamforming
weight vector can be derived as,

Wopt = P{Rl_le} (2)

where P{x} stands for the principal eigenvector of a matrix.

4.2 Beam Refinement

The beam learning algorithm described in §4.1 uses the CTI
covariance measured in scouting bins to approximate that in
IoT bins. However, due to multi-path, signal covariance may
differ across frequencies, resulting in inaccurate estimation
of beam vector. To address this problem, RF-SIFTER performs
a genetic search around the initial beam vector to improve
beamforming performance. In the following, we describe
the genetic beam search algorithm and then discuss how
to guide the search at Layer-0.5 without relying on signal
demodulation to evaluate beamforming performance.

Genetic beam search. The genetic algorithm is an evolution-
inspired metaheuristic that is particularly efficient in gen-
erating high-quality solutions for search problems [12, 13].
To enable genetic search for beam refinement, RF-SIFTER
encodes a beam vector into a chromosome by discretizing
beam weights. Specifically, RF-SIFTER represents the ranges
of phase and the normalized magnitude of a beam weight
using k, and k, bits, respectively, which transforms the
beam vector of an n-antenna array into a chromosome of
n X (k, + k;,;) bits. RE-SIFTER adapts the two operators of
genetic algorithm, namely mutation and crossover, as follows.
The crossover operator takes two beam weight vectors and
computes the average beam. The mutation operator takes one
beam weight vector and then randomly change the phase
and amplitude of beam weights to generate a new beam
weight vector.

To bootstrap the genetic beam search, RF-SIFTER gener-
ates an initial pool of parent chromosomes by mutating the
chromosome corresponding to the beam vector learned based
on bandwidth disparity. In each round of genetic search, RF-
SIFTER produces a new generation of child chromosomes
through mutation and crossover based on the current pool of
parent chromosomes and then simulates natural selection by
keeping 50% chromosomes that yield the best beamforming
performance, which forms a new pool of parent chromo-
somes for the next round of search.

RF-SIFTER terminates genetic beam search when the es-

timated beamforming performance reaches a threshold, or
a maximum number of rounds has been reached. We note
that, due to the narrowband nature of IoT signals, the scout-
ing bins employed for beam learning are typically close to
the IoT bins in the frequency domain, which limits the ef-
fect of frequency-selective fading and therefore assures fast
convergence of genetic beam search.
Spectral signature-based search guidance. Guiding ge-
netic beam search at Layer-0.5 is challenging because of the
lack of a metric to evaluate the fitness of a beam vector, i.e.,
the beamforming performance. PHY-layer metrics like SINR
require demodulating beamformed signals, which introduces
significant redundant overhead.
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To address this problem, RF-SIFTER leverages the obser-
vation that the modulation scheme of a wireless technology
typically yields unique power spectrum characteristics [14],
which can be used as a reference spectral signature to eval-
uate beamforming performance at Layer-0.5. To profile a
reference spectral signature, RF-SIFTER measures the power
spectrum of IoT signals offline under high SINR, and then
normalizes it with respect to the highest spectral peak. To
evaluate beam vector fitness during the genetic search, RF-
SIFTER compares the normalized post-beamforming power
spectrum in the IoT bins with the reference spectral signa-
ture. Intuitively, the comparison should exhibit a close match
when the beam vector yields high post-beamforming SINR.

RF-SIFTER measures the distance between the reference
spectral signature and the normalized post-beamforming
power spectrum using the Kullback-Leibler divergence [15],
a statistic distance widely used for quantifying the relative
entropy between two probability distributions. Denote the
reference spectral signature as P and the post-beamforming
power spectrum as Q. The Kullback-Leibler distance between
P and Q can be computed as,

D (Pll0) = 3 P o (@)
KL =2 g o0 |’

®3)
where P(i) and Q(i) are the normalized powers in the i-th
IoT bin, and B is the number of bins in the IoT band.

4.3 Receive Window Control

To improve the accuracy of beam learning, the signal covari-
ance matrices need to be averaged over a window of signals
to suppress noise. Ideally, the window should be aligned with
a the signal block that contains both IoT and CTI signals, as
illustrated in Fig. 3a. Unfortunately, operating at Layer-0.5,
RF-SIFTER cannot determine the boundaries of dirty signal
blocks due to the lack of support from PHY-layer packet
detection schemes. On the other hand, simply dividing the

received signals into discrete windows may yield poor per-
formance. As illustrated in Fig. 3b, a poorly aligned window
may include an insufficient number of dirty signal samples,
resulting in inaccurate beam learning that substantially de-
grades beamforming performance.

RE-SIFTER addresses this problem using a sliding window-
based beamforming controller. As illustrated in Fig. 3¢, RF-
SIFTER controls two concentric windows, namely a beam
learning window denoted as Wy, and a beamforming window
W5 containing a subset of signals in Wy. RF-SIFTER runs
the beam learning algorithm over Wy, and then applies the
learned beam vector for beamforming over the signals in
Wg. Then, both W;, and Wp are moved forward by L(ZLB),
where L(Wg) denotes the length of Wp. Using this method,
RF-SIFTER assures that when performing beamforming over

LW\ 4
(ZL)) dirty

signal samples will be included in beam learning, where S4
is the size of the dirty signal block. This allows RF-SIFTER to
circumvent beamforming performance degradation caused
by poor alignment of beam learning window, without resort-
ing to PHY-layer for detecting interference and IoT signal
boundaries.

Ideally, the window sizes should be adapted based on the
length of 10T packets and interference. However, implement-
ing window adaption at layer-0.5 may introduce extra hard-
ware complexity. To address this problem, RF-SIFTER em-
ploys fixed Wy and Wg, which are set to 819.2 us and 409.6
s, respectively. On our prototype operated in 2.4 GHz band
under 10 MHz sample rate, we empirically observed that the
chosen window sizes allow RF-SIFTER to capture a sufficient
number of signal samples for accurate beam learning, while
maintaining responsiveness to channel variation.

a Wp that contains dirty signals, at least min (Sd,

4.4 Signal Reshaping

As 10T packets transmitted at low data-rate are typically
longer than that of wideband CTI at much faster data-rate
[16], RF-SIFTER may need to apply different beam vectors
to mitigate interference bursts within the same IoT packet,
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Figure 4: The effect of signal reshaping.

which will result in channel inconsistency at the virtualized
antenna. For example, consider the case shown in Fig. 4
where a 2-antenna array performs beamforming on two
consecutive receive windows, including a clean one that
contains only Sol, and a dirty one containing both Sol and
interference. Without loss of generality, we modulate the
Sol using BPSK. As shown in Fig. 4c, the beamforming out-
puts exhibit inconsistent channel coefficients, which may
confuse the PHY. This is because the two receive windows
are beamformed with different beam vectors. Specifically,
denote the beam vectors of the clean and dirty receive win-
dows as w® = w{...w§; and wd = wi...wy, respectively. From
the point of view of the PHY, the Sol in these blocks appears
to be received from two different channels, i.e.,

e = Z wih,, and h?= Z wih,, 4)

where h,, is the channel coefficient between the sender’s
antenna and the n-th antenna of the array.

To overcome this problem, RF-SIFTER reshapes beam-
forming outputs before passing them to the PHY. To this
end, RF-SIFTER detects the presence of IoT signals based on
Kullback-Leibler distance observed during beam refinement.
If IoT signals are present, RF-SIFTER reshapes the beam-
forming outputs of all subsequent receive windows of the
same IoT packet until the Kullback-Leibler distance falls be-
low a predefined threshold. Specifically, RF-SIFTER reshapes
beamforming outputs by multiplying output signals with a
reshaping ratio yx = Z—,i, where h' and h* are the channel

coefficients for the first and k-th receive window of the IoT
packet after beamforming. In this way, the output of the k-th
receive window appears to have a channel coefficient of h'.

The key challenge in signal reshaping at Layer-0.5 is to
obtain the reshaping ratio without the support of PHY to
measure channel coefficient, which typically requires pre-
amble demodulation. To address this problem, RF-SIFTER
computes the reshaping ratio yx for the k-th block of an IoT
packet as follows,

1 k

hl_ El—wihi —Z Wi
Kk ky . 1hi
e Lywiki 4 ZjWin

The reshaping ratio can be derived as long as RF-SIFTER

Yk = (5)

knows the channel ratios, i.e., Z—’l:, between every antenna pair
i and j. To compute this reshaping ratio, RF-SIFTER computes
the correlation between the beamforming output and the
pre-beamforming signals received from the antenna array.
Under a high post-beamforming SINR, the correlation results
approximates to a coefficient ﬁ where wy, ..., wy_1 are
the beam vector. Then, RF—SIFITER computes the ratio be-
tween these coefficients to obtain channel ratios. We note
that the estimated reshaping ratio can be inaccurate under
low post-beamforming SINR. However, it suffices to assure
that IoT packets that can be correctly decoded after beam-
forming will not corrupt by channel inconsistency at the
PHY. Fig. 4d shows the effect of reshaping. As shown in
the figure, the signals of beamforming outputs are closely
aligned on the constellation map after reshaping, exhibiting
a coherent channel coefficient.

5 IMPLEMENTATION

We have implemented RF-SIFTER based on FPGA and de-
ployed it as a layer-0.5 on a software radiop platform con-
sisting of four USRPs synchronized using a 10 MHz external
clock. Each USRP is equipped with two receiving chains,
allowing an antenna array of up to 8 antennas. The antenna
array receives on a 10 MHz channel, which are further di-
vided into 32 bins by performing FFT. To prevent IoT signal
leakage from polluting the measurement of CTI covariance,
we set a guard band of g and select the bins centered at
+B as the scout bands, where B is the signal bandwidth of
the 10T technology. The prototype of RF-SIFTER sits below
open-source software PHYs of three IoT technologies, i.e.,
ZigBee [17], BLE [18], and RFID [19], which are widely used
in a broad range of IoT applications, such as home/building
automation, industrial control, and low-power media stream-
ing. We run RF-SIFTER under these PHYs without modifying
their implementations. To integrate RF-SIFTER with different
IoT PHY, we configure RF-SIFTER by adjusting two inputs,
the IoT signal bandwidth and the spectrum signature used
for beam refinement.
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Figure 5: FPGA-based implementation of RF-SIFTER.

We implement the compute-intensive beam initialization
and refinement of RF-SIFTER on Xilinx ZCU104 [20], an
FPGA platform widely used for edge-based signal process-
ing and computer vision. Fig. 5 shows the structure of the
FPGA-based implementation. We exploit the parallelism and
pipelining of FPGA, and organize signal processing stages
in a coarse-grained dataflow with streaming and ping-pong
buffer interfaces to maximize system throughput. Specifi-
cally, the FFT engine transforms signals received from the
antenna array into the frequency domain in parallel. The Cov-
Mat engine computes signal covariance matrices on scout
bins and the center bin. The Inverse engine, GEMM engine,
and EigenVec engine perform eigen-decomposition and re-
turn the principal eigenvector as an initial beam. The Genetic
engine refines the initial beam by performing a maximum
of 4 rounds of search over a pool of 32 genes. The refined
beam is then passed to a software module that performs
beamforming and signal reshaping.

Fig. 6 shows the resource usage and signal processing ef-
ficiency of RF-SIFTER on Xilinx ZCU104. Specifically, for a
4-element array, RF-SIFTER uses only 11.9% BRAM, 25.8%
DSP, 21.9% FF, and 42.8% LUT, and maintains signal pro-
cessing latency under 2.041 ms with a clock frequency of
150 MHz, which can be further reduced by aggressively tun-
ing the trade off between execution frequency and power
consumption at the IoT gateway. Despite ms-level signal
processing latency, the pipelined design allows RF-SIFTER
to achieve a high signal processing throughput of up to 11.28
Msps for the 4-element array, which is very abundant for
supporting IoT technologies with narrow receive bandwidth
(i.e., typically smaller than 2 MHz as shown in Table 1). More-
over, we observe that the increase of resource usage and the
degradation of signal processing efficiency are much slower
than the increase of array size. For example, when the array
size grows to 8 from 4, the use of DSP and LUT only slightly
increases by 4.4% and 5.1%, respectively, and the signal pro-
cessing throughput only drops by 2.5%. The results suggest
the potential for supporting a large antenna array to further
boost beamforming performance.
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Figure 6: Evaluation of FPGA-based implementation.
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Figure 7: The deployment of IoT and interfering nodes.

6 EVALUATION
6.1 Experiment Setup

Testbed. Our experiments are conducted in a testbed con-
sisting of IoT nodes and wideband CTI devices deployed in
an indoor office environment, as shown in Fig. 7.

We employ commodity off-the-shelf Zigbee, BLE, and
RFID devices to transmit packets to our software radio-based
gateway. Due to the large channel switching delay of soft-
ware radios, we disable frequency hopping of BLE devices
and configure them to transmit on a fixed channel. How-
ever, we note that RF-SIFTER is designed as a layer-0.5 and
therefore its operation is independent to carrier frequency.
RF-SIFTER can support frequency hopping as long as the
radio front end can switch carrier frequency in real-time.

In our experiments, we employ two representative CTI
sources, including a 2.4 GHz 802.11ac-based Wi-Fi network
that interferes with ZigBee and BLE devices, and a wideband
RF jammer that not only covers the 2.4 GHz band but also
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Figure 9: Post-beamforming SINR gains of RF-SIFTER
with antenna arrays of different sizes.

interferes with the RFID node operating in the 915 MHz band.
Specifically, the RF jammer is a ZY-002]J3 which continuously
jams a wide spectrum using a chirp-based proprietary mod-
ulation. The Wi-Fi network consists of a 4-antenna TP-Link
WDR7500 access point and a 4-antenna RTL8814-based USB
adaptor. To generate Wi-Fi interference, we use the client to
ping the access point using 1000-byte packets. In addition,
we study RF-SIFTER performance in the presence of inter-
ference of real Wi-Fi applications, including video streaming
and large file downloading.

Baselines. We compare RF-SIFTER with two baselines. The
raw scheme simply selects the first antenna, whereas the
directional beamforming scheme selects one optimal receiv-
ing direction. To implement directional beamforming, we
calibrate the USRPs by taking an additional reference sig-
nal to correct the phase offsets between receive chains. The
antenna array is structured as a uniform linear array. We
measure the AoA spectrum using MUSIC, identify all peaks,
and then decode the signals along all peak directions to find
the one that results in best receiving performance for IoT.

6.2 SINR Improvement

Under Wi-Fi interference. We first compare the pre- and
post-beaforming SINR of RF-SIFTER and directional beam-
forming for ZigBee and BLE uplinks under Wi-Fi interference.

In this experiment, both RF-SIFTER and directional beam-
forming employ a 4-antenna array. As shown in Fig. 8a and
Fig. 8b, RF-SIFTER offers substantial SINR improvements af-
ter performing cross-technology beamforming. For example,
on all BLE links, the post-beamforming SINR of RF-SIFTER
is at least 10 dB higher than that before beamforming. No-
tably, on approximately 56% of the links analyzed, the SINR
gain is over 20 dB and can reach as high as about 38 dB.
In comparison, owing to the multi-path condition in the in-
door environment, the efficacy of directional beamforming
is considerably limited on most of the studied links under all
SINR conditions. Moreover, due to the limited transmission
power budget of 10T nodes, IoT uplink signals are suscep-
tible to fading and noise, making it difficult to accurately
measure signal AoA at the gateway, which further degrades
the performance of directional beamforming.

Under RF Jamming. We then study the performance of RF-
SIFTER in the presence of RF jamming, which uses a propri-
etary chirp-based modulation that differs substantially from
the 802.11ac-based Wi-Fi network. Similar to the results ob-
tained under Wi-Fi interference, we observe that RF-SIFTER
significantly improves SINR for ZigBee and BLE uplinks un-
der RF jamming. In comparison, directional beamforming
performs poorly for both ZigBee and BLE uplinks under all
SINR conditions. In particular, RF-SIFTER demonstrates no-
tably higher SINR gains under low pre-beamforming SINR
conditions. For instance, on ZigBee uplinks, the SINR gains
of RF-SIFTER are approximately 5 dB and 17 dB when the
pre-beamforming SINR is over 20 dB and around 0 dB, re-
spectively. This is because RF-SIFTER achieves more pre-
cise estimation of the CTI covariance when the CTI on the
scouting bands overwhelms the noise floor, which makes
RF-SIFTER particularly effective on IoT uplinks that experi-
ence higher levels of wideband interference. We then further
evaluate RF-SIFTER for RFID nodes under the interference of
915 MHz RF jamming. As shown in Fig. 8e, RF-SIFTER brings
16 dB to 26 dB SINR improvement, which demonstrates the
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Figure 10: The PRRs of ZigBee uplinks under the inter-
ference of real Wi-Fi traffics.
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Figure 12: The PRRs of ZigBee and BLE uplinks under
RF jamming.

efficacy of RF-SIFTER when operating at different frequency
bands.

Effects of array size. Fig. 9 examines the effectiveness of
RF-SIFTER for ZigBee uplinks with antenna arrays of dif-
ferent sizes. As expected, we observe that the SINR gain of
RF-SIFTER increases with the number of antennas. This is
due to the fact that with more antennas, there is a higher de-
gree of freedom available for cross-technology beamforming,
thereby enhancing RF-SIFTER’s performance.

6.3 PRR Improvement

Under Wi-Fi interference. We evaluate RF-SIFTER’s im-
pact on link-layer performance by examining the packet

Figure 13: The impacts of CTI channel utilization ratio
and antenna array size on PRR.

reception ratio (PRR) of IoT uplinks. We first conduct experi-
ments using the 4-antenna array under the Wi-Fi interfer-
ence produced by two real applications, namely live video
streaming and large file downloading. Fig. 10a compares
the PRRs of the raw scheme, directional beamforming, and
RF-SIFTER for ZigBee uplinks. We observe that RF-SIFTER
outperforms the other schemes by a great margin under the
interference of live video downloading. Specifically, the aver-
age PRRs of the raw scheme, directional beamforming, and
RF-SIFTER are 19.09%, 16.35%, and 81.5%. RF-SIFTER boosts
PRR by 3.3x and 4X, respectively. As shown in Fig. 10b,
similar comparison results can be observed under the inter-
ference of file downloading, despite that the PRR is relatively
lower than that under the interference of live video stream-
ing. This is because file downloading produces intensive
interference with a high channel utilization ratio, while the
traffics of video streaming typically have larger time inter-
vals between consecutive video frames. To further study
the impact of CTI channel utilization ratio, we conduct ex-
periments by generating Wi-Fi interference with controlled
packet intervals. Specifically, we use the Wi-Fi client to ping
the access point and adjust the time interval of ping packets.
As shown in Fig. 13a, we observe that the PRR of RF-SIFTER
slightly decreases as the Wi-Fi channel utilization ratio in-
creases. However, even under intensive Wi-Fi interference
with a channel utilization ratio of 80%, RF-SIFTER can main-
tain the PRR above 60%, while the PRRs of the raw scheme
and directional beamforming drop to below 15%. We note
that the PRR can be further increased by integrating RF-
SIFTER with MAC layer schemes, such as retransmission
and forward error correcting coding. We have repeated the
above experiments for BLE uplinks. Similar results can be
observed in Fig. 11a.

Under RF jamming. We then evaluate RF-SIFTER’s im-
provement of PRR under the interference of RF jamming.
Different from Wi-Fi, the RF jammer transmits interfering
signals continuously. As shown in Fig. 12a, under RF jam-
ming, RF-SIFTER achieves a PRR of 57.86%, which is an im-
provement of 3.1X and 3.1X compared to the raw scheme



and directional beamforming, respectively. Similar results
can be observed for BLE links, as shown in Fig. 12b. The
significant PRR improvement demonstrates the RF-SIFTER’s
ability in exploiting spatial diversity to mitigate intensive
interference that is saturated in time-domain.

Effects of array size. Fig. 13b shows the PRR improvement
ratio of RF-SIFTER over the raw scheme with different num-
bers of antennas. The performance of RF-SIFTER improves
as the size of antenna array increases, which is expected
because a larger antenna array enables RF-SIFTER to better
exploit spatial diversity. In particular, we observe that the im-
provement ratio enjoys a significant boost with an 8-antenna
array. The gain is mostly likely the result when the number
of antennas overwhelms the total number of interference
signals, including their multi-path copies. In comparison,
a smaller antenna may limit RF-SIFTER ability to separate
signals of different spatial properties. In theory, an array of
N + 1 antennas allows RF-SIFTER to mitigate N interference
signals of different spatial properties. We note that, as shown
in section 5, the hardware cost of RF-SIFTER grows slowly
with array size, which suggests the feasibility of incorpo-
rating a large array in practical deployments to achieve the
significant performance improvement demonstrated by the
8-antenna array shown in Fig. 13b.

6.4 Micro Benchmark

Effects of beam refinement. To improve beamforming per-
formance under multi-path conditions, RF-SIFTER performs
an iterative search to refine the initial beamforming weight
vector estimated based on bandwidth gap. Fig. 14 shows the
SINR improvement brought by RF-SIFTER compared to the
raw scheme under the interference of the Wi-Fi network and
RF jammer, respectively. We observe that the performance of
RF-SIFTER using the initial beam vector is comparable to that
with beam refinement under only high SINR conditions (i.e.,
5 dB). However, when SINR decreases, RF-SIFTER with beam
refinement can offer a further beamforming gain of about 4
dB and 6 dB under the interference of Wi-Fi and RF jammer,
respectively. The reason is that under low SINR conditions,
RF-SIFTER is more susceptible to frequency selective fading,
which renders inaccurate initial beam vector estimations. As
shown in Fig. 14, RF-SIFTER with the beam refinement can
improve PRR by 30% and 40% compared to that without beam
refinement under the interference of Wi-Fi and RF jammer,
respectively. The results demonstrate the efficacy of beam
refinement, especially under intensive wideband CTI.

Impacts of the CTI transmitter’s antenna number. We
then evaluate the impacts of the CTI transmitter’s antenna
number on the performance of RF-SIFTER. In this experi-
ment, we run RF-SIFTER on an 8-antenna array. It can be
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Figure 15: The impact of the CTI transmitter’s antenna
number.

observed from Fig. 15 that the SINR improvement of RF-
SIFTER remains unaffected despite the increase of the CTI
transmitter’s antenna number. The result demonstrates that
RF-SIFTER is able to maintain efficacy when there is suf-
ficient degree of freedom for performing cross-technology
beamforming.

Effects of retransmission. Next, we study the effect of re-
tranmission on RF-SIFTER’s performance. We conduct exper-
iments using ZigBee under the Wi-Fi interference generated
by live video streaming and large file downloading. As shown
in Fig. 16, without retransmissions, RF-SIFTER achieves a
PRR of about 80%, which is significantly higher than that
of the raw scheme and directional beamforming, which are
only around 2%. As expected, the PRRs of all schemes in-
crease with the number of retransmission. However, due
to the poor resistance to CTIL the performance of the raw
scheme and directional beamforming increase slowly with
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the number of retranmissions. For example, under the in-
terference of file downloading, the PRRs of the raw scheme
and directional beamforming are only 17% and 16% after
five retransmissions, respectively. In contrast, after only four
retransmissions, the PRR of RF-SIFTER increases to 95% and
98% under the interference of file downloading and video
streaming, respectively. To support IoT applications that
have strict requirement on reliability, one can further in-
tegrate RF-SIFTER with MAC/PHY-layer schemes such as
error correcting coding.

7 DISCUSSION

Deployment and Implementation Cost. To exploit the
bandwidth gap between IoT signals and wideband CTI, RF-
SIFTER needs to operate on a wider receiving band, which
requires ADCs of higher sampling rate. However, since IoT
technologies typically operate on narrow bandwidths, the
sampling rate required by RF-SIFTER is moderate (i.e., 10
Msps in current implementation) and much lower than that
required by wideband receivers.

When integrated into the IoT gateway, RF-SIFTER can be
implemented as an independent ASIC that sits between the
baseband chip of IoT and the ADC. Thanks to the Layer-
0.5 design, the integration of RF-SIFTER does not require
any changes to the baseband chip of 10T, which not only
ensures practical deployability but also significantly reduces
integration cost, especially for modern IoT gateways that
host multiple IoT technologies. Without a Layer-0.5 design,
one would have to integrate CTI mitigation with each IoT
module, resulting in substantial redundancy and hardware
resource waste.

Technology-aware Beamforming. Technology-aware beam-
forming directly estimates beamforming weight vectors us-
ing training signals, which may result in a more accurate
estimation than RF-SIFTER. However, technology-aware
beamforming requires the receiver to demodulate IoT packet
preambles, which is impossible in the event of signal collision

and is not applicable to CTI with unknown/non-sense mod-
ulations, such as RF jamming and microwave interference.
Moreover, implementing technology-aware beamforming
requires the receiver to integrate and modify the PHY layers
of both IoT and CTI, which can incur significant cost given
the vast diversity of wireless technologies.

CTI on Downlink ACKs. Wideband CTI may also inter-
fere with downlink ACKs transmitted by the IoT gateway to
acknowledge uplink packets. However, the severity of this
issue is significantly lower compared to that of CTI on IoT
uplinks. Firstly, the transmission power budget of IoT gate-
ways is much higher than that of IoT nodes. Secondly, ACK
packets are much shorter than IoT uplink packets carrying
data, which greatly reduces the likelihood of collision. These
two factors make downlink ACKs significantly more resilient
against CTI than IoT unplink packets, rendering the latter a
prominent bottleneck for IoT applications.

Narrowband CTI. While this work focuses on mitigating
wideband CTI for IoT devices operating on narrowband, the
design of RF-SIFTER can be easily extended to mitigate nar-
rowband CTI on wideband networks. Specifically, RF-SIFTER
can exploit the bandwidth gap to collect clean measurements
of wideband signals, enabling beamforming to suppress nar-
rowband CTIL. We leave this to future work.

Security Implications. RF-SIFTER is agnostic to the modu-
lation of interference and therefore can be applied in a wide
range of anti-jamming applications. Conventional frequency
hopping schemes evade jamming by randomly switching
communication channels, which can be defeated by a wide-
band jammer that can interfere with the entire spectrum. To
address this limitation, RF-SIFTER can enable a bandwidth
hopping paradigm where the sender transmit on pseudo-
randomly changing bandwidth, allowing the receiver to ex-
ploit the bandwidth gap between the sender and the jammer
to mitigate jamming using beamforming. We leave this to
future work.

8 RELATED WORK

CTI Mitigation. Previous work on CTI mitigation can be
categorized into PHY-layer, MAC-layer, and spatial-domain
schemes. A comparison between RF-SIFTER and existing
approaches is summarized in Tab. 2.

To avoid CTI, early MAC/PHY-layer schemes focused on
scheduling low-power wireless transmissions in the time-
and frequency-domain. For example, WISE [4] schedules
ZigBee transmissions during the intervals of Wi-Fi pack-
ets. ZiSense [24] detects ZigBee signal patterns to wake up
ZigBee receiver only when there is no interference. G-Bee
[5] hides IoT signals in the guard band of 802.11b. Channel
hopping schemes evade interference by randomly switching



Technology dependency Architecture modification
CTI source Protected signal TX RX
BUZZBUZZ[21] WiFi Zigbee Physical layer | Physical layer
WISE[4] WiFi Zigbee MAC layer None
TIMO[22] Narrowband signals with one antenna WiFi None Physical layer
ZIMO[6] WiFi Zigbee None Physical layer
ECC[23] WiFi Zigbee MAC layer None
RFSifter All wideband signals All IoT signals with narrowband None Layer-0.5

Table 2: Comparison between RF-SIFTER and existing CTI solutions.

the communication channel. However, time- and frequency-
domain schemes perform poorly in today’s crowded spec-
trum. For instance, the 802.11ax released in 2020 [1] allows a
single Wi-Fi access point to transmit on an 80 MHz channel,
which exhausts the spectrum of the 2.4 GHz band. More-
over, many throughput demanding applications, such as HD
video streaming, require extensive channel utilization, which
severely limits the opportunity for scheduling IoT transmis-
sions in time-domain.

Previous studies have utilized forward error correction
(FEC) and retranmission to combat CTI For example, BuzzBuzz
[21] utilizes redundant preambles and Hamming coding to
protect ZigBee packets against Wi-Fi interference. However,
FEC offers limited gain under high power interference, and its
efficacy heavily relies on coding rate. The maximum gain of
coding under a certain level of SINR is fundamentally limited
by theory [25]. In comparison, RF-SIFTER exploits spatial
diversity and therefore enables significant gain even under
extremely low SINR conditions. For example, the widely used
Reed-Solomon (15, 11) code provides a gain of only 2 dB un-
der an SINR of 6 dB [26], whereas RF-SIFTER can delivery a
gain of 20 dB to 40 dB under an SINR of -10 dB (Fig. 8).

Several studies have proposed to coordinate the transmis-
sion of wireless networks to avoid CTL CBT [27] requires
ZigBee node to transmit a busy tone to improve its visibility
to Wi-Fi. Cross-technology communication protocols [23, 28]
leverage explicit channel coordination between coexisting
wireless networks. However, explicit coexistence coordina-
tion requires modifications to both IoT and CTI devices.

MIMO and Interference Nulling. Several studies have pro-
posed using cross-technology MIMO to mitigate CTI [6, 22].
TIMO [22] uses MIMO to mitigate narrowband CTI gener-
ated by single-antenna devices for Wi-Fi. ZIMO [6] requires
a ZigBee receiver to demodulate the packet preambles of
ZigBee or Wi-Fi to perform MIMO. However, both TIMO
and ZIMO are technology-dependent, limiting their general
applicability and practical deployability.

Interference nulling can suppress interference by form-
ing a null towards the direction of interfering signals [9, 29,
30]. However, to apply interference nulling in CTI mitiga-
tion, the receiver must decode signals from all directions
to identify the Sol, which makes this solution technology-
dependent. Moreover, examining signals from all directions
can incur high complexity, especially in multi-path environ-
ments. SpaceHub [7] leverages an antenna array as a relay
node to separate the signals of different technologies com-
ing from distinct directions. The relay node then performs
directional beamforming to forward the signals to different
receivers. However, SpaceHub is technology-dependent. In
particular, it requires the relay node to integrate the PHY of
all coexisting networks, which can incur significant imple-
mentation cost.

9 CONCLUSION

We presented RF-SIFTER, a general and highly-effective sys-
tem that protects low-power IoT uplinks against intensive
wideband CTL. By sifting colliding signals at a transparent
Layer-0.5, RF-SIFTER achieves significant suppression of
wideband CTI while ensuring general applicability and prac-
tical deployability on IoT gateways. The design of RF-SIFTER
can be extended to facilitate a wide range of wireless coexis-
tence and security scenarios, such as protecting wideband
networks from narrowband interference and mitigating jam-
ming by utilizing bandwidth gaps.
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