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ABSTRACT

Recent years have witnessed a tremendous amount of in-
terest in wireless sensing, i.e., instead of employing tradi-
tional sensors, wireless signal is utilized for sensing purposes.
Contact-free wireless sensing has been successfully demon-
strated using various RF signals such as WiFi, RFID, LoRa,
and mmWave, enabling a large range of applications. How-
ever, limited by hardware thermal noise, the granularity of
RF sensing is still relatively coarse. In this paper, instead of
using the macro signal power/phase for sensing, we propose
the first quantum wireless sensing system, which uses the mi-
cro energy level of atoms for sensing, improving the sensing
granularity by an order of magnitude. The proposed quan-
tum wireless sensing system is capable of utilizing a wide
spectrum of frequencies (e.g., 2.4 GHz, 5 GHz and 28 GHz)
for sensing. We demonstrate the superior performance of
quantum wireless sensing with two widely-used signals, i.e.,
WiFi and 28 GHz millimeter wave. We show that quantum
wireless sensing can push the sensing granularity of WiFi
from millimeter level to sub-millimeter level and push the
sensing granularity of millimeter wave to micrometer level.
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Figure 1: RF sensing vs. Quantum wireless sensing,.

1 INTRODUCTION

Wireless technologies have changed our world and become
an essential part of our everyday life. Besides the main-
stream data communication function, in recent years, per-
vasive wireless signals such as WiFi are further exploited
for sensing purposes [48, 62]. Owning to the nature of sen-
sor free and contact free, wireless sensing has quickly at-
tracted a lot of research attention with promising progress
made [7, 36, 57]. A large range of applications have been
realized including human gesture recognition [12, 42], vital
sign monitoring [5, 26], vibration tracking [28, 53] and even
material identification [22, 52]. While promising in many
aspects, a key limitation associated with wireless sensing is
the coarse sensing granularity. While WiFi sensing is capa-
ble of sensing hand gestures (i.e., a few centimeters of hand
movement) and respiration (i.e., a few millimeters of chest
displacement), it has difficulties in sensing heartbeat which
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is on the scale of sub-millimeter. To achieve sub-millimeter
sensing granularity, RF signals of higher frequencies (e.g.,
mmWave) need to be adopted. This is because the funda-
mental principle behind wireless sensing is that signal varies
with target movement. For motion sensing, a phase rotation
of 27 corresponds to a target movement of half signal wave-
length. Therefore, sensing granularity is closely related to
signal wavelength. For a specific target movement, a smaller
signal wavelength indicates a larger signal phase variation
which is easier to be detected.

The minimum phase variation that can be accurately cap-
tured is limited by the thermal noise of hardware. Conven-
tional electronic components such as mixers, amplifiers, and
analog-to-digital converters (ADCs) all unavoidably intro-
duce thermal noise. Taking WiFi as an example, the widely
used Intel 5300 WiFi card can report a minimum phase
change of 15 degrees, corresponding to a target displacement
of 3 mm. Therefore, WiFi sensing can hardly be used to track
a movement smaller than 3 mm. Although higher-frequency
signals can be utilized to achieve a finer granularity, higher
frequency leads to larger signal strength attenuation and
weaker penetration capability.

In this paper, as shown in Figure 1, we propose a new
sensing modality, i.e., quantum wireless sensing for the first
time. We show that quantum wireless sensing can signifi-
cantly improve the sensing granularity by an order of mag-
nitude. Recently, quantum technology has been exploited
to enable quantum computing [37], quantum communica-
tion [25], quantum sensing [21], quantum routing [46] and
quantum cryptography [39]. Note that quantum sensing in
existing literature aims at capturing the information of micro
subjects such as molecules [21, 56]. The typical examples
are atomic vapor magnetometers and atomic clocks [19]. In
contrast, the proposed quantum wireless sensing refers to
sensing macro subjects such as human and daily objects.

As shown in Figure 2, the basic principle of a quantum re-
ceiver is that the electrons of an atom (e.g., Cesium atom) are
triggered to higher energy levels to receive RF signals. For
example, to receive 2.4 GHz WiFi signals, the electrons are
triggered from energy level 6 to energy level 66. In quantum
systems, an atom with electrons at high energy levels (i.e.,
above level 20) is called a Rydberg atom [23]. We observe sev-
eral unique advantages of applying a quantum receiver [41]
for sensing, compared to a conventional RF receiver.

e Quantum wireless sensing can achieve a much finer
granularity. By using a quantum receiver for signal
reception at WiFi frequency, the sensing granularity
can be improved from 3 mm to 0.1 mm.

e Conventional RF receivers are designed to receive sig-
nals in a particular frequency range. Even the antenna
needs to be redesigned in order to efficiently receive
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Figure 2: Quantum receiver. The Rydberg atoms are
triggered to high energy level to receive RF signals.

signals of different frequencies. Interestingly, in quan-
tum wireless sensing, one quantum receiver can re-
ceive RF signals of different frequencies by simply
triggering the electrons to different energy levels. One
quantum receiver can easily cover frequencies from a
few Megahertz to tens of Terahertz.

e Even for narrow-band WiFi signals, the frequency
band still has a size of 20 MHz to 80 MHz. This causes
interference between adjacent overlapping channels.
In contrast, quantum wireless sensing only listens to a
very small band, i.e., 0.05 MHz ~ 0.1 MHz, significantly
reducing interference from adjacent channels.

The key reason quantum wireless sensing can achieve a
finer granularity is that a quantum receiver does not contain
electronic components such as mixers, amplifiers, and analog-
to-digital converters (ADCs) inside a traditional RF receiver.
A quantum receiver mainly contains atoms with electrons
at different energy levels. Electrons at a particular level can
capture signals within a particular frequency range (e.g.,
Cs atoms with electrons at the 66Ds/, energy level' can
receive WiFi signal in the range of 2.39 GHz to 2.4 GHz). One
observation is used to measure the strength of the received
RF signal. That is, when RF signals are received at Rydberg
atoms, the state of Rydberg atoms vary. When a laser beam
penetrates through the vapor cell filled with Rydberg atoms,
the change of Rydberg atom state causes the spectrum of
the laser to vary. A stronger RF signal can cause a larger
separation of the two peaks on the laser spectrum which can
be measured by a photodetector [45] .

When a target moves, it affects signal propagation, causing
signal strength variations which can be accurately captured
at the quantum receiver. We theoretically model the effect of
target motion on the measured quantum variation, revealing
the principle behind quantum wireless sensing in detecting
subtle signal change and accordingly subtle target motions.
To further improve the sensing granularity, we adopt a ref-
erence signal design. Specifically, we leverage an interesting
observation at quantum receiver, i.e., the laser spectrum peak

Here, 66 indicates the main energy level and Dj /2 depicts the sub-level.



separation caused by RF signal reception is not linearly re-
lated to the signal strength [38]. The amount of separation
is larger in the higher strength region. We therefore employ
a reference RF signal to trigger the atom to a higher strength
state. With this operation, the amount of target-induced peak
separation change becomes much larger and accordingly the
sensing granularity is significantly improved.

We implemented the first quantum wireless sensing pro-
totype using a 2.5 cm atomic vapor cell filled with Cs atoms
as a quantum receiver. This vapor cell filled with Cs atoms
costs around $150 and the price can be significantly reduced
under mass production. Experiment results show that the
proposed quantum wireless sensing system can increase the
sensing granularity by more than 10 times. We showcase
that with such a high sensing granularity, 2.4 GHz RF sig-
nal can be used to capture the subtle vibration of a speaker
on the sub-millimeter scale, which originally could only be
achieved using high-frequency 60 GHz mmWave signals. We
also show that with just one receiver, quantum wireless sens-
ing can facilitate sensing with signals of different frequencies.
For millimeter wave (28 GHz) signal, we demonstrate that
quantum wireless sensing is able to sense micrometer-level
vibration, enabling exciting applications such as recovering
sound from the extremely subtle vibrations of a bottle in-
duced by a small-size speaker. The main contributions of this
paper are summarized as follows.

e We propose the concept of quantum wireless sensing
for the first time. We introduce the underlying princi-
ple behind quantum wireless sensing, more specifically,
why a quantum receiver is capable of achieving a finer
granularity and how to leverage it for macro motion
sensing.

o We design the first end-to-end quantum wireless sens-
ing system including both the hardware design and
the signal processing pipeline.

e We comprehensively evaluate the system performance
with wireless signals of different frequencies. We show
that compared with conventional RF sensing, quantum
wireless sensing improves sensing granularity by an
order of magnitude.

2 PRELIMINARY OF QUANTUM
WIRELESS SENSING

In this section, we first introduce the basics related to quan-

tum wireless sensing including the Rydberg atom and its

electron transition with RF signals. Then we briefly present

the RF sensing methodology.

2.1 Rydberg atom

Atoms are the smallest unit of matter, consisting of one nu-
cleus and multiple electrons bound to the nucleus as shown
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in Figure 3. Electrons are bound to a specific set of orbits by
the electromagnetic force of the nucleus. The electrons in
each orbit have different energy levels.

Figure 3: Illustration of atom structure and electron
transition.

An electron that is further away from the nucleus has a
higher energy. In physics, the principal quantum number n
is used to represent the orbit index of an electron. At each
orbit, the electron can also be in different energy levels. The
energy level of an electron is determined by three quantum
numbers. For example, [ = 66Ds/, represents an energy level,
where n = 66 is the principal quantum number, D is the
orbital angular momentum quantum number and 5/2 is the
electron spin quantum number. The energy of an electron at
an energy level I can be expressed as

__heRy . (1)

(n—14)
where h, ¢ and Ry are Planck’s constant, the speed of light
and the Rydberg constant, respectively. ; is the quantum
defect, which is a constant for each energy level.

An electron can “jump” between different energy levels,
which is called atomic electron transition [3]. As shown in
Figure 3, an electron can absorb energy to transit to higher
energy levels, or it can release energy to transit to lower
energy levels. Electrons absorb or release energy in the form
of receiving or emitting electromagnetic waves. Note that both
light signals and RF signals are electromagnetic waves. Since
the energy of each energy level is determined, the frequency
of electromagnetic waves absorbed (or emitted) due to the
transition between two energy levels (e.g., [y and I,) is deter-
mined as

E =

fl1—>lz = M’ (2)
where Ej, and Ej, are the values of two energy levels, re-
spectively. Based on this equation, for electrons at /; energy
level, irradiating the atoms with electromagnetic waves of
frequency f,,;, causes electrons to transit to I, energy level.

A Rydberg atom is an atom with one or more electrons
at high energy levels (i.e., above level 20). Rydberg atoms
are created from ordinary alkali metal atoms (e.g., Rb and Cs
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Figure 4: Illustration of energy levels.

atoms). The reason why alkali metal atoms are chosen is that
they contain only one electron on the outermost level, which
is easier to be triggered to higher energy levels. According
to Equation 1, the energy of each level E; is proportional
to —#. The larger n is, the denser the energy levels are as
shown in Figure 4. When n is large, the energy difference
between nearby energy levels are small which corresponds to
low-frequency wave according to Equation 2. The frequency
can be on the scale of Megahertz to Terahertz. For example,
the transition between energy levels [; = 66Ds/, and [, =
67P3;, of Cs atom corresponds to RF signals at 2.4 GHz. So an
absorption of WiFi signal of frequency 2.4 GHz can trigger
the outermost electron to move from energy level 66Ds, to
67P3,. The calculation process is as follows

|E1, — Ey |
fir = 2]

1 1
(67 =61,)* (66 = 4,)*
= 2.4 GHz,

| (3)

= cRy|

where Ry = 1.097 X 10'm™", ¢ = 3 x 10®m/s, &), = 2.466 and
d1, = 3.559. The list of quantum defects [35] with various
quantum numbers is attached as Appendix A.1. We also show
how other signal frequencies such as 5 GHz and 28 GHz can
be obtained with energy level transitions in Appendix A.2.
In contrast, ordinary atoms have all the electrons located
at low energy levels. The transition between low energy
levels correspond to visible light signals, whose frequency is
much larger (i.e., larger than 10'* Hz). Note that the energy
difference between low energy levels is much larger.

) Receiver TQ
A Dynamic
/ \, vector
Target
Static Dynamic § / vibration
paths path é /
/" /Static
vector
<. Phase
Wall - variation

Transmitter

Figure 5: Principle of conventional RF sensing.
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2.2 Conventional RF sensing

The basic principle of RF sensing is that target movement
induces signal variations and we can therefore extract target
context such as moving speed and distance through ana-
lyzing variations of the signal reflected from the target. As
shown in Figure 5, an RF signal (e.g., WiFi signal) is emitted
by a transmitter and then propagates through multiple paths
to reach the receiver. Static paths denote those signal paths
reflected from static objects (e.g., a wall). In contrast, dynamic
path represents the path reflected from the target with mo-
tions. Both signal amplitude and phase variations can be
used for sensing. As shown in Figure 5, signal amplitude and
phase variations can be used to sense object vibration. On
the I-Q plane, the static path vector is in blue color and the
dynamic path vector is in red color. The composite signal at
the receiver is the superposition of the two signal vectors.
During the sensing process, the static vector does not change
while the dynamic vector changes with target movements.
The target vibration causes clear amplitude and phase varia-
tions of the dynamic vector. If we visualize the process on
the I-Q plane shown in Figure 5, the dynamic vector rotates
with respect to the static vector. The increase and decrease
on the amplitude/phase of the composite vector correspond
to target motions.

3 SYSTEM DESIGN OF QUANTUM
WIRELESS SENSING

In this section, we present the detailed design of quantum
wireless sensing.

3.1 System overview

As shown in Figure 6, the key difference between quantum
wireless sensing and conventional RF sensing is that quan-
tum wireless sensing uses a quantum receiver instead of an
RF receiver to receive RF signals. RF transmitter first gener-
ates the baseband signal e/>7/0* and then mixes it with carrier
frequency f;. The transmitted signal can be represented as

4)

Note that the transmitted signal arrives at the target and is

Sr(t) = eJ2m(ferfo)t

Baseband signal
Receiver

Figure 6: Illustration of quantum wireless sensing,.

then reflected to the quantum receiver. Our goal is to quantify
the effect of target motion on atoms at the quantum receiver
and use the fine-grained atom state change for sensing.



3.2 Principle of quantum wireless sensing

Conventional RF sensing uses RF circuits to receive and
demodulate signals. Specifically, the antenna captures RF
signals and a mixer is used to demodulate the signal to base-
band. Then, an ADC is used to sample the signal. In contrast,
quantum wireless sensing exploits Rydberg atoms to receive
the signal. Based on Section 2.1, to receive RF signals, the
outermost electron needs to be triggered to high energy lev-
els and the atom is called a Rydberg atom. We introduce how
to generate Rydberg atoms next.

3.2.1 Rydberg atom preparation. Rydberg atoms are made
from alkali metal atoms. The alkali metal atoms (i.e., Li, Na, K,
Rb and Cs) contain only one electron at the outermost level,
which is easier to be triggered to higher energy levels (e.g.,
from n = 6 to n = 66 for Cs) to reach the Rydberg state. As
shown in Figure 7, a vapor cell is filled with Cs atoms with
the outermost electrons at the ground state (i.e., 651/2). To
excite the atoms to Rydberg state, two laser beams of different
frequencies penetrate through the vapor cell from opposite
directions [21]. The first laser beam triggers the outermost
electron to the excitation state (i.e., from 6S/; to 6Py;;) and
the second laser beam further triggers the electron to higher
levels (i.e., from 6Py, to 66Ds/,) and now the ordinary atom
becomes a Rydberg atom. Besides the triggering function,
the first laser serves another function, i.e., to be received by
the photodetector to generate the laser spectrum which is
used to measure the strength of the received RF signal.

~ First Second
trigger laser trigger laser

Rydberg state

—

Co-excitation
Ground state

6/\\\\\

IHWE |

saloa o
~ v

Vapor cell

Figure 7: Exciting atoms to a Rydberg state.

3.2.2  Receive RF signals using Rydberg atoms. The energy
levels of the Rydberg states are so dense that transitions
between two states can induce RF signals with a fine-grained
frequency resolution [3]. For example, the transition between
66Ds/; and 67P3/; induces a 2.4 GHz RF signal, while the
transition between 67Ds/, and 68P3/, leads to a 2.3 GHz RF
signal. Therefore, to use a Rydberg atom to receive an RF
signal of frequency f;, we need to find two energy levels (/;
and I;) between which the transition corresponds to an RF
signal of frequency f;. This can be obtained by traversing
Equation 2. The atom will first be excited to energy level [;
with laser beams. At [;, the Rydberg atoms can absorb the
energy of RF signals to transit to another energy level I, as
shown in Figure 8 (left). Based on [; and ,, we know the
frequency (f;) of the received RF signal. Another important
parameter of the RF signal is the signal strength. To obtain
this parameter, we leverage an interesting observation [45],
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i.e., the reception of RF signal results in a split of spectrum
of the trigger laser beam and the signal strength is linearly
related to the amount of split (Af). The spectrum of the
laser beam can be obtained using a photodetector. As shown
in Figure 8 (right), the spectrum of laser beam shows one
peak when there is no RF signal. When RF signal is captured
at the quantum receiver, the peak of the spectrum is split
into two. The quantitative relationship between the peak
difference (Af) of the spectrum and the strength of the RF
signal is expressed as [45]

A
E= 27rﬁ/1—pAf,

®)
U

where 4, and A, are the wavelengths of two laser beams
and p is a constant. Therefore, by measuring the amount
of split of the two peaks on the spectrum, the strength of
the RF signal can be calculated. The frequency range of the
RF signal a Rydberg atom can receive at this energy level is
[f:—2, fe+2]. Bis around 100 kHz, implying that a quantum
receiver has a much lower chance of being interfered with
other signal sources due to the much smaller band.

—W/O RF signal
— W/ RF signal

RF signal of frequency f,

0.2
Rydberg state C =
e \k 2015
£ — —A
. f
o
°
® 0.05
@ o
+ 30 15 0 15 30

Relative Frequency (MHz)

Figure 8: Left: receive RF signals; Right: the spectrum
of first trigger laser beam w/ and w/o RF signals.

3.3 Sensing granularity enhancement with
a reference signal

As illustrated in Section 3.2.2, the strength of the RF signal
can be measured by the separation of the spectrum peaks.
When signal strength varies, the amount of peak separation
on the spectrum varies accordingly. We can therefore use the
amount of peak separation to sense target motions. Note that
the sensing granularity is now related to the amount of peak
separation. For the same movement, a larger peak separation
indicates a higher sensing granularity. To achieve a higher
sensing granularity, we leverage an interesting observation
of quantum receiver, i.e., the amount of separation is not
linearly related to the signal strength [38]. We observe that
the amount of separation is larger in the higher strength
region. Therefore, we employ a reference RF signal to trigger
the atom to the higher strength state. With this operation, the
amount of peak separation change becomes much larger and
accordingly the sensing granularity is significantly increased.

As shown in Figure 9a, without a reference signal to trig-
ger the atom to a high strength state, the amount of spectrum
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(a) w/o reference signal (b) w/ reference signal
Figure 9: Employ a reference signal to enhance sensing

granularity.

peak separation change is pretty small. After the atom is trig-
gered by a reference signal, the amount of peak separation
change becomes larger for the same sensing signal change.
We therefore employ a reference signal to increase the effect
of target motion on spectrum peak separation to improve
the sensing granularity.

3.4 Quantify the relationship between
quantum effect and target motion

We have shown the relationship between target motion and
the spectrum peak separation in Section 3.3. In Figure 10,
we plot the peak separation induced by the displacement
of subtle target vibration. The variation frequency of the
peak separation matches the vibration cycle and we can
therefore obtain the vibration frequency. However, in some
applications, we care about not just the frequency but also the
amount of vibration displacement, i.e., vibration amplitude.
To further obtain the amount of vibration displacement, we
need to mathematically quantify the rigorous relationship
between target movement distance and the amount of peak
separation change. We derive the relationship as below.

. i 0.15
Target vibration
M\ Vibration
i= o ¢ Z o1 -
= e
S
Vibration displacement 20_05
—_ ) %)
Adl \/\_/
X -30 -15 0 15 30
Time

Relative Frequency (MHz)

Figure 10: Illustration of relationship between target
vibration (Left) and spectrum peak motion (Right).

The quantum receiver employs a photodetector to measure
the amount of spectrum split (Af) to obtain the strength of
the received RF signal (E). Because the sensing signal St (¢)
varies over time, the strength of detected sensing signal E(t)
also varies with time and can thus be represented as

E(t) = Escos(wst + @s), (6)
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where ws = 27(f; + f). It can be seen that the strength of
the detected signal fluctuates over time at the frequency of
fe+fo. According to Equation 5, the measured peak difference
would also change over time at the frequency of f; + fo. In
reality, the state of the Rydberg atom can not change that
quickly and interestingly this inability serves the function of
a mixer in a conventional RF receiver to remove the carrier
frequency (f;) and only keep the baseband (f;) part. The
actual signal strength detected at the quantum receiver can
thus be expressed as

E(t) = Escos(wot + ¢s), (7)

where wy = 27 f;. Based on Equation 7, when a target moves,
E; and ¢ change accordingly.

To accurately measure target movement distance, we need
to obtain both values of Eg and ¢s. Existing works mainly
extract phase information for quantum communication. For
communication, accurate absolute phase information is re-
quired and an expensive reference oscillator is usually used.
In contrast, in sensing, we only care about the relative phase
change induced by target motions. In this case, the oscillator
is not required and we now introduce the signal processing
method to extract the phase change for sensing. To obtain
¢s, we multiply E(t) by cos(wot) and its phase-shifted ver-
sion sin(wot), respectively to form a complex value. We then
use a low-pass filter (LPF) to remove the high-frequency
component (wgt)

E'(t) = LPF{E(t)cos(wot) + j - E(t)sin(wot)} = Ese’?s. (8)

Now ¢s can be calculated as the angle of E'(t): ¢5 =
£(Ese’?s). Let Ags denote the phase change caused by target
movement. From a macroscopic perspective, conventional
receivers receive RF signals using antennas. From the mi-
croscopic perspective, quantum receiver received RF signals
using the electron energy transition of atoms. Based on the
Schrodinger equation [23], E’(t) can be measured in both
macroscopic and microscopic perspectives. The difference
is the measurement precision. Therefore, at the quantum
receiver, the phase information of E’(¢) is also related to the
path length of the received RF signal. We can thus convert
the phase change to target displacement Ad as

cAps
20

Ad = )
Note that Equation 9 quantifies the relationship between
phase change of the target-reflection signal and target dis-
placement. In real-world scenarios, static objects in the envi-
ronment such as walls also reflect signals. Thus, the signal
strength detected at the quantum receiver also contains the
strength of other signals. To deal with the non-target signals,
we apply circle fitting [24] to remove those components in
E'(1).



3.5 Time-domain beamforming

In this section, we present a signal processing scheme to
further improve the sensing granularity. It is known that the
sensing granularity can be enhanced by increasing the Signal-
to-Noise Ratio (SNR) [33]. One approach to improve SNR
is spatial-domain beamforming [50], which constructively
combines signals received at different antennas. Inspired
by spatial-domain beamforming, we exploit time-domain
“beamforming” [11, 20] to help increase sensing granular-
ity in quantum wireless sensing. This is because the target
moves at much lower frequencies (a few Hertz) compared to
the signal sampling rate of photodetector (10 MHz). There-
fore, adjacent samples contain very similar target movements
but different noises. We can thus downsample the signal into
multiple groups and combine them to increase the SNR.

As shown in Figure 11, we down-sample the collected
signals E’(t) into N groups. After performing time domain
“beamforming”, the fluctuation of the signal is more obvi-
ous. Based on our experiments, time domain beamforming
can improve sensing granularity by around 20%. We next
introduce the implementation of the quantum system.

Original signal
(Low SNR)

After beamforming

Group 1 (High SNR)

2nd
Grouping Group 2
—

ERNEET .
=

N
1st Sub-sampling

3rd
Adding
—

Group N

Figure 11: Time-domain “beamforming”.

4 IMPLEMENTATION

Hardware Implementation. As shown in Figure 12a, one
key component of the proposed quantum wireless sensing
system is a cylindrical atomic vapor cell. The size of the
vapor cell can vary and is usually small. In our experiment,
the size of the cell is 2.5 cm X 5.0 cm, and it is filled with Cs
atoms. The filled cell costs $150. The laser generator (Wavicle
Laser ECDL852) used in our experiment costs $27,000. Note
that this laser generator is capable of emitting laser in a large
wavelength range, and it is thus expensive. For RF sensing
with WiFi, UWB and millimeter wave, a cheaper laser gener-
ator suffices. For signals at 2.4 GHz frequency, two lasers of
wavelength 510 nm and 852 nm are used to excite Cs atoms
to the Rydberg state (66Ds/,) as shown in Figure 12b. Note
that to receive signals at 5 GHz or 28 GHz, the corresponding
Rydberg states are 52Ds, and 61Ds);, respectively.? A pho-
todetector (Thorlabs PDB210 A/M) is used to measure the
laser intensity. Note that the photodetector does not need to
be changed when the quantum receiver listens to different

2We present the details of calculation in the Appendix.
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RF frequency bands. The detected light spectrum informa-
tion is stored in a data acquisition board (NI USB-6363). We
extract the frequency difference between the two peaks on
the spectrum to calculate the strength of the received signal.

(a) Cs atoms at ground state

(b) Cs atoms at Rydberg state
Figure 12: Two states of Cs atoms.

To generate RF signals over a large frequency range (e.g.,
2.4 GHz, 5 GHz and 28 GHz), we employ a signal generator
KEYSIGHT E8257D supporting frequencies up to 40 GHz. We
also use commodity WiFi card as the transmitter to demon-
strate quantum wireless sensing works with WiFi packets.
The Intel 5300 WiFi card costs $18 and it was connected to a
mini PC (GIGABYTE GB-BXi5-4570R) to control signal trans-
mission. In the benchmark experiment, we use a vibration
calibrator as the sensing target, which can generate vibra-
tions with frequencies ranging from 15 Hz to 250 Hz and
vibration amplitudes from 0.05 mm to 1 mm. For movement
larger than 1 mm, we use a sliding track to precisely move a
metal plate to serve as the target.

Software Implementations. We implement the signal
processing part with Matlab. After the data acquisition card
receives the raw signal samples, it forwards them to a lap-
top through WiFi connection. Then we employ the proposed
signal processing and sensing granularity enhancement tech-
niques to process the signal for sensing.

5 EVALUATION

In this section, we evaluate the performance of the proposed
quantum wireless sensing system with both benchmark ex-
periments and real-world applications. Benchmark experi-
ments are employed to verify the feasibility of the proposed
quantum wireless sensing system and investigate the impact
of varying parameters and conditions. We further showcase
two applications with the proposed quantum wireless sens-
ing system: i) using a 2.4 GHz centimeter-wavelength signal
to sense sub-millimeter level vibration of a speaker to “hear”
the music play, and ii) using a 28 GHz millimeter-wavelength
signal to sense micrometer-level subtle vibration of a water
bottle induced by human walking.

5.1 Benchmark experiments

We evaluate the system performance in terms of vibration
amplitude and frequency estimation accuracy. We compare
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the performance of the proposed quantum wireless sens-
ing system with that of two state-of-the-art RF sensing sys-
tems [1][2]. We also evaluate the system performance in
non-line-of-sight (NLoS) scenarios and in the presence of
interference.

Experiment Setting: The experiment setup is shown
in Figure 13. To fully control the target in the benchmark
experiment, we use a small metal plate as the target. Real-
life targets such as humans and speakers are adopted in
the application evaluation section. The size of the metal
plate is 10 cm x 15 cm. We employ a sliding track of 2 m
controlled by Raspberry Pi 3 Model to precisely move the
metal plate. The sliding track can move a target on a scale
larger than 1 mm. For subtle vibration motions smaller than
1 mm, we employ a VEC-12 Portable Vibration Calibrator.
The vibration displacement can be varied in the range of 10
- 2000 ym, and the frequency can be varied in the range of
10 - 800 Hz. By default, the target is placed 1 m away from
the line-of-sight (LoS) path between the RF transmitter and
quantum receiver. The RF transmitter and quantum receiver
are separated by 2 m.

Ground Truth: For movement larger than 1 mm, we
move the target with a high-precision sliding track (Mjunit
MJ45N) which is capable of reporting the displacement at
an accuracy of 0.01 mm. For subtle vibration, we obtain the
ground truth readings from the vibration calibrator at an
accuracy of +1 ym.

Performance metric: The sensing metrics we focused
on are displacement error and frequency error. We calculate
the mean absolute error between the estimated values and
the ground truths. For music recovery, vibration frequency
is more important than the vibration amplitude.
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(a) USRP B210
Figure 14: Two SDR devices and MiniPC with Intel 5300
WiFi card for conventional RF sensing.

(b) LimeSDR

(c) Intel 5300
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Figure 15: Comparison of the sensing limits between

quantum sensing system and conventional RF systems.

5.1.1  Comparison with conventional RF sensing systems. To
compare the performance of the proposed quantum sens-
ing with RF sensing, we adopt three different RF receivers
commonly used in RF sensing, i.e., USRP B210, LimeSDR and
Intel 5300 commodity WiFi card, which cost $3000, $400 and
$10, respectively, as shown in Figure 14.

We first study the performance of RF sensing using USRP
B210 and LimeSDR as the receiver at 2.4 GHz. For vibration
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displacement under 1 mm, the vibration frequency is set as
30 Hz. For displacement larger than 1 mm, the vibration fre-
quency is set as 5 Hz. As shown in Figure 15a, for a vibration
displacement of 5 mm, quantum sensing, RF sensing based on
USRP and LimeSDR achieve a displacement estimation error
of 0.28 mm, 1.2 mm and 1.6 mm, respectively. As shown in
Figure 15b, the frequency estimation errors of the proposed
quantum sensing, RF sensing based on USRP and LimeSDR
are 0.09 Hz, 0.24 Hz and 0.28 Hz, respectively. For vibrations
smaller than 1 mm, RF sensing can no longer work, whereas
the proposed quantum sensing still works well with an error
less than 0.1 mm.

Next, we present a comparison of the raw signal captured
at the quantum receiver, two SDR RF receivers and the com-
modity RF receiver (Intel 5300). The target vibration am-
plitude is set as 20 mm, 10 mm and 5 mm. As shown in
Figure 16a, when the vibration amplitude is 20 mm, a clear
vibration pattern can be observed at all four receivers. When
the vibration amplitude is decreased to 5 mm in Figure 16c,
we cannot see clear target vibration patterns at RF receivers.
In contrast, a clear vibration pattern can still be observed at
the quantum receiver. Note that all the signals presented are
raw data without applying any filters.

We gradually decrease the vibration amplitude to obtain
the sensing granularity, i.e., the minimum vibration ampli-
tude when the error is still less than 30%. For amplitude
sensing, the sensing granularity for commodity WiFi card
and USRP B210 are both around 5 mm. In contrast, the gran-
ularity of quantum sensing can reach 0.5 mm which is much
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finer. For frequency sensing, the granularity of RF sensing is
around 3 mm while the granularity of quantum sensing can
reach 0.1 mm. We can thus conclude that quantum wireless
sensing can improve the sensing granularity by more than
10 times at the frequency of 2.4 GHz.

5.1.2  Sensing granularity at different signal frequencies. In
this section, we study if quantum sensing can work at other
frequencies (e.g., 5 GHz and 28 GHz). The target vibration is
varied from one centimeter to a few micrometers.

For displacement measurement, we show the estimation
error at three frequencies in Figure 17a-17c. We can see
that the sensing granularity of quantum wireless sensing for
2.4 GHz, 5 GHz, and 28 GHz signals is 0.5 mm, 0.25 mm, and
0.05 mm, respectively. In contrast, the sensing granularity of
conventional RF sensing at 2.4 GHz and 5 GHz is 5 mm and
3 mm. Note that our USRP B210 platform can only support
receiving signals in the frequency range of 70 MHz - 6 GHz.
While it is difficult for one RF receiver to effectively capture
RF signals in a large frequency range, one quantum receiver
can cover frequencies from Megahertz to Terahertz due to
completely different signal reception mechanism.

For frequency measurement, better performance can be
achieved with quantum wireless sensing. The sensing gran-
ularity is further pushed to 0.1 mm, 0.05 mm and 0.01 mm
for 2.4 GHz, 5 GHz, and 28 GHz signals, achieving 20 times
granularity improvement. Based on this benchmark experi-
ment, we show that even centimeter-wavelength signal (e.g.,
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WIPFi) can be used to sense subtle sub-millimeter vibration
of a speaker to “sense” music in Section 5.2.1.

5.1.3 Impact of distance. We further investigate the impact
of distance between transmitter and receiver on sensing
accuracy. We show the experiment setup in Figure 18a. The
vibration displacement and frequency are set to 5 mm and
20 Hz. We vary the distance between the signal transmitter
and the vapor cell from 50 cm to 300 cm at a step size of 50 cm.
The target is placed 1 m away from the LoS path. Figure 18b
shows that our system is able to achieve an average error of
0.3 mm at a distance of 3 m. For a distance within 2 m, the
average error is 0.25 mm.

5.1.4 Impact of obstacle on signal propagation path. In this
experiment, we study the impact of obstacle on quantum
wireless sensing. The vibration frequency and displacement
of target are set as 20 Hz and 0.8 mm. We place obstacles made
of four different materials, i.e., cardboard, wood, plastic and
glass as shown in Figure 19 to block the signal propagation
path between the transmitter antenna and target. As shown
in Figure 20, the obstacle only causes a small increase of
0.01 mm - 0.05 mm (corresponding to a percentage of 1.25%
- 6.25%) on displacement errors. This is because although
the obstacle causes signal attenuation, owing to the high
sensitivity of quantum wireless sensing, the performance is
only slightly affected.

E 0.5 0os
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— Plastic
- - ‘Glass
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0 o
0.05 0.1 015 02 0.25

Displacement error (mm)

Figure 19: Sensing in the Figure 20: Impact of ob-
presence of obstacles. stacles.

5.1.5  Sensing with commodity WiFi as transmitter. Note that
as WiFi channel is 20 MHz and quantum receiver only listens
to a much smaller frequency band, the amount of power
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captured at the quantum receiver is much smaller than the
total WiFi power available. In this section, we want to see if
the quantum receiver can use the very small portion of power
captured from real WiFi packets for sensing. We conduct
experiment using Intel 5300 WiFi card as the transmitter.
Intel 5300 card is set to operate at channel 1 (2.412 GHz) with
a bandwidth of 20 MHz. The interval of packet transmission
is set as 10 ms. The small metal plate serves as the target.

As shown in Figure 21, we can see that even by just captur-
ing a very small portion of power from WiFi transmissions,
we can still achieve accurate vibration sensing. The achieved
average error for vibration frequency sensing is 0.3 Hz (1.5%)
which is still lower than the performance achieved with con-
ventional WiFi sensing (3.5%). We want to point out that the
channel size a quantum receiver is capable of listening to is
being progressively increased in the last few years [10, 41]
and we expect an even better sensing performance in the
future with this trend.
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Figure 21: Sensing signal variation pattern and WiFi
packets (zoomed in).

5.1.6  Impact of ambient RF interference. We further study
the impact of ambient RF interference. We let our quantum
receiver listen to RF signal at 2.412 GHz. As shown in Fig-
ure 22, we place two RF signal transmitters (one WiFi and one
Bluetooth) near the vapor cell to create RF interference. The
WiFi and Bluetooth interference are transmitted at 2.427 GHz
and 2.402 GHz, respectively. The vibration displacement and
frequency are set as 0.8 mm and 20 Hz.

—None
Channel 3 WiFi
—Bluetooth

0
0.05

Bluetooth

0.1 0.15 0.2
Displacement error (mm)

Figure 22: Sensing in the pres- Figure 23: Impact of RF
ence of interference signals. interference signals.

0.25

As shown in Figure 23, even though the frequency of
the ambient RF signal is close to the sensing frequency, our
system is affected very little. This is because Rydberg atoms
are only sensitive to the electromagnetic wave in a small
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frequency range. Therefore, the chance of being interfered
is small. Quantum receiver can thus resist interference in
complex electromagnetic environments.

5.2 Case studies

In this section, we evaluate the performance of quantum
wireless sensing in real-life applications.

5.2.1 Using centimeter wave to sense sub-millimeter vibra-
tion of a speaker. In RF sensing, a 2.4 GHz signal with a
wavelength of 12 cm is capable of sensing millimeter-level
motions. In this application, we show that quantum wireless
sensing is capable of breaking this limit and pushing the
sensing granularity to sub-millimeter level. Leveraging this
finer granularity, we show that quantum wireless sensing
can capture the subtle vibration of the speaker to “listen to”
music. Previously this could only be achieved with higher-
frequency millimeter wave signals [28, 32].

As shown in Figure 24a, a Philips SPA20 USB speaker with
a small power of 3.5 W is placed on the desk. We employ
2.4 GHz signals for sensing, and Cs atoms in a vapor cell as
the receiver. We play the seven basic music notes (i.e., do,
re, mi, fa, so, la, and si) in the frequency range of 261 Hz
to 494 Hz and the other four lyrics (Twinkle twinkle little
star, For Elise, London bridge and Bingo). We plot the time-
frequency spectrum of the speaker vibration when playing
seven notes and Twinkle twinkle little star in Figure 24b
(left: ground truth). We can see that our system can recover
the sound the speaker is playing accurately purely through
quantum wireless sensing. This can be used to record sound
in a noisy environment. In contrast, conventional RF sensing
using USRP B210 fails to sense the speaker vibration under
the same setup as quantum wireless sensing, as shown in
Figure 24b (right).

To quantify the performance of audio recovery of the five
lyrics, we calculate the similarity between the original sound
and recovered sound using cross-correlation of audio fre-
quencies [49]. Figure 24c shows the results. Compared with
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direct recording using a microphone (93.7%), the achieved
average similarity using the proposed quantum wireless sens-
ing is only slightly worse (88.8%). The demo video for music
sound recovery through quantum vibration sensing can be
found at https://youtu.be/Do45Pa2fDéc.

5.2.2  Using millimeter wave to sense micrometer-level vibra-
tion. In this section, we further push the sensing granularity
to micrometer level using millimeter-wave signals. One ex-
ample of micrometer-level motion is the vibration of a bottle
of water induced by a low-power USB speaker or human
walking.

As shown in Figure 25a, a plastic bottle with water is
placed on the table, and the speaker is placed 0.7 m from
the bottle. We employ a Philips SPA20 USB speaker with
a power of 3.5 W for our experiment. The volume level of
the speaker is set as 50%. We play English words (i.e., one,
two, three) using the speaker. In this experiment, we use
28 GHz RF signals for quantum wireless sensing. We extract
the time-frequency spectrum of the signal captured at the
quantum receiver, as shown in Figure 25b. By capturing the
extremely subtle pym-level vibration of the bottle, we are
able to restore the sound of the words from the speaker.
As shown in Figure 25b, the recovered words match the
ground truth well. The recovered sound can also be found at
https://youtu.be/e4ALp8iYiTc.

We employ another interesting application to demonstrate
the fine granularity of quantum wireless sensing. We use
quantum wireless sensing to detect whether a person enters
the room based on the subtle vibration induced at a water
bottle on a table in the room. In this experiment, we let a per-
son walk into the room. One 500 ml plastic bottle with water
is placed on the desk. The desk is around 1 m from the door.
When the person enters the room, human walking induces
very subtle vibration (micrometer level) of the bottle. We
extract the time-frequency spectrum of the signal captured
at the quantum receiver, as shown in Figure 26b. We can see
that the person enters the room at timestamp 1.8 s and stops
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by speaker to recover words (i.e., one, two and three).

walking at 6.4 s. These timestamps match the ground truth
captured using a video camera well. It can also be seen that
human walking-induced bottle vibration contains multiple
low-frequency components. We recruited 5 volunteers (2
females and 3 males) with a weight in the range of 50 kg to
85 kg. 100% detection accuracy can be achieved for all the
5 volunteers. Even for the female with the lightest weight
of 50 kg, the induced vibration can still be accurately de-
tected, demonstrating the superior performance of quantum
wireless sensing. We believe more information such as the
material of the floor and walking pattern may be extracted
from the spectrum if proper machine learning models are
applied.

6 RELATED WORK

Conventional RF sensing. A lot of research effort has been
devoted to sensing humans and objects using RF signals.
A large range of RF sensing applications have been devel-
oped, ranging from fine-grained vibration sensing [28, 54]
and human vital sign monitoring [5, 61] to coarse-grained
gesture tracking [42, 47] and daily activity recognition [34,
51]. A large variety of wireless technologies are utilized
for sensing, including WiFi [4, 42, 61], bluetooth [40, 43],
RFID [12, 15, 27], LoRa [13, 14, 54, 58], UWB [16, 59, 60] and
FMCW radar [6, 7, 26, 55]. The signal frequency ranges from
hundreds of megahertzs to tens of gigahertzs. However, the
sensing granularity is fundamentally limited by hardware
thermal noise generated at electronic components. For exam-
ple, low-frequency WiFi signals cannot sense sub-millimeter
motions. High-frequency signals are employed to achieve
higher sensing granularity. However, the penetration capa-
bility of high frequency signals is weaker and the hardware
cost is usually higher.

Quantum technology. Quantum technology is based on
quantum mechanics and is new compared to RF technolo-
gies. In 1980, Paul Benioff proposed a quantum mechanical
model of the Turing machine [8]. In 1998, the first two-qubit
quantum computer which could perform computations was
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bration induced by human walking,.

created [17]. Wiesner et. al introduced the concept of quan-
tum conjugate coding showing the potential of quantum
cryptography in 1992 [9]. Quantum technology was also
used to design quantum network stack and link layer pro-
tocols [30][18][31]. In addition to these works, researchers
discovered that Rydberg atoms could be used for communica-
tion and sensing in recent years [21, 29, 38, 56]. For quantum
communication [44], it needs to send qubits from one quan-
tum node to another. By creating quantum entangled qubits,
information can be transmitted between remote quantum
nodes. For quantum sensing, existing works aim at capturing
the information of micro subjects such as molecules [21, 56].
The typical examples are atomic vapor magnetometers and
atomic clocks [19]. Different from these works, this paper
is the first to utilize quantum receiver and RF signals for
sensing macro subjects such as human and daily objects.

7 DISCUSSIONS

In this section, we discuss the advantages and disadvan-
tages of quantum wireless sensing. We compare it with con-
ventional wireless sensing on the following aspects: size of
frequency band, system noise, sensing sensitivity, system
working frequency, and device cost/size.

Size of frequency band. The quantum receiver only
listens to a narrow band once at a time and there are both
advantage and disadvantage for this small band. The clear
advantage is that as the quantum receiver only listens to a
small band, it will not be interfered by adjacent channels.
The disadvantage is that listening to a narrower band leads
to lower received signal power and accordingly a smaller
sensing range.

System noise. For conventional wireless sensing systems,
electronic components such as mixers, amplifiers, and analog-
to-digital converters (ADCs) all unavoidably introduce ther-
mal noise. In contrast, a quantum receiver induces much
smaller noise. The major source of noise comes from the
photodetector adopted. The noise of a photodector consists



of thermal noise and shot noise. The thermal noise of a pho-
todector is usually orders of magnitude smaller than the
thermal noise of an RF amplifier. The shot noise is even
smaller than the thermal noise.

Sensing granularity. Owing to smaller noise, quantum
wireless sensing can improve the sensing granularity of
conventional RF sensing by more than 10 times. On the
other hand, higher sensing granularity also means quan-
tum wireless sensing can be more easily interfered by non-
target movements. Confining quantum wireless sensing only
within the area of interest is an exciting direction to explore.

System working frequency. Conventional RF receivers
are designed to receive signals in a particular frequency
range. Even the antenna needs to be redesigned in order to
efficiently receive signals in different frequency ranges. For
example, while WiFi adopts dipole antennas, coil antennas is
used to receive lower frequency signals. In quantum wireless
sensing, one quantum receiver can receive RF signals of
different frequencies by simply triggering the electrons to
different energy levels. One quantum receiver can cover the
frequency from a few Megahertz to tens of Terahertz.

Device cost and size. Quantum systems are still in the
early stage of research and development. It is predicted that
with further advances in laser miniaturization and integrated
photonics, the size of the quantum receiver could be made
much smaller [21]. We believe the price of quantum systems
will also decrease dramatically. Take cesium clocks which
contain lasers and Cs atoms in a vapor cell as an example.
The size of today’s cesium clocks is just 1% of the size of the
first-generation design. The cost has been decreased from
tens of thousands dollars to a few hundred dollars.

Future work: We demonstrate that quantum receiver can
achieve a much finer granularity compared to conventional
wireless sensing. We believe this finer granularity can enable
exciting new applications. For example, while conventional
WiFi sensing can only support hand tracking, quantum WiFi
sensing may be used for finger tracking. We believe quantum
wireless sensing has the potential to move one step forward
to enable extremely fine-grained sweat and urine tests when
high-frequency signals (e.g., Terahertz) are used.

8 CONCLUSION

In this paper, we present a new sensing modality, i.e., quan-
tum wireless sensing for the first time. We reveal the under-
lying principle and design the first quantum wireless sensing
system in the world. We show the superior performance of
quantum wireless sensing compared to conventional RF sens-
ing. We envision quantum wireless sensing can significantly
improve the sensing performance in every aspect and also
enable exciting new applications.
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A APPENDIX
A.1 Quantum defect

Table 1 below lists quantum defects with different angular
momentum quantum numbers (i.e., S, P, D, F) and electron
spin quantum numbers (i.e.,1/2, 3/2, 5/2, 7/2).

Table 1: Quantum defect of Cs atoms.

Energy level i
nSij; 4.04935665
nPy/; 3.59158950
nPs/; 3.559058
nDs; 2.475365
nDs); 2.46631524
nFs ), 0.03341424
nF;, 0.033537

A.2 Calculation of energy level difference
corresponding to RF signal frequency.
For 5 GHz frequency signal, the transition between energy

levels [y = 52Ds;; and I = 53P;;, of Cs atom can be calcu-
lated as:

|E12 _E11| 1 1
L, = =cR —
fuot, h y|(53—5,2)2 (52—5,1)2|
3 7 1 1

=3x10%-1.097 x 107 - | - |
(53— 3.559)2 (52 — 2.466)2

=5 GHz,

(10)

For 28 GHz frequency signal, the transition between en-
ergy levels Iy = 61Ds;; and I, = 63P;/; of Cs atom can be
calculated as:

|E;, — Ey | 1 1
L, = =cR —
fuot, h y|(63—512)2 (61 —5,1)2|
3 7 1 1

=3x10%-1.097 x 107 - | - |
(63 —3.592)2 (61 — 2.466)2

=28 GHz.

(11)
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