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Intelligence Oversight in Times of
Transnational Impunity

This book adopts a critical lens to look at the workings of Western intelligence and
intelligence oversight over time and space.

Largely confined to the sub-field of intelligence studies, scholarly engagements with
intelligence oversight have typically downplayed the violence carried out by secretive
agencies. These studies have often served to justify weak oversight structures and
promoted only marginal adaptations of policy frameworks in the wake of intelligence
scandals. The essays gathered in this volume challenge the prevailing doxa in the
academic field, adopting a critical lens to look at the workings of intelligence oversight in
Europe and North America. Through chapters spanning across multiple disciplines —
political sociology, history, and law — the book aims to recast intelligence oversight as
acting in symbiosis with the legitimisation of the state’s secret violence and the
enactment of impunity, showing how intelligence actors practically navigate the legal
and political constraints created by oversight frameworks and practices, for instance by
developing transnational networks of interdependence. The book also explores
inventive legal steps and human rights mechanisms aimed at bridging some of the
most serious gaps in existing frameworks, drawing inspiration from recent policy
developments in the international struggle against torture.

This book will be of much interest to students of intelligence studies, sociology,
security studies, and international relations.

Didier Bigo is a professor of International Political Sociology at Sciences-Po Paris-
CERI, France, and a part-time professor at King’s College London, Department of
War Studies. He is the author or editor of many books, including Data Politics (2019)
and Extraordinary Rendition (2018), most recently.

Emma Mc Cluskey is a lecturer in Criminology at the University of Westminster,
London. She is the author of From Righteousness to Far Right; An Anthropological
Rethinking of Critical Security Studies (2019) and co-editor of Security, Ethnography
and Discourse (2022).

Félix Tréguer is an associate researcher at the CNRS Center for Internet and Society
and a former postdoctoral fellow for the GUARDINT project at CERI-Sciences Po.
He is a founding member of La Quadrature du Net, an advocacy group dedicated to
the defence of human rights in relation to digital technologies.
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Introduction

Didier Bigo, Emma Mc Cluskey, and Félix Tréguer

Opversight, democracy, and control: Situating our transdisciplinary
dialogue

Intelligence oversight remains an under-investigated object of study. When
they exist, academic discussions on this topic are rather heterogeneous and
take place in several spaces and within various interstices. Within the sub-
field of Intelligence Studies — one anchored in political science and interna-
tional relations —, engagements with this topic have been occupying an in-
teresting “in-between” space; an “add on” or afterthought. Conversations
about oversight, more accurately described here as a repertoire of actions
ranging from critical evaluation to hierarchical control via monitoring, are
also a somewhat demarcated branch of legal studies. Assertions that over-
sight studies are generally driven by normative concerns largely obfuscate the
history and intellectual trajectory of many of these conversations. Indeed,
most debates around oversight tend to see the practice as a more applied
ethical or practical question, which always involves trade-offs. The departure
point is the idea of the supposed inherent and unresolved tension between
intelligence and democratic control, where the view is taken that, as “we”
cannot uninvent intelligence, it’s better to regulate it.

This framing of oversight reveals its deep roots in the parochial mindset
largely espoused by Intelligence Studies and a particular interpretation of
political science. As Ben Jaffel, Hoffmann, Kearns, and Larsson have so
clearly pointed out, Intelligence Studies — with its origins in Anglo-US policy
making and a chiefly functionalist epistemology — has served to carefully
choreograph the questions asked about intelligence practices, producing
“theories for and not of intelligence”.! This tradition of thought, we argue,
overemphasises the effectiveness of state sovereignty in practice and fails to
question its relevance today. An imaginary of a world in which state affairs —
and in particular foreign affairs — are exempt from democratic rules and are
left to opportunistic decisions is left intact, complete with all its misconcep-
tions and fallacies. Such a framing typically downplays the violence carried
out by secretive agencies and normalises the right for government authorities
to surpass democracy and the rule of law if they deem it necessary.> Within

DOI: 10.4324/9781003354130-1
This chapter has been made available under a CC-BY-NC-ND 4.0 license.


https://doi.org/10.4324/9781003354130-1

2 Didier Bigo et al.

this imaginary, such “right” stems from the notion that a sovereign power has
the final say in any quarrel occurring over its territory, and that it can use
diplomacy and foreign affairs to extend this power on extraterritorial matters
via anti-diplomatic techniques and influence.® Such an approach has so often
served to justify weak oversight structures and delivered only marginal
adaptations of policy frameworks in the wake of intelligence scandals.
Overtime, it has helped build a misleading narrative of a linear progress to-
wards the rule of law and often sustained blind analytical spots.

Conversations which speak to the more juridical dimensions of intelli-
gence oversight are more noteworthy. It is partly due to the fact that the
role of the courts in overseeing intelligence networks has in some respects
become more significant since 9-11.* While long compliant with national
security and state secrecy doctrines, judicial authorities across many
countries have played an important role in defining new contours of the
legal landscape, particularly lower courts in the US and the Court of Justice
of the European Union.” In addition, the judicial arm of the Council of
Europe, the European Court of Human Rights (ECHR), has emphasised
that executive intelligence policy and oversight bodies are subject to public
scrutiny.® Studies of the changing role of the judiciary in national contexts
are plentiful. This is especially the case for Canada, which suffered from the
scandals of the 2002 Maher Arar rendition to Syria and a decision by Judge
Mosley on the subcontracting of Canadian Security Intelligence Service
(CSIS) surveillance to Five Eyes partners, and the limited legislative
accountability in this national context.” Such work has been very important in
discussions on oversight as controlling and constraining intelligence practices.
When framed as a “branch” of oversight, however, the judiciary is seen as the
least able of all three branches to hold governments to account for national
security activities as it is a reactive institution constrained by national political
contexts.

Taking inspiration from these legal scholars, this book builds on some of
their arguments. But while the contributions gathered in this volume recognise
the achievements of oversight professionals in the juridical realm, our trans-
disciplinary dialogue attempts to open a broader space in which to interrogate
the forms of democratic imaginaries at play within oversight policies and
practices. Taking critical distance from a narrow idea of democracy as a
technocratic and institutionalised idea represented through various policies,®
our approach instead looks at how more radical forms of democracy, and more
substantive critique and control of intelligence — have been constrained by the
“common-sense” approaches put forth in much of the literature. Instead of
working within disciplinary silos which take for granted all their respective
baggage and blind spots, we have attempted to open a transdisciplinary space
in which to analyse the transnational practices of various actors who challenge
or implement what democratic regimes ought or ought not to do at any given
time. We argue that such an approach allows for an understanding of historical
trajectories and an examination of sociological processes by which different
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oversight professionals set limits to the surveillance and violence of intelligence,
or by which they fail to do so.

Drawing on recent developments in International Political Sociology (IPS),
which has proposed a transdisciplinary perspective of analysing practices in
transnational fields of power, we have thus sought to unpack institutions and
policies of oversight and to differentiate the actors’ logics and political judge-
ments’. In doing so, we worked to connect Intelligence Studies to legal analysis
of human rights, sociology, criminology, public administration, Surveillance
Studies, and Security Studies in order to reveal their often contradictory set of
assumptions and to work through them to propose alternatives. As the con-
tributors to our volume come from a diversity of disciplines and academic
backgrounds, their chapters reflect both the heterogeneity of methods and the
plurality of empirical sites explored. We are united however by the willingness
to pay attention to the systems of foreclosure and exclusion of certain forms of
oversight, as well as the normalisation and enlargement of constraints to the
democratic control of intelligence. Our aim is to enact a profound intervention
into dominant studies of oversight of intelligence, which take for granted and
thus legitimise secret state violence.

From scandals to oversight? Unpacking the practical limits of really
existing intelligence oversight

In academia, detailed attention to the actors and practices of intelligence
oversight very much remains an open project. But the few quantitative and
qualitative studies of the world of institutional oversight tend to confirm that,
in most cases, institutional oversight bodies fail to act as an independent and
effective counter-power without the support of strong social movements and
that of judicial and/or parliamentary bodies. Left to their own administrative
logic, they tend either to pay lip service to the very agencies they are supposed
to be keeping in check or to produce norms that have no real impact on the
workings of such agencies.'® And while it is true that in some countries, the
institutionalisation of intelligence oversight has given way to a growing body of
legal rules and formal mechanisms, alleviating a small part of the secrecy and
legal limbo that shields the daily operations of intelligence agencies, it remains
often partial and fragmented, subject to countless practical hurdles. Regional
and transnational mechanisms of oversight may play a role if they can overpass
the national barriers, but this is still a challenge (see Chapters 2, 6, 9, and 10).

These practical limits to national intelligence oversight are the products of
decades of struggles around the secret violence of intelligence where, for the
most part, institutionalised intelligence oversight has been designed and
construed in a functionalist way as a means to boost the efficacy and legiti-
macy of intelligence agencies (on this point, see Chapter 1). In that respect,
these limits reflect a contingent yet rather entrenched and problematic equi-
librium. Of course, there is another side to the intelligence oversight story: the
zealous whistleblower who seeks legal remedies against a shocking case of
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systemic abuse they have witnessed, the investigative journalist who has
gotten word of an affair, the human rights defenders bringing a case against
their government before a supranational human rights court, etc. Through
these critical engagements, the symbolic and physical violence of intelli-
gence is exposed, its secret illegal activities and its “collusive transactions”
with other sub-fields of power denounced. On occasions, these controver-
sies may even escalate into full-blown scandals in which multiple fields
become embroiled, that is when scandals turn into a national or interna-
tional political crisis.

But historical research suggests that such conjunctures seldom translate
into meaningful oversight reform. In two-dozen cases of scandals regarding
intelligence surveillance over the past 60 years in the US, the UK, Germany,
and France, such cases appear especially scarce.!' The public policy of
intelligence oversight is largely an inheritance of a series of “founding”
scandals of the 70s when popular oppositions to digital surveillance as well
as powerful and synchronised multi-sectoral mobilisations led to the edifi-
cation of new norms and principles, such as data protection laws or the
progressive case law of human rights courts. Certainly, some national dif-
ferences — and the more or less advanced stage of democratisation processes
— come to the fore when surveying past intelligence scandals. Germany
stands largely apart from its counterparts in this regard. Not only can it be
deemed the birthplace of modern-day intelligence accountability — with the
establishment of the G10 commission to oversee intelligence surveillance
and the strengthening of parliamentary oversight in response to the scandal
unleashed in 1963 by Werner Pidtsch, a clerk at the German domestic
intelligence agency, the Bundesamt fiir Verfassungsschutz (BfV). But
Germany also appears to be the country where the careers of intelligence
officials and responsible ministers have been the most exposed in response
to scandals (see Chapters 3 and 9).

In many cases though, intelligence scandals have failed to significantly affect
the field of intelligence, to change its rules of the game (see e.g. Chapter 6). Even
in the rare cases where intelligence officials are caught in the act of illegal
activity and cannot escape sanctions, the servants of the reason of state are at
the very least shown clemency (see Chapter 2). While their impact on demo-
cratic oversight is often not very significant, scandals nonetheless have the
potential of evidencing changing alliances among power elites, sudden reversals
in allegiances and power relations, and in this respect hold a deep heuristic
value (see e.g. Chapters 4 and 5). One important object in structuring these
changing relations is of course the law. The latter plays an ambivalent role: it
can be used by challengers to scandalise intelligence (e.g. through human rights
law and associated claims) but it also codifies rules and arrangements that are
purveyors of legitimacy and normalisation for the forms of violence caused by
intelligence. In fact, to a large extent, the codification of intelligence powers and
of intelligence oversight has taken place with the assent — or sometimes even the
public demands — of intelligence officials themselves as a way to secure their



Introduction 5

prerogatives and sort out their dealings with other players, be they the political
sphere, the courts, the media, private companies, or other intelligence agencies
(see Chapter 7).

In theory, this means that overtime legal capital should be increasingly
important for the intelligence field. But intelligence enjoys characteristics that
make law easier to circumvent than in other bureaucratic settings: in a con-
text marked with a deeply ingrained practice of secrecy, very few actors get to
know how the interpretation of the rules takes place. Vague legal notions
such as “national security”, “international communications”, “US persons”,
and the likes are thus open to considerable margins of interpretation. Obscure
and apparently insignificant terms can be turned into huge loopholes that
might survive for a long time, until yet another scandal will force judges to
close them off. In other cases, oversight will be simply made impossible
because of the dubious invocations of professional rules, such as the so-called
“Third Party rule” often opposed to the attempts of oversight agencies to
check the data shared with foreign partners. Finally, through new technol-
ogies and tactical moves — such as the forming of transnational guilds —
intelligence professionals can also bypass existing oversight mechanisms
(see Chapters 2 and 3).

In the face of these challenges, and for all the limitations of past efforts
aimed at reining in intelligence abuse and related impunity, the work con-
sisting in closing off pockets of illegality and creating the conditions for more
democratic intelligence oversight remains a fundamental endeavour. This is
why this book is also concerned with identifying key proposals to help
remedy systemic oversight failure and impunity (Chapters 2, 6, 8, 9, and 10).

Presentation of the book’s chapters

In order to provide a sense of the historical trajectories that have influenced
the practices of various intelligence agencies in democracies and the limits
they have placed on the use of secret violence and large-scale surveillance, the
first three chapters examine the emergence of the idea of control by non-
executive branches of government over the activities of secret services, both
abroad and at home. They are inspired by an IPS approach based on rela-
tional and processual analytical frames inspired by Norbert Elias and Pierre
Bourdieu. Thus, these chapters make use of the notions of “social space” and
“field” to understand the relations between the different actors that resort to
secret forms of violence and engage in intrusive surveillance — practices that
are commissioned, or at least sanctioned, by the executive branches of gov-
ernments identifying themselves as democracies and based on the separation
of powers (Montesquieu, Payne). Traditionally, these actors were part of
secret services. But now many other actors from other public administrations
and private companies join in the enactment of such violence and of the
forms of intrusive large-scale surveillance that target specific segments of the
population. Far from being eternal or recent, such a field of practices, which
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goes beyond legitimate violence that respects the rules of law, has specific
origins that involve challenges and evolutions. A sociogenesis of intelligence
oversight is thus necessary to shed light on present-day issues and understand
how specific problems or configurations emerge — in this case, the problem of
a legitimacy gap that necessitates the creation of surveillance mechanisms and
organisations with a certain degree of independence.

In the first chapter, Félix Tréguer goes back to a key moment of intelli-
gence oversight epitomised by the “Church Committee” in the US. Drawing
on numerous archives, he revisits the traditional narrative of this so-called
“birth of modern oversight”, examining the various activities of the US ser-
vices in relation to computerisation in the 1970s and the controversies that
arose at the time. A series of scandals indeed gave rise to radical practices of,
and demands for, control over the activities of the services. Bringing these
largely forgotten histories to the fore, his sociogenesis challenges both the
idea that the services have a discretionary right to be “outside the law” and
enjoy a de facto impunity, as well as the narrative of some legal and intelli-
gence scholars of an emergence and progress of democratic control from the
Church Commission to the present day. Tréguer shows how the domestic
surveillance of social movements and technologies of remote surveillance
were already intertwined and contested, and how the institutional oversight
mechanisms set up in response to these scandals stood in the way of demands
for full transparency. Instead, these mechanisms were designed to be the
keepers of secrets and the intermediaries between the intelligence field and the
politicians, effectively toning down the contestation of intelligence that had
been achieved through whistleblowing, advocacy, or litigation. Official
oversight ended up securing a supposedly liberal political regime relying ex-
tensively on intelligence as a mode of government.

In the second chapter, Didier Bigo analyses how recent major transfor-
mations have affected this long-standing relationship between secret services
and the institutions in charge of monitoring them. He insists on the condi-
tions under which secret violence and surveillance have been carried out by
democratic regimes through networked coalitions of different secret services
and the lengthening of the chains of interdependence between the actors who
manage suspicion, surveillance, prevention, and prediction. These coalitions
are not simply an extension of the policies of US agencies, nor a series of
national decisions to cooperate in the fight against a common evil. Instead,
they cut across national policies, are highly asymmetrical and claim to have a
global reach. The Five Eyes are no longer a sign of fair collaboration between
Anglophone countries, if they ever were; they are now transnational guilds
that act as nodes in different regional networks, linking numerous services
that co-produce actionable information. This transnational dimension is
central and is not a collection of national decisions and interests based on
national security and sovereignty. Extraordinary rendition and remote tor-
ture, large-scale surveillance of Internet users around the world, and the
proliferation of spying tools produced by private companies are examples of
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this transversal dimension changing the scale of the traditional social universe
of spying and counter-spying between state actors. With the combination of
an ideology of preventive security based on suspicion and predictive claims
with digital technologies that organise digital traces around correlations and
trends, the number of people targeted by intelligence services has exploded, as
has the number of “false positives”. This has created a legitimacy gap that is
now systemic. Denied by the politicians, it is increasingly recognised within
the services themselves.

In the third chapter, Ronja Kniep illustrates and theorises the contem-
porary struggles of this transnational field by specifically analysing the col-
laboration of the Signals Intelligence (SIGINT) agencies disclosed by Edward
Snowden in 2013, their relations with their counterparts in Germany, and the
degree of participation and interdependence of the German secret service
with the five eyes. She explains that a “code of silence” governs the collab-
oration between these SIGINT agencies and the implications it has for a
democratic society, including the role of recently emerging reforms for
oversight and judicial decisions. She insists on the relative autonomy of the
SIGINT agencies and considers that they represent a field as such (differing in
that regard from Didier Bigo). She also develops the complex relations
between German Bundesnachrichtendienst (BND), the different oversight
existing in Germany and the role of the courts in assessing these triangular
relations. Using the recent legal reforms considering a different oversight for
analysing the cooperation of the BND with the NSA, she shows that the
Third Party rule is challenged, but under less than optimal conditions, to put
it mildly. Finally, she examines the extent to which the practices and power
relations of SIGINT have destabilised or circumvented democratic oversight.

As we can see, instead of analysing the secret services as institutional ac-
tors, one by one, and inside a national framework only, or only as a col-
laborative network, the approach in terms of field and habitus inherited from
Bourdieusian sociology as well as its extension to the international via an
approach of interstitials fields that are transversal to the different national
scenes appears by far more powerful in explaining the state of play regarding
intelligence agencies today. Following these same transversal lines, the second
part of the book (Chapters 4-7) is devoted to the various strategies adopted
by the secret services of the major countries in order to strengthen their
legitimacy vis-a-vis their own domestic public, while at the same time
increasing their cooperation with their foreign counterparts. In each case, the
attention given to the specific characteristics of the sociology of statecraft, the
trajectories of executive-judicial relations, as well as the presence or absence
of strong social movements and NGOs willing and able to contest restrictions
on fundamental rights, is crucial to decipher the strategies of differentiation
of each actor in its national context, despite their structural interdependence.

In chapter four, Emma Mc Cluskey and Claudia Aradau look at the case of
the UK, and in particular the strategies and tactics of its SIGINT agency, the
Government Communications Headquarters (GCHQ). The UK has always
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been very specific, and British governmental elites pride themselves on having
a “culture of intelligence”. The chapter reframes the originality of the British
position and its ambition to be a “model” for others by revisiting the struggles
for legitimacy, especially after scandals have politicised the issue of intelli-
gence. The authors are very precise in describing how the terminologies of
abuse and trust were used by the various protagonists and how they engaged
in disputes over how to frame the logic of democratic oversight in relation to
the necessity and effectiveness of the secret services. In doing so, they refuse to
fall into the typology of notions that the actors try to claim and, on the
contrary, propose to approach these different invocations of trust in the
intelligence services historically, in order to show the struggles for the recovery
of symbolic power through strategic communication that they use, contrasting
different periods and, in the post-Snowden context, insisting on the recent
mobilisation of “trust”. The latter term, used in relation to intelligence and
security services, limits the terrain of possible democratic oversight for civil
society actors such as NGOs, rendering some practices of oversight actionable
and others not.

In Chapter 5, Bernardino Ledn Reyes further looks at civil society actors
and their role in the controversies over the legitimacy of intelligence. Acting
as a civic form of “oversight”, an oversight from below, coalitions of jour-
nalists, activists, think tanks, and academics can force politicians to impose
limits on intelligence powers instead of expanding them through legislation.
These clusters of civil society players, whose role cannot be reduced to in-
fluencing the disputes between institutional actors, have historically played a
crucial role in the adoption of past oversight reforms. But as Leon Reyes
shows through a detailed ethnographic account, these three sectors of civil
society are themselves fragmented by internal struggles and harbour different
interests within their professions. As a result, they can clash both in terms of
objectives and strategies, for example when some NGO decide to turn to a
risky litigation strategy against the advice of its civil society partners, or when
media editorialists decide to write Op-Eds delegitimising the very whistle-
blower that the same outlet’s investigative journalists partner with. These
internal struggles help explain the so-called “Snowden paradox”, namely, the
fact that the outrage of many civil society actors in the aftermath of Edward
Snowden’s resounding disclosures did not succeed, as politicians found a way
out of the scandal by making minimal reforms aimed at reassuring the
“public” rather than enacting effective controls.

In Chapter 6, Arnaud Kurze focuses on the US, which stands at the centre
of a Global North coalition of intelligence agencies. Taking stock of the
previous chapters, he examines in detail the diverse and multifaceted issues
raised by US intelligence oversight as part of a larger effort to understand the
continuing impunity of leaders in liberal democracies against a backdrop of
persistent human rights abuses. He surveys the special power enjoyed by the
various US agencies vis-a-vis other countries, the belief of US officials in a
“special role” for their country on the world scene, their specific vision of
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citizenship and constitutionalism, as well as US courts’ doctrine of non-
interference with presidential power. These factors explain the different at-
titudes to oversight and control, especially in comparison with Europe. Of
course, the US has numerous oversight mechanisms, both institutionally and
through civil society actors. But these are fragmented. According to Kurze, it
would be possible to develop a conceptual framework for transversal dem-
ocratic oversight bodies, both within the US and, more importantly, at the
transnational scale (when transnational intelligence coalitions are involved).
He argues that while oversight practices remain problematic, transversal legal
advances in an increasing number of court cases could potentially prove to be
powerful tools on which to build upon so as to promote accountability and
fight impunity.

In Chapter 7, Damien Rogers highlights the specific case of New Zealand,
a member of the Five-Eyes coalition network. As such, the country’s intel-
ligence agencies are well recognised in intelligence circles, but at the same time
they have less ambition and fewer resources than their counterparts. The
contrast with the US is of course striking, and it reflects the very deep
asymmetry in this so-called networked cooperation. In New Zealand, intel-
ligence professionals often act by proxy — more for others than for them-
selves. For this reason, their position in the national field of power is highly
dependent on how they perform in the transnational guilds to which they
belong. Rogers argues that, in this specific context, the oversight arrange-
ments established over New Zealand’s intelligence activities have been
designed to facilitate an ongoing engagement with this transnational guild,
offering criminal immunity to those intelligence professionals directly
involved in illegal activities as well as political impunity to those professionals
of politics who have direct responsibility for New Zealand’s intelligence
agencies. The author thus elegantly shows how the heterogeneity of the
various stakeholders’ positions in these ongoing struggles can be traced back
to their positions in the relationships between the field of intelligence and that
of politics, and how it is reflected in their strategies of legitimation.

All these contributions offer very specific analyses of a particular config-
urations of power at the national level, without being prisoners of method-
ological nationalism nor being blinded by faith in the dogma of the triptych
of national security, interest, and sovereignty. They show empirically how the
strategies of the actors, be they the intelligence agencies, supervisory bodies,
politicians, or even the courts, are more accurately framed by the trans-
national chains of interdependence they have at international scale. The al-
liances and competitions do not — or at least not only — take place between
nations. Crucially, they take place between different categories of guilds with
different crafts. Sometimes craft solidarity takes precedence over national
loyalties, and this can lead to disputes between some of the national services
and their own politicians. Ideology about the choice of forms of security that
some of these key actors seek to implement — in particular the extent to which
they agree or disagree with preventive, predictive security — is also a key
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marker of these struggles. And they are themselves the result of the willing-
ness of various politicians to maximise their discretionary powers and the
strength of the coalitions of actors who fight to limit those powers. Such
cascades or chains of alliances and struggles will ultimately determine what is
or is not accepted in a democratic society and will lead to the promotion or
denial of forms of control that can limit this “futuristic” policy initiated
by counter-terrorism, taking advantage of the simultaneous development of
the Internet.

After these careful assessments of the structural limitations of national
intelligence oversights, in a transnational context of impunity and claims for
change, the last part of the book is more concerned with the possibilities for
strengthening oversight, especially at the transnational scale. Certainly, the
various contributors agree that it is not possible to enact democratic limits to
secret violence and large-scale surveillance by drawing from a list of technical
and organisational “recipes” restricted to national frames. There are already
excellent juridical reports out there on how to make official oversight more
independent, more effective, and more legitimate, but these are systematically
ignored for political reasons stemming from the transnational landscape in
which we live. It is rather up to the coalitions of actors engaged in contro-
versies on intelligence to be more reflexive so as to change existing policies.
To do so, however, they need to escape the current political imagination
simultaneously overdetermined by the intelligence agencies and largely per-
petuated by traditional Intelligence Studies in academia, as well as the
agencies’ strategic communications and the role of private companies in
marketing surveillance and working to further the social acceptance of sur-
veillance. If there is to be meaningful reform, it will be through serious al-
ternatives that think outside the narrow political box.

While the functioning of some national oversight bodies is clearly far from
optimal, a large part of their personnel is determined to implementing
democratic changes. Many operational members of the services also judge
that democracies have a necessity to distinguish themselves from author-
itarian regimes by taking very seriously the question of legitimacy, and the
different possibilities to create mechanisms of control over the services, even
when they are organised in coalition. They insist on the importance of
monitoring authorities who endowed with the capacity to challenge the ex-
ecutive privilege if necessary.

In Chapter 8, Frangois Thuillier — who has worked both inside the French
intelligence services and in research institutions — analyses the development of
internal security policies in France. He agreed to talk to us about the various
elements that he considers to be central for a change in policy. Drawing on
his various reports and books on counter-terrorism — in which he contrasts
the “Latin model” of anti-terrorism, based on the logic of criminal justice and
intelligence-led policing around very specific targets, with the emergence of a
counter-terrorist ideology coming from Anglophone countries and based on
preventive, predictive technological beliefs —, Thuillier explains how the latter
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was eventually introduced in France by a coalition of interests that seized the
moment of the post-2015 bombings. He shows that it would not be so com-
plicated to return to an efficient and more democratic logic that accepts both
oversight by external institutions and the possibility for insiders to be protected
as whistleblowers when they witness unacceptable behaviour by their col-
leagues. Such a model would be based on the recognition that freedom and
equality mean that intelligence services cannot escape from democratic im-
peratives. According to the author, many agents would actually prefer clear
boundaries to what they can do rather than loose and reductionist legal fra-
meworks that are only useful to the politicians or higher-level intelligence
officials who confuse their own interests with those of the “Republic”.

In Chapter 9, Thorsten Wetzling, who heads the Berlin-based think-tank
Stiftung Neue Verantwortung’s research on surveillance and democratic
governance and is the coordinator of the overall GUARDINT project,
summarises the German team’s work on intelligence oversight. Based on his
extensive experience, he draws his own conclusions about what can be done,
at least in Europe, to improve the way intelligence is overseen. As he explains,
while European intelligence agencies are reaching new heights in terms of the
depth of their multilateral cooperation, the level of cooperation between
European intelligence oversight bodies remains far from as innovative nor
advanced. This has widened the gap between the power of the agencies
working together and in cooperation with the Five Eyes on the one hand, and
the possibilities for real “oversight” of the various national oversight bodies
on the other. However, Wetzling explains that some initiatives could easily
alter the status quo if they were backed by a more serious political will. In
order to give the positive momentum identified by Arnaud Kurze a chance to
develop, he lays out a number of achievable benchmarks for closer cooper-
ation between European intelligence oversight bodies.

In the last chapter, Chapter 10, Elspeth Guild and Sophia Soares contend
that the ministries of interior, defence, as well as the cabinets of prime
ministers and intelligence agencies themselves may continue their opposition
to any democratic regulation, because of their doxa and interests in main-
taining impunity in these matters, but both authors remind us that these
actors’ claims to represent the state should not be taken at face value. Civil
society, part of the judiciary, foreign ministers, and many other actors who
sincerely defend freedom of thought, freedom of movement, and respect for
privacy can arguably appear more legitimate spokespersons of our govern-
ments claiming to be liberal democracies, considering that many years ago the
latter signed international conventions and that they are now committed to
respecting them. No one has forced them to do so. To give but one example,
the authors examine how the pre-existing commitment of states to the pro-
hibition of torture — contained in Article 7 of the International Covenant on
Civil and Political Rights (ICCPR) and the subject of the 1984 Convention
against Torture and Other Cruel, Inhuman or Degrading Treatment or
Punishment — has been given actual effect through the Optional Protocol to
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the Convention against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment. These international arrangements now provide an
increasingly effective system of monitoring, including international and
national human rights actors. They suggest following this example to better
protect the right to privacy, by strengthening it and limiting the ease with
which it can be derogated from. It would be a real test that democratic states
are not driven by security imperatives, but that they understand the need for a
sense of limits — enforceable limits, and sanctions for those responsible for
serious human rights violations.

These are just some of the possible steps to give intelligence oversight
practical means to abide by human rights. They form part of the long-
standing quest summed up by the Latin formula of the classic Roman poet
Juvenal: “Quis custodiet ipsos custodes?” This sentence is often translated in
English by the expression “watching the watchers”. However, it loses part
of its original meaning, and a more accurate translation would be: “who
will keep me safe from my watchers?” Or “who will watch the watchers?”
The latter encapsulates what we regard as the best maxim for thinking
about the existence of secret services in democratic countries. As is so often
the case, the formulation of the question is of central importance in the
search for an answer.

Notes

1 Hager Ben Jaffel, Alvina Hoffmann, Oliver Kearns, and Sebastian Larsson,
‘Toward Critical Approaches to Intelligence as a Social Phenomenon’,
International Political Sociology, 14, no. 3 (2020): 323-44.

2 Even though the term intelligence has become accepted in the academic world,
some authors of this book prefer to insist on the main characteristic of the services,
namely, the use of secret violence and the surveillance against groups of people often
on the basis of non-individual suspicions. In this book, the term “secret services” is
therefore used interchangeably with “intelligence services” to insist on the prac-
tices at work.

3 Most of the handbook of intelligence studies begin with this affirmation (see
Chapter 6). Among the first scholars to have challenged the overall approach see
James Der Derian, ‘Anti-diplomacy, Intelligence Theory and Surveillance Practice’,
Intelligence and National Security 8, no. 3 (1993): 29-51.

4 Richard J. Aldrich, ‘Global Intelligence Co-operation Versus Accountability: New
Facets to an Old Problem’, Intelligence and National Security 24, no. 1 (2009): 26-56.

5 Didier Bigo, Sergio Carrera, Nicholas Hernanz, and Amandine Scherrer, ‘National
Security and Secret Evidence in Legislation and before the Courts: Exploring the
Challenges’, Report, European Parliament, 10 December 2014. Iain Cameron,
National Security and the European Convention on Human Rights, Brill, 2021.
Edoardo Celeste, “The Court of Justice and the Ban on Bulk Data Retention:
Expansive Potential and Future Scenarios’, European Constitutional Law Review 15,
no. 1 (2019): 134-57. Shirin Sinnar, ‘Procedural Experimentation and National
Security in the Courts’, California Law Review 106, no. 4 (2018): 991-1060.

6 The Council of Europe is an international organisation founded in the wake of
World War II to uphold human rights, democracy and the rule of law in Europe
containing 46 member states.
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7 See for example Craig Forcese and Kent Roach, ‘Bridging the National Security
Accountability Gap: A Three-Part System to Modernize Canada’s Inadequate
Review of National Security’, Ottawa Faculty of Law Working Paper 2016-05
(2016).

8 Ronja Kniep et al., “Towards Democratic Intelligence Oversight: Limits, Practices,
Struggles’, Review of International Studies, (16 March 2023): 1-21

9 Tuba Basaran, Didier Bigo, Emmanuel-Pierre Guittet, and R. B. J. Walker (eds),
International Political Sociology, Transversal Lines, London Routledge, 2017.

10 Johnson for instance finds that ‘a majority’ of congressional overseers of intelli-
gence in the United States have proved to be ‘cheerleaders’ for intelligence agen-
cies. Loch K. Johnson, ‘The Church Committee Investigation of 1975 and the
Evolution of Modern Intelligence Accountability’, Intelligence and National
Security 23, no. 2 (1 April 2008): 198-225. Using Natural Language Processing
and other qualitative methods, Kolaszynski and Stolicki find that members of the
Polish parliamentary committee for intelligence oversight ‘identify with the intel-
ligence apparatus they are supposed to be overseeing.” Mateusz Kolaszynski and
Dariusz Stolicki, ‘Regulatory Capture of Intelligence Oversight Committees: A
New Method Applied to the Polish Case’, Available at SSRN, 2023.

11 Shen Ibrahimsadeh et al., ‘Timeline of Intelligence Surveillance Scandals’,
GUARDINT Project Research Report, 1 December 2022, https://hal-sciencespo.
archives-ouvertes.fr/hal-03952751.
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1 From radical contention to deference

A sociogenesis of intelligence oversight
in the United States (1967-1981)

Feélix Tréguer

Introduction

A few years ago, taking stock of the controversies around intelligence sur-
veillance sprung by the disclosures of NSA whistleblower Edward Snowden, 1
identified a so-called “Snowden Paradox.”’ The notion stemmed from the
observation that, in many countries, scandals around the surveillance practices
of intelligence agencies unleashed by Snowden had essentially led to the lega-
lisation and the almost continuous extension of their surveillance capabilities.

But subsequent experience has led me to reconsider whether the Snowden
case was in that regard a specific one. As an engaged researcher who, for the
past decade, has been involved in sustained efforts by civil society actors
aimed at litigating these legalisation processes in Europe, I have slowly come
to the conviction that the engagement of human rights advocates in these
issues has systematically failed. Sure, there are many cases where thanks to
human rights advocacy, pockets of illegality have been adressed. But even in
those few cases where the language of rights apparently prevailed over the
reason of state, the “victories” of human rights defenders have actually come
down to a growing proceduralisation of human rights, as lawmakers or
courts have sought to compensate for the continuous extension of the breadth
and depth of surveillance powers by enacting new transparency or oversight
requirements. In the process, they have overlooked the fact that such “pro-
cedural fetishism”? comes at the expense of the substantive values that the
rule of law is supposed to serve.

Rather than a “Snowden paradox,” there seems to be a kind of script at
play, a script which with few exceptions or variations keeps repeating itself
across time and space when it comes to scandals around state surveillance.
Drawing on the sociology of Pierre Bourdieu and taking stock of how his
concepts can be mobilised in the context of sudden political changes,® that
script can be summarised as follows. It first starts with a rapid expansion of
the surveillance powers of intelligence agencies, typically in the context of
security crises (or at least processes of securitisation). Possibly in partnership
with other fields — especially the political field —, intelligence professionals
resort to old habitus of surveillance in rather covert ways. If the security crisis
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is significant enough, they might also be pressed to resort to new, innovative
and/or particularly derogatory means, giving way to new configurations
between intelligence and other fields.

The second stage of the script sees nascent insider debates around this ex-
pansion of surveillance powers scale up, leading to public denunciations and
sudden processes of politicisation. Secret arrangements and practices are being
brought to public attention through the media and the doxa of intelligence is
contested. The controversy thus degenerates into a scandal, or sometimes even
full-blown political crises when it affects the whole “metafield” of power. Such
a scandal is characterised by a “synchronisation of the different fields’ tem-
porality and the harmonisation of their agenda,” which involves a loss of
autonomy of the intelligence field and gives rise to “unexpected changes in the
configuration of alliances” within and across fields.* Routines and habitus are
in part suspended, as actors must think more strategically.

Finally, the third and last stage of the script takes place when the scandal
fades away, as the legitimacy of intelligence practice is re-established through
negotiations and transactions between the field of intelligence and other fields
of power. Most often, such processes of symbolic re-legitimation involve legal
codification of the contentious surveillance powers as well as the creation of
new oversight structures, which in theory decrease the autonomy of the
intelligence field.

So far, so good: that script overall matches the descriptions of sociologists
who have looked closely at the intelligence field in distinct national and
historical contexts.” But this chapter seeks to connect this script to a
grounded hypothesis, namely, the fact that rather than a victory of the rule of
law, intelligence law and oversight structures inherited from past surveillance
scandals actually work to shield intelligence against its critiques. To unpack
this hypothesis, we need to approach intelligence agencies as bureaucratic or-
ganisations dedicated to the practice of the secret and illegitimate violence of
the state — both physical and symbolic violence.® As such, intelligence agencies
are particularly scandal prone: when the opacity and secrecy that normally
shield the world of intelligence from scrutiny and preserve the liberal state’s
official truth are pierced, when previously unknown and inadmissible facts
come to public light, a scandal is likely to take place, as various actors join or
oppose denunciations of the really existing world of intelligence. As the key
locus of illegal and illegitimate state action, the world of intelligence is thus
bound to face recurrent legitimacy crises.

However, the legal frameworks developed around intelligence since the
1970s in Western liberal regimes to codify and regulate intelligence powers act
as potent stabilisers in the event of scandals. They do so not only by rec-
onciling the “abnormal” secret violence of the state with a reductionist ver-
sion of the rule of law, giving it a legal fagade; most crucially, and although
they also arguably reinforce the dependence of intelligence on the dominant
players in the legal and political fields, but they also form a set of social
structures guaranteeing a large degree of autonomy for the intelligence field
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against its most radical critiques. Construed in this way, most policies
developed in the name of intelligence oversight thus reinforce the field of
power — which is formed by dominant actors in various fields” — and the role
that intelligence agencies play within it. They may also be said to over-
determine the failure of anti-surveillance advocacy.

This chapter aims to explore this hypothesis. Against the tendency of a large
part of Intelligence Studies to analyse the history of intelligence surveillance
scandals and their aftermath as a linear and cumulative progress of the rule of
law,® it seeks to frame the institutional response to intelligence scandals as a
power tactic weakening opposition to state surveillance. In order to support
this interpretation, I will be focusing on a seminal case: that of the US intel-
ligence agencies confronting the social movements of the New Left in the 1960s
and 1970s and the ensuing scandals which culminated in 1975, when the US
Congress started paving the way for modern-day intelligence oversight.

The “Year of Intelligence” — an expression coined by the New York Times
in February 1975 in reaction to the launch of committee investigations on
Capitol Hill-® enjoys a particular status within Intelligence Studies, a sort of
point of origin of this academic field, but also a moment when after a series of
embarrassing revelations, modern oversight mechanisms were established to
reconcile the US “intelligence community” with democratic accountability.
Loch Johnson, a leading figure of Intelligence Studies and former staff member
of the Church committee, for instance writes that “the Church Committee did
nothing less than revolutionize America’s attitudes toward intelligence super-
vision.”!® His point could have been even broader: post-1975 oversight ar-
rangements around intelligence powers actually set a standard that other liberal
regimes would follow, so that the developments in the US can be said to have
had transnational repercussions.

But as this sociogenesis will show, the Church committee and the “Year of
Intelligence” — which too many authors tend to analyse as a silo, failing to
place it in a longer and older sequence of events — actually crystallised a set of
normative assumptions about what proper intelligence oversight looks like.
Ensuing regulations of intelligence drew a boundary around the world of
intelligence, delimiting what could be said and what could not. They insti-
tuted “rules of the game” for intelligence oversight that protected the official
truth and disqualified radical critiques. The “Year of Intelligence” was, in
essence, a moment of democratic foreclosure.

Going back to what Bourdieu called “the clarity of beginnings,” a sociogenesis
of intelligence oversight in the US is “theoretically interesting because what will
become taken-for-granted, and will therefore be destroyed in the invisibility of
this taken-for-granted” was then “still conscious, still visible.”!! It can help us
understand intelligence oversight as a legitimising device, an institutional shield
protecting the field of intelligence by setting up a stage through which political
struggles around intelligence abuse can be made more manageable. From that
perspective, this case study may contribute to a genealogy of authoritarian lib-
eralism, or more precisely of the neo-liberal reaction to the emancipation
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movements of the 1960s.'? It also places the “Snowden paradox” into a larger
paradox, namely the fact that scandals and political crises, which various schools
of constructivist political sociology typically address in terms of social transfor-
mation, can actually end up reinforcing the political status quo.

The chapter unfolds with the three-stage script outlined above while adopting
an analytical lens grounded in field theory. Drawing on range of archival
sources including declassified documents from intelligence agencies (particularly
the Central Intelligence Agency (CIA)) and building on the work of intelligence
historians, it starts by surveying the formidable extension of intelligence sur-
veillance powers in the 1960s, the extent to which it focused on internal dissent,
— in particular various social movements part of the “New Left”—, as well as the
increasing resort to computers for surveillance purposes. It then shows how the
growing power of intelligence and its strong influence on various social fields
was “scandalised,” becoming part of a widespread political crisis and leading to
the creation of an “interstitial field” dedicated to intelligence oversight. Third, it
follows the 1975 congressional investigations and the power plays of the ex-
ecutive branch, showing how intelligence reform eventually contributed to a
form of institutionalised deference towards the world of intelligence.

Facing the New Left: The expansion of intelligence powers

It was a chilly night of late September 1968 when five sticks of dynamite went
off and shattered the office of a CIA recruiting outpost nearby the campus of
the University of Michigan in Ann Arbor."* Two weeks later, another bomb
exploded, this time on campus, blasting the Institute of Science and Technology
Building. Observers quickly concluded that the building had been targeted for
its classified research into infrared sensory devices allegedly used to track
guerillas around the world. 14 Later on, the bombings would be attributed to an
anarchist and community-organising group called The White Panther Party,
founded earlier that year in the city in solidarity with the Black Panthers."

Since the mid-sixties, Ann Arbor had been one of the hotbeds of the New
Left, the multi-faceted movement of student radicals, Black Power activists,
feminists, revolutionary Marxists, and anarchists who gained prominence
during the decade. “Everything was abuzz,” remembers Bill Ayers, a leading
local figure of the Students for a Democratic Society (SDS) and of the rev-
olutionary organisation Weather Underground:

Some of us organized in poor and working-class neighborhoods; some of us
built counter-institutions (schools, clinics, work co-ops) to provide models
for a new, more just society inside the decaying husk of the old; some of us
built mobilizations against the war [in Vietnam]; some of us stopped US
Marines and CIA recruiters on campus and exposed and opposed the war-
related research that we thought was immoral and yet enriching our
institutions; some of us fought for open admissions for Black students (...).'°
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After two decades of post-war conformism and ideological lockdown,
capitalism and structural racism now faltered. The institutions embodying
them — including corporations, the military, intelligence, law enforcement as
well as science and technology — were subject to an intense critique and
numerous assaults.

Intelligence as a “libertarian mode of repression”

In the midst of this generalising political crisis, intelligence agencies appeared
as the single most important element of the state’s response. Military intel-
ligence as well as other agencies like the Department of Justice’s Federal
Bureau of Investigation (FBI) and the CIA vastly expanded the spying of
American citizens and social movements deemed “subversive.”

This response built on prior experience, as multiple security crises had
already established intelligence agencies and their political espionage activi-
ties as a key pillar of the executive branch. The presidency of Franklin D.
Roosevelt was a significant moment in this regard, with a potent domestic
intelligence appearing as an acceptable — even necessary — tool of the modern
liberal state. For many liberals of the late 1930s, in the build-up to the Second
World War, the FBI’s aggressive monitoring of groups on the margins of the
political spectrum — in particular communist, fascist, and isolationist groups —
was indeed seen as a natural and rights-preserving, all in all, a reasonable
response compared with the outright repression of dissent through criminal
penalties for seditious speech. In the words of Frank Donner, a long-time
ACLU lawyer, law professor, and key actor in the controversies around
intelligence and surveillance in the sixties and seventies, surveillance appeared
as “a libertarian mode of repression,” a democratic alternative to the more
overtly authoritarian practices in place in other countries or advocated by some
US conservatives — such as preventive arrests, deportations or forced intern-
ment.!”

In partnership with private corporations, the federal government had
brought “social security” to the population — e.g. with the Social Security Act
of 1935."8 It now sought to establish “national security” — an expression that
took off in the late 1930s — both at home and abroad,' including by warding
off threats to the socio-economic order and putting radical demands for socio-
political reforms under the seemingly all-seeing eye of the FBI for targeted
interventions and disruptions when necessary. Largely secret and illegal prac-
tices of political surveillance — wiretaps, mail-opening, infiltration, etc.— were
thus established as one of the pillars of the US” own blend of “authoritarian
liberalism,” even though the process did not go without strong dissensions from
isolated voices in the political and legal fields — e.g. from lawmakers wary that
the FBI was turning into an “American Gestapo,” or from the Supreme Court
when legal backing for these surveillance powers was being sought.

After the adoption of the National Security Act in September 1947 which
reorganised US military and intelligence agencies and led to the creation of
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the CIA, the installation of the Cold War meant that the “red hunt” could
continue unabated, despite the fact that actual communist influence in the US
had by then be reduced to a minimum. Intelligence kept being seen as a much
lesser evil than the despicable vigilantism practices by outrageous antic-
ommunists like Senator Joseph McCarthy. By the 1950s, the FBI and the
CIA enjoyed a broad-ranging support among power elites, a support that,
according to political scientist William Keller, tended “to disable rational
public debate and legislative oversight of the national security apparatus.”?°

That was particularly true of the US Congress, whose role in overseeing
intelligence agencies was, in the words of historian Harry Howe Ransom,
“best defined in the dictionary’s other meaning of the word — ‘overlooking’ or
the absence of careful attention.” “Such attention,” wrote Ransom in 1975,
“was sporadic, unsystematic, incomplete, and at times casual.”?' Congress’
watchdog function fell on the oversight subcommittees of the Armed Services
and Appropriations Committees of both houses but, as Ransom sums up,
“they appear to have been co-opted by the intelligence system and do not
seem to function as independent critics.”** While a minority congressmen did
show some willingness to improve the system of oversight with more than 200
bills tabled to that end between 1947 and 1974, these were systematically
rejected — often because of presidential pressure and despite the fact that
those pushing for more oversight agreed to abide by rigorous secrecy.” With
the Cold War and the nuclear age, deference to the executive branch and its
secretive intelligence agencies increased, as illustrated by the accelerating
decline in widely publicised congressional investigations of the administration
from 1946 on.** Most people in the power elite seemed happy to allow the
White House to centralise power by making unilateral decisions when it came
to national security or even by withholding information from Congress.?

CIA director Allen Dulles and FBI director J. Edgar Hoover also suc-
cessfully secured support through informal transactions with politicians on
the Hill. Hoover was particularly successful in turning members of Congress
into clients, imparting his rising symbolic capital with friendly politicians —
especially those sitting on congressional anti-subversive committees which
were heavily staffed with FBI agents.?® Meanwhile, the propaganda flair of
intelligence officials helped them secure public opinion and further immunise
them from critics. A romanticised and heroic image of intelligence agents as
Cold Warriors was conveyed by popular culture, through newspapers,
magazines, films, and novels.?” Cross-socialisation between intelligence and
media power holders, who knew each other from their time together in Ivy
League schools, was also key in securing public confidence in intelligence
agencies.

In some cases, criticisms nevertheless surfaced and embarrassing leaks
occasionally appeared in the media. But in the short-term, they mostly served
to reinforce the consensus around intelligence agencies and to re-enact the
rules of the game. For instance, after his dismissal by Kennedy in 1961 and
the failure of the Bay of Pigs operation in Cuba, Dulles insisted that secrecy



From radical contention to deference 21

was legitimate, saying he trusted Congress and was “confident” that the
“American press” would stick to policy of “self-discipline” and “self-
censorship” in reporting intelligence-related news.?® Finally, the very power
granted by intelligence collection — information gathering, disruptive tactics
such as smearing campaigns, blackmail, harassment, etc. — also proved cru-
cial when intelligence officials had to respond to occasional criticisms. These
were used to threaten the few critical congressmen who dared to express
concerns regarding the surveillance practices of the US government. Judges,
including Supreme Court justices, also had dossiers in Hoover’s files.”
Surveillance of other power holders and political blackmail were thus another
tool in the struggle for maintaining the autonomy of the intelligence field.

With such autonomy established, a deeply engrained habitus of surveillance
came back to the fore when the US establishment entered the turbulent 60s.
The crisis was due not only to the successes of the New Left, but also to what
came to be perceived within the executive branch as an instance of intelligence
failure. For the most part, intelligence officials failed to grasp the essence of the
burgeoning unrest shaking the American socio-political order: their files were
full of dossiers on ageing communists, and the new radical milieu — decen-
tralised, self-organised, and evanescent — escaped most of their sensors.*

In 1965, as President Lyndon Johnson grew wary of the mounting oppo-
sition to the War in Vietnam and the growing interest of SDS and other
student groups in anti-war activities, he instructed Hoover to look into it,
hoping to find a connection between domestic radicalism and the Soviets.”!
But two years later, evidence of foreign influence was still elusive and the New
Left was gaining strength. A frustrated president Johnson thus asked the CIA
to investigate the peace movement. In November 1967, CIA director Richard
Helms handed out his report, based on an “examination of the Agency’s own
files as well as access to data in the hands of the Federal Bureau of
Investigation and the National Security Agency.” Helms stated what should
by then have become obvious, namely, that “the anti-war sentiment ha[d]
taken root in separate sectors of the society having little else in common.”*?
Something else was obvious: “we lack information on certain aspects of the
movement.” US intelligence was not even able to understand how these
groups got their funds, much less find evidence of links to foreign embassies.
In yet another sign of inter-agency rivalry, the director noted that such
information “could only be met by levying requirements on the FBI, which
we have now done.”

Expanding and rationalising surveillance

In Fall of 1967, Johnson’s advisers indeed told the FBI to find out “how and
why demonstrators are so well organized,” in essence giving them a blank
check to expand surveillance measures as well as more disruptive tactics.*’
The FBI’s COINTELPRO programme — started in 1956 to “increase fac-
tionalism, cause disruptions and win defections” within the weakened US
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Communist Party — already covered the civil rights movement through wir-
etaps, informants, misinformation, and other such methods. In the summer
of 1967, it was extended to so-called “Black Hate” groups, which included
Martin Luther King and the Southern Christian Leadership Conference, and
then to the white radicals of the New Left in October 1968.>* As for the CIA,
whose scope was supposed to be confined to foreign intelligence, it estab-
lished new programmes focusing on the student movement.*> From February
1967 onwards, the agency worked with college administrators and local law
enforcement to identify activists (programme RESISTANCE). It developed a
mail-opening capability directed at the foreign correspondence of persons
and organisations placed on a watchlist (data which could then be shared
with the FBI — programme HTLINGUAL) and mapped the alleged foreign
collections of US radicals (project CHAOS). It even infiltrated peace groups
on the pretence that they might pose a threat to security of CIA property and
personnel (project MERRIMAC).*¢

The already powerful but still very secret National Security Agency (NSA)
was also thrown into the mix and required by a Department of Defence
directive to expand SHAMROCK, its secret programme for intercepting
international telegraph traffic initially set-up with foreign intelligence pur-
poses as a justification, to the anti-war and civil rights movements (a sub-
programme that would be codenamed MINARET two years later). The FBI
or the CIA would add items to the watchlist, and the NSA supplied them with
the correspondence of the targets.>” As for Army intelligence, in immediate
response to the Black rebellions that had sparked in urban ghettos, it started
setting up its “CONUS intel” programme in late 1967, with 1500 Army intel-
ligence agents monitoring protest groups and events all over the country.*® All
this information-gathering effort ended up in the production of files of “sub-
versive” people and organisations that were fed into the US Army Intelligence
Command’s Investigative Records Repository.*® Between 1967 and 1970, the
Army had files on “at least 100,000” US citizens.*’

There was another significant change for the world of intelligence: the
growing computerisation of surveillance. Amidst widespread popular fears of
computers,*' the early 60s had seen an explosion of experimental and prac-
tical intelligence applications spearheaded by agencies closely tied to the
military-industrial complex such as the Pentagon’s Advanced Research
Projects Agency (ARPA).*? Research projects increasingly looked into the
possibility of modelling cognitive processes and predicting people’s beha-
viours or developing simulations on the evolution of the international system.
Whether abroad or at home, “enemies were no longer clearly identifiable,”
writes historian of technology Jens Wegener, and “there was a demand for
tools that would help identify threats and make society more legible.”*?
Computerised counter-insurgency systems were among them.

In 1962, sharing his “far-out thoughts on computers” in the CIA journal
Studies in Intelligence, a CIA analyst wrote about the “rising optimism” and
the prospect of seeing behavioural scientists using computers “to foretell the
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behaviour of large groups of people.”** The promise of prediction resurfaced
in a much less “far-out” document, the 1965 “long-range plan” of the CIA.*
Echoing today’s often-heard rationale for computerisation of state surveil-
lance, the document spoke of an “information explosion” and an ensuing “an
analysis gap’” that could only be solved through computers — a technology
bound to profoundly change the political economy of surveillance by
allowing for the deeper, wider, seamless use of collected data. Despite the
CIA’s own admission of some delays in developing automated systems for
intelligence analysis, the future seemed bright: current applications would
“evolve into true analytical programs from which relationships among var-
ious types of events and data through the application of correlation tech-
niques can be derived,” “large data bases in analytical programs” would soon
be used “to develop new processes having direct application to the substan-
tive intelligence activities of the Agency,” and “hopefully, predictive processes
will evolve with time and experience.”

But experts close to the intelligence field started to worry about the false
promises of computers. In 1965, a Pentagon review team had been tasked with
surveying “interagency goals for R&D in the processing of intelligence data.”
The report was damning for intelligence agencies, outlining their failure to
drive such an R&D effort.*® “Although millions of dollars and hundreds of
man-years have been expended in applying automatic data processing,” the
report stressed, “the results to date have been disappointing.” “One reason is
the gap between ‘the designer’ of systems and the ‘intelligence analysts’ who do
not know enough about each other’s work and lack time to do so,” but also
the lack of networking of military and intelligence research with universities
and the wider scientific community.*” The committee argued that such or-
ganisational silos needed to be broken, calling on expanding trends dating
back from the post-war years to create what historian Jens Rohde has called
a “grey area” between academia and the national security state, one ripe for
collusive transactions between intelligence as well as military agencies and
the academic field.**

While such efforts got underway, law enforcement and intelligence agen-
cies rushed to roll out more prosaic computer applications — although costly
and resource-intensive ones — to alleviate a crisis of visibility. Flows of
criminals, dissidents, and foreign agents moved across state lines and inter-
national borders, and computers could help track their history, whereabouts,
and connections. In 1967, the FBI launched its National Crime Information
Center (NCIC) to facilitate information sharing among the various layers of
the US law enforcement system. Hoover boasted about it in magazines:
“Only a nationwide computerised communications web, such as we will now
be operating, can (...) bring crime prevention and control abreast of the
criminal element’s jet-age mobility,” the director claimed.*” In December of
that year, in an attempt to predict future riots and decrease its reliance on the
FBI, the DoJ employed student interns to organise cross-department files on
individuals and events connected to civil disturbances.’® Under the tenure of
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Attorney General Ramsey Clark, the Inter-Division Information Unit
(IDTU) quickly moved into a permanent programme and its files encoded in
machine-readable formats. The automated “Subject File” for instance con-
tained information on 26,000 individuals copied from the FBI’s own data or
from Military Intelligence, but also from other agencies. It could be queried
to provide a listing of individuals by affiliation or location, providing up-to-
date information to the Attorney General and serving to promote data-
sharing and greater collaboration between the DoJ and the CIA.>!

As part of its CHAOS surveillance programme, the CIA also set up a
computer network relying on a time-sharing IBM 360/67 hosting the HYDRA
database. Although HYDRA'’s index contained close to 300,000 names, actual
files were only available to analysts for about 7,500 individuals and compiled
data received from the FBI and CIA field stations around the world. HYDRA
was lauded by CIA director Richard Helms as a way to exert greater control on
access to information pertaining to this highly sensitive programme.> But it
was only a small part of the agency’s expanding computer projects. In 1969, an
internal memo noted “automatic data processing [had] seen an average annual
growth rate of some 30% over the years 1964-1968.”>* Although past pro-
grammes had been met with a “lack of results” and frustrations among its
participants, many projects that had been in the “development stage” were
allegedly “moving into production” and ready to expand.>*

As for the US Army, it set out to encode the files of its Counterintelligence
Records Information System (CRIS) into IBM punch cards to then index
them into a computerised system for easy retrieval. As a congressional report
would later find out, CRIS “was designed in such a way as to retrieve civil
disturbance information rapidly and generate data and statistics.”> The
Army too alleged that the tool would be able “to assist the Continental Army
Command in the prediction of civil disturbances which might result in the
deployment or commitment of federal troops.” Unsurprisingly, none of these
sensitive processes of computerisation were subject to any meaningful over-
sight.

Scandals and disentanglement: The intelligence field faces radical
oversight

The expansion of US intelligence apparatus as it reacted to New Left dissidence
and its growing entanglement with other fields as a result of the mounting social
crises soon gave way to denunciations and a series of scandals. At the turn of
the 1960s, it led to cross-field synchronisation and greater fluidity across aca-
demia, the media as well as the political, legal, and the intelligence field itself. A
new structure of opposition progressively took shape: transgressions associated
with the disclosures of hitherto secret knowledge about the activities of intel-
ligence agencies became valued stances anchored in the defence of the rule of
law and democratic values. A rather radical “interstitial field” dedicated to
intelligence oversight was thus formed — the concept of interstitial field being
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used to refer to a “weak” social field with elusive boundaries “subject to con-
tested authority among multiple fields”—>°, putting intelligence officials on the

defensive.

Reactivating demands for academic autonomy

The first social space to reactivate open struggles against intelligence and the
wider security field was academia. Tensions and attempts at maintaining the
autonomy of the academic field against its growing subordination to security
politics pre-existed, as illustrated for instance by the figure of Norbert
Wiener, the father of cybernetics who blasted the use of his work for mili-
taristic purposes.’’ But in the sixties, such denunciations became much more
numerous and overt.

A founding moment in that regard was the scandal around project Camelot,
the code name of a counter-insurgency programme started by the US Army in
1964 carried on by the Special Operations Research Office (SORO) at
American University, a research centre largely funded by the CIA. Well-
meaning social scientists — psychologists, sociologists, anthropologists, econ-
omists, etc. — had set out to study countries across the world but particularly in
Latin America with the goal of assessing the effectiveness of US propaganda.
For several of its key academic protagonists, project Camelot — an unclassified
endeavour — was a way to bring pluralism to US foreign policy, creating a
counter-power to national security hawks.”® Still, one of its goals was to
develop a computer system capable of automating the prediction of revolutions
and insurgencies so as to allow for pre-emptive action, an objective that epi-
tomised the fascination of US elites with anticipation. But when a consultant
hired by the project reached out to Chilean social scientists to gauge their
interest in participating in a study on their country, the latter made their sus-
picions of links to the US army public. The Chilean parliament launched an
investigation into what was seen as a gross illustration of US imperialism.

Eventually, in June 1965 a source from the State Department leaked the
whole story to the American press.”” Amidst tensions between the State
Department — embarrassed by the diplomatic consequences of a research
project it did not know about —°° and the Pentagon, Secretary of Defense
McNamara decided to terminate Project Camelot. Officials in charge of
“research defence” were quick to plead for more secrecy in the future so as to
alleviate the risk of similar scandals reoccurring, but Congress’ initial reaction
was to cut DoD research funds for the 1966 budget.®! Project Camelot
appeared in a context where popular fears of the privacy-killing and de-
humanising potential of data processing machines had become mainstream.®
What is more, in 1965, SDS had gained momentum on campuses across
the country with its anti-war teach-ins against the fast-pace militarisation of
the conflict in Vietnam. The scandal thus formed part of a perfect storm that
sparked of an intense politicisation of the links between universities and the
national security state, re-activating structures of oppositions between social
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scientists keen on operating in the “grey area” of social research and those
who insisted that sciences needed to remain free of the influence of national
security politics.

In this turbulent context, in February 1967, another development marked
the beginning of an unprecedented wave of radical denunciations of US
intelligence across the academic field. Thanks to a whistleblower, Ramparts
magazine, created in 1962 and by then already the New Left’s unofficial
outlet, revealed that the CIA secretly funded the National Students
Association (another NSA), a liberal-left organisation, as part of its world-
wide anti-communist campaign.®® In his editorial, Ramparts’ executive editor
Warren Hinckle framed the scoop as a “disturbing” but a “real example of
the extent to which this government’s secret intelligence apparatus has in-
filtrated presumably independent American institutions.” Ramparts’ outing
of the CIA was not a first either: less than a year earlier, the magazine had
disclosed the CIA’s role in a programme established by Michigan State
University to arm and train South Vietnamese security forces. The magazine
had also hired William Turner, a former FBI agent dissatisfied with the
agency whose first piece in the magazine denounced the FBI’s failure to
respond to civil rights violations in the South. Ramparts’ staff knew they were
under heavy surveillance.®* Still, they were unrepentant: “Until the CIA’s
most elite operations are brought under the effective control of Congress,”
Hinckle’s 1967 editorial went on, “you can consider this story a serial. We just
don’t think the CIA has any damn business co-opting Americans, and we
plan to expose it every chance we get.”

When the CIA learned of the upcoming publication, it reached out to the
White House: “The CIA will probably be accused of improperly interfering in
domestic affairs, and of manipulating and endangering innocent young
people. The Administration will probably come under attack,” warned a
secret memo.®> The reaction was planned well in advance of publication
alongside the State Department to defuse the scandal,’® President Johnson
would appoint former Attorney General Nicholas Katzenbach to chair a
blue-ribbon investigative commission (the latter eventually recommended
that the CIA stop funding private voluntary organisations on US soil).*’ In
spite of the administration’s damage-control strategy, the CIA policy of
openly recruiting on campuses was in trouble. “The Central Intelligence
Agency has cancelled a two-day recruiting drive at Harvard, apparently to
avoid student protest” wrote the main Harvard student newspaper in
February.®® Chapters of SDS even started occupying recruitment outposts.
At Columbia University, “19 students sat-in outside an office where the CIA
was conducting interviews. The recruiters, who were trapped inside for five
hours, decided to discontinue their drive,” a campus magazine reported.®’
And a few months later in Ann Arbor, two White Panthers activists went on
to blow up one of such offices.

During those years, computer research was also directly attacked by stu-
dent protestors who led campaigns and organised picket lines to call off
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research projects involving computers.’” Starting in the Fall of 1969, one of
the most significant of these mobilisations struck at the heart of the grey area
between the security and academic fields: Cambridge, Massachusetts, home
of Harvard University and the Massachusetts Institute of Technology (MIT).
A programme launched that year by J.C.R Licklider — one of the “founding
fathers” of the Internet, who had moved from ARPA to the private sector
and was then professor at MIT — and Ithiel de Sola Pool — professor of
political science at MIT Center for International Studies — raised serious
concerns. Project Cambridge was funded by ARPA with a giant budget of
$7.6 million (about $56 million in 2020 dollars). The goal was to design
various types of “data banks” and achieve what Licklider called “Robotised
Data Analysis.” There was a clear counter-insurgency goal to the project,
whereby predictions would be derived from diverse sources including “public
opinion polls from all countries,” “archives on comparative communism,”
“files on the contemporary world communist movements,” Youth move-
ments,” or “peasant attitudes and behaviour.””!

Determined to stop the project, student protestors decided to occupy
MIT’s Center for International Studies. They circulated leaflets with a por-
trait picture of Ithiel de Sola Pool and “WANTED FOR MURDER” written
underneath. Noam Chomsky joined the opposition,’* while leading critical
theorist Herbert Marcuse wrote a letter from California expressing his regret
that he could not join the students for an event while voicing his support.
Licklider tried in vain to reassure the demonstrators. He also asked guards
posted in his lab to put extra locks on the outside doors as well as wood
panelling over the doors leading to the computers.”” After the controversy,
Project Cambridge survived but evolved into something far less grandiose —
things like the theoretical foundations for man-machine interactions and
architectures for semantic databases.

While it is true that in the long run, the struggles of the academic field
actually had an ambivalent effect, rendering research “more clandestine and
more militarized” according to Joy Rohde,”® for years to come, local fights
against such projects took place and bans on CIA campus recruitment were
adopted by University Boards.”> A reversal in power dynamics was starting
to take place: as the open interventions of US intelligence agencies in other
fields were denounced, their political role and the form of political violence
they fostered became more visible and exposed. Soon enough, new cross-field
alliances would start taking shape to scandalise intelligence, establishing a
de facto interstitial field dedicated to keeping intelligence agencies in check.

Cross-field coalitions scandalising intelligence

In January 1970, as the war in Vietnam and the debate on American impe-
rialism tore the US apart, the Washington Monthly published a 13-page
report by a PhD student at the Law School of Columbia University by the
name of Christopher Pyle.”® Born in 1939, Pyle had been a reserve officer and
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after graduating from law school, he joined the Army Intelligence School in
Baltimore as a young law professor from 1966 to 1968. Although progres-
sively minded, he was anything but a radical. Still, now that he was out of
military service, he needed to let the American public know about what he
had witnessed: the illegal surveillance carried on under the CONUS Intel
programme.

Pyle had contacted the New York Times to publish his piece but never
heard back from the newspaper. Luckily for him, his Washington Monthly
article eventually reached a far wider audience that the 7imes would have
given that it was syndicated in more than forty other press outlets across the
country. Pyle’s disclosure of the CONUS Intel programme immediately led
to the first full-fledged Congress inquiry into intelligence affairs, two years
before the Watergate scandal and five years before the Church committee.
“Back then, nobody had ever taken on the intelligence community, so there
was some fear of the unknown,” Pyle recalled.”” Some had tried, only to be
successfully blackmailed by Hoover. But in 1970, despite yet another rising
wave of “law-and-order” politics and the election of Republican candidate
Richard Nixon, the careful political manoeuvres of Congress as well as an-
already reduced autonomy of the intelligence field disrupted those tactics.
Immediately after publishing his article, Pyle was contacted by Democratic
Senator Sam Ervin from North Carolina, whom Pyle had heard about for his
legalistic defence racial segregation. “Not an auspicious beginning,” Pyle
would comment years later. But he was convinced that the congressman
could advance civil rights and that Ervin’s conservative credentials and
former experience as an Army officer would protect him. Still, through fear of
generating backlash from Hoover or other powerful heads of intelligence
agencies, the Ervin Committee left out any reference to “intelligence” in its
title, instead choosing to call its hearings “Federal Data Banks, Computers,
and the Bill of Rights.”

Within a month of Pyle’s first article on CONUS Intel, the Ervin
Committee was holding hearings, with testimonies by prominent re-
presentatives of the computer industry or of ACLU, civil servants working on
computerised law enforcement databases and most crucially former military
intelligence agents. In his work for the committee, Pyle indeed benefited from
the input of Army intelligence agents who reached out to share what they
knew and tell him about other agents he might want to talk to. In total, he
recruited more than 120 agents across the country to supply information
about the programme, taking many precautions to protect his sources. In a
telling illustration of the immense self-confidence of Army intelligence
officials, the bulk of the CONUS programme was not even classified. This
allowed Pyle and his sources to document it without breaking any law. In
June of 1970, around the time Pyle was put on Nixon’s infamous Enemies
List, he published another groundbreaking article documenting how the
Army had sought to cover-up the programme so as to reinstate it quietly.’®
It stressed that despite orders to destroy the illegal files the Army had
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collected, Congress could not ascertain that these destruction orders had
been respected.

The world of intelligence was really starting to feel the heat from Congress,
the media, and the wider public opinion. With the CONUS scandal and the
Ervin committee’s disclosures all over the press,”’ it was increasingly on the
defensive. Hoover told Bill Sullivan, his head of domestic intelligence oper-
ations, that he would not approve of Nixon’s so-called Huston Plan to ex-
pand illegal surveillance programmes for fear of adverse publicity: “For years
and years and years I have approved opening mail and other similar opera-
tions,” Sullivan recalled the old director saying. Hoover now felt it was much
too risky to put it on paper: “It is becoming more and more dangerous and
we are apt to get caught.”® The Army was on the same line, telling Nixon
that it could not guarantee that the Huston plan would be immune from
leaks.®! Intelligence officials thus registered their loss of autonomy, and the
Huston plan was consequently never really implemented.®

From then on, it must have felt like an avalanche of bad news for intelligence
insiders: as the historian of US intelligence Rhodri Jeffreys-Jones writes, “one
distressing story followed another.”® The hearings held by the Ervin com-
mittee brought to light dozens of ongoing computerised intelligence-gathering
operations across federal and local government agencies.®® It forced the
Secretary of Defence to pledge to rein in the Army’s domestic surveillance
activities and also further inscribed the issue of privacy onto the legislative
agenda.®® Then, in March 1971, as Pyle — who worked with ACLU’s Frank
Donner to bring an eventually unsuccessful case against CONUS Intel case — as
well as other staff wrote the Ervin committee reports, suspicions that the
Army’s domestic surveillance programme included members of Congress,
including Sam Ervin himself and other leading figures of the Democratic Party,
were confirmed.®® The same month, New Left activists who made themselves
known as “Citizens’ Commission to Investigate the FBI” broke into an FBI
field office in Media, Pennsylvania, and gathered several dossiers, passing on
the material to news agencies and thus exposing COINTELPRO for the first
time.*” Then in June, in a sign that it was now ready to assume a more
adversarial posture, the New York Times published the first batch of classified
documents known as the Pentagon Papers, offering a grim view of the US
war in Vietnam. The whistleblower, Daniel Ellsberg, was a former State
Department official and RAND analyst who taught at MIT and had started
attending antiwar rallies two years earlier. The administration also tried to
prevent the New York Times and other newspapers from further publishing the
Pentagon Papers, only to see the Supreme Court enshrine the right to publish
classified information.®®

Judges too were now turning with greater resolve against the intelligence
field and the rest of the executive branch. A year later, the Supreme Court
issued another groundbreaking decision. The case centred on title IIT of the
Omnibus Crime Control and Safe Streets Act of 1968 passed in reaction to
the Black rebellions of the summer of 1967, which had marked the come-back
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of a “law-and-order” discourse.® The statute provided a minimal legislative
basis for court-approved and warrantless national security wiretaps. And the
defendants were the White Panthers: after the explosion in the CIA outpost in
1968, the FBI had eventually figured out that people affiliated with the White
Panther Party might be involved in the bombing. On 7 October 1969, three of
them — John Sinclair, Pun Plamondon, and Jack Forrest — were indicted and
charged with conspiring to bomb the CIA office. Pun was also charged with
carrying out the bombing and immediately went underground, which led the
FBI to place him on its “Ten Most Wanted” List until his arrest in July 1970.
But in building the case, the FBI had made extensive use of wiretaps and
bugs, with no court warrant but Attorney General John Mitchell’s approval
on the basis of the Safe Streets Act. The presiding district judge, Damon J.
Keith, had rejected warrantless wiretapping as an abuse of executive power
violating the Fourth Amendment. “We are a country of laws and not men,”
Keith wrote in his opinion. The Nixon administration appealed in June 1971,
and the next year, the Supreme Court issued the unanimous decision — re-
membered as the Keith decision — declaring the warrantless wiretapping of
US citizens unconstitutional, even in the name of national security.”® From
then on, many cases built by the FBI against radical factions of the New Left
that used similar warrantless wiretaps as key evidence crumbled. The Keith
case was a heavy blow to US intelligence.

Meanwhile, reacting to the revelations that some of its leading figures had
been subject to intelligence surveillance by the Army, the Democratic Party’s
National Committee established a Planning Group on Intelligence and
Security which worked in the subsequent months on a plan to reform the
intelligence community and later came up with a quite radical list of
demands, at least compared to what would eventually come out of the 1975
congressional investigations (quite ironically, Ithiel de Sola Pool was a
member of the group, along with Christopher Pyle). Intended to influence the
1972 election cycle, these proposals included the creation of a “permanent
Commission on Intelligence, Security, and Individual Rights that would serve
as an independent public body with rights of full inquiry” and the power to
“recommend changes in policy, legislation, and administration for all agen-
cies engaged in domestic intelligence and security activities.” Members of this
oversight body would be nominated by the executive as well as Congress, and
“possibly by civic professionals, and academic associations.””' The Planning
Group stressed that “indiscriminate data collection and inability to define
priority targets contribute[d] to intelligence failures.” It called for the pro-
tection of reporters’ sources and the banning of government agents from
masquerading as journalists. It argued for the automatic declassification of
government documents after three years except for state secrets as defined by
Congress with minimal discretion granted to the executive. Finally, it advo-
cated the expansion of the 1966 Freedom of Information Act and the
adoption of a data protection law, with the deletion of “all political dossiers
on citizens neither charged nor convicted of criminal acts.” The CIA was
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obviously appalled by such proposals. When the book presenting the work of
the Planning Group came out in 1972, an internal memo giving an overview
of recent publications on the agency — a growing number of which were
critical — concluded that “basically, all of the essays on foreign intelligence are
hostile to CIA, especially its activities in the covert action field, with the
exception of the essay by Dr. Ithiel de Sola Pool,” wrote the author.”?

And finally came Watergate. In February 1973, the Senate voted to create
a select committee to investigate the burglary and bugging of the Democratic
National Committee (DNC) headquarters in Washington. Having already
successfully tackled the overreach of the executive branch, Sam Ervin was
elected chairman. The committee would go on to document the concealment
of wiretap records or the use of FBI intelligence against Nixon’s political
opponents.”® All these examples illustrate how, after the radical protests and
direct actions of student protestors on campuses, intelligence critiques co-
ordinated across the political, legal, and media fields, reinforcing a growing
divide in the field of power around the role of intelligence as the purveyor of
the executive branch’s illegal surveillance and violence. A growing number of
intelligence agents soon joined the choir, adopting even more radical stances
than Pyle or Ellsberg.

CounterSpy: the radical campaign of former intelligence insiders

In the summer of 1972, Ramparts magazine unleashed yet another storm over
the world of intelligence. This time, the targeted agency was not the CIA, but
the even more secretive National Security Agency. Its existence had already
been disclosed in 1960, when two of its cryptographers defected to the USSR
and held a press conference in Moscow.”* Chastised as “sexual deviates” by
officials in Washington, the two men for the first time shed light on the
secretive world of signal intelligence. Still, ten years later, the NSA was still
virtually unknown. But now, another NSA whistleblower dared going
straight to the New Left’s leading magazine to talk about the agency’s global
surveillance programmes: Ramparts ran an interview with Winslow Peck, a
young former NSA analyst whose real name was Perry Fellwock:”® “What we
are dealing with is a highly bureaucratized, highly technological intelligence
mission whose breadth and technological sophistication appear remarkable
even in an age of imperial responsibilities and electronic wizardry,” wrote the
editor David Horowitz in the interview’s introduction. Fellwock had worked
on listening posts in Turkey, West Germany, and Vietnam, but he had grown
disgusted with the war and joined the anti-war movement in San Diego.
Going public with his experience at NSA was part of his activism. “What 1
wanted to do was stop the war, and I was willing to do anything possible to
stop the war,” Fellwock would later explain.”®

After the publication of his interview in Ramparts, Fellwock met anti-war
leader Rennie Davis who suggested that he pursue his crusade against intelli-
gence abuse. In the Fall of 1972, along with a former Air Force intelligence
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officer named Tim Butz who had also become an anti-war and anti-capitalist
activist, 30-year-old Fellwock founded a new group: the Committee for Action/
Research on the Intelligence Community, or CARIC.”” Butz and Fellwock
reached out to other former intelligence analysts asking them to share public-
interest information on covert operations and surveillance. CARIC’s activists
had experience in groups as diverse as the Peoples Coalition for Peace and
Justice, Vietnam Veterans Against the War, the National Peace Action
Coalition, and Scientists and Engineers for Social and Political Action. They
opened an office in Washington DC and in early 1973, came up with the first
issue of CounterSpy, their new bulletin. CounterSpy was to “serve as an inde-
pendent ‘watchdog’ on the government spy apparatus” and its rampant
“technofascism,” “an independent publicly sponsored source of analysis and
information on the practices, organization, and objectives of US
Intelligence.””® Through its disclosures, CARIC would pierce through the
opacity of intelligence, put it in the spotlight and create one scandal after
the other. Its first issue revealed that Nixon’s Committee for the Re-election
of the President had hired George Washington University students to spy on
anti-war protests — a scoop they passed on to the Washington Post.*® It also
alleged that the FBI had infiltrated right-wing groups in San Diego and worked
with local police to disrupt non-violent groups on the Left. The issue came with
a form intended for readers to fill out and send back asking all the intelligence
agencies he or she had been part of, as a way to secure new sources.

In part to avoid legal repercussions, most of CARIC’s output came from
open sources. But it also mobilised insider knowledge that came as an em-
barrassment for the heads of intelligence. In May 1973, the second issue of
CounterSpy charged the soon-to-be-appointed CIA director, William Colby,
with lying to Congress about secret CIA programmes in Vietnam, demanding
Colby’s resignation: “CARIC feels that a man who had a career of directing
assassination and torture programs can play no legitimate part in the US
government. We encourage all citizens to write to their Congressional rep-
resentative, the White House, and the Central Intelligence Agency to demand
his resignation.” With CARIC, secret knowledge and radical denunciations
of intelligence were bundled together to exert pressure on institutional
oversight. Again, observers at the CIA were worried. With a disdainful tone,
an internal memo took notice of CARIC’s demands for the resignation of the
upcoming director and ended with the prediction that “like many ‘bulletins’
of this type, [CounterSpy] will probably run its course over a few issues and
collapse for lack of funds” (actually, CounterSpy would not cease publication
until 1984).'% Still, the day after sending the memo, his author called again the
office of the Deputy Director, warning that “one of the editors of that publi-
cation was on TV last night and said they gave documentation to the Senate
Armed Services Committee in an attempt to block Colby’s nomination.” The
connection of CARIC’s staff to Congress was a liability for national security
officials. Tim Butz had for instance testified before the Senate’s Foreign
Relations Committee to contradict the testimony of the Secretary of Defense
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on the effect of bombings in South-East Asia. In that respect, CounterSpy
embodied some of the most dangerous alliances possible between former
intelligence insiders turned radical and members of the legislative branch.

The influence of CARIC further rose when a journalist from the Village
Voice brought the group to the attention of writer Norman Mailer, also a
leading anti-surveillance advocate of the time who had been separately
working on a similar idea.’®’ A few months later, Mailer’s initiative and
CARIC merged: the Organizing Committee for a Fifth Estate (abbreviated
OC-5) actually became the fundraising arm boosted by Mailer’s celebrity,
while Fellwock and Butz worked on successive issues CounterSpy. The
advisory board further established the credibility of CounterSpy by including
former CIA agents turned whistleblowers, like Philip Agee or Victor
Marchetti, but also ACLU policy officers and lawyers, including Franck
Donner. The group became a focal point for investigative journalists wanting
to dig up stories on intelligence and receive the help of former intelligence
professionals. It launched campus tours to denounce the “technofascist tac-
tics of ‘Big Brother’” and seed local branches of the Fifth Estate, trying to
build a distributed library of intelligence files. It sent representatives to radio
shows to debate former intelligence officials, it spoke before labour groups or
national security think tanks. It called its readers to expose CIA recruitments
efforts in their community, but also to “organize coalitions to work for police
budget cuts” or to use recent Freedom of Information laws to “request copies
of the file they may have on you.”'°? Later on, through open-source intelli-
gence methods, they would even go on to publish the names of CIA opera-
tives working in US embassies as a way to force the agency to withdraw them
and therefore disrupt the covert action they might be engaged in.

Through its investigations and action research, CounterSpy was thus at the
vanguard of the radical forms of oversight now being exerted on US intel-
ligence. Spearheaded by student radicals, lawyers, congressmen, investigative
journalists, even former members of the national security state like Pyle,
Ellsberg, Butz, or Fellwock, the critique of the authoritarian drift of intelli-
gence surveillance had become mainstream, marking an “extraordinary
concentration of protesting voices” — one which, as historian Kaetren Mistry
writes, “highlighted past abuses and framed contemporary crises in US pol-
itics and foreign affairs, created informal networks that fostered further
revelations and contributed to growing dissenting narratives that were
broadly leftist-progressive and anti-imperial in nature.”'®® The impact of this
radical contention against the intelligence field was real, although in many
instances exposures were met with lies and cover-up stories. As a matter of
fact, many controversial programmes were brought to an end. COINTEL-
PRO was for instance discontinued in 1971 after the break-in of the Citizens’
Commission to Investigate the FBI. CONUS Intel was also disbanded due to
the Ervin committee’s investigation — not without the Army trying to send the
computerised files with the NSA through Arpanet, the Internet’s forbearer.'®*

Internally, intelligence officials sought to prevent employee disaffection by
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reaffirming the legality and legitimacy of their domestic surveillance activities,
but at first it seemed like an uphill battle. In late 1972, just as CounterSpy was
publishing its first issues, the CIA’s Inspector General was voicing concerns
that leaks from disaffected employees could lead to the disclosure of the
CHAOS programme.'% In early 1973, as the Watergate scandal was unfolding,
the new CIA director James Schlesinger, preparing for the worst, decided to
launch an internal investigation into all the “questionable activities” of the
agency. William Colby, the head of covert operations who would replace
Schlesinger in July, came up with a 693-page memo documenting the most
controversial activities — which were internally called the “family jewels” — and
included assassination plots, drug experiments, or the bugging of journalists.
That summer, it was also decided to terminate the domestic component of
the CHAOS programme, “not so much,” as the Church reports would later
note, “because it was thought to be illegal per se, as because the so-called ‘flap
potential’ — the risk of embarrassment to the CIA that stemmed from its
dubious legality was seen to outweigh its foreign intelligence and counter-
intelligence value to the Agency.”'%

Despite these tactics of damage control, the damage was done. Trust in the
intelligence agencies by the US public was at an all-time low, according to
historian Kathryn Olmsted:

The proportion of Americans who had a ‘highly favourable’ impression of
the FBI had fallen from 84% in 1965 to 52% in 1973. In 1975, that figure
dropped again to 37%. Although the Gallup organisation did not ask
Americans about the relatively anonymous CIA before 1973, the agency at
that time was held in lower esteem than the FBI: only 23% of Americans
gave the CIA a highly favourable rating. In 1975, the figure fell to 14%.
Among college students, the CIA was highly regarded by only 7%.'%"’

The Church Committee and its aftermath: Fomenting consensus

In 1974, the impetus for a sweeping reform of US intelligence was strong.
Congress was determined to act, and the political context seemed extremely
favourable. Yet, over the next two years, the culmination of the political
crises around the abuse of intelligence surveillance would give way to a multi-
pronged strategy to re-legitimise the intelligence field, leading to what a
historian of journalism has called a “new age of deference.”'*®

Congress getting serious about intelligence oversight

The year 1974 was marked by important developments to rein in intelligence
abuse. In the aftermath of Watergate, some members of Congress, including
hawkish Republicans, launched investigations to look into the role that the CIA
might have played in Watergate,'” or established task forces to propose rem-
edies to “the increasing incidence of unregulated, clandestine government sur-
veillance based solely on administrative or executive authority.”'' Democratic
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congress members also looked into the surveillance activities legitimised by
“national security,” requiring the collaboration of intelligence officials.'"!

In September of that year, Seymour Hersh, then a young New York Times
journalist awarded with the Pulitzer Prize for his scoops on the My Lai
massacre in Vietnam, revealed that the CIA and the State Department had
lied to congress about their efforts to overthrow Salvador Allende in Chile.''?
This led to another round of uproar on Capitol Hill and several attempts to
rein in covert operations. Mike Mansfield, Senate majority leader, took this
opportunity to push for his long-time proposal to increase oversight of the
CIA. A liberal Republican, Charles Mathias, cosponsored his initiative.
Others followed suit. Among them, two liberal lawmakers, Senator James
Abourezk and Representative Elizabeth Holzman, sought to ban all covert
operations. For Abourezk, “since they are never going to tell us, the only real
alternative is to take away their money, abolish their operations so that we
shall never have that kind of immoral, illegal activity committed in the name
of the American people.”''® But these radical parliamentarians could not find
a majority to back their bills.

In the end, Congress settled on more moderate but still quite disruptive
proposals to overhaul the Foreign Assistance Act. Adopted in reaction to
disclosures of CIA covert operations in Chile and Southeast Asia, the pro-
vision directly targeted the core of presidential intelligence powers: the
“Hughes-Ryan amendment” (named after its two Democratic sponsors)
prohibited the use of funds for covert operations conducted abroad by the
CIA or the Defence Department unless the President has issued an official
“finding” that such operations were necessary to protect national security.
The Amendment thus forbade the President to oppose “plausible deniability”
for exposed covert action. But it also increased the number of congressional
committees that had to be notified “in timely fashion” of these presidential
findings, from four to six. The two new committees, the Senate Foreign
Relations and the House Foreign Affairs Committees, were more liberal than
the Committee on Appropriations or that on Armed Services, and keen to
ensure that covert actions would not overstep on the prerogatives and policies
of the State Department. By expanding the so-called “ring of secrecy,” the
amendment also made contentious covert operations much more likely to
“leak” in the media.

Meanwhile, in a separate effort, the Senate’s subcommittee on
Intergovernmental Relations also held hearings on proposals to restructure
legislative oversight of intelligence. In commenting on these efforts, Senator
Edmund Muskie noted that:

Time and again serious proposals — from Congress, from scholars and
from Presidential task forces — have been met with little more than
indifference. By our efforts here in the subcommittee, I hope we can bring
an end to such studied neglect. The [...] proposals now before this
subcommittee would deal with intelligence oversight in various ways.
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But they all reflect a common concern: That today’s intelligence agencies
report to far too few people on far too little of their operation.''

Some of the proposals put forward by the DNC Planning Group on
Intelligence and Security in the run-up to the 1972 presidential election were
carried on by the 93rd Congress dominated by Democratic majorities. First,
in late 1974, after the midterms, a lame-duck Congress managed to pass the
Privacy Act, in part thanks to the dedication of Senator Sam Ervin. Creating
a data protection framework for federal databases also significantly expanded
the Freedom of Information Act. In particular, it granted citizens with the
right to judicial review when target agencies refused to disclose requested
documents. President Gerald Ford — who had been appointed Vice-President
after the resignation of Spiro Agnew, making him to this day the only US
president never to be elected — had vetoed the bill, contradicting his own
pledge to run an “open government” because his administration — and
intelligence agencies in particular — were concerned that intelligence secrets
might be compromised. But in December 1974, both chambers of Congress
voted to override Ford’s veto.'"

Congressional elections had been held in November 1974, that is three
months into the term of Ford in the wake of Watergate and in the midst of
rising inflation due to the 1973 oil crisis. The Democratic Party had subs-
tantially increased its majorities, winning the popular vote by a margin of
16.8 points. Many incoming members of Congress were young Democrats
with little experience in federal politics. The “screaming Watergate babies,” as
historian Laura Kalman has referred to them,''® had run campaigns at-
tacking the “imperial presidency” embodied by Nixon, promising to bring a
progressive agenda to Washington. In this context, a couple of days before
Christmas Eve, just a week before these more adversarial representatives were
supposed to arrive on Capitol Hill, the New York Times published another
story by Seymour Hersh. The journalist had gotten hold of a copy of the
CIA’s 1973 report on controversial “family jewels” and was determined to
carry his blend of adversarial journalism into the post-Watergate era by
outing operation CHAOS. Covering the first page of the December 22nd
issue of the Times, large prints read: “Huge C.I.A. operation reported in US
against anti-war forces [and] other dissidents in Nixon Years.”'!” The exposé
went on to claim that, “directly violating its charter” barring it from oper-
ating on US soil, the CIA had “conducted a massive, illegal domestic intel-
ligence operation during the Nixon administration against the anti-war
movement and other dissident groups.” Illegal break-ins, wiretaps, and mail
openings were all mentioned in the article.

In some ways, Hersh’s revelations about the CIA’s domestic spying were
old news given that the CHAOS programme had been discontinued in 1973.
But after years of repeated controversies, the intelligence establishment’s
support base among political and media elites was stretched thin. Even Ford
seemed at first determined to not get the White House tainted by the scandal,
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considering that it was up to the CIA Director William Colby to deal with it.
But when he got back from his skiing holidays after New Year’s Eve, Ford
convened a meeting with Colby and his White House Staff and was made
aware of the existence of the “family jewels report.” Listening to the advice of
his staff, he chose to launch a blue-ribbon commission headed by the Vice-
President, Nelson Rockefeller, to investigate Hersh’s allegations.''®

Although an internal White House memo had warned against the potential
of this commission to appear as an attempt to “whitewash the problem,”
Richard “Dick” Cheney, then Deputy White House Chief of Staff, would
later admit that the strategy was deliberately meant to head off any “con-
gressional efforts to further encroach on the executive branch.”'' With the
Vice-President as its head and other pro-intelligence, pro-secrecy members
like former California governor Ronald Reagan,'?® the move was indeed
widely seen as a way to undercut any aggressive investigation by Congress
and alleviate the risk of further leaks. It indicated that Ford and his staff
were determined, as the president put it, to “restore the rightful prerogatives
of the presidency under the constitutional system,” which meant keeping the
congressional investigators from exerting a determining influence on intel-
ligence policy.'?!

However, the initial strategy of containing the controversy to the CIA ran
into hurdles when the Washington Post revealed that the recently defunct
J. Edgar Hoover had kept personal records on congressmen.'>? Other
damning articles about the NSA and military intelligence came out in
January and early March.'?® The new disclosures would force the congres-
sional inquiries to widen their scope to the whole “intelligence community.”
“The Year of Intelligence” was thus launched.

A tale of two investigations

In her detailed account of the power dynamics at play around the creation of
the Church committee and its equivalent at the House of Representatives,
Kathryn Olmsted has shown how much the approach of House and Senate
Democrats diverged. During the debate on the resolution to create a special
committee — passed on 27 January 1975 —, senators insisted on the need to
strengthen “the confidence of the people” in US intelligence. The priority of
Democratic senators, it seems, was to reassure Republicans that they were
not “out to destroy the CIA,” as Senator John Pastore stressed during the
debate. House Democrats, in contrast, took a much more adversarial posi-
tion, insisting on the need for a “thorough house cleaning.” A leading CIA
critic, representative Michael Harrington, for instance contended that the
country’s security “depends just as much on the maintenance of the rule of
law as it does on the preservation of diplomatic secrets.”!**

Both chambers eventually voted to launch their investigations, which un-
folded over the following months alongside a separate investigation into the
growing use of technology for state surveillance purposes.'?> None of the
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committees’ chairmen were first choices. Representative Otis Pike was a
moderate Democrat appointed chairman only in July 1975 after it was
revealed that the first chairman, Lucien Nedzi, had known about the CIA
“family jewels” report and had failed to report it to fellow committee
members.'?® As for the senator from Idaho Frank Church, who had recently
conducted a sensitive investigation on the role of mutlinational corporations
in US foreign relations and their secret cooperation with the CIA, he was
appointed because Philip Hart was ill with cancer.

Both investigations offered an unprecedented deep-dive into the realm of
intelligence, including not only the CIA and the FBI, but also the NSA, the
Internal Revenue Service, and the Defense Intelligence Agency. Both
committees unearthed many hitherto unknown cases of abuse (e.g. the
FBI’s blackmailing of Martin Luther King), secret budgets funding sensi-
tive intelligence operations, and serious gaps in executive oversight and
chains of command. Still, the strong differences that had presided over the
creation of both committees persisted. Where Church was willing to com-
promise with the executive branch, framing abuse as a consequence of
“rogue elephants” rather than systemic abuse, Pike would stick to a more
adversarial line, refusing to agree to many procedures that Church had
accepted, declining to look at memos and briefs that the full committee
could not see, and resisting any private consultation with the executive
branch. In total, the Pike Committee held 54 public hearings, or more than
three times the number held by the Church Committee.'?” Where Church
pursued a theory of “aberrations” and episodic abuses, Pike looked for the
systemic factors explaining such abuse. Half-a-year into both investiga-
tions, a CIA official quoted by Seymour Hersh in an article summed it up in
this way: “The House goes after the arteries, while the Senate goes after the
capillaries.”!?®

This led the White House to adopt a differential policy towards the
committees. Although it pressured the Church committee in many ways, the
Ford administration was more inclined to work with the “gentler” of the two
investigations. It resisted the Pike Committee in much fiercer ways, and
overall tried to play public opinion against Congress, wrongly accusing both
committees of leaking or even losing vital information.'?* These manoeuvres
of the executive, as well as its way of framing its response to the recom-
mendations of the Rockefeller Commission which handed out its report on
the CIA in June 1975,"* proved to be key in crippling the political ability of
both investigations to push for meaningful reforms. From September 1975
onwards, all executive responses to the congressional inquiries were handled
by the Intelligence Coordinating Group (ICG). The group, composed of
senior officials including Secretary of State Henry Kissinger and Secretary of
Defense James Schlesinger, met in the situation room each morning to roll-
out a proactive strategy aimed at imposing the executive’s own agenda.'!
“We should not view this simply as a ‘damage control’ operation but, rather,
we should seize the initiative and attempt to make something positive out of
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this,” wrote the main staff of the group in an internal memo.'*? Reform was
unavoidable, but the executive should be leading the manoeuvre so as to
ensure that such reforms could secure the activities of US intelligence. To
roll-out this strategy, the ICG also aimed at influencing the media by placing
Op-Eds by administration officials and friendly outsiders. It quickly paid-off:
by Fall of 1975, the public support for wide-ranging intelligence reform was
waning. CIA officials quoted in the press “expressed surprise at what they
said was the inability of the Senate committee (...) to generate public support
for its inquiry.”'*

The role of the mainstream media and its willingness to move on from an
adversarial posture and side with the executive branch was key in the growing
backlash against investigators. Olmsted’s central claim is that after the
Watergate and resignation of Richard Nixon, the media became “nervous
about its newfound power, fearful of a public and governmental backlash,
and receptive to government requests for self-censorship.”'** Realising that
attacking the government could entail big consequences, many editors and
journalists felt like it was the time to focus on “nation-healing stories” — an
expression coined by producers at CBS.'* In other words, most of the
Fourth Estate was now keen on restoring confidence in the government, and
made that position known through editorials by criticising the committees —
Pike’s in particular. The representative was accused in the Tulsa Daily World
of being a “spoiled child” and a “small-mined egoist” for putting pressure on
the executive to release State Department memos and threatening to cite
Henry Kissinger for contempt of Congress.'*® The New York Times political
columnist and former Nixon speechwriter William Safire also lashed at Pike
for “painting everything in black and white” and making “our Government
helpless and contemptible.”!?’

And then there was the murder of Richard Welch in Athens on 23
December 1975, shot by a Marxist revolutionary group. A CIA station chief,
Welch had been previously identified by a 1968 book — a “who’s who” of the
CIA - published by two Soviet-bloc intelligence agencies. More recently, the
Peruvian press had revealed Welch’s name: he was the CIA station chief in
Lima before being sent to Athens. That later disclosure had been reproduced
in the Winter 1975 issue of CounterSpy as part of its advocacy of open-source
investigative methods to out CIA agents. Welch’s house in Athens was that
used by his two predecessors, so that the CIA could have been blamed for not
making greater efforts at hiding the identity of its officials. But Welch’s burial
as a national hero in Washington gave the CIA and the White House an
opportunity to play out a public relations strategy of accusing CounterSpy
and his associates of being responsible for Welch’s death. The accusation of
“naming names” indirectly extended to the Church committee, because of its
willingness to reproduce in its reports the names of CIA agents that had
formerly been disclosed in the US press. Church would later comment that
the Welch murder had been a “stage-managed” event, and that “an attempt
was made to lay the responsibility on the congressional investigation” so as
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to “close down the investigation as soon as possible and to try to keep control
of whatever remedies were sought.”!®

The investigations indeed drew to a close in early 1976. The Pike
Committee’s more adversarial stance and a struggle with the executive over
the classification of its report’s content led the House of Representatives to
vote, by a large majority, against its publication. Bipartisan congressional
support of wide-ranging intelligence oversight had lapsed, and most re-
presentatives now sided with the White House’ claims that the committee had
gone too far in disclosing intelligence secrets. The report was thus held
confidential until CBS reporter Daniel Schorr and journalists at the New
York Times got a hold of it."*” It eventually leaked in February 1976 when the
New York-based magazine Village Voice decided to print it. Everybody could
now read Pike’s recommendation to abolish the Defense Intelligence Agency
and the Internal Security division of the FBI, the request of court orders for
FBI infiltration of American organisations, as well as the disclosing of the
total budgets of intelligence agencies.'*” Alas, the debate that took place did
not relate so much to the substance of the report as to how it had been made
public. Daniel Schorr was rapidly identified as the source of this publication
by the Washington Post and was then called to testify before Congress.
Refusing to identify his source alleging First Amendment protection and
abandoned by his superiors, Schorr eventually had to resign from his job
at CBS.

As for the Church committee’s series of reports, they were released in April
1976, as senator Franck Church rushed to the campaign trail in an attempt to
secure his party’s nomination for the upcoming presidential election, racing
around the country with other contenders in the Democratic primaries. The
tone of the report already gave a sense of the change of mood in Washington
over intelligence issues, harbouring a somewhat benevolent tone towards
intelligence agencies — stressing for instance that there was now “an awareness
on the part of many citizens that a national intelligence system is a permanent
and necessary component of our government.”'*! “The system’s value to the
country,” the report continued, “has been proven and it will be needed for the
foreseeable future.” Overall, the idea was to boost congressional oversight by
clarifying the legal basis for the different practices of US intelligence, while
largely deferring to executive secrecy. Hence the report pleaded for the cre-
ation of a permanent intelligence oversight committee — a proposal that
would become the committee’s main legacy —, coming out strongly against the
Hughes-Ryan amendment and the wide disclosure obligations that it had set
forth for covert operations.'** The Church reports also carried on some of the
proposals of the 1972 DNC Planning Group or those recently put forward
by the ACLU,'" leaving aside the most radical ones (e.g. automatic
declassification, partial appointment of intelligence overseers by “civil pro-
fessionals,” etc.). It for instance recommended that an Intelligence Oversight
Board be established with the Attorney General as a statutory member
responsible for ensuring the conformity of intelligence activities with the rule
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of law. The Church committee also called on Congress to draft detailed
legislative charters laying out the duties, powers, and responsibilities for the
main agencies, defending the crucial principle that authorisations for
domestic surveillance should be subject to court approval and conditioned on
the existence of prior suspicion that such surveillance could document
criminal activity in the field of terrorism or espionage, rather than mere
“subversive activities.”'** Finally, it was not ignorant of the risk entailed by a
growing process of computerisation, calling for “restraints that not only cure
past problems but anticipate and prevent the future misuse of technology” to
ward off the risk of a “big brother government.”'*

Taken altogether, these recommendations were significant. But by the time
of their publication, as the Washington Post noted, “the impetus for reform
appears to be only a shadow of what it was last year.”'*® And indeed, the few
recommendations actually enacted were those that fit with the executive
branch’s strategy for re-legitimising intelligence.

Ensuing reforms: the foreclosure of democratic control over intelligence

In February 1976, that is a few weeks before the publication of the Church
reports, Ford had undercut most of the Senate committee’s recommendations
by making a live speech announcing watered-down versions of it. The ex-
ecutive needed to make concessions, but these had to be minimal. And above
all, they needed to reinstate secrecy as an effective boundary between intel-
ligence outsiders and insiders so as to protect the autonomy of the intelligence
field and the discretion of the executive branch in defining intelligence policy.

The bulk of the executive’s own intelligence reform lied in executive order
n° 11905, the first detailed and public legal text laying out the powers and
duties of intelligence agencies. Through it, Ford imposed a few restrictions on
intelligence agencies, including a ban on assassinations as an instrument of
foreign policy (the latter being framed in an ambiguous way that still left the
option open).'*” A new Intelligence Oversight Board was also established at
the White House, with the duty to report to the Attorney General “any
activities that raise serious questions about legality” (rather than making the
Attorney General a statutory member of the board like the DNC and the
Church committee had proposed). Instead of detailed legislative charters, the
executive order called on the Attorney General to issue “guidelines” framing
the powers of the FBI, refusing to ban the detection and prevention of mere
“subversion.”'*® Ford also expressed support for a proposal that had been
floating since the Keith decision and taken up by Congress to create what he
called “a special procedure for seeking a judicial warrant authorizing the use
of electronic surveillance in the US for foreign intelligence purposes” —
announcing the secret court at the heart of what would become the Foreign
Intelligence Surveillance Act of 1978.'% Importantly, he also called en-
trenching secrecy as a means to protect intelligence autonomy, for instance
through a new law criminalising the disclosures of state secrets or a joint
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congressional committee on intelligence oversight: “The more committees
and subcommittees dealing with highly sensitive secrets,” Ford said in his
address, “the greater the risks of disclosure.”!*

In the aftermath of these announcements, intelligence officials — who had
feared, quite rightly considering the tepid response from the mainstream
press,'>! that these executive reforms would be open to charges of making
only cosmetic changes — successfully pressured Congress to fight back against
more rigorous legislation. Proposed amendments to the Privacy Act aimed at
ensuring that intelligence agencies notified any person that had been targeted
by the COINTELPRO or CHAOS programmes were thus defeated.'>
Instead, the debate rapidly shifted to the proposals that most immediately
served to shield intelligence from radical critics.

First, in May 1976, at the urge of the Church committee and the White
House, the Senate voted to create a Permanent Select Committee on
Intelligence responsible for authorising expenditures for intelligence-related
activities. It almost failed to pass when it was put to vote on the Senate floor
despite having been the focus of extensive debate in both chambers in 1975.'>
It took the House one year to come to the same result, and both committees
were added to the list of those to receive notice of covert actions under the
Hughes-Ryan amendment. Representative Michael Harrington, author of the
1975 resolution establishing the Pike Committee, called these new permanent
committees a “sham of oversight,”'>* knowing that, rather than boosting
oversight, their main purpose was to eventually better protect executive se-
crets.'>> As a journalist correctly summed up after the creation of the Senate
Permanent Select Committee on Intelligence:

Some hope the Senate’s creation of an oversight committee will persuade
Congress to repeal the Hugues-Ryan amendment, which obliges the CIA
director to report all covert activities to at least six committees. Over the
past 16 months, virtually none of the information conveyed to Congress
under the amendment has been kept secret.'®

It would take a few more years, but that was the eventual outcome: just
before the arrival of Reagan at the White House and with the support of the
Carter administration,'>” the 1980 Intelligence Oversight Act was adopted to
repeal the Hughes-Ryan amendment. While expanding the range of infor-
mation shared with congressional overseers, the number of informed com-
mittees was reduced from six to just two. During Senate committee hearings,
the New York Times reported that a young liberal Democrat from Delaware
by the name of Joe Biden warned civil rights advocates that the momentum
for reform had passed and that “opinion in Congress and throughout the
country was running strongly against them.”'>®

The second lasting legacy of the Church committee came from its con-
demnation of warrantless surveillance, which inspired the 1978 Foreign
Intelligence Surveillance Act (FISA). FISA’s initial and rather narrow goal
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was to remedy the subsiding forms of warrantless national security surveil-
lance of foreign powers or their agents — an issue left unaddressed by the
Supreme Court’s 1972 Keith decision which focused solely on cases of
“wholly domestic” security issues.'> In early 1976, the Ford administration
had come out in favour of such a federal law and President Carter also
supported it.'®® The system would rely on the so-called Foreign Intelligence
Surveillance Court (FISC), a court acting in secret where foreign intelligence
surveillance authorisations issued by the DoJ would be minimally reviewed
by judges, with differing standards based on the identity of the target and the
now widely accepted notion of intelligence law that foreigners deserve lesser
protection than “US persons.” Praised by its drafters as exemplary of the
kind of constitutional checks and balances needed for intelligence in a
democracy, critiques worried that the FISC might quickly “become captive of
the national security establishment and serve only to encourage executive
officials, now protected by judicial approval, to conduct activities that would
otherwise never have been proposed.”'®! In 1980, the press was forced to
report that the FISC “granted every request to bug spies,”'®® while the
Department of Justice Counsel for Intelligence Policy admitted three years
later that “to date, the court ha[d] not rejected a single application,” framing
it as a sign that the executive branch was careful in its use of such surveillance
powers.'® FISA’s founding principles, such as the prohibition on warrantless
surveillance and the foreign—domestic distinction, would be undermined by
later reforms, especially under George W. Bush’s “war on terror” and the
boost it gave to NSA-operated large-scale warrantless surveillance.'®

Lastly, the autonomy of the intelligence field would rely on a third
strategy: stopping the outpouring of disclosures by journalists and whistle-
blowers and re-activating the barrier of secrecy protecting intelligence agen-
cies’ relative autonomy. Attempts to pursue such disclosures through the
Espionage Act had run into legal hurdles — as illustrated by the failed pros-
ecution of Daniel Ellsberg —, and so Ford’s executive order had sketched
another course of action, one based on contractual law whereby all intelli-
gence professionals would now have to sign non-disclosure agreements.'®
Approximately at the same time, agencies were establishing formal proce-
dures to review the publications of former agents — the CIA for instance
created its Publications Review Board in 1976. A moral panic about the use
of “marijuana-hashish epidemic” and the risks it entailed for information
security in intelligence further served to legitimise the use of drug testing in a
veiled attempts to keep whistleblowing “hippies” at a distance.'®®

More significantly, the period also marked the beginning of a regulatory
process called for by the Church committee and epitomised by the 1978 Civil
Service Reform Act, whereby whistleblowers were forced to report internally
the wrongdoings they might become aware of. As Gurman and Mistry note,
executive-branch whistleblowing was defined narrowly in relation to “fraud,
waste, and egregious crime.” The role of whistleblowers was to “improve the
functioning of the state rather than question the underlying tenets of national
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security policy or the culture of secrecy,” thus being confined to the role of
“organisational defenders” rather than public advocates against intelligence
abuse.'®” Such strengthening of secrecy effectively curtailed what had been a
prime driver in stopping illegal surveillance programmes: as Morton Halperin
and his colleagues from the Center for National Security Studies wrote at the
time in their public advocacy against US intelligence, it was indeed the “ex-

posure or the possibility of it” that had “moved the agencies to end some of
95168
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their illegal programs”: “no internal mechanism was so effective.

In practice, little changed for intelligence agencies after the Year of
Intelligence. There were immediate attempts to “clean house” and bring sur-
veillance practices in conformity with the law.'®® An internal review launched
at the CIA in 1975 concluded that they was a “lack of legal expertise in the field
of electronic surveillance and a general uncertainty and inexperience in the area
of Federal criminal law.”'”® Internal workshops were organised to accommo-
date the new ‘external constraints’ but also think about how the “climate of
public opinion” weighed on the Agency and how the latter could foster “cre-
ativity” under such constraints.'”' But as early as August 1976, the CIA was
already challenging a Justice Department opinion interpreting the limits of
Ford’s Executive Order, with George Bush, the new CIA director, claiming that
it was too restrictive.'’*> A few months later, Carter’s quite progressive CIA
director, Stansfield Turner, was already looking at ways to improve its dam-
aged relationship with the academic world by working with the outgoing
president of the International Studies Association, Vincent Davis,'” a strategy
that apparently bore fruit.'”* By the mid-1980s, the press would note that “the
C.I.A. [was] once again attractive to many college students.”'”

“Signal intelligence” and computerisation also appeared as a strategy
aimed at expanding more discreet forms of surveillance. In an increasingly
tense budgetary context (with the notable exception of the FBI whose budget
kept rising), several agency departments faced restrictions in personnel, and
overall a low morale. They sought to cope with this decreased manpower by
enacting productivity gains through computerisation. A commission estab-
lished by the Department of Defense to look into intelligence issues declared
that it was “impressed with capabilities of our technical collectors as an es-
sential input to the intelligence data base, and we believe that comparison of
the data base today with that available 10 years ago illustrates the detail and
precision to which we have become accustomed.”'’® By then, as an internal
paper put it, the NSA was “almost totally dependent on computer systems to
aid our analysts,” these systems being seen as necessary to “handle the
increasing volume of work that grows more sophisticated while our people
power is shrinking.” CIA director Turner fired 800 operational agents, en-
acting the vision sketched by his one of his predecessors, James Schlesinger,
who believed that SIGINT and computers rather than HUMINT and clan-
destine operations were the future of intelligence and conducive to better
command-and-control.'”” The Army similarly was able to cope with short-
ages in personnel by increasing the roll-out of new computer installations



From radical contention to deference 45

dedicated to intelligence.'”® Congressional investigations into computer sur-
veillance in the mid-1985 registered the proliferation of these technologies
and the lack of appropriate oversight.!” In retrospect, computerisation — as
part of what sociologist Gary T. Marx would soon term “the new surveil-
lance” —'*° formed part of a strategy aimed at expanding surveillance capa-
bilities while escaping oversight, and therefore constituted a way to defend
the autonomy of the field.

None of the more ambitious proposals for intelligence reforms that came
out of Congress prior to or after the 1975 investigations would see the light of
day. During his campaign, Democratic candidate Jimmy Carter had pledged
to support “charter” legislation for the Bureau and the CIA, but his
administration eventually listened to those who feared that it would overly
constrain the operations of intelligence agencies.'®' Quite ironically, even as
Carter’s 1980 State of the Union address called on removing restraints on the
CIA and as Congress got rid of the Hugues-Ryan amendment while pro-
tecting classified information used in criminal trials through the 1980
Classified Information Procedures Act, Republican presidential candidate
Ronald Reagan attacked the Democrats’ legacy, accusing them of having
weakened intelligence agencies. His election would mark yet-another return
of a “law-and-order” discourse, with increasing budgets and personnel for
intelligence agencies. In line with a report of the Heritage Foundation co-
written by his advisors during the transition called on “unleashing” intelli-
gence agencies,'® the Reagan administration was quick to pass reforms
increasing intelligence powers. To give just a few examples, in December 1981
Reagan issued an executive order relaxing rules that precluded the CIA from
collecting foreign intelligence in the US.'®* In 1982, the Intelligence Identities
Protection Act, passed with CounterSpy as the main scapegoat, made it a
crime to reveal the names of covert intelligence personnel. In 1983, the
administration relaxed rules on domestic intelligence operations against
protest groups.”'® And in October 1984, after a battle of several years,
Congress exempted certain operational files of the CIA from disclosure under
the Freedom of Information Act.'®

The “old boys” of the intelligence field were on a come-back. In passing these
regressive reforms, executive supporters of intelligence could rely on complicit
members of Congress whose permanent committees on intelligence had grown
supportive of intelligence agencies, practising “institutional” rather than
“investigative” oversight.'®® By the mid-1980s, congressional committees on
intelligence were largely staffed by former CIA officials.'®’ In fact, many ex-
ecutive branch and intelligence officials remained unimpressed with the legacy
of the Church committee. Just a few months before the Iran-Contra affair that
would taint Reagan’s intelligence policy for months, New York Times reporter
Leslie Gelb concluded that congressional oversight of the CIA had produced “a
decade of support” for the agency by Congress.'®® Daniel Patrick Moynihan,
former vice chairman of the intelligence committee told Gelb that, “like other
legislative committees, ours came to be an advocate for the agency it was



46 Félix Tréguer

overseeing.” William Colby himself acknowledged in February 1976 that the
congressional investigations had actually strengthened the CIA and clarified the
boundaries “within which it should, and should not, operate.”189 In 1984, he
maintained during a public conference that “the American public has benefited
from a transition in the CIA from the cloak and dagger days to modern elec-
tronic surveillance,” and that the CIA “has been strengthened by laws passed in
the 1970s which give Congress more authority over the agency.”'”°

While the latter part of the quote should be nuanced, Colby was right in
saying that the “Year of intelligence” and the intelligence reforms passed in its
aftermath had indeed normalised the practices of intelligence agencies. Mostly
through executive orders, part of the legal basis for intelligence policy was now
public. Through the prerogatives of the Permanent Select Committees, through
their open hearings and reports as well as the wider media coverage, more
official information now filtered out of the realm of secrecy. Such “staged
transparency” helped boost public confidence and gave these agencies a new-
found legitimacy, as likely did the occasional fights staged between intelligence
officials and their institutional overseers. Meanwhile, secrecy had been
strengthened and whistleblowers dissuaded from going public. In the back
rooms, secret programmes could resume, and laws again be disregarded.

Conclusion

In the context of a proliferating and radical opposition to intelligence and
state surveillance, the institutionalisation of intelligence oversight as it was
designed in the US in the mid-70s — and then appropriated by other liberal
democracies in response to national or transnational scandals —'°! can be
framed as a legitimising device, a power tactic aimed at securing a level of
consensus around intelligence agencies and governing anti-surveillance cri-
tique.'®* As I have argued, the Year of Intelligence is most accurately framed
as a moment of struggle when the intelligence field successfully strategised to
re-establish its autonomy whilst making minimal concessions. Rather than a
victory of the rule of law, it was a moment for the “internalisation” of un-
folding scandals and for the depoliticisation of oppositions by giving them
new technical objects — mostly legal in nature — through the development of
“new state capacities to manage constitutional checks and balances.”!*?

As the central “rule of the game” for intelligence oversight, secrecy
complemented such procedural arrangements to enact a boundary between
insiders and outsiders, In turn, this effectively cut off professional over-
seers — be they members of the permanent committees on intelligence or
judges — from the more radical and diverse range of critiques that had
played such an important role in bringing to the fore the range and
depth of intelligence abuse over the previous years. Although over time,
some lawmakers sitting on the permanent committees on intelligence
have proven themselves critical of intelligence agencies, these committees
have been dominated by what Johnson has called “cheerleaders”
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of intelligence agencies, that is politicians acting as these agencies’
spokespersons in Congress and before the wider public.'®* As for external
critics, they either had to join the institutional oversight game through
more technically oriented advocacy or litigation at the risk of irrelevance,
or be repressed and disqualified as reckless whistleblowers and radicals.
What is more, such critics could easily be framed as not being “in the
know,” and not knowledgeable enough to appear as legitimate actors in
intelligence policy debates.

Although a detailed socio-history of this process of depoliticisation
through institutional intelligence oversight would be needed, it seems rea-
sonable to suggest that, in the past forty years, the oversight structure es-
tablished in the US after 1975 has given intelligence officials a working
configuration to pass regressive reforms, on the long run weakening the
already-tepid procedural arrangements adopted in the aftermath of the Year
of Intelligence. And that in the aftermath of other scandals and in the midst
of other crises, such structures largely worked to shield intelligence
autonomy. Radical, “non-reformist reforms” of the kind debated in the first
half of the seventies does not seem to have resurfaced in later intelligence
policy debates, much less gained the prominence they had then. For all the
spectacular massive disclosures of the likes WikiLeaks or Edward Snowden,
and except in perhaps a few localised instances, the coalitions sparked by such
disclosures to rein in intelligence abuse never got close to exerting the kind of
political force that intelligence agencies had to resist in the 70s.

As for Franck Church, regardless of his motives and intentions, or the
merits of many of the recommendations put forward by his committee, he
was largely made in retrospect a kind of what Bourdieu called a “bureaucratic
hero,” a “prophet” who “rescued the possibility of believing in the official
truth despite everything,” a “person whose major function is to enable the
group to continue to believe in the official, that is, in the idea that there is a
group consensus on a certain number of values that are indispensable in
dramatic situations in which the social order is deeply challenged.”'?®
Modern intelligence oversight emerged in the midst of such a moral crisis,
whereby a growing network of actors holding increasingly powerful positions
in their respective fields coalesced to scandalise intelligence. It is when they
got to their maximal influence on the field of power that the Year of
Intelligence took place, in turn giving way to impromptu strategies aimed at
depoliticising intelligence oversight while Church and his co-investigators
passed to history as the symbols of the reconciliation of US intelligence with
the rule of law and democratic standards.'”® The tepid reforms adopted in
their names, which set aside the most ambitious proposals of the time, would
be both the product and reproducer of a procedural understanding of
democracy, one losing sight of the substantive meaning of a democratic
regime and of the dangers of political surveillance, conflating what Tarrow,
Ginsburg and Mustafa have called “rule by law” with the rule of law."”’
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Of course, many developments took place from 1975 on that would help
explain why a more radical agenda for intelligence oversight never came to
pass: besides the manoeuvring and internal strives within the executive
branch under the Ford and Carter administrations (which would deserve a
more detailed analysis), there was the expanding economic crises, the eviction
in the late-1970s elections of many congress members who had worked on
national security issues, the fatigue of the public and the media in confronting
the abuses of their government, the loosening of the ephemeral alliance
between radicals and reformers, as well as new pressing issues on the inter-
national scene. For his part, Christopher Pyle, the Army intelligence whis-
tleblower, made in 1979 the following commentary — a quite discerning if
bitter one:

As inflation makes the public more conservative, demand of reform of the
intelligence agencies will wane, only to prove once again that ours is a
‘democracy,” but it is a democracy of moods and sentiments, as indifferent
to constitutional principles as Hoover and his agents.'*®

More research would be needed to explore the relevance of these and other
possible causal factors in the eventual failure to enact meaningful democratic
oversight of intelligence agencies. But by giving evidence of the forms of
radical opposition to US intelligence in the decade preceding 1975, this so-
ciogenesis has recast institutional intelligence oversight in its wider historical
setting. While offering a glimpse of the paths not taken, the process of in-
stitutionalisation it covers helps explain why the interstitial field concerned
with intelligence oversight in the 70s has become largely dependent on, and
subservient to, the intelligence field, crystallising a set of normative as-
sumptions about what proper intelligence oversight should be.

This doxa is still prevalent in parliamentary oversight committees, many
courts, the bulk of Intelligence Studies, or even many think tanks or NGOs
working on intelligence. It is marked by a procedural and technocratic un-
derstanding of democracy, whereby supposedly ill-informed outsiders are
excluded, partisan and radical criticisms of intelligence policy discredited, and
whistleblowers — who have historically played a key role in intelligence —
oversight demonised.'”® By having a better sense of its origins, by unearthing
the invisibilised histories of the courageous actors who resisted intelligence
abuse and by drawing inspiration from them, perhaps can we better inform
the contemporary struggles aimed at reining in the ongoing and systemic
violence committed in the name of intelligence, and by doing so help open
new pathways towards emancipatory social change.
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2  Transformations of the transnational
field of secret services

The reasons for a systemic crisis
of legitimacy?

Didier Bigo

Introduction
A problem of legitimacy at the international scale

My central claim in this chapter is this: the transformation of the scale of
action in terms of secret violence and surveillance of large segments of the
population has disrupted the tacit agreement that the use of secret services,
alone or in coalition, among democracies is a necessity for peace and stability
in the world. Their legitimacy is at stake in a systemic way, and not just, as it
used to be, for a brief moment after an operation that went beyond what was
tolerated. This radically changes the current situation. The denial of trans-
national control of operations, led in coalition by the most powerful countries
of the global North, is increasingly untenable. Proposals are on the table and
need to be discussed. If there is strong resistance from some governments and
some of the doctrine, the practitioners are aware of the seriousness of the
problem.'

Certainly, there have been disputes and demands for greater oversight in
the past, but, as the previous chapter has shown, they have not been very
effective because they have always been limited to a few national rules and
have not touched on the arrangements between different intelligence services.
Oversight and monitoring were limited to the national realm, based on the
idea of the supremacy of state sovereignty and the acceptance of a discre-
tionary power in matters of national security to use force in covert operations
abroad (and sometimes within the territory).> But after the episodes of ex-
traordinary rendition and remote torture programmes carried out by the CIA
and its accomplices around the world, the large-scale surveillance of Internet
users organised by the NSA and the so-called Five Eyes Plus network dis-
closed by Edward Snowden, and more recently the use of spyware marketed
by private companies that allows the targeting of opponents, journalists and
human rights defenders, it is impossible not to admit that the core of the
problem of secret violence and surveillance based on suspicion by multiple
actors needs to be regulated internationally.

For decades, the transnational field of intelligence, which links the US
agencies with most of the services of the Global North and operates largely
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outside the Anglophone Five Eyes network, has benefited from a lack of
control by supervisory authorities, based on specific arrangements, such as
the third-party rule, which prohibit their access to the exchange of infor-
mation from foreign sources.” Now, with the change in the scale of the
activities of the secret services, their interconnections with issues far removed
from espionage and their impact on everyday life, it is urgent to redraw the
boundaries between covert action, war, policing, and travel controls to show
that democracies act differently from other regimes.

Beyond the traditional universe of espionage abroad and the surveillance
of potential enemies at home by means of infiltration techniques, whose
cleavage between military and police, foreigner and citizen, and abroad and
national territory has been both consistent and regulatory for the life of the
so-called intelligence services at the national level, the last 30 years have seen
a widening of the activities of the various intelligence services, especially with
their strong involvement in “non-geographical” threats and the specialisation
in counter-terrorism and even counter-globalised crime. Secrecy, once con-
fined to defence matters, has been extended to other domains of security.
Numerous activities of security management professionals have been “in-
telligentified”, and the agents involved in these controls, as well as their
various targets, have become constitutive parts of this universe of “suspicion
and prediction” in expansion, destabilising the relations and boundaries that
the previous universe of secret services had with politics, security, law, justice,
and the nation.* On the basis of our research over the last eight years, we can
condense our various findings into the current combination of four main
factors (transnational coalition, preventive ideology, digital capacities, and
marketization) that contribute to this qualitative transformation of the field
of transnational secret services and its current dynamic of expansion, diver-
sification, deepening and diffraction, modifying its relations with all the other
professional fields that constitute politics, security, and law in democracies.’

Refiraming the problem outside intelligence studies, why? And how?

From a methodological point of view, and before presenting these four fac-
tors in detail, it is important to take a step sideways from classical intelligence
studies. The way in which authors who consider themselves to be intelligence
scholars frame the problem of the legitimacy of secret services in democracies
at the international level is by naturalising as essential facts of human nature
the existence of competition between states and clandestine forms of violence
between them.® The argument, when exposed, claims that the survival of the
nation-state requires violence that is exempt from moral and legal judgement.
This is supposed to be true and to continue forever, but this transhistorical
“Hobbesian performativity of violence as necessity” works very badly when
sovereignty today is diffracted into a coalition of different states of the
Global North, because it reveals by default the question of leadership and
responsibility, and the shared and unequal elements of mixed sovereignties
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brought into the alliances. To the argument of necessity, these authors add
what we can call a veil of wishful ignorance based on “secrecy” and “trust”.’
This relationship implies a blind obedience to the decision of the executive
under the advice of the secret services in return for the protection of the
“people”. This framework therefore limits the questions about the role of the
secret services and their contribution to peace in the world, or their role as an
accelerator of violence and escalation of conflicts. The only choice is to assign
the protection of peace to the secret services of democracies and aggression to
the secret services of other regimes. This summa division into two camps may
have a historical basis, but only if observations show that the difference in the
political regime reveals a series of practices in which the norms of democracy
and the rule of law effectively limit the use of violence and surveillance. It is
impossible to ignore the reality of the mimesis between the actions of the
services when they have to confront undemocratic regimes and their reluc-
tance to respect limits. There is often a feeling within the services that agents
can work “freely” if they have been validated by the executive to carry out an
illegal action, even if they knew it was against international human rights,
thus protecting impunity on both sides (services and politicians). Insisting on
dualism and refusing to verify practices, as classical intelligence studies do,
has consequences. It obscures the reality of intermediate categories such as
illiberal democracies, democracies with neo-despotic executives through the
lack of power of the judiciary. It silences intermediate effective situations
where representative democracies use quasi-permanent regimes of exception
and derogation for their military and police operations, as well as their
regional and neo-colonial ambitions, often renamed under the label of their
responsibility for world or regional stability.

With this doxa, they produce what some critical researchers have called a
policy of non-knowledge or forgetting, which from the outset repeats a pred-
icate, a dogma, that cannot be challenged by empirical verification and ques-
tioning.® In this framework of intelligence studies, the services are, by
definition, and forever, legitimate instruments, and when scandals emerge, they
are about the “excesses” of some individuals or a service, but they are never a
sign of de-legitimisation. This question is immediately rhetorically dismissed as
“unrealistic” and coming from “dreamers”. If there is any “excess” in the ac-
tions of the services, it is only because governments and secret services have
been too quick to treat some of their own citizens who claim their rights as if
they were foreign spies and agents of revolution and chaos. The ideas of the
fight against impunity, of redress, of supervision, and of control, may exist, but
they must protect the services themselves from destabilising investigations; they
must be exercised strictly within a sovereign territory, and they must be or-
ganised as forms of control to check that the services do not exceed the order
and mandate given to them by the executive of their country. There may be
monitoring of shadow fights, but it is always limited in scope and applies only
to internal struggles between professionals, never to the politics of a country
and even less to a coalition between democratic countries.
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Contrary to this series of assumptions that construct the doxa of intelli-
gence studies, an international political sociology (IPS) reopens the question
of the practices of secret services worldwide, thinking about the limits and the
boundaries of this social universe of democracies that use force, in which
democratic legitimacy presupposes imposing on each country and on the
coalition itself, self-limitations in terms of force, forms of surveillance, and a
permanent control against forms of despotism of the executive and/or of
the transnational guilds of the services themselves.’ Instead of accepting the
frame of national sovereignty, national security, and state secrets as taken for
granted, it is highly relevant to question the international politics as such.'®
Internal critics within intelligence studies have already raised the question of
the proper level of analysis when speaking of the activities of secret services in
the Western world, mainly through the lens of transgovernmentalism, but
they have not dared to abandon the nationalist doxa and its methodological
bias.!' This explains the absence of studies on the coalitions of secret services,
apart from the narratives of some former agents or informants. Despite its
central importance, it is reduced to an additional layer of a “big” actor, a
national state policy, often the United States. On the other side, some recent
critiques revive a neo-colonialism accusation but are prisoners of the same
nationalist bias and fail to understand the transversal and transnational
process by which the expansion of coalition activities takes place and creates
major problems in the world. A recent book has made a synthesis of these
limitations of “intelligence” studies in general and has proposed alternative
frames of understanding, including that of IPS.'?

The first part of this paper will describe how the practices of the coalitions
of secret services of democratic countries went wrong and will analyse the
main reasons and factors of the current transformations of the transnational
field of professionals of security services working together in the global
North, beyond the label of the Five Eyes or Five Eyes+. By examining the
recent evolution in which the coalition network has extended its asymmetrical
chains of collaborators to the point where many scholars speak of 12 or
19 eyes, including beyond the number of secret services, private companies
selling technologies or data, and contributions to the intelligence process by
law enforcement and border control agencies, this first part will insist on the
lengthening of the chains of interdependence between actors, the existence of
which Norbert Elias had already made an essential criterion for analysing the
soundness of institutions.'® The second part will explain the diffraction of
responsibilities and authorities, breaking the power of traditional sovereign
actors and destabilising the links between security and national borders in the
collection, interception, storage, sorting, and exploitation of information. As
we will see, most actors do not have the capacity to do everything on their
own. They produce information together, they share procedures, and the
number of cases in which they deal with each other’s little secrets rather than
big state secrets breaks the so-called ring of secrecy. This transnational
dimension is therefore of the utmost importance and cannot be reduced to
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occasional cooperation between different national security communities. On
the contrary, it is this transnational dimension that today organises relations
between the various national groups of secret services and explains their fights
and solidarities. Having established this as one of the most important
problems for social science research into the use of covert force and sur-
veillance by such a conglomerate of diverse actors, that we can call trans-
national guilds, the final part of the paper will discuss the legitimacy gap that
exists at the transnational level and its implications for democratic politics
internationally and nationally. I will examine why some top actors continue
to deny the problem and the arguments and tools they use to avoid it, but I
will also show that from within the profession itself, at the operational
level, a project is emerging for an effective form of democratic control that
would redraw effective boundaries between what is permissible and what is
unacceptable as acts of violence perpetrated by democratic regimes.

Widening, deepening, entanglement, and diffraction of the boundaries
of the transnational field of secret violence in democracies

Looking at the recent past: what went wrong? Extraordinary rendition and
torture, large-scale intrusive digital surveillance, and worldwide selling of
spying tools

Extraordinary rendition and torture

Countless cases of gross human rights abuses against innocent people have
been labelled after the fact as “collateral damage” or “false positive” targets
by secret services who refuse to accept their mistakes or the consequences of
their actions. If this was an implicit rule in the days of espionage and applied
to very limited cases, it is no longer the case. Denial covers thousands of
cases, sometimes for years. The continued detention of people in
Guantanamo Bay 20 years after the fact, in order to prevent the services from
being held accountable and at least to make amends or apologise for the
torture committed at the time, is just one example. These forms of injustice
are not the work of a few overzealous individuals but are often the result of
flawed institutional assessments based on poorly organised intelligence
sharing, inadequate patterns of suspicion, arbitrary calculations of anticipa-
tion. Consequently this ends up to reframe the status of innocence which is no
longer sufficient to prevent the use of covert violence against individuals.

In recent years, some Global North governments and their services have
conveniently chosen to ignore and even erase major crises — including ex-
traordinary rendition, torture, and the National Security Agency’s mass
surveillance of targets, including their close allies, revealed by Edward
Snowden. We know that in this context, national intelligence services have
chosen to loyally protect their cooperation with US agencies, rather than
cooperate with national political, oversight, and judicial authorities and
question the legality of what they have been asked to do by these interna-
tional intelligence alliance networks and collaborations.
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Indeed, there have been several cases of intelligence officers and/or private
actors spying on their superiors and even heads of state. What could be
considered treason has had far-reaching consequences for the stability of the
intelligence alliance, which have generally not been properly investigated. In
the United States, for example, CIA personnel have been exempted from any
legal consequences, and some of the highest legal and political authorities
continue to teach in major universities, including John C. Yo0o.'" These ex-
amples illustrate the lack of justice and impunity for perpetrators of gross
human rights violations.

Torture has been used, albeit as one of the non-derogable rights, after at-
tempts were made to justify it as part of an effective fight against threats to
national security.'> This has also been the case with unnecessary forms of
surveillance, in particular the extension of intrusive techniques to large groups
of suspects without necessarily having any analytical knowledge of them
beyond algorithmic correlations, and often without effective direct or indirect
links in terms of causality assessed by means other than electronic data.

The case of the CIA’s programme of extraordinary rendition and torture
by proxy is less exceptional than it appears. It has created a pattern of be-
haviour that has been adopted by illiberal or authoritarian regimes that have
seen it as a relaxation of the rules on this issue. Kenya, for example, has
adopted this practice to the detriment of its neighbours. Let us briefly recall
that these practices are precisely linked to the structuring of international
coalitions that include the participation of so-called allied services that are
also based in authoritarian regimes and/or dependent on funds allocated by
the United States. These ad hoc collaborations with the CIA were based on a
series of regional networks involving allied services abroad, archipelagos
of detention centres in South Asia, the Horn of Africa, and even Eastern
Europe — Poland, Romania, Kosovo, and among others. These practices,
once exposed, have led to a significant change in public acceptance of the
activities of democratic intelligence services. They have also affected the trust,
credibility, and legitimacy of democratic intelligence activities beyond the
United States. Close allies of the United States, including Germany, Italy,
Switzerland, Sweden, the United Kingdom, and, to some extent, France, have
been negatively affected.'®

Large-scale intrusive surveillance by the NSA

Another case, less blatant in terms of intensity of violence but affecting millions
of people around the world, concerns the large-scale surveillance operated by the
so-called Five Eyes alliance around the NSA, which has formalised secret laws
between itself in order to rationalise, outside of a public legal framework, forms
of cooperation between its various agencies. As the Snowden disclosures of its
practices have shown, the NSA has largely operated beyond the so-called
Five Eyes countries (US-UK-Canada—Australia—New Zealand), with the
involvement of many other countries (Sweden, Germany, France, Belgium ...),
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for a large-scale intrusive surveillance in which the ratio between the people
under surveillance and the flimsy elements of evidence was so high that it can
be considered that this type of surveillance has indiscriminately affected
large groups of the population in their fundamental rights to thought,
opinion, expression, and private life, beyond any form of necessity and
proportionality regarding the operation and its consequences for the rule of
law and the existence of a democratic regime. This has largely been studied
by the best specialists over the last 10 years and cannot be denied, despite
the efforts of some revisionist journalists and the strategic communications
of the services to minimise what happened.'’

Spying software

More recently, the sale of low-cost “spyware” by private companies has
further undermined the belief in a democratic space, with the almost sys-
tematic targeting of human rights defenders, investigative journalists, and
intellectuals by governments or authoritarian political parties to whom
companies based in democratic countries have sold this software, one of the
best known, but not the only one, being Pegasus.

In fact, in recent years, the Israeli company NSO has been selling various
software for spying on mobile phones, adding a new crucial element to the fear
of permanent surveillance that threatens all forms of freedom, equality, and
rights that democracies consider to be enshrined in their laws and practices. By
making it possible in practice for many actors in the world (authoritarian
governments in the Third World, political parties, private companies ...) to
obtain, at a low cost, the capabilities to target their opponents or competitors
by means of intrusive surveillance that is very difficult to trace, they have
generalised the number of entities that can carry out illegitimate surveillance.
Some analysts have ironically spoken of the “democratisation of surveillance
tools”, pointing to the huge proliferation of these tools and the fact that
“spying” and malevolent manipulation, sometimes leading to killing, are now
“on the market” and no longer restricted to the world’s major secret services.

Thanks to the capacities of some NGOs (Amnesty Lab, Citizen Lab ...),
the tools used by the NSOs have been discovered. The number of journalists
and human rights organisations targeted by these tools shows that this is not
an anti-terrorist tool reserved for such cases, but a general and decentralised
attack on fundamental freedoms. This is not as new as the public believes, but
this “third wave” of illegitimate practices strengthens the opposition to the
use by the secret services of democratic countries of tools that are author-
itarian by design. A subterranean but very strong current of anger is now
rising against this use of surveillance tools, and the whole legitimacy of the
various regimes that allow their services to use these tools, or do not prevent
private companies from doing so, is at stake.

Even before the Pegasus scandal, as shown in the case of Amesys, German
and French companies were helping the authorities to track their opponents
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in countries such as Syria, Libya, and Egypt. A veritable market for intrusive
surveillance has emerged, increasing the ability of all political groups, not just
governments, to spy on and track their citizens and political opponents.

The proliferation of this type of software and the ease with which it can be
used has fundamentally changed the scope of spying, the threshold for
defining suspicious targets, and the use of targeted surveillance practices in
large numbers and on a routine basis. These changes are so drastic that one
can speak of an effective de-monopolisation, or de-oligopolisation, of a
nation-state’s secret intelligence services over this kind of activity.'® Unless
mechanisms of international control beyond the Wassenaar Arrangement are
put in place, all countries, including the most powerful, risk losing funda-
mental principles of state sovereignty.'®

Taken together, these three elements (impunity for torture, large-scale
intrusive surveillance, and the spyware womb) justify the idea, defended in
this chapter, that the legitimacy of the actions of the various coalitions of
actors can no longer be immune to democratic control. Nevertheless, this
seems to be the case, and we need to explain why and how impunity persists
by examining the four main factors of transformation that lead to a signifi-
cant expansion of the field and its de-responsibility.

Factors of transformation: Coalition of services, preventive—predictive
ideology, digital capacities, privatisation, and marketisation

Coalitions of secret services

The first element is the systematisation of coalitions of secret services,
working together in asymmetrical chains of interdependence on a Global
North scale, diffracting political responsibilities internationally, and targeting
countless groups of individuals who are sorted out and placed on watch lists.
If their origins go back to the Second World War, and if they were the
backbone of the Cold War and NATO, their informal organisational ar-
rangements under the name of “Five Eyes” (FIVEYS) specifically linked the
intelligence services of the United States, the United Kingdom and, to a lesser
extent, Canada, Australia, and New Zealand. The clandestine foreign and
signals intelligence services of these countries worked closely together and
used the same technologies against their adversaries, but also against some of
their allies.””

Since the end of the 1990s, and especially since 2001, they have developed
into a series of powerful asymmetric networks, which, on a regional or global
scale, bring together almost all the intelligence services in a given area, ac-
cording to their specific crafts, but with very different “privileges” within the
coalition, depending on past collaboration and present usefulness. Under US
leadership (NSA, CIA), they have been a key vector for implementing the
idea that, against the spread of terror and other transversal threats, it was
necessary to achieve a global reach in terms of co-production of information.
Cooperation was no longer a choice concerning the results of the various
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information collections acquired at national level, but a necessity in the
accumulation of traces and interception of data, structuring an effective
awareness against multiple potential dangers. Each US agency has made its
technology available and allows its use to varying degrees, but as a coun-
terpart they will have a say in the priorities of the objectives of the various
networks. It has been said that this “common good” is mutually beneficial,
but it has also signed the death of the control of the acquisition of secret
information by one government alone, and with it the belief in an autonomy
of national security and national sovereignty, even if some governments are
denying this structural change.

Today, the term “Five Eyes” should be replaced by the concept of highly
structured networks that regularly involve France, Germany, and Sweden
with the Anglo-Saxon “Five”, based on specific crafts, as in the old notion of
guilds.?! Tt exists with the SIGINT services around the NSA, but not only.
The CIA, despite the bad memories of the 2000s, also has a highly structured
network of correspondents in Europe and, in addition to information from
the NSA and its correspondents, has its own system for monitoring Internet
and telephone communications around the world. Finally, we must not
forget the very important network of the FBI and its police correspondents
around the world and in Europe, as well as the regularity of its links with
Interpol and Europol, where a great deal of data also circulates. So, as
analysts, we are faced with this multiplicity of transnational networks, or as
we propose, with different “transnational guilds” whose solidarity is based
on a specific type of craft, and we have to work on the extent to which they
themselves are interoperable or maintain very specific access rights. What
is clear, however, is that the strictly national scale, and with it the idea of
national security communities facing each other, is obsolete. However,
daring to say so and publishing information about co-production of
information sharing does not sit well with politicians and certain services
whose very existence could be questioned in smaller countries such as
New Zealand.”

This major shift in the emergence of transnational networks for the co-
production and exchange of data for surveillance purposes explains the
correlative increase in the number of staff employed by these agencies, and
some have spoken of an industrial complex of surveillance for intelligence
purposes, bringing together several million actors in the Global North. While
it is dangerous to make such an aggregation of different missions and
agencies, it is clear that there has been massive recruitment in all agencies, not
just those specialising in SIGINT. New professional skills have been de-
manded by all agencies and are closely linked to digitisation and the con-
struction of suspicious data. They are the operators of the key strategic move
that organises the fight against the unpredictable risks and threats of our
time, which begin with the ease of tracing people’s activities on the net (data
and metadata), even if identification is more complex, especially due to online
anonymity.
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Preventive ideology of security: Suspecting the present, in order to know the
future by totalising the past data

The second element, which accompanies and reinforces the first, is the
ideological move to claim that a preventive security, acting coercively before
the facts, can anticipate risks and accurately predict the future actions of
potential perpetrators implicated in worst-case scenarios.”> This preventive
dimension is not the opposite of a repressive one, which acts with non-
security means on the causes of the problems, but, on the contrary, a future-
oriented coercion based on different categories of suspicion, organised
through correlations of structural positions and trajectories of previous be-
haviours, where some series of data make it possible to sort them according
to criteria of danger, in order to put these “suspicious objects” (persons,
money) under surveillance and, finally, to act coercively on some of the
targets. This belief in achieving predictive knowledge and detecting the
unknown through a global awareness of the totality of movements has been
developed by neo-conservative thinkers who believe that “trends” in human
nature trump the possibility of change at the last moment. They have tried to
validate a “science of prediction” and its truth value, which is justified by the
fact that, in the case of mass destruction, catching one dangerous terrorist
among a hundred people justifies detaining ninety-nine innocent people for a
while. Even if this argument has often been ridiculed, it has captured the
imagination of almost all secret services, justifying that their “art” is now
supported by “science”.?* It has also, and this may be a reason for its gen-
eralisation beyond one kind of ideology, been contemporary with the
development of the digital realm and its legitimisation as a new tool for
politics in general.

Digital technologies: Tracing the past, calculating big data, finding
correlations

The third element is the advent of digital technologies and their extraordinary
capacity to leave traces of past actions that can be retrieved afterwards, thus
improving a time machine that can be used for surveillance purposes.
Activities on computers, smart phones, and the Internet can be collected,
intercepted, and stored very easily, and the data, if sufficiently large, can be
analysed by algorithms that organise a rationality between different a priori
aleatory correlations. Weak signals of potential relationships between dif-
ferent elements can emerge from the visualisation of millions of activities and
can be used to design algorithms about a specific danger. These correlations
are not causalities, the profiles of suspicion are not evidence, and the trends
are not accurate knowledge of the future, especially when people know that
they are being analysed from their past routines and trends, but this pretence
of knowing the future as if it were already known from the past, as a
grammatically perfect future, is used by security professionals as one of their
strongest justifications for organising large-scale intrusive surveillance. This



80 Didier Bigo

data politics of surveillance is cheap, easy, does not require human infiltra-
tion, and simulates a global reach of the “big data” apparatus, which gives
some credibility to their conclusions about potential dangers and avoids them
being seen as contemporary astrologists. Even if there are doubts in most
intelligence services about their capacity for the future, especially in policing,
the SIGINT services have seen politicians agreeing to invest in them far more
than any other intelligence services. This has changed the internal balance of
power between the different types of services and contributed hugely to the
dynamic of expansion.? It has also brought new types of actors from non-
public activities into the field of secret services.?

Marketisation and privatisation

The fourth element is this privatisation and marketisation of personnel acting
in secret for governmental interests, whose numbers and types of activities
have multiplied and diversified the practices of violence and surveillance
based on suspicion. As long as the globalisation of the threat was fought only
between states and ultra-minority clandestine groups, there was the impres-
sion of a shared monopoly of the resources of covert violence by states and
their intelligence services. One could then say that, despite the diversity of
regimes, each state had a common interest. However, when one considers the
role of private companies that sell surveillance technologies, the question
arises of a lucrative and non-strategic use of surveillance tools that goes far
beyond counter-terrorism and contributes to the de-monopolisation of sov-
ereign spying tools. In selling such technologies, which have very often been
classified as dual-use cybersecurity technologies, it was expected that com-
panies selling their technologies to other regimes would verify that the use of
these cybersecurity weapons would not be used as a tool for activities that
threaten civil societies and democratic processes. But recent practice shows
the opposite, and these companies have not verified or, more problematically,
have obtained compliance licences from their “line” ministries or commis-
sions responsible for verifying the legality of arms sales before selling these
technologies.?” More broadly, beyond the suppliers of surveillance technol-
ogies, the emergence of large transnational private companies with their own
agendas has for many years interfered at the highest scale with this vision of
politics reduced to interstate activities and considering private companies as
“contractors”. The number of people directly or indirectly involved in sur-
veillance operations, which are linked to a preventive logic of security rather
than economic profit, has structurally transformed the former field of secret
violence. Surveillance has an industrial character, it is a routine activity,
especially in terms of storage, even in countries that fight against these
practices through privacy laws. The number of companies working to develop
algorithms specifically designed for “risk analysis” and data profiling of
suspects is constantly increasing, especially in North America. This is the
same phenomenon regarding the number of companies that act as data
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brokers and sell their results to various services and design new categories for
organising suspicion.”® Susan Strange has shown the extent to which large
private companies have their own diplomatic games, and we can continue by
showing that they are also in capacity to design their own “anti-diplomacy”.?
Some so-called private actors, including but not limited to the GAFAs, are in
a strong position vis-a-vis many states when it comes to design, frame, and
conduct surveillance on a transnational scale. Obviously, the main digital
platforms and the organisers of the diffusion of social networks are not only
working for, but are also co-producing innovations in terms of the possibil-
ities of remote surveillance and coercion. In addition, few specialised com-
panies advertise that their results can be used for “true” prediction with a
very reduced number of “false positives” and claim that machine learning as
well as artificial intelligence will realise the dream of a “pre-crime society,
monitoring the future”, and they are believed by all the actors who want to
see such a world of total control that they call peace and order.*®

A dynamic of expansion with centrifugal effects? Assessment of the
limits and trajectories at work, mutual reinforcement, de-
responsibilisation of core actors, and rise of the periphery

Enlargement, diversification, widening, and deepening implications

Each of these elements has contributed to the gradual development of the
others, generating an expansion of the field of secret services, whose new logic
colonises or at least destabilises military, police, and judicial institutions and
practices. The increase in personnel, the lightness of the tools, the multipli-
cation of targets, and the intrusion into the everyday life of citizens give the
impression of an “unbound” security logic of prevention and prediction.?!
But this spiral does not strengthen the traditional actors in the field.
Certainly, espionage and counter-espionage activities are still considered by
many to be the most prestigious acts by actors in the field, but they are
outnumbered by cybersecurity specialists, private companies and think tanks
that analyse so-called open sources (OSINT) and reject the “old secrets” and
their know-how. The ecosystem of espionage, which was the core activity of
very specialised professionals, is now only a very small part of what is at stake
in forms of secret violence and surveillance.*> Some of the actors interviewed
speak of a decline in the core speciality of (counter)espionage, which has
recently been reinvigorated by the return to what they call the serious fight:
the invasion of Ukraine, but they despair of the evolution of the “profession”
and the disappearance of its codes of honour and rituals of secrecy. The
external military services have their geospatial technologies almost intact, but
even in this field they are already in competition with private companies, and
they are increasingly obliged to cooperate with agencies specialising in the
SIGINT Internet surveillance and localisation of targets. The number of
civilians within their services is changing their habits. They see the develop-
ment of internal whistleblowers as a consequence of this opening of the field
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to non-public agents. On the internal security side, the techniques of infil-
tration, of proactive policing by human means, are only valued when they are
complemented by the use of digital technologies, which accelerate the speed
of investigations but also undermine the work on evidence and the trans-
mission to the judiciary of reasonable suspicions calibrated by causalities and
facts. On the contrary, the agencies that were (and in some countries still are)
dependent on other agencies for their services are in any case on the rise in
terms of autonomy, budget, and staff. They have more links with the new
actors coming from the control of travellers and money, the private com-
panies, and the digital entrepreneurs. Once on the periphery, these actors
have more and more influence on the priorities of the field in terms of the
hierarchy of threats and dangers. The newcomers are thus becoming more
and more autonomous from the dominant groups which have asked them to
contribute to this expansion of secret activities, because they believed (mostly
wrongly) that they could manage the full chain of interdependencies along
their own interests. This creates a centrifugal dynamic that distorts and en-
tangles different logics of practices in many places but at the cost of the loss
of control of the previously dominant agents.>

Diffraction and centrifugal effects in interstitial spaces

The penetration and entanglement of activities due to the combination of a
preventive and predictive approach, with methods of data totalisation, sorting
according to categories of suspicion and danger, and inscription on watch lists,
have created a diffraction of secret violence and surveillance in all fields related
to the purpose of identifying individuals (travellers, Internet users in partic-
ular). The detective logic of locating and identifying individuals in order to
track them down before they do something wrong has opened up, beyond
traditional proactive policing, a suspicion of unknown (to the police) people.
Counter-terrorist investigation units, which already had specific powers and
were shrouded in secrecy, joined the preventive, predictive logic, which often
allowed them to respond immediately after a bombing that they were not
without resources but on the trail of suspects. Sometimes, through the collec-
tion of video cameras and digital traces in public travel, they were able to arrest
members of clandestine actions on the spot or very soon after. Even if it was not
a prediction, the speed of discovery after the fact was considered a great success
and attributed to the services. The New York marathon, the 2015 Brussels
attacks were celebrated, even if in some cases other rapid actions led to mis-
takes, and Jean Charles de Menezes, a Brazilian electrician was killed in the
London Underground due to false identification parameters.’** Nobody
insisted on the number of “false positives”, when people were investigated,
threatened, and arrested for no reason other than a weak correlation, a hair-
dresser in a suspect’s phone book, the owner of an old mobile phone, and so on.

Calculations about the coefficient of links between two people, based on
the notion of degree of separation, were used by the various services to justify
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searches at a level of three, but the Guardian reminded people that at six
degrees of separation, everyone using the Internet is connected to another
person, therefore at three degrees of separation, if the initial number of ad-
dresses was 100, the results is more than 2.8 million people. It gave a sense of
what “targeted search” meant.*> The internal security services of the FBI,
MIS5, and the Met in London, or the DGSI in France, were partly seduced by
the possibilities opened up by this “total awareness” of data, or at least by the
correlations emerging from interoperable databases to which the police had
access. They pushed hard for access to other databases on criminal justice,
border control, migrants, and even asylum seekers or international travellers.
While some countries of the global North have narrowed the scope of the
search to terrorist suspects only, others have opened it up to foreigners,
migrants, minorities, or social services, but this has provoked a lot of resis-
tance from NGOs, from some trade unions of the services obliged to adapt to
these policies, and from privacy obligations defended by lawyers. Most ele-
ments of this diffraction have depended on data protection legislation in
different countries, with the European Union imposing greater restrictions on
data protection than other regions, but nevertheless accepting the principle of
interoperability and access for law enforcement agencies (including some
intelligence services) to these data highways, linking law enforcement and
border agencies at the global North level, and allowing the identification of
individuals seeking to travel.

More recently, the “data avalanche” and its consequences on overriding
disturbing effects have often backfired due to court rulings and internal
resistance, with too many people on the lists for the wrong reasons, and
the bureaucratic obligation to check them anyway, forcing “less” work on the
“real” suspects confirmed by traditional methods.?’ For the internal security
services, it was very bad publicity to have people on watch lists who could
continue to operate and act, and some of the counter-terrorist units are now
reluctant to use these “predictive” methods. The same trajectory of over-
confidence and reluctance happened with the Border Force and Customs and
Immigration. While they were very happy with the introduction of computer
management and e-gates, they became increasingly unhappy with the multi-
plication of watch lists to be checked. In both police and border guard or-
ganisations, specific e-services were created by their personnel to use digital
tools, but without applying the preventive—predictive logic of security.

In police organisations, whether in North America or Europe, this logic is
considered counterproductive, multiplying too much false information and
destroying the police’s evidence-based, administrative, and penal logic, which
implies that suspects will eventually be transferred to the criminal justice
system. For the border guards, the complaint is even more acute, and they
refuse to be turned into verifiers of the data of the watch lists of suspects at
the borders, losing their own initiatives as well as the confidence of the public.
They claim that their daily work is being undermined by this will to prevent
by digital means and that the internal struggles between the services that
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specialise in intelligence and predicting the movements of so-called migrant
flows (including refugees) and those that want to control on a case-by-case
basis are being intensified. The difficult relations between the European
agencies of Frontex and EU-LISA, as well as the tensions within Frontex
between different services, epitomise these deep disagreements about the
penetration of a different logic of work into their social universe and explain
how much oversight in now on the agenda.*® It divides those who see it as an
opportunity to join the formal intelligence community, while the others resist
such a move.* The fight against money laundering and corruption, which is
closely linked to banking and digital technologies, has also been affected by
this attraction towards preventive, predictive analysis and imitation of the
practices of the secret services, but in this field the new services have been
more successful in their way of framing the links between themselves and the
traditional secret services, nevertheless the banks are uncomfortable with this
evolution that transforms their clients into permanent potential suspects.*’
The consequences of this “spiral”, which implies a widening of the field of
practices interconnected by the preventive—predictive logic, the digitisation,
and the use of secrecy by actors beyond the public services, are numerous. It
begins with the breaking down of the traditional rules of the game of
espionage and counter-espionage and their dilution in cybersecurity (war and
crime) and continues with the multiplication of actors who do not have a
traditional public character and are called “contractors”, finishing off the
dominance of the secret services inherited from the Cold War. The global
scale of coalition interventions (extraordinary rendition, international NSA
network for mass surveillance ...) has definitely changed the existing relations
between the international field of politics, the use of secret violence around
the world, the relations between the secret services and their own politicians
and, more fundamentally, the relations between these politicians and the
large segment of the population in democracies who feel that they are
nevertheless living in a surveillance society based on unfounded suspicions.
The centrifugal development of new technologies and services linked to the
digital cyberspace used for security rather than freedom has profoundly
affected the intimacy of many people, while complexifying who is responsible.
It is this effect of the violence done to the intimacy of people’s lives, their
sense that everything is going wrong and that democracies are no longer
democracies, that we want to focus on, because it creates this legitimacy gap
that we consider crucial to understand the current situation of world politics.

The intrusion of the question of legitimacy at the transnational scale:
unease, denial, and hidden transcripts

A sense of unease and a crisis of systemic legitimacy?

A diffuse but constant sense of having entered a downward spiral that fuels
illiberal regimes, in which the executive emancipates itself from parliamentary
and judicial control through the routinisation of emergency measures, has led
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to the belief that a surveillance society is emerging in which freedom and the
presumption of innocence are no longer respected.*! The role of the coalitions
of secret services and their actions is central. The discomfort of using the
Internet, once a joy of discovery and new freedom, is linked to the perception
that large corporations and secret services are watching and spying for profit
or to know our more intimate thoughts. Privacy and data protection are no
longer the preserve of lawyers, they are the subject of every discussion in a
café. This influence of the “big others” and the belief that privacy is being
manipulated can, in turn, lead to the destabilisation of existing governments
and democratic mechanisms. This has led to a sense of betrayal by elites (both
public and private) in some circles, fuelled by fears of losing privacy and a
belief in conspiracy theories. It has sparked a search for alternative truths and
a rejection of elections. Other circles, however, have expressed resignation
and have declared that they are not interested in politics at all, except for a
smaller part that has mobilised in an increasingly radical way in defence of
the rights in question, which paradoxically has led to a systematic questioning
of governments, regardless of their reform efforts. Whatever the three con-
flicting tendencies it can create in politics, they all converge on a questioning
of democratic politics, because of the attitude of politicians and their pro-
fessionals of secret violence and surveillance.

These major implications for the everyday citizens of these democracies,
who consider themselves to be affected by these activities, cast doubt on the
relevance of a system of legitimacy that is centrally based on the acceptance
of suspicion and surveillance by governments that claim to be democratic.
The need to use secret violence in the name of protecting people is seen as not
only unnecessary, but counterproductive, since it is itself a cause of anxiety.
Security does not reassure, it increases insecurity.

This current legitimacy deficit could have been accepted, and the discus-
sion of some legal solutions could have been used to limit the problem, but as
the chapters of Arnaud Kurze, as well as the chapter of Elspeth Guild and
Sophia Soares will show in this book, the obsession of the main actors to
defend their old arrangements, such as the third-party rule, which are not
adapted to change, leads in addition to a second major issue, which is that the
role of privacy as the key element for allowing other rights and freedom of
individuals to reconstruct a limit against secret violence and surveillance, has
been under attack, instead of being seen as the solution. As the last chapter
shows very convincingly, the best option is to upgrade privacy to a non-
derogatory right in order to avoid some of the current justifications for
surveillance and violence, too quickly accepted by some too deferent national
courts. The question of the existence of transnational mechanisms to control
the boundaries of a field in which the difference between liberal representative
and authoritarian regimes is clear will continue to be with us until the
legitimacy gap is closed or at least reduced.*> However, far from working to
show these differences in objectives and practices, the actors in the coalition
or at the national level have sought to maintain and strengthen their
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discretionary powers and their will to have no controllers or supervisors
independent of the executive of their own country.

Denying the problem of transnational surveillance and the role of the third-
party rule

Instead of recognising the problem, it seems that the main coalition gov-
ernments (notably the United States, United Kingdom, and France) have
adopted a strategy of denial and have used the third-party rule as a form of
deadlock to block the development of transnational supervision. It seems that
the US policy for all its lead agencies has been clearly to reject a “fin de non
recevoir” to inquiries by supervisory bodies and courts. More precisely, any
information transmitted to judicial or political authorities without the prior
consent and knowledge of the service at the source of the information had to
be sanctioned as a transgression. Any faulty or deviating service would thus
be excluded from any future information exchange.

In order to justify such an interpretation, which places the supervisors
(even if they have the highest level of confidentiality) as outsiders, the actors
generally consider that it is an “absolute necessity” to respect the rule of non-
transmission of information to a third party without the prior authorisation
of the original sender of the information, since cooperation between Member
States is voluntary and each national sovereignty is at risk if a country does
not respect this rule. It would therefore be inconceivable for the supervisory
authorities of other countries to have access to the information, even if they
were involved in its co-production. Any attempt to divulge the information
without consent, or to ask how another segment of the information was
obtained, would be seen as a betrayal of the “trust” between members of the
full intelligence community in this context. FVEY member services that have
contributed to a global scope will have to obey, and any breach by themselves
or their superiors will jeopardise their honour and overall standing within the
community.

Of course, the third-party rule may appear to be reciprocal in theory, but
in practice it depends on the capacity of the different services and their access
(or not) to the tools that allow them to search the data themselves or by
asking others to send them the results. At the heart of this asymmetry, the US
intelligence services continue to have disproportionate power in relation to
others. The intelligence services of France and, with minor modifications, the
United Kingdom and Australia are also becoming increasingly aggressive in
their desire to maintain their position. They continue to believe, wrongly, that
democratic oversight prevents them from pursuing global or regional policies,
thus hampering their influence in the areas where they feel they have a
responsibility (and interest) to act. On the contrary, some countries have
embarked on reforms to modify the traditional means of control over secret
violence of public and private actors, including when they are coalescing and/
or masking their collaboration. NGOs have welcomed this different mood but
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this trend in favour of tighter control seems nevertheless until now to be
limited to small states in Europe, and to New Zealand.** This difference re-
garding oversight may depend less on sovereignty argument than on a better
appreciation of the necessity of democratic limits, even if it touches foreign
affairs. The proponents of this trend towards transnational oversight, or at
least greater cooperation between supervisors and national authorities, do not
all consider that it is a way of overcoming the legitimacy gap, but in their view
it may be a first step towards a solution. In addition, cooperation between
different supervisors will contribute to a better autonomy of the whole system,
at a better cost, by sharing tasks in financial situations that are always dis-
proportionate to the detriment of the supervisors. It could also increase their
efficiency by giving them a real overview of the whole of the operations, a
position which is now partly shared by the supervision of the services
belonging to Canada and Germany. More importantly, the distinction
between the different organisations in terms of their specific craft shows that
the idea of much-needed oversight is shared by many within the operational
services, especially those of internal security and the military, which are more
reluctant to continue with the preventive—predictive model favoured by the
SIGINT Internet services. On the contrary, the latter, especially when they
have their specific agency, favour the justification of surveillance and refuse as
much as possible a control of their activities based on the storage of data and
privacy rights. They propose not to remain silent, but to actively fight the
legitimacy gap by using advertising campaigns to “rebrand” the legitimacy of
their services in a different way. After an attempt of the CIA to do so in 2015,
GCHQ was the first to use with some success and the support of private
advertisement firms, this “new policy” in the United Kingdom. This “strategic
communication” about regaining “trust” in order to convince the national
“public” of the citizen is now also being adopted in the United States and
France, playing with historical documentaries, films, and series that are less
exotic than James Bond, and theoretically more attractive to recruit new
personnel by the realism of the occupation they film.** Praised by some as an
attempt to increase transparency or seducing some postmodern critics with
their enterprise, their campaign is nevertheless seen by most insiders as
breaking the traditional rules of silence, confusing politics with marketing,
and reinforcing the unaccountability of politicians. They fear that, far from
relegitimising the services, this policy of soft lobbying of their own citizens
will, on the contrary, provoke an even stronger backlash against the services
themselves. They are willing to support the small states’ movement for better
control of international coalitions and for the creation of a mechanism that is
sufficiently autonomous to question the politicians in charge of the executive,
including the head of state.

As a result, the current stalemate in opening up the question of legiti-
macy at the international level and accepting the idea that there must be
serious mechanisms of control at this level revolves, on the one hand,
around the positions that the actors occupy within the broader national
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struggles and, on the other, around the solidarity they can receive from
their foreign counterparts.

Hidden transcripts®’; regaining a sense of limits with regard to the centrifugal
dynamics to be taken into account

The evidence of recent decades shows that the so-called predictive capacity of
a logic of preventive suspicion, based on technologies that promise much but
produce very few results in the social world of human behaviour (unlike some
results in the physical or biological sciences), is almost nil compared to
chance. The operational added value of some undercover operations ends up
being lost in a universe of bureaucratic statistics and profiles that do not
match the objectives and take a long time to resolve. The problem of igno-
rance is transformed into the even greater problem of a constant and time-
consuming search for mistakes and mix-ups. Professionals often complain
about this “dispossession” of the political meaning of intelligence issues and a
kind of obedience to the machine, which prearranged as a form of knowledge
of its own, successive sorting out logics that conflate. Some actors speak of
Kafkaesque logics in which unrealistic objectives leads are followed on the
basis of dubious correlations derived from data that are so shared and so co-
constructed, that nobody claims to be the original source, and these results
are often seldom supported by concrete elements of identification. So, in the
end, there is a recourse by these operational actors to their “common sense”,
to their “intuition”, as the ultimate criterion of choice when it comes to
concentrating on a few potential perpetrators of serious crimes. Many are
therefore calling for less data and more analysis in order to contain the four
centrifugal dynamics that we have analysed and which divide the various
professions that contribute to what they call themselves “operational
intelligence”, namely: firstly, to avoid becoming accomplices to acts that are
deeply illegitimate and unworthy of the profession; secondly, to limit the co-
production of data and drastically reduce the number of cases arriving on
their desks in favour of more qualitative approaches, i.e. thirdly, to re-
establish precise frameworks and information pipelines reserved for certain
specialists, against the idea of “fusion centres” and “global data”; and
fourthly, to use private companies only for delegated tasks and to better
control their field of intervention and their logic of influence, or even of
decision, by imposing much stricter rules on the sale of technologies; in
short, to set concrete and coherent limits to what has become unlimited and
incoherent.

These observations, which come from many professionals in different
intelligence services and from SIGINT, HUMINT, and OSINT activities, are
all linked to the idea of “excess”, which may have something to do with
technology, but which is mainly due to a change in the allocation or lack of
political responsibility. These difficulties, which are already acute at national
level, are exacerbated in multinational coalitions for the exchange of secret
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information, especially when the “heart” or “core” of the network, in most
cases the agencies of the United States of America, does not assume its
leading role, nor do the allied countries assume their structural dependence in
the collection and asymmetric co-construction of intelligence.

The actors we met therefore want to have a say, but they explain that their
narrative is like a hidden transcript, well known among insiders, but unable
to easily break out of the official discourse and the strategic communication
used by the heads of the services and the politicians.

To be clear, none of these actors is nostalgic for a distant past. They accept
that traditional intelligence techniques are changing significantly because of
the overwhelming volume of data and the ease of access to commercially
available data, in the absence of sufficient legal and political safeguards to
prevent disproportionate access or misuse. What they want is to regain a
“sense of play” and many are prepared, against the advice of their superiors,
to accept rigorous surveillance that gives them a renewed sense of the
boundaries between what is wrong, punishable, and what is not.

In conclusion, the fragility of this thin dynamic of interstitial spaces of
state violence, surveillance and suspicion in democracies, is at risk of dis-
appearing through its own simultaneous expansion and diffraction, destabi-
lising the core actors. Doing nothing will generate internal populist revolts
against the “elites” and the “deep state”, when all the actors are tainted by
illegitimacy and covered only by a ritual of secrecy. Moreover, in the context
of the war in Ukraine and the behaviour of the Russian secret services, all the
actors of the democracies have to prove that they are different and have not
abused their prerogatives in the struggle. They must accept that their leaders
and secret services will in future be seriously controlled by the supervisory
and judicial authorities. This is in their own interest. This is also the way
monitoring democracies, multiplying counter powers and avoiding the tyr-
anny of the majority, may survive and reinvent themselves through a trans-
national Montesquieu logic, despite the attempt of concentration of power at
the world scale.
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3 The code of silence

Transnational autonomy and oversight
of signals intelligence'

Ronja Kniep

Introduction

Rarely have German intelligence agencies addressed the public as offensively
as they did at the beginning of 2020. The Constitutional Court was hearing a
case on the legality of surveillance conducted by the Bundesnachrichtendienst
(BND), Germany’s foreign intelligence agency. In the media, intelligence offi-
cers discredited the claimants — a group of NGOs and journalists — as “litiga-
tion fools™* (“Prozesshansel”; my translation) and feared the trial had become
a “mockery of fellow agents” in other countries. They framed the lawsuit as
absurd, a security risk, and a possible threat to the lives of soldiers.* The public
warning of a former head of intelligence to the Constitutional Court was also
novel.” From the perspective of intelligence officers, their ability to work was at
stake if, in accordance with the complaint, the communication of foreigners
abroad was also to be protected by the German constitution.

These harsh words should be read as an attempt to defend the trans-
national autonomy of digital surveillance by intelligence agencies. The law-
suit challenged an established principle of division and domination of the
field, which is based on the distinction between domestic and foreign com-
munications and is constitutive of established forms of mass data collection
and sharing by intelligence agencies. Eventually, the ruling of the court
tackled another rule of the transnational intelligence game: the Third Party
Rule, according to which data can be shared with a third party only under the
caveat of the originator. This article outlines how the practices of the Third
Party Rule and the domestic—foreign—distinction work through and produce
different forms of silence that were partly and temporarily broken by the
negotiations: silence created by doxic, unquestioned forms of symbolic power,
and silence as a social code among the players of a field that internally binds
its members and secures their power from external interference. Thus, in
addition to secrecy — what should not be spoken about — the notion of silence
draws attention to the spaces of power that are based on habitualised prac-
tices that need not or cannot be spoken about.

The negotiations of the rules of digital surveillance in Berlin and Karlsruhe
cannot be understood as a purely national reform process. It was intertwined

DOI: 10.4324/9781003354130-4
This chapter has been made available under a CC-BY-NC-ND 4.0 license.


https://doi.org/10.4324/9781003354130-4

The code of silence 99

with the transnational forms of symbolic power in the field of signals intel-
ligence (SIGINT) and its oversight. The advantages of a Bourdieusian
approach to studying phenomena that transcend the nation state have been
described in detail and applied to research by several scholars in sociology,
IR, and beyond.® For a better understanding of intelligence and its oversight,
field analysis provides a useful tool for avoiding the naturalistic and func-
tionalist view of intelligence and the state that has been particularly dominant
in intelligence studies.” Similarly, the field approach allows for an analysis of
intelligence oversight that focuses on the struggles and practices involved,
breaking with the prominent yet incomplete understanding of oversight as a
venue for compromise and balance.®

Along three elements of field analysis — genesis, autonomy, and heter-
onomy — this article examines the extent to which the structural conditions,
practices, and power relations of SIGINT have destabilised or circumvented
democratic oversight and democratic self-determination, using the coopera-
tion of the German BND with the US National Security Agency (NSA) and
its oversight as an example. What we can observe in this concrete cooperation
and the corresponding oversight practices is partly an effect of the genesis of a
transnational SIGINT field. Examining the power dynamics of this field and
its interplay with established oversight structures, including the production of
orthodoxy by courts, explains why digital surveillance of transnationally
operating intelligence agencies continues to work so well despite (and partly
due) to its contestation post-Snowden. The aforementioned negotiations in
Germany and the subsequent legal and oversight reforms represent not only a
challenge to the symbolic power of intelligence, but also a new form of its
legalisation, normalisation, and legitimation.

Genesis: The transnational field of Signals Intelligence

Fields — such as academia, journalism, or art — are distinct social spaces of
society that are characterised by four main features: asymmetric power rela-
tions structured by unequally distributed capital, common objects of struggle,
largely internalised rules, and relative autonomy from other fields.” These
social spaces or “social games”'® can be more or less confined to national
borders, or distinctly extend transnationally. However, one of the most
important features of field analysis is that it breaks with such repeatedly rep-
licated divisions as state vs. international or individual vs. society and provides
analytical access to the interstices that transnationally or transversally emerge
between and across them.!! Additionally, in order to avoid thinking “the state
with a state thought”,'? it is necessary to disengage from the fiction of the state
as an acting agent or central power entity. In fact, it is composed of a multi-
plicity of actors of different fields and sub-fields that confront each other in
complex, hierarchical relations in a web of interdependence of the powerful.'®

Following this perspective, instead of conceiving intelligence agencies as
neutral collectors of information working as the “right hand of the state”,
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intelligence can be considered a subfield of the bureaucratic field in which
actors compete for interpretive and informational sovereignty over security
threats. SIGINT, in turn, is a distinct cosmos within the intelligence world
that has emerged in distinction to the military and other disciplines such as
human intelligence (HUMINT). The shifting and shared images of the enemy
among the agencies have contributed to the collective illusio — “the idea that
the game is worth the candle, that it is worth playing”.'* This illusio has been
reinforced by the cooperative adoption of surveillance practices in view of
new communication technologies, ranging from the surveillance of wireless
telegraphy in World War I and World War 11, to satellite surveillance during
the Cold War and Internet surveillance in the context of terrorist threats.

Capital and symbolic power

As a practice, SIGINT can be described as the secretive production of “ex-
clusive information” through the mathematical and technical analysis of any
traces (“data”) left by human actors or machines in the electromagnetic spec-
trum or digital networks. As the practice of SIGINT became increasingly
systematic during World War II, another type of producing “informational
capital”'® was introduced into intelligence which re-shaped existing power
relations. At least by the 1950s and 1960s, SIGINT had come to be regarded as
a separate entity in the military field and an elite in intelligence, a phenomenon
that has been described as “SIGINT snobbery” or “alienation” from the mil-
itary on the ground.'® While reports from HUMINT or other sources were
often labelled as “unconfirmed information”,'” SIGINT seemed to promise its
customers the technical, quasi-magical extraction of truth from seemingly “raw
data”'® at a distance. SIGINT gained symbolic power — “a power of consti-
tuting the given (...) that can be exercised only if it is recognized, that is, mis-
recognized as arbitrary”!? — vis-a-vis other forms and actors of intelligence.

Power relations arise within the SIGINT field from technical and legal
competencies for data access and analysis. These are also mediated by eco-
nomic and social capital — budget and access to transnational SIGINT net-
works — which constitute the informational capital that can be effective as
symbolic power inside and outside the field. There are two features of the
symbolic power of SIGINT. First, the interpretations and meanings co-
produced and enforced in the field, such as enemy images or the classification
of risk and non-risk, are commonly difficult to contest due to their secret and
technically complex conditions of production; these may increase their
symbolic power. Second, in addition to the exercise of “symbolic violence”*
via these interpretations, informational power can certainly be linked to the
exercise of physical violence. The infamous quote of former NSA chief
Michael Hayden — “We kill people based on meta-data”™! — does not point to
a new type of practice but describes the contemporary form of the “marriage
between SIGINT information and operational procedures to effect a kill”*?
that had already emerged in World War II.
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Centralisation of power through transnational dynamics

The emergence of SIGINT was accompanied by a process of autonomisation
and centralisation of informational and symbolic power. The centralised
SIGINT agencies or departments found in many countries today are the
product of struggles involving both agencies on a national level (such as the
army, navy, and domestic and foreign intelligence agencies) and intelligence
practitioners of other countries. For instance, the latter promoted certain
persons or agencies who were regarded as more akin to their own interests,>
and eventually, centralisation itself was advocated by foreign partner agen-
cies. Foreign agencies preferred to have “single points of contact”, which
made secret interaction easier. In the 1950s, GCHQ still found parts of US
American SIGINT “to be frustratingly decentralised”.?*

In many cases, transnational dynamics did not follow the formation of
national SIGINT entities, but preceded or even helped to bring them about —
this is sometimes ignored in functionalist narratives of how intelligence
“globalised” as a natural response to global threats. In some countries,
transnational exchange of military and intelligence personnel drove the in-
stitutionalisation of SIGINT more than deliberate decisions of elected gov-
ernments, which were informed and convinced after surveillance practices
had already been established. This was the case in the founding of the
Australian® and German?® SIGINT organisations, decisively driven by the
exchange with US-American and (in the case of Australia) British intelligence
professionals. In turn, the creation of the NSA itself was influenced by
American Siginters’ contacts with the British GCHQ, which was a model for
the centralisation of SIGINT in the US.?” Before the NSA was founded in
1957 as the first centralised SIGINT organisation in the US, the UKUSA
alliance formed in the 1940s,?® from which the Five Eyes eventually emerged.
Transnational agreements preceded centralisation in the US, as an NSA
historian describes:

Even in such a sensitive area as foreign relationships, each COMINT
service demonstrated a predisposition to act completely independently.
For example, the Army and Navy persisted in establishing their own
technical agreements with their British counterparts, but without coordi-
nation or dialogue with the other U.S. service. These agreements
frequently conflicted, usually with respect to the amount and kinds of
intelligence information to be exchanged. Because of these diverse agree-
ments, a potential for serious damage to American intelligence interests
always existed.?

SIGINT was thus never confined to the national bureaucratic field, con-
stituting itself as a transnational field as early as the first half of the 20th
century. SIGINT provides an example of how entangled national and
transnational fields are despite their relative autonomy, and how they
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encompass forms of state and non-state power that may counteract, stabilise,
or exponentiate each other.

Actors and modes of cooperation

While having always been “transnational”, the development of the SIGINT
field since the end of World War II confirms the observation of an increase
and deepening of transnational order formation in the security field.>* This is
evidenced by the growth in importance of multilateral modes of cooperation
through the expansion of existing networks, the formation of new multilateral
SIGINT networks, and the deepening of common practices within these
networks. The UKUSA agreement, formalised in 1946, became the Five Eyes
(1948). The SIGINT Seniors Europe (SSEUR, 1982) were formalised during
the Cold War and the European Maximator network (1976) was formed in
parallel, and later the SIGINT Seniors Pacific (SSPAC, 2005) came into
being, structurally mimicking the SSEUR for the Asian pacific region
(Table 3.1). The expansion of such formalised, multilateral forms of coop-
eration is noteworthy because informal bilateralism is often considered the
preferred mode of cooperation in the field.

The Five Eyes form the NSA’s closest circle as so-called Second Party
Partners, which include the SIGINT organisations of the United Kingdom
(Government Communications Headquarters, GCHQ), Canada (CSE, The
Communications Security Establishment), Australia (Defence Signals
Directorate, DSD) and New Zealand (The Government Communications
Security Bureau, GCSB). Over the years, other domestic and HUMINT-
focused agencies have also gathered under the Five Eyes and cooperation has
also encompassed covert actions and assassinations.’! However, even within
the larger Five Eyes network, the SIGINT group remains a distinct entity with
a particularly tightly knit mode of cooperation. This consists of jointly oper-
ated interception stations, a division of labour with regard to the surveillance of
different geographic regions of the world, and a largely automated data ex-
change. In an internal document, the NSA notes that in some cases it is
impossible “to tell where one partner’s work ends, and another’s begins”.*

Nevertheless, even among the Five Eyes, there is no absolute no-spy
agreement®* and there is always information that is not shared, or not auto-
matically shared. The NSA labels such exclusive material as “NOFORN” (no
foreign nationals).®®> Acting together in a field does not mean unanimity. The
simultaneity of cooperation and competition — which in the case of intelligence
includes mutual spying and deception — is part of the modus operandi of the
field. The new awareness of how closely intelligence agencies work together
since the Snowden revelations, especially in the case of the Five Eyes, has
sometimes led to an overemphasis on unity and alliance — even an alliance
constituted by liberal, democratic, or Western values. However, Bourdieu re-
minds us that players of a field are particularly “united by the struggles that
divide them, and even the alliances that may unite them always have something
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Romania Sweden (1954)
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to do with the positions they occupy within these struggles”.*® Therefore, to
speak of a field is to break with the idea of an intelligence community.”’

In addition to “Second Party Partners”, the NSA has bi- and multilateral
relationships with “Third Party Partners” (Table 3.1). These relationships are
also relatively stable but vary in how close collaborations are structured. The
closeness of the relationships is not only determined by historical and geo-
political factors, but also by infrastructural, geographic constellations and
available information capital; SIGINT-specific circumstances. The NSA itself
describes Third Parties as providers of “unique accesses, regional analytical
expertise” and “foreign language capabilities”.*® For Third Parties, on the
other hand, the NSA often provides technologies and is in demand due to its
“global reach”.*® Providing surveillance technologies goes hand in hand with
developing shared expertise and knowledge transfer, such as in joint training.
Relationships with recognised third parties are usually formalised in
Memorandum of Agreements (MOAs), in which agencies agree not to spy on
each other. The validity of this agreement may be selective, such as for specific
joint programmes. But as the NSA writes in an internal presentation, “[we] can,
and often do, target the signals of most 3rd party foreign partners”.*

SIGINT cooperation between the BND and the NSA was formalised in
1962,*! after the Central Intelligence Agency (CIA) had played a major role in
the formation of the German agency.*” More precisely, the SIGINT rela-
tionship was established between the NSA and the SIGINT department
BND-TA, which stands for Technische Aufklirung (TA). Thus, in Germany,
the autonomisation of SIGINT took place within its foreign intelligence
agency, the BND. The fact that the SIGINT department has been referred to
by BND personnel as having developed a life of its own, as a “a department
sui generis”® that differs from the rest of the agency due to its military and
technical mindset, can be regarded as a field effect.

Presumably, there are a number of other SIGINT agreements around the
world which add to a transnational space of partly overlapping SIGINT
networks. In addition, there are certainly multiple collaborations of SIGINT
agencies with domestic and HUMINT agencies and private companies.
However, cooperation among SIGINT agencies has a distinguishable quality
which becomes visible through exclusive multilateral SIGINT networks or
the high level of institutionalisation. The transnational orientation of dif-
ferent intelligence agencies varies** and is particularly strong in SIGINT.
This is precisely the effect, the force of a field: the attraction of a particular,
shared game.

Autonomy: The foreign neverland and the code of silence

The degree of autonomy of a field — the degree to which a field follows its
own rules, logics, and practices at the expense of external domination — is a
central feature of a field that distinguishes one field from another, varies
from field to field, and historically fluctuates. While Vauchez** describes
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transnational fields as weakly autonomous constellations, the analysis of
relative autonomy remains an empirical exercise and is central to under-
standing the power relations of actors inside and outside of a field.
Eventually, the emergence of a relative autonomy is one of the conditions
for existence of fields in the first place.

There are a number of concrete criteria for assessing the degree of
autonomy of a field.*® These include the entry conditions and the sanctioning
of rule breaking. Generally, intelligence has a relatively high degree of
autonomy. Security checks set high barriers to entry to the field, classification
schemes prevent exchange with outsiders, and breaking internal secrecy rules
is relentlessly sanctioned with exclusion, not only from agencies themselves
but also in some cases from taking part in society. This is demonstrated by
the way whistle-blowers are treated, even in democracies. Traditionally,
particularly high levels of secrecy have been applied in SIGINT. Historians
found that the reluctance of SIGINT agencies to share information with
national authorities has cost numerous lives.*” This secrecy is exacerbated
when it comes to collaborations with transnational peers that are negotiated
and implemented — at least in detail — not between governments but between
organisations and individual departments. Joint operations usually take place
as carefully shielded compartmented operations, as the field language puts it.
Beyond these particularly high levels of secrecy, there are two rules in
SIGINT that enable and promote the transnational autonomy and ultimately
secure the power of actors in the field: the domestic—foreign distinction applied
to data and the Third Party Rule.

The domestic—foreign distinction as a doxa of mass surveillance

The exercise of symbolic power and domination does not begin with imme-
diately tangible infringements on individual freedom of choice (as action
theory and liberal ideas of freedom suggest) but with the construction of
legitimate perceived classifications. In the intelligence field, these include the
production of distinctions between security and insecurity, risk and non-risk,
or suspicious and unsuspicious behaviour. While these classifications in
SIGINT are traditionally produced based on data and algorithmically
mediated, they are reconfigured by using new technologies such as machine
learning.*® This is also true for the distinction between domestic and foreign
communication.

The domestic—foreign distinction describes the common practice in the
SIGINT field that foreign communication, nota bene, has no protection or a
significantly lower level of protection from surveillance than communication
involving national citizens or persons on national territory. (Para)doxically,
this is not a distinction that separates the SIGINT agencies of different
countries from each other, but a field-relevant division principle that connects
the agencies. Large scale and largely uncontrolled foreign data collection is a
central currency of the field’s transnational surveillance economy. Many of
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the closer collaborations are based on the ability to arbitrarily collect and
automatically forward foreign data. One of these collaborations was the
BND-NSA Operation codenamed Eikonal*® By the end of the 1990s, the
agencies had begun to discuss the new challenge of intercepting Internet
cables. In Eikonal, ultimately operational from 2004 until 2008, the BND
learned from the NSA how to “early on master and surveil mass data from
the internet [my translation]”>® while the BND let the NSA participate in the
results. The German agency autonomously and automatically shared inter-
cepted (with few exceptions) foreign data with the NSA based on millions of
search terms, i.e. technical identifiers such as emails or IP addresses, called
selectors. Even the BND did not have complete knowledge to whom or what
the NSA'’s selectors referred to. It mattered, however, that the selectors do
not aim at domestic communication.

It is not a coincidence that it is mostly the foreign rather than the domestic
intelligence agencies which have exclusive competencies for mass surveillance.
This provides SIGINT agencies with a special position in the national secu-
rity field. The claim that “we are not monitoring our own citizens” has also
served as an argument to establish and legitimise mass surveillance as a
practice in democracies. Thus, the domestic—foreign distinction was part of
the doxa of the field on the basis of which the rationalities and transnational
economy of mass surveillance emerged. The doxa refers to the unquestioned
common sense of a given field; a point of view that, through its naturalisation
and silent acceptance, is also an effect of symbolic power and domination.>!

In practice, the doxic foreign—-domestic distinction does not mean that
SIGINT agencies never put their own citizens under surveillance. In contrast
to the surveillance of foreigners, however, these practices are either defined as
transgressions that are sanctioned when they become public, or they are
subject to stricter authorisation and oversight rules and are internally defined
as comparatively unusual business. The BND, for instance, declares the
collection of foreign communication as “Routineverkehre” (“routine
traffic”), in contrast to “G10 collection” which targets domestic communi-
cation protected by the basic law (Article 10) and requires ex-ante author-
isation. The foreign domain, however, is an intelligence neverland, as for a
long time, neither legal rules nor democratic oversight set limits on surveil-
lance practices.’® It is convenient, therefore, for intelligence agencies to
conduct or even outsource joint operations abroad. Despite its self-declared
“homefield advantage as the primary hub for worldwide telecommunica-
tions”,>? it became attractive for the NSA to set up cable tapping operations
with their third party partners in Europe. Not only could these accesses fill
small gaps in its global reach, but there were also no restrictions imposed by
law or oversight. The ability of SIGINT agencies to jointly operate in the
unregulated foreign domain might also have contributed to the extraordinary
close ties in SIGINT.

The high degree of internalisation of a doxa and its integration into the
practice of the field is also visible in the defensive reactions of the intelligence
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agencies cited in the introduction. They experience the claim to extend basic
rights protection to foreigners abroad as something that completely escapes
the common sense of their world and embarrasses them in front of their
colleagues abroad. These are precisely the characteristics of a doxa: forms of
rule and domination are based on it, but it does not come in a diabolical guise
or as a coercive measure. “The dominant are generally silent”.>* Their phi-
losophy becomes visible as such only “when they are rankled, when people
say to them: "Why are you like you’ are?”.>> Only in retrospect do doxic
realities become identifiable — sometimes even to rulers themselves. Former
NSA director Michael Hayden states:

we [the NSA] have historically been Manichean about the rest of the
world. Are you, or are you not protected by the Fourth Amendment to the
US Constitution? Are you? Oh my God, we can’t touch you. Are you not?
Game on!”®

In similarly sloppy terms, a BND Siginter said that “as long as no basic
rights holder is affected, they [data] are cleared for firing [my translation]”.>’

The doxa — as part of the practical sense of the field — was based on the
distinction between domestic and foreign, which was challenged but not
abolished by the object sense,’® the transnationality of the Internet. The
Internet’s methods for transmitting data in packages, in which an e-mail, for
example, is fragmented as it is sent and routed over unpredictable geographic
routes, make it difficult to distinguish between domestic and foreign com-
munications. In the case of telephone surveillance, area codes made it clear
where the communicating party was located. The architecture of the Internet
undermines a clean separation of domestic and foreign. However, it is
insufficient to simply state that infrastructural conditions have dissolved the
distinction. We must also look at the technological practices that have been
developed to maintain the distinction. While the BND initially combined
algorithmic filters with manual review, the agencies increasingly rely on more
automated techniques, including machine learning. Here, communicative
relationships determine whether surveillance subjects receive fundamental
rights protection or are “fair game”. Traditional state rationalities of jus loci
(territoriality) or jus sanguinis (ancestry) as legitimate constitutional princi-
ples of citizenship are being replaced in the intelligence field by jus algoritimi
(communicative behaviour).>® This shows how state power is simultaneously
reproduced and transformed in the transnational SIGINT field.

Contrary to the common narrative of the extraterritoriality of the Internet,
the shift of communications from satellites to Internet cables was also
accompanied by a re-territorialisation of surveillance. To capture certain for-
eign communications, agencies required access to cables within their countries,
over which communications were routed in ways that made the separation of
domestic from foreign communications nearly impossible. The transnationality
of the Internet irritated the doxic distinctions of domestic and foreign, which
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agencies sought to restore with new techniques and new interpretations of law;
at least to those outside the field, the arbitrariness of these interpretations was
obvious. The BND defined communications routed over German cables as a
“virtual foreign country”®® and the British GCHQ monitored Facebook mes-
sages per se as “external” because it was a virtual platform.®!

Third Party Rule — The code of silence

Another significant and autonomy-enhancing rule in the transnational
intelligence game is the Third Party Rule. The Third Party Rule is not a legal
norm,%” but rather a flexibly interpreted practice by intelligence agencies in
which information is shared with third parties only with the consent of the
transmitting agency. A flexible interpretation means “that the originator of
the information controls to whom it is released”,®* but also that agencies can
inquire and negotiate among themselves whether and which parts of infor-
mation may be passed on and to whom. Both the type of information and the
power relations in the field are likely to play a role in these negotiations.
Silence, here, is not absolute but works on a continuum. Little is known
about the exact procedures in multilateral collaborations within which data
from multiple agencies can be aggregated into information. However, it may
be even easier to refuse to release information to third parties if all the par-
ticipants in the network have to agree to disclosure, in accordance with a
consensus principle.** Despite the flexibility and differences in who is defined
as a third party, the rule amounts to a structural exclusion of outsiders from
the exchange of information.

In the language of German authorities, the Third Party Rule has been
described as an “Informationbeherrschungsrecht”®® — which literally translates
as an “information mastery right” — of the sharing agency. In the wording of
the Federal Ministry of the Interior, “the issuing state or states remain ‘masters
of information’ and retain the power of disposal over the information they
release [own translation]”.*® The masters of information, however, are not
primarily sovereign states but the agencies themselves: the globally connected
“SIGINT Seniors” whose sharing options are co-determined by their positions
in the transnational field, such as the social capital (networks) and symbolic
capital (recognition) available to them.

The exclusion of actors external to the field creates an unequal but “shared
secrecy”®” among agencies, which does not precisely display national sover-
eignty but, on the contrary, can lead to tensions between transnational soli-
darities and the interests of other national security agencies. In Germany, this
was illustrated by discussions surrounding the video footage of the attacker Anis
Amri, which the BND received from a foreign intelligence agency after Amri’s
attack in Berlin in 2016 but did not initially forward to German investigative
authorities.®® Such public cases are both occasions for problematising and le-
gitimising the field practices. The agencies can claim: Without the Third Party
Rule, we will no longer obtain such information. In practice, however, the rule
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is about much more than the “decisive tip” in case of imminent danger, i.e.
selective information exchange for terrorist threat prevention. It is the joint
practices of the agencies as a whole, which regularly escape external interference
and control by referring to a partner’s need for secrecy.

The Third Party Rule has functional similarities with the unwritten law of
the omerta, the Mafia’s code of silence.®® Both codes of silence, the Third
Party Rule and the omerta promote internal solidarity and external shielding
of their respective fields, becoming a “structural component of the sphere of
power [my translation]”.”® As Georg Simmel has noted about secret societies,
there is a “protective character” of these societies as an external quality, while
their inner quality consists of “a specific type of confidence between the
members” built on the mutually expected “ability to preserve silence”.”! The
Third Party Rule codifies the transnational secrecy of SIGINT beyond state
secrecy, being framed as a professional codex in the name of cooperation and
the loyal promise to keep the secrets of others. Non-compliance with the
Third Party Rule in the SIGINT field, while not sanctioned by physical death
like the omerta, is punishable in case of doubt by discrediting and isolation in
the exchange of information — quasi-professional death. The threat of being
cut off from transnational exchange of information can be used or misused by
intelligence professionals, at times in public, to hold back information or fend
off control. Addressing the parliamentary inquiry into the BND’s involve-
ment in Five Eyes cooperation, the former head of the BND, Gerhard
Schindler, warned about the consequences of “too much oversight”:

This international cooperation is in danger of lasting damage ... the first
partner agencies worldwide, not only in Europe, are reviewing their
cooperation with the BND, and the signals we are hearing are anything
but positive. I am very concerned about this development because
ultimately the future of the service is at stake [own translation].”?

The argument of the agencies is then: if you control us too much, you put
your own security at risk.”> As a consequence, oversight bodies, especially
parliamentary bodies, are more or less explicitly defined as third parties in
many countries.’* The Third Party Rule institutionalises existing control gaps
that arise from the weak regulation of intelligence cooperation and the
monitoring of foreigners abroad. If an active inquiry is made, a reference to
the Third Party Rule often follows. As a legal scholar has noted, considering
“the high degree of international networking of intelligence, the Third Party
Rule leads to a considerable immunisation of the security agencies against

domestic investigations [own translation]”.”

Heteronomy: Oversight and the production of orthodoxy

All fields and the positions within the field are embedded in various relations
to other fields. These relations constitute the point of entry for external
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(heteronomous) influence on the players and their practices. On the one hand,
structural influence is exerted on SIGINT by those fields occupied by its
“customers” from the political and bureaucratic field, the military, and the
larger intelligence field in which SIGINT agencies work as central distributors
of informational capital. As such, SIGINT agencies have to respond to dif-
ferent customer demands and their field logics. This includes quickly deli-
vering “actionable information”’® for covert action and (para)military
operations. SIGINT then becomes intertwined with the life-or-death logic of
war, becoming both a potential resource for protecting the lives of soldiers, as
often publicly emphasised by intelligence officers, or for the killing of
declared enemies. When innocents are targeted as a result of incomplete,
inaccurate, or inaccurately interpreted data, the il/lusio of data magic becomes
fatal.”” Another newly pronounced heteronomous force in the past two
decades has been the influence of commercial markets for digital data and
private intelligence products and personnel on SIGINT.”® The relationships
between SIGINT and commercial (or other) fields require analysis in their
own right. However, it is important to note that heteronomy is not a one-way
street in these relationships. SIGINT has successfully exported its logics to
the private tech world as well.”

Despite heteronomous dynamics in both directions, the SIGINT field
generally has a high degree of transnational autonomy that consolidates its
symbolic power. However, this degree has changed. SIGINT had a very high
degree of autonomy in the period from the mid-1960s until the end of the
1980s. The establishment of centralised and often remotely located SIGINT
organisations and high budgets in the Cold War context contributed to this
autonomy, as did the infrastructures of global, already automated and
wireless surveillance of satellite communication — a surveillance practice re-
ferred to as using a “vacuum cleaner in the ether”®® or surveillance of the
“open sky”®' which required neither authorisation nor structural cooperation
with hosts of communication carriers. The emergence of the Internet and the
dominance of new private actors whose rationalities differed from the tra-
ditional telecommunication world, alongside the end of the Cold War, made
the field more prone to heteronomous influence.

Intelligence oversight — a heteronomous force?

In intelligence studies, it is often claimed that during the same period — the
late 1960s and especially the 1970s — intelligence was put under the rule of law
and democratic oversight, which would amount to a loss of autonomy. This
narrative is particularly strong in the context of the Church Committee in the
US™ and the Hope Commission in Australia® which, following scandals
exposed by whistle-blowers and journalists, led to semi-public investigations
into intelligence in these countries for the first time. However, as Félix
Tréguer has shown,® the institutionalisation of oversight structures in the
reforms following the Church Committee and the habitus of oversight
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professionals actually went along with them being included in the realm of
secrecy and following field logics, rather than them acting as a heteronomous
force. The “overseers” of intelligence are simultaneously recipients of silence
(e.g. when defined as “third parties”) and producers of silence, though to a
differing degree depending on how close oversight institutions are to the
intelligence field and the executive. Generally, the closer an oversight insti-
tution and its actors are positioned to the intelligence field, the more infor-
mation is shared with them, and the more susceptible these actors become to
the logics of the field they are supposed to oversee.

Using the information from the Snowden revelations and subsequent
inquiries, (again) a wider set of actors (who have been and continue to be
formally excluded from intelligence oversight) have started to hold intelli-
gence agencies to account more systematically from the outside, for instance
through litigation or campaigning.®® The following examples show the
interplay between external claims challenging the autonomy of SIGINT and
its defence, and how courts particularly act as intermediaries in their capacity
of normalisation, legitimation, and production of orthodoxy.

Breaking the silence of the doxa

The doxic symmetry of cognitive and objective structures — the basis for how
the foreign—domestic distinction formerly worked in the field — was broken
not only by the object sense of the Internet, but also equally by diplomatic
and legal discourses that developed on a transnational scale in the wake of the
Snowden revelations. In 2013 and 2014, all eyes initially turned to the NSA
and its Five Eyes partners. Here, the mass surveillance of foreign communi-
cations did not yet appear as what it was, namely, the doxa of a transnational
field, but as American imperialism. Prompted by a German-Brazilian initiative
involving a number of other governments and civil society organisations, a first
official heterodox discourse formed that turned the doxa into an orthodoxy: a
UN resolution on the “Right of Privacy in the Digital Age* was launched that
challenged the domestic—foreign distinction through the language of human
rights and universality.®® In doing so, data subjects formerly cleared for
unregulated surveillance were reconfigured as data citizens, enshrined in
international law.%” This language of human or universal rights was taken up
by the Obama Administration in the Presidential Policy Directive 28; on this
basis, SIGINT rules were formulated to be valid regardless of nationality.®®
A decisive moment in the German debate on the domestic—foreign dis-
tinction was the confrontation of two field discourses in the first public
hearing of the Bundestag Inquiry into BND and NSA in May 2014. The
interpretations shared by the BND and the German government were chal-
lenged by the interpretation of the German basic law of highly respected legal
experts, including a former constitutional judge. The basic law’s privacy
rights, they claimed, are neither tied to citizenship nor territory: “Article 10
[privacy of correspondence] protects as a human right”.®® Despite being
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publicly contested by high-profile representatives of the juridical field, the
2016 BND reform upheld the domestic—foreign distinction, though it was
further differentiated. European communications were to receive more pro-
tection than before, which seemed to be a political move following the rev-
elations of the BND’s surveillance of European country representations and
EU institutions.

The persisting inconsistency between the intelligence and juridical views
and the discursive space it opened became the basis of a constitutional
complaint in Germany. The litigation was launched by two civil society or-
ganisations which joined forces with international journalists to establish
“legal standing”; to make sure that there were claimants who were affected by
extraterritorial surveillance’. The Federal Constitutional Court’s subsequent
ruling on BND’s SIGINT practices established for the first time with legal
force that the surveillance of foreigners abroad also constitutes an en-
croachment on fundamental rights. The fundamental right to privacy, it
declared, has a binding effect on German authorities which is not restricted to
German territory.”’ This decision made explicit what a ruling by the con-
stitutional court from 1999 had left open.”? From a purely juridical point of
view, the judges found nothing surprising about the argument of the extra-
territorial binding effect of the basic law.”* ** Instead, they saw the opposing
view held by the BND and the government as a curiosity.”” The punch of the
ruling resulted from the clash of the extraterritoriality argument with the
BND’s foreign surveillance practices — which seemed to have been almost
immune for a long time — and from the fact that the judges made such de-
tailed specifications on the rules of SIGINT and its oversight. However, three
examples show how the domestic—foreign distinction was nevertheless not
abolished with the ruling and the subsequent BND reform, but became a
newly legalised and legitimised orthodoxy.

First, the court ruling does not only declare a different level of protection at
home and abroad to be permissible, but also justifies it in terms of legal theory so
that, in the end, the logic of the law fits the practical logic of the field. For ex-
ample, a duty to notify about surveillance, which is provided for German citizens
and ultimately enables the claiming of rights, would not be necessary abroad as
this would not enable democratic discourse in the same way as the notification
requirement does for national citizens.”® Above all, however, a notification
seemed impracticable, even unthinkable for intelligence professionals who used
to polemically argue for the territorial logic of privacy protections: “Shall we,
then, inform the Chinese or Afghans about our surveillance”? This easy-to-
follow argument not only ignores the very broad exceptions for notifications in
practice, but also ignores the fact that notifications are not the only mechanism
of redress that could be established for non-nationals (for instance, there are
institutional channels for complaints). The importance of individual remedies
has recently been stressed by international case law on surveillance by intelli-
gence agencies and its oversight. This may enact more far-reaching and more
heteronomous demands than national courts.”’



The code of silence 113

Second, the maintenance of the distinction is supported by the fact that a
special body, the Independent Control Council, was created for the oversight
of extraterritorial surveillance instead of either integrating this task into ex-
isting oversight structures or bundling it into a new structure.”® As a result,
there is a dual oversight structure that mimics the foreign—-domestic distinc-
tion. Third, the principle of an automated exchange of foreign data is legally
legitimised, provided that there is a certain degree of control of the mass of
exchanged data.”

The juridical field has a special role to play in transforming doxa (“what is
done”) into orthodoxy (“what must be done”).'” Equipped with appropriate
material and symbolic resources, legal work performatively co-produces the
right view and can simultaneously reject the definitions of other social worlds
as wrong. With litigation collectives,'®' new modes of intelligence oversight
have emerged that can mobilise the symbolic power of law for contestation,
co-producing new orthodoxies as a result. However, the expectation that
judges could be the “last institutional resort against large-scale surveil-
lance”'%? did not seem to materialise, as the ruling enshrines the legitimacy of
mass surveillance as a principle of orthodoxy. The domestic—foreign dis-
tinction is not rejected by the court ruling or the reform but is modified in
such a way that mass collection and exchange continue to work well.

Contesting and normalising the code of silence

In a quite straightforward way, the 2020 ruling also takes up the obstacles to
oversight from the Third Party Rule.'®® Citing three different organs of the
Council of Europe — the Venice Commission, the Parliamentary Assembly
and the Commissioner for Human Rights — it states: “for conducting effective
oversight ... it must also be ensured that oversight is not obstructed by the
third party rule” and “that the bodies conducting legal oversight are no
longer considered ‘third parties’”.'** By taking a position on the definition of
who cannot count as a third party, the ruling clearly intervenes further in the
field practices than in its previous ruling dealing with the Third Party Rule. In
its 2016 decision on the NSA selectors (further discussed below), the judges
refrained from determining whether or not the rule applies to oversight
bodies because “it is upon this agency [sharing intelligence] to determine who
it considers to be a ‘third party’”.!%?

In the subsequent reform, the government designed organisational oversight
structures that protect the functioning of the Third Party Rule and only slightly
displaced its boundaries. Existing oversight bodies, such as the Federal
Commissioner for Data Protection and Freedom of Information (BfDI) and
the Parliamentary Control Committee (PKGr), remain third parties while the
newly created Independent Control Council, formally bound to the executive
sphere, is set up as a “control body acting independently of the Third Party
Rule”.!° The Control Council is formally inaugurated into the code of silence
and must keep this silence when reporting to parliamentary oversight.'®” The
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alternative of entrusting already competent data protection authorities with
control was rejected; “This, they argued, would be detrimental to international
intelligence sharing because of significant reservations and concerns voiced by
Germany’s main intelligence partners”.'%®

Despite having unique competencies for ex-post and ex-ante oversight, it
remains questionable to what extent the Independent Control Council will
act as an independent and heteronomous player. First, it lacks a form of
adversarial council, as required by the ECtHR as a safeguard “against
arbitrariness”.'” Second, if the Council finds irregularities and wants to file a
complaint, this has to be discussed with the BND first. Third, it is formally
integrated into the executive branch, removing intelligence oversight further
away from the parliamentary sphere and away from more independent data
protection institutions.

Furthermore, while the court found that a narrow definition of the Third
Party Rule that only includes the agencies and the government and excludes
legal oversight would be unlawful, in principle the rule was further legitimised
and normalised. Drawing on the 2016 NSA selectors’ case law, the judges
made clear that not only the agencies but also governments may refuse to
hand over information to oversight bodies or committees.''® In the case it
referred to, the court legitimised the refusal of the BND and the German
government to allow oversight bodies'!" to inspect the search terms shared by
the NSA with the BND — the “selectors list”.!'> Among these selectors, such
as telephone numbers, IP addresses, and e-mail addresses, were technical
identifiers of several institutions of the EU and EU countries, including the
French ministry for foreign affairs, Le Palais de L’Elysée and the EU-
Commission. ''* Additionally, there were identifiers belonging to Germans or
individuals within German territory, which had been shared by the NSA with
the BND, in violation of the Basic Law and the MOA formalized by the two
agencies.''* Some of the latter were at least temporarily part of the BND’s
data collection.'!® Instead of the parliamentary committee, a so-called “ex-
pert in a position of trust” (sachverstindige Vertrauensperson) was appointed
to inspect and report''® on the selectors. While the court acknowledged that
this inspection did not satisfy the parliamentary committee’s right to collect
evidence, it ultimately acted as a protector of the code of silence, undermining
independent inquiries into basic rights violations. In deciding that “secrecy
interest outweighs the parliamentary interest in information”,'"” the court
followed the Government’s argument that a disclosure of the selectors to the
parliamentary committee would be a violation of the mutually promised
confidentiality under the Third Party Rule, harming the ability of the German
intelligence agencies to cooperate.''

A legal scholar commenting on the NSA selectors ruling noted that, sur-
prisingly, there has never been any documentation of the US-American side’s
wish to keep the selectors secret, which according to him makes the whole legal
decision questionable: “it is not sufficient to use a non-legal norm such as the
Third-Party Rule to give constitutional standing to the silence of a foreign
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power [my translation]”.!"” The code of silence works through silence; when it
works perfectly, it completely escapes the public eye and academic research.
The case of the NSA selectors, in principle cemented by the 2020 ruling,
however, provides one example of how the Third Party Rule can destabilise
democratic oversight of the transnationally constituted field of intelligence.

Conclusion

This paper approaches intelligence and its oversight through the character-
isation of the social space of SIGINT, which can be described as a trans-
national field in Bourdieu’s sense. This field perspective allows us to observe
dynamics that can be connected to current debates on transnational power
and domination and their contestation in digital societies, as well as to
understand the dynamics of transnationally connected intelligence agencies
and their oversight.

The SIGINT field is an example of transnational domination that is not
particularly precarious or weakly autonomous, but relatively stable. This
stability, however, does not point to democratic legitimacy. The rule-making
and autonomy of the transnational field are accompanied by deficits in
parliamentary control that resemble the problem of an inter-ministerial
“executive multilateralism”.'?® Unlike executive multilateralism, however,
the transnational multilateralism of intelligence agencies does not involve
democratically elected representatives. The field perspective also draws
attention to the fact that the multilateralism of SIGINT is not to be equated
with a cooperative and procedural control mechanism, but rather with the
emergence of a field with a specialised rationality. However, what is negoti-
ated in the context of field rationalities does not remain in the field. As IR
scholar Itamar Mann points out, the rules of global mass surveillance created
by SIGINT agencies resemble the “dark side”'?! of Anne-Marie Slaughter’s
notion of disaggregated sovereignty — not only because the rules defy dem-
ocratic self-determination, but because they influence how governments
interpret their laws and constitutions.!** There is a problem of democracy in
the field of intelligence not because of anomie'** (i.e. weak or absent orders),
but because of autonomy (i.e. self-legislated orders that have an impact on
democratic institutions). Fields are not closed spaces, they are intertwined.

The field approach allows for the analysis of the rule-making power of
intelligence agencies which are relatively independent of governments — and
their potentially anti-democratic tendencies — without having to resort to the
idea of a ‘deep state’. Considering that the concept of a deep state has been
successfully hijacked by conspiracy theorists and right-wing populists, it
seems more useful to use the autonomy of fields and the symbolic power
attached to them as analytical categories to analyse the (transnational) power
of intelligence. The conception of fields in which there are struggles and re-
sistance — “and thus historicity!”'?* — as opposed to apparatuses (as Althusser

proposes'>) or systems (like those of Luhmann'?®), is quite explicitly directed
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against the “fantasy of the conspiracy, the idea that an evil will is responsible
for everything that happens in the social world”.'*” Moving away from a
functionalist view of surveillance and intelligence has consequences for
thinking about domination. Not only being ruled, but also the exercise of rule
involves internal struggles and resistance and is underpinned by unintended
and sometimes pre-reflexive dynamics. Transnationally connected intelligence
agencies are neither an Orwellian instance of power nor a heroic alliance in
defence of our security — neither deus nor diabolus in machina.'*®

Contemporary forms of digital surveillance do not emerge solely from the
logic of digital communication or from the nature of a particular threat.'”
Digital surveillance is rather the product of disputes, struggles, and processes
of differentiation of social fields in which sociotechnical interpretations are
negotiated, declared as legitimate, and thus become effective as symbolic
power. Symbolic domination can be read in terms of its temporality and
historicity, which can take doxic (uncontested) and orthodox (contested)
forms. Doxic rule describes symbolic relations in which politicisation is ini-
tially impossible. Dynamics of politicisation and de-politicisation only set in
when the silence of pre-reflexive doxa is broken. However, precisely these pre-
political states are relevant to domination. They are the product of a mis-
recognised power that acts gently, though not as the result of a “soft
power”'3 that persuades through appeal and attraction, but through the
exercise of symbolic violence that categorises and excludes. The exercise of
symbolic domination also operates through unquestioned principles of divi-
sion and habitualised practice and must be included in an analysis of the
phenomena of transnational domination.

In the context of other debates on the power of data and surveillance in
digital societies, in which much thought is given to the power of social net-
works, disinformation, and the manipulability of opinions, this reference to the
silence of domination is initially irritating. The fact that domination functions
not only through discourse, but also through the absence of discourse, does not
only apply to intelligence. The surveillance capitalism of Google and Facebook
was also able to emerge primarily on the basis of long-term silent acceptance
and habitualised forms of data production. In particular, algorithmic order
formation'*' and communication infrastructures as a whole'*? are also
accompanied by misrecognition effects linked to symbolic power. We can learn
from Bourdieu: the misrecognition, and often, the silence of domination and its
contingency are the very best conditions for it to work.

This raises the question of how and under what circumstances silent, in-
ternalised forms of domination can be broken. These are primarily crises, but
also the confrontation of the discourses of different fields, which particularly
unmask the field-specific forms of doxa. Lastly, a reflexive break with the
doxa is demanding, but possible. For Bourdieu, however, the break with the
doxa is primarily performed by sociologists who break with the common
sense of their objects of study and thus “destroy a doxa”.'** On this point,
this chapter resolutely opposes Bourdieu’s “underestimation of actors and ...
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overestimation of critical social science [own translation]”."** Next to social
sciences and crises, practices oriented towards heteronomous confrontation
and irritation can counter doxic forms of domination. Breaking the silence of
doxa is thus not to be understood as a purely intellectual or accidental act,
but also as a political act of contestation, and a potentially emancipatory
practice. The extent to which oversight can act as a heteronomous force — be
it through civic practices, courts, or specific bodies — becomes crucial.
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4  From abuse to trust and back again

Intelligence scandals and the quest for
oversight

Emma Mc Cluskey and Claudia Aradau

Introduction

In the wake of the Snowden disclosures, the Independent Reviewer of
Terrorism Legislation in the United Kingdom (UK), Sir David Anderson,
was called upon by the government to evaluate the practices of the intelli-
gence agencies. “This Commission”, recalls Anderson, “had its genesis in
political dispute”.! The report was published under the title “A Question of
Trust”. In his recollection, Anderson describes the political context in which

the report was produced as one of heightened mistrust:

The post-Snowden environment was characterised by mutual mistrust
between the privacy and security lobbies, often expressed in emotional
accusations: of deceit, snooping and scorn for democracy on one side, lack
of appreciation for the security forces on the other.

Those well-worn epithets, Orwellian and Kafkaesque, are still wheeled
out from time to time, but serious commentators have moved on to serious
questions.’

Anderson’s diagnosis is one of many which see a post-Snowden context of
mistrust and proceed to restore the lost trust. His diagnosis also resonates
with wider anxieties about the “decline of trust” in democracy and a pro-
blematisation of the relations between trust and democracy.® Should there be
trust in democratic institutions, including governments, and is trust even
desirable? There are many conflicting answers to these questions. On the one
hand, some political scientists hold that ideas of personal or direct trust
between individuals cannot and should not be extended to indirect or
impersonal trust; trust which concerns formal institutions.* For political
philosopher Pierre Rosanvallon, trust is inimical to democracy, as it is dis-
trust that is the engine of democratic action: “Its [distrust’s] purpose is to
make sure that elected officials keep their promises and to find ways of
maintaining pressure on the government to serve the common good”.> On the
other hand, trust has been seen as an ingredient for collective action and a
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® as it reduces the costs of citizen

“power-saving” device for democracies,
watchfulness and monitoring.

This chapter proposes to approach the invocation of trust in intelligence
agencies historically rather than through a definition of trust as legitimate or
illegitimate, desirable or undesirable, or integral or antithetical to democracy.
By juxtaposing two historical moments of scandal about the activities of
intelligence agencies in the UK, we argue that Anderson’s arguments are part
of a wide-ranging reframing of abuse by intelligence agencies through nar-
ratives of trust and mistrust. “Abuse” and “trust” are two different diagnoses
of the relations between citizens and government, between intelligence
agencies and parliaments whereby trust obscures an analysis of power. Trust
enters a binary relation with mistrust or distrust, one where state authorities
and the secret services are supposed to “win” the public’s trust or show
themselves worthy of the citizens’ trust. In this articulation, we show how
trust becomes re-personalised as “being” trustworthy. State institutions are
decomposed into trustworthy individuals whom parliamentarians, overseers,
and publics know to be “trustworthy”. Unlike personalised trust, abuse is
about stabilised and systematic hierarchies of power. The power asymmetries
between institutions and citizens (or non-citizens) are such a situation where
“abuse” comes to reframe power relations. In that sense, abuse is a diagnosis
of action, of “wrong-doing” rather than “being trustworthy”. Yet, abuse can
also be limited if framed only as deviance, as exceptional rather than a more
systemic effect of power relations.

We show how abuse and trust underpin different modes of democratic
oversight by enabling or foreclosing demands for accountability. The chapter
argues that the mobilisation of “trust” as a discourse in relation to the intel-
ligence and security services constrains the terrain of possible democratic
oversight, rendering some practices of oversight actionable and others not.
“Trust” discourses, somewhat counterintuitively, facilitate greater impunity for
intelligence agencies, allowing them to evade accountability and scrutiny. By
positing a direct relation between publics and governments, trust/mistrust
homogenises them as two different spheres and thereby obfuscates the social
struggles over who and what counts in these debates. In conclusion, we propose
to recast abuse in relation to intelligence services and surveillance along the
lines of police abuse to expand the democratic field of accountability.’

Through zooming in on two historical moments of crisis and tension, we trace
how “abuse” and “trust” are articulated by different actors and how they shape
different practices of oversight and demands for accountability. The first
moment of crisis concerns the revelations about an elected Member of
Parliament (MP), Harriet Harman and a civil society member, Patricia Hewitt,
having been unlawfully surveilled by the Security Service (MI5) in the 1980s. The
second moment of crisis is that of the 2013 Snowden disclosures, when mass
surveillance by the GCHQ and other intelligence agencies in the UK and the US,
amongst others, led to public mobilisation about the activities of the intelligence
agencies. By juxtaposing these two moments, we can map the changing
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relations between abuse and trust for oversight and accountability of intelligence
agencies. To unpack the discourses of abuse and trust, we have drawn on a
varied range of material, which included parliamentary debates and inquiries,
litigation before the European Commission of Human Rights and subsequently
the European Court of Human Rights, oral history interviews with MPs,
oversight professionals and members of civil society, media coverage of these
scandals, reports and memoirs by participants and observers at the time.

Intelligence oversight, abuse, and trust

A paradox exists at the heart of intelligence oversight and control. On the one
hand, the history of intelligence scandals shows that legislative and demo-
cratic control of intelligence agencies has largely only resulted from public
controversies or scandals, which have raised public concern over “abuse of
power”. As Peter Gill acknowledges in the case of the UK, the activities of the
intelligence agencies have led to “allegations of abuse of power”.® For Gill,
these criticisms of abuse were not part of a wider critique of state power, but
specifically focused on the effects that unlawful and improper actions by the
intelligence agencies had on their effectiveness and on democratic values:

First, there is the question of effectiveness of the security intelligence
process and to the extent to which the secrecy within which it is shrouded is
maintained mainly to prevent revelations of the sheer bureaucratic
ineptitude to which the process is prone; and, second, the extent to which
the lack of democracy control of the process has led to systematic abuse of
power by the state.’

On the other hand, both the activities of intelligence agencies and their
oversight are formulated in terms of trust rather than abuse of power. How are
we to understand the relation between “abuse” and “trust™?

A fair amount has been written about the supposed relationships of “trust®
necessary for effective intelligence cooperation and collaboration.'® Personal
and social relationships are said to be key in creating the conditions for
trustworthiness, enabling efficient cooperation despite uncertainties and
vulnerabilities of transnational relations.'! As intelligence practitioner and
scholar David Omand puts it, trustworthiness is “the most valuable attribute
of any successful [intelligence] partnership”.'?

What is perhaps more surprising is that the literature on the democratic
oversight of intelligence agencies also invokes this idea of trust, albeit in
relation to intelligence agencies’ overseers. Largely, though not always,
grounded in the same state-centric, functionalist, and policy-oriented epis-
temologies as the literature on intelligence, this scholarship often works with
the assumption that effective oversight depends on a type of deliberative
politics, which is buttressed by mutual trust between all the actors involved:
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intelligence agencies, overseers, and the general public.'® This trust is, how-
ever, personalised, dependent on the individuals who make up these institu-
tions. They need to be impartial and non-conflictual (the two often overlap in
the demand for oversight to be non-political).

Therefore, one of the main points of agreement amongst oversight scholars
is that the most effective form of control of intelligence is depoliticised, thus
free from contestation and dispute. Peter Gill has traced the idea of the
desirability of de-politicised oversight back to the era of the birth of parlia-
mentary oversight in the 1960s and 1970s.'* Here, an inherent fear by intel-
ligence actors of legislatures leaking information and instrumentalising secret
material for political grandstanding is said to be the crucial factor in ensuring
that all oversight is free from partisanship. Even though there has never been
an intelligence leak from a parliamentarian in the history of intelligence
oversight, this normative bias towards confidence and consensus is re-
produced throughout the oversight literature, extending to technical bodies
and civil society.'® If scrutiny by other actors is envisaged, this only comes at
a later stage than more official forms of oversight such as parliamentary
oversight, judicial review, and internal control acting as a “fire alarm” as
opposed to a “police patrol” to intelligence practices.'® Oversight can thus be
seen as democratic through pluralising actors and interests without conflict.

For example, in their first annual report, the Intelligence and Security
Committee of the UK Parliament (ISC) noted that “The key to making this
oversight work lies in establishing mutual respect and confidence between
ourselves and the agencies”.!” If these relations of trust work, then the
Committee can also “command the confidence of Parliament and the
public”.'® The memoirs of the first ISC chairperson, Tom King, reveal some
of the parliamentarians’ initial struggles to gain the trust of the agencies."®
Establishing oversight was a struggle to convince the heads of agencies to
trust parliamentarians, whom they considered unreliable and liable to leak
secrets for political gain. For Tom King, this required selecting the correct
people, often long-serving and senior parliamentarians who were deemed to
be serious and responsible.*”

Interestingly, an area in which discourses of trust were not mobilised in
these early days was around the oversight of intelligence budgets and the
involvement of the public audit office. The oversight of the agencies’ spending
was deemed much less contentious than oversight of the practices of the
agencies. One MP involved with the establishment of the ISC was categorical
in articulating the importance of making the agencies financially accountable
in the (then, quite limited) remit of the committee. Commenting on the huge
overspend of GCHQ in their relocation of headquarters to Cheltenham, this
MP was far from invoking discourses of “trust”, when they maintained that
budgets of the agencies needed to be strictly controlled: “This [senior GCHQ]
person should not have been put in charge of this project. He’s probably very
good at code breaking, but this doesn’t make him an ideal man to be put in

charge of a multi-million-pound project”.?!
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What is interesting is that some 25 years after its establishment, members
of the ISC are still aware of, and articulate this fundamental power
imbalance. In more recent decades, a member of the ISC spoke about the
need to create a space of “trust” between parliamentary overseers and the
agency staff, so that intelligence practitioners would feel comfortable in airing
any problems. In this conception of oversight, “trust” also acts as a sort of
understanding on the part of overseers, acknowledging the huge responsi-
bility that the agencies are under in protecting national security.>? Thus, even
when maladministration or another form of abuse is found, the framing of
“trust” ultimately forecloses more antagonistic practices of holding to
account and control. Moreover, such antagonistic practices lack institutional
materialisation within existing oversight structures.

The US literature on intelligence oversight is even more forceful in this regard,
with intelligence studies scholar Loch K. Johnson linking the 1990s, what he calls
the “partisan era”, with weaker congressional control over the agencies.”
Jennifer Kibbe strengthens this line of argument by claiming that intelligence
officials are much less likely to provide information to congressional overseers if
they doubt their motivations, stating that overseers who are moderate, respon-
sible, and dedicated to non-partisanship are the only ones who could win the
trust of the agencies.”* In the European context, Ian Leigh has also made a
strong argument for non-partisan oversight as inherently more trustworthy,
linking parliamentary scrutiny with the possibility of an immature approach
which could pave the way for sensationalism and the airing of conspiracy the-
ories.”” Tracing the institutionalisation of oversight in the US throughout the
1960s and 1970s, Félix Tréguer has carefully unpacked the narrative that the
agencies have been increasingly subject to greater democratic control, by
showing how the inclusion of congressional and semi-juridical overseers into the
“ring of secrecy” served to unsettle the boundary between the agencies and their
critics, preventing them from formulating more radical critiques.*®

In these discussions, trust is often also linked to transparency and secrecy.
In a project on the decline of state secrecy, Richard Aldrich and Christopher
Moran argue that these disclosures are in fact evidence of a decline of state
secrecy, with intelligence operatives now operating much more carefully,
keeping in mind how certain practices will appear if they are leaked on
Twitter ten minutes later.”” Unlinking greater transparency from democratic
accountability, they point out how the agencies themselves are moving away
from a focus on information control towards a proactive strategy of public
relations, designed to inculcate trustworthiness and public approval. Yet, it
remains unclear how revelations change or not the actions of intelligence
agencies beyond strategies of public communications, and how these reve-
lations can transform “doing” and not just “being”.

Moreover, situating trust in relation to the opposition transparency/
secrecy overlooks the ways in which trust requires both knowledge and non-
knowledge. As philosopher Byung-Chul Han explains, “It [trust] makes ac-
tions possible despite one’s lack of knowledge. If I know everything in
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advance, there is no need for trust”.?® Thus, trust is not contradictory to
secrecy and non-knowing, but it accommodates degrees of secrecy and
ignorance. Oversight committees can ask intelligence agencies for some
information, but only in circumscribed situations. In that sense, we can see
trust not just as an economiser of power, but also an economiser of knowl-
edge. Building oversight on relations of trust means that oversight agents are
not supposed to know too much. At the same time, as Didier Bigo has ex-
plained, they acquire knowledge by entering the structural space of secrecy.
To gain the right of entry into the so-called “ring of secrecy”, they are obliged
to “differentiat[e] themselves from other actors as the legitimate owners of
secrecy”.?’ Similar to data sharing between agencies, the entry into this
shared social space of secrecy was “the result of the structural positions of the
different services regarding each other and not just a relation of ‘trust’
between them”.>® “Trust”, however, is used to obfuscate and obscure these
relationships of power and differences in structural positions; a displacement
which continues to the present day. Moreover, “trust” continues to obfuscate
the limits to the knowledge that oversight committees can acquire. Becoming
part of the “ring of secrecy” does not mean that they have access to the same
information or that they can even request it.

Whilst the literature within intelligence studies then can be seen to have
taken “trust” somewhat for granted, recent literature from within critical
security studies and surveillance studies has taken a more sociological
approach, problematising the role of “trust” in relation to democratic scru-
tiny and accountability of surveillance practices. Vis-a-vis calls for greater
transparency, Fredrika Bjorklund points to the counterintuitive finding that
sees populations who report high levels of trust in public institutions as in fact
more accepting of surveillance, contrary to the much of the surveillance
studies scholarship that argues that surveillance erodes trust within socie-
ties.’! For these authors, the supposed virtues of trust and transparency as
policy goals have in fact obscured more multifaceted and sometimes con-
flicting dynamics at play in contesting surveillance, running the risk of pro-
moting not only simplistic but perhaps also counterproductive proposals for
remedying the human rights implications of surveillance.*

Unlike trust, “abuse of power” has received much less attention in political
science and international relations, even if the term circulates widely. It has
been used in relation to unlawful actions by governments and intelligence
agencies, corruption, or otherwise improper use of power. A common thread
around abuse is that it emerges within hierarchical power relations. As
feminist sociologist Vikki Bell has pointed out, it is how “the perpetual
asymmetry of power is upheld” that makes abuse possible.>® In that sense,
abuse has come to name forms of violence where such hierarchical relations
are at play: domestic abuse, child abuse, and sexual abuse. Yet, abuse of
power with reference to governments and institutions has dwindled from
public imaginaries and even civil society activism and litigation. A recent
contribution on police abuse and democracy reformulates abuse beyond the
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correlation with lawfulness: “we define police abuse as police actions that
may or may not be ‘illegal’ but severely limit selective citizens’ rights, receive
minimal punishment (limited accountability), and may play a role in main-
taining (or promoting) particular political and economic objectives”.** While
this broader understanding of abuse is not at work in the surveillance scan-
dals we explore, it helps us trace the analytical significance of “abuse” in
relation to “trust”. As Charlotte Heath-Kelly has remarked in the different
context of psychiatric scandals, abuse was associated with systematicity
rather than individualised malpractice or misconduct.®> As we will see in the
cases of surveillance scandals, abuse continues to be connected to systema-
ticity rather than individualised mistakes or errors to be corrected.

Coming back to this paradox which discursively links abuse by intelligence
agencies with (mis)trust of these agencies, we take up these authors’ call to see
trust and abuse in a more political-sociological light. We propose to situate
both trust and abuse sociologically and historically by juxtaposing two
moments of crisis and scandal within intelligence oversight, one which led to
problematisations of abuse, improper action, and destruction of democratic
values in the 1980s and the other, in the wake of the Snowden disclosures,
which was articulated in terms of trust and mistrust. Through the method-
ological device of juxtaposition, we aim to flesh out not only how trust as a
discourse and practice has structured the possibilities of scrutiny and
accountability, but also how it has obfuscated debates about abuse of power
by the intelligence agencies. The first moment of crisis is not an isolated one,
but it is one that has led to most parliamentary and public debate and sub-
sequent litigation given that evidence about unlawful surveillance of two
former members of the National Council for Civil Liberties (NCCL, now
Liberty) by MIS was revealed by a whistleblower. The second moment of
crisis comes in the wake of the disclosures by National Security Agency
(NSA) whistleblower Edward Snowden of routine collection and trans-
national sharing of citizens’ data, which coincided with the overhauling of
surveillance legislation in the UK context.

Problematising abuse: Hewitt and Harman v the UK

In 1985, Harriet Harman and Patricia Hewitt filed a case before the European
Commission of Human Rights (now European Court of Human Rights),
accusing the UK of having subjected them to secret surveillance by the
Security Service. At the time of the application, Hewitt was General Secretary
of the NCCL and Harman was a Labour Member of Parliament. Previously,
Harman had been legal officer of the NCCL. A former MIS5 intelligence
officer, Cathy Massiter, revealed in a TV broadcast that both Hewitt and
Harman had been placed under surveillance by MI5 as “communist sym-
pathisers” and “subversives”.>®

The Commission found that the interference with the applicants’ right to

private life was not “in accordance to the law”,*’ as there was no legislation
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that would have ensured the foreseeability of surveillance and guarded
against arbitrariness. By extension, given the finding of a breach of Article 8
on the right to privacy and lack of effective remedy, the Commission Report
did not examine the violation of the right to freedom of expression (Article
10) and the right to freedom of association (Article 11). The Commission
report was formulated in the language of violations of rights and breach of
the European Convention on Human Rights. The government’s arguments
rely on secrecy and the stance of “neither confirm nor deny”. The government
also continued to argue that the applicants “have not substantiated their
complaints”.*®

Although the case ushered in many of the oversight changes in the UK, it is
often bypassed in the intelligence studies literature. The Historical Dictionary
of British Intelligence has only an entry on Cathy Massiter, but none on the
victims of abuse across history. Massiter’s role is described in dismissive
terms as a “controversial and unprecedented “intervention” which derailed
the government’s lawyers, “who otherwise would have prevailed”.* This is
exactly the opposite of how the case was covered in the media at the time and
the debates it led to. As a media article explained Cathy Massiter’s actions at
the time, “An intelligence officer for 13 years, she spoke out recently because
she could no longer be part of the phone-tapping abuses of MIS5 which were
in contravention of its own charter”.** Mark Hollingsworth and Richard
Norton-Taylor argued that the targeting of trade union and NCCL leaders
was made possible by the ambiguity of subversion and who therefore was
deemed to count as a subversive: “The current definition of a subversive is
now so vague that it is dangerously open to abuse”.*' Scholars who have
assessed the lawfulness of MIS in terms of establishment and function have
highlighted the problems arising from “the secrecy of its mandate, the secrecy
and arbitrariness of its powers, and the open violation of the law”.*?
Moreover, the history of MIS actions, which had come to the public eye
during the Cold War, was one of abuse and unlawful surveillance of trade
unionists, striking miners, civil society actors, or left-wing writers.**

The report by the European Commission on Human Rights on the Hewitt’s
and Harman’s application also highlights the arbitrariness of surveillance:

In order to open a file on Harriet Harman the Security Service would have to
find a category in which to place her. She was clearly not a member of the
Communist Party of Great Britain. However, she was legal officer for
NCCL which had been assessed as a subversive organisation. The only
category open in which to record her was “Communist sympathiser”.
Although she was not a member of the Communist Party and there was
not evidence that she was sympathetic to the Communist Party, bureaucrat-
ically this was the only appropriate category in which she could be placed.*

The Commission also noted that the allegations and Massiter’s revelations
were “neither confirmed nor denied” by the UK government.
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Media coverage of the Channel 4 20/20 Vision programme in which
Massiter made the revelations of unlawful surveillance by MI5 formulated
public concerns in terms of abuse by the intelligence agencies.*> The pro-
gramme was initially banned by the Independent Broadcasting Authority
(IBA). In 1993, The Guardian reported the start of a campaign to “shine light
on state abuses” and “encourage ‘ordinary people’ to challenge secrecy,
surveillance and vetting”.*®

In the House of Commons, debates about the Harman and Hewitt case
also raised questions about abuses of power by the security and intelligence
agencies. Similar concerns about the ambiguity and expansiveness of national
security were voiced. While the Security Services Act states the political
neutrality of the security services, the definition of national security is so
broad as to include “actions intended to overthrow or undermine parlia-
mentary democracy by political, industrial or violent means”.*’ MP Stuart
Randall pointed out the abuse of powers by MIS:

What Cathy Massiter had to say showed unequivocally that there was an
abuse of civil liberties. Such abuse has resulted in a loss of confidence in the
service, and that is not good for our nation, our national security or our
democracy.*®

Randall continues his scathing critique of the Bill on grounds of vagueness
and imprecision:

The Bill is a great disappointment. It is vague, it is imprecise, and it will
have little effect on the way in which the Security Service operates. The Bill
fails to provide adequate safeguards against abuse and illegal activity by
MIS. It contains no measures to improve the service’s efficiency and
effectiveness. Of special importance is the fact that the Bill includes little to
enhance the civil liberties and genuine freedoms of the people of Britain.*’

Avoiding abuse would require more precise language and safeguards
alongside civil liberties and freedom. Thus, oversight cannot be the only
measure to prevent or respond to abuse, but it needs to be supplemented by
strong civil liberties. In 1993, in debating the Security Service and the need for
oversight, Labour MP David Winnick pointed out that

Parliamentary scrutiny in itself will not prevent abuses. No one has
suggested anything of the sort. If MI5 was subject to some accountability
other than simply to the Home Secretary, the tribunal and the commis-
sioner, there would at least be the feeling that their activities would need to
be justified.”®

Interestingly, at the time of statutory legislation for the intelligence and
security services, there were voices among MPs that did not believe that abuse
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could be prevented, but that forms of justification through oversight might
reduce it. By contrast, the Under-Secretary of State for the Home Department
sees the Security Service Act of 1989 as having “provided for safeguards against
any abuse, whether by members of the service or by Ministers”.>!

In a Memorandum to the Select Committee on Home Affairs Committee,
David Bickford, former legal director of MIS5 and MI6, explains the tensions

between the Security Service and the government concerning secrecy:

On the one hand the Security Service saw the benefits of more opennes [sic]
and of using intelligence for the first time to convict terrorists and to aid
the police in the future fight against organised crime. On the other, the
Home Office and Whitehall were fearful that the consequent reduction in
secrecy surrounding the Service would lead to an erosion of longheld
principles of secrecy surrounding government business as a whole.™

Bickford argues that it was the Harman and Hewitt case before the
European Commission for Human Rights that spurred the government into
legislative action:

The 1989 Security Services Act oversight was secured only in the face of
the certainty of losing the ECHR Hewitt and Harman case. The absolute
minimum of oversight was given. It was gauged just sufficient to satisfy the
European Commission, which would be unwilling to reject a state’s
legislation introduced to satisfy a complaint unless it was absolutely
necessary to do so.>

The language of “abuse of power” and human rights violations exposes
surveillance and other intelligence practices to the dynamics of justification
and critique. It makes the targets of surveillance into subjects who can
demand redress and make rights claims.>* It opens a scene of dispute over
the operations of power that are at stake. However, there are also limita-
tions to how abuse has been understood. Firstly, abuse of power seems to
indicate that there is a non-violent and lawful “use of power”. Secondly,
abuse of power has been formulated in relation to existing laws, what is “in
accordance to the law” and what is not. Therefore, abuse emerging out of
structural inequalities and stabilised hierarchies of power remains difficult
to articulate.

Despite these limitations, the denunciation of “abuse of power” brings
questions about the actions of intelligence service to the public. It also pro-
blematises the powers that these services hold and the secrecy that they
invoke to shield their actions from accountability. Denunciations of abuse
highlight the central role that whistleblowers, media, and civil society orga-
nisations played in holding intelligence services accountable. Finally, abuse
makes it possible to attend to the experience of those who are targeted by
surveillance. It gives them a language in which to formulate rights claims. In
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the next section, we turn to a more recent controversy about mass surveil-
lance by the intelligence agencies.

Invoking trust: The post-Snowden landscape and UK surveillance
legislative struggle

The summer of 2013 famously saw the disclosures of mass surveillance of
populations from NSA whistleblower Edward Snowden. The disclosures were
immediately reframed as arousing a “crisis of trust” between citizens and the
intelligence agencies. Deputy Prime Minister at the time, Nick Clegg, argued
that the lack of accountability for these practices could “corrode trust”, a
sentiment echoed by the Independent Reviewer of Terrorist legislation, David
Anderson, who labelled his investigation into bulk powers “A Question of
Trust”.>> Around the same time, the UK was also witnessing legislative
struggles around these so-called “investigatory powers”. So, how can we
conceptualise discourses of trust during this time? Abuse only appears in the
European Court of Human Rights judgement in the case of Big Brother
Watch et al. v the UK, which challenged the mass surveillance regime in the
UK. The Court concluded that,

while there is no evidence to suggest that the intelligence agencies are
abusing their power - on the contrary, the Interception of Communications
Commissioner observed that the selection procedure was carefully and
conscientiously observed by analysts ... , the Court is not persuaded that
the safeguards governing the selection of bearers for interception and the
selection of intercepted material for examination are sufficiently robust to
provide adequate guarantees against abuse.”®

In the wake of the Snowden disclosures, the House of Commons in the UK
held a debate and addressed a statement by the then Foreign Secretary,
William Hague. One of the Labour MPs, Paul Flynn, reminds the House of
the 1980s and Cathy Massiter:

The Cathy Massiter case proved that, 50 years after the last war, intensive
surveillance of peace activists, trade unionists and left-wing parties had
failed to turn up a single spy, but it was discovered that in that same period,
more than 20 members of the Secret Intelligence Service were spying for the
Soviet Union. Since then, we have had untruths on weapons of mass
destruction and a Government cover-up to this House on the handing over
of prisoners to oppressive regimes to be tortured. Is the Foreign Secretary
telling us today that the only people now under surveillance are the guilty?
How does he manage that?’’

Hague responded by highlighting that the UK has developed a “strong legal
framework” to govern the activities of intelligence agencies alongside oversight
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mechanisms. So unlawfulness is of the past and can have no place in the
present. It is therefore not surprising that “abuse” is not mentioned in this
debate. At this point, neither is “trust”. However, we suggest that a discourse of
trust comes to occupy the terrain of dispute over abuses of power.

In the few occasions that the term “trust” was mobilised in Parliament in
relation to the intelligence agencies, it was to reinforce a binary framing of
either being for or against the services: “The choice is clear: do we trust our
skilled professionals, or do we further disable them and let the terrorists
and those who seek to destroy our society wreak havoc in this world?”.>®
What is invoked here is an idea of personal trust, trust that is built based on
past experience and anticipation of future action. This is the trust that
emerges out of familiarity. In relation to the foreclosure and structuring of
debate around the new legislation, “trust” discourse was thus seen much
more in relation to the supposed trustworthiness of external experts and
civil society actors, related to their perceived independence, motivation,
and capacity to engage in “serious” discussions about legislating for bulk
surveillance.

The first effect of this invocation of trust was to foreclose debate. As with
the discussions around the formation of the Intelligence Security Committee
in Parliament in the 1990s, we once again see “trust” mobilised to structure
the cost of entry into the field of oversight and to demarcate what was ren-
dered as serious debate around mass surveillance. Here, certain frames of
questioning were de-legitimised by being assumed to come from actors who
were not sufficiently trustworthy. Unlike in the 1990s, when many accusa-
tions of (dis)trustful premises for action or ulterior motives were levelled at
MPs, this period saw a greater consensus in Parliament for the importance of
the work of the intelligence agencies and fewer possibilities for political
grandstanding.*

The implementation of a post-Snowden emergency, stop-gap legislation
aimed at allowing the security services to retain the powers of data collection
that they had been using — the so-called Data Retention and Investigatory
Powers Act 2014 (DRIPA) — saw David Anderson QC appointed to conduct
the review of investigatory powers. For some civil society actors, the ap-
pointment of Anderson was testimony to the foreclosure of some types of
debate:

The role of David Anderson was to get someone who is trusted to come
up with things that are going to be accepted. And he did a good job
because he had to come up with things that were going to be accepted.
But that still shows the power the security services were still wielding.
They were the ones that defined the parameters of what was going to be
acceptable.®®

Anderson himself acknowledges these constraints in his written reflections
on his role after the Snowden disclosures, “A common feature of those
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reviews is that they were commissioned as a way out of political conflict”.°'

Within this report, Anderson explicitly links (hypothetical) abuse with mis-
trust, framing not the mass surveillance per se, but the possibility of abuse of
this data as a reason for possible mistrust:

[Bulk powers] involve potential access by the state to the data of large
numbers of people whom there is not the slightest reason to suspect of
threatening national security or engaging in serious crime [...] any abuse of
those powers could thus have particularly wide ranging effects on the
innocent [...] even the perception that abuse is possible, and that it could
go undetected, can generate corrosive mistrust.®?

However, the question of abuse is pre-emptively eliminated by the invo-
cation of lawfulness and the personalisation of trust through the familiarity
of trustworthy individuals who either work for the agencies or hold the role
of overseers.

Parliamentarians also took care to formulate their interventions into
debates around these legislative struggles in language that did not connect
them to any “lobby groups”, which would de-legitimise their arguments.®?
This was the case in reports of the Intelligence Security Committee, the so-
called official overseers, but also the case with MPs involved in debates
around the Investigatory Powers Bill. Parliamentarians across all parties
trying to limit these data collection and retention powers spoke about
appearing more trustworthy and reputable to fellow parliamentarians if they
spoke from a position of being attuned to the needs of the security services
rather than presenting arguments put forward by civil society.

While these dynamics of foreclosure were visible to the NGOs involved in
these debates, the structural consensus around conceiving of the intelligence
agencies as working for the “common good”, which necessitated use of “bulk
powers”, allowed very little room for manoeuvre. One of our interlocutors
explained: “I think that in that sense, by us tagging along with [the framing of
the debate on investigatory powers] we all basically became part of the same
dynamic; the idea that [both civil society] and the security agencies okayed
this”.**

After the passing into law of the Investigatory Powers Act, the debate on
bulk data collection and retention became effectively “closed”. As one ex-
ternal expert noted at the time, “My reading of the IP Bill is that it will result
in, and perhaps intends, closing for ever the democratic debate about what
constitutes acceptable state surveillance”.®®> With the debate about the con-
tent of the bill effectively closed, discourses of trust became centred around
structures of safeguarding and oversight of the bulk powers, rather than
challenging the content of these powers in any meaningful way.

Another shift enabled by trust is that the actions of intelligence agencies
are rendered in the register of “error” rather than “abuse”. Dominic Grieve,
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former Chair of the ISC, shifts from the problematisation of misuse to that of
mistakes in the House of Commons:

Assurances are therefore needed that the extensive powers and capabilities
that they undoubtedly have are taken on trust in so far as any potential for
misuse is concerned. That is why the Intelligence and Security Committee
was set up and the various commissioners appointed. It is noteworthy that,
apart from a few exceptions based on mistake rather than on malicious
intent, all those bodies have consistently given the investigatory powers
used by the agencies a clean bill of health.®

The very existence of overseers becomes an indicator and guarantee of
trust. Therefore, any disclosures by whistleblowers become read as mistakes
or errors. Errors are contingent and the result of epistemic limitations so that
they can be corrected. Indeed, with the 2016 Investigatory Powers Act, and
despite these declarations of defeat from within UK civil society, the UK was
lauded by some observers as having adopted an exemplary approach to
intelligence oversight.®’ In justifying her support for the Investigatory Powers
Bill, one Conservative MP emphasises trust: “Trust is the golden thread
running through the viability of the new legislation. Some things necessarily
need to remain secret, but notwithstanding that need for secrecy, the public’s
trust, a sound legal basis and opportunity for impartial challenge are
important for ensuring long-term robustness”.®®

Following this legislation, all signals intelligence is overseen by one inde-
pendent national agency, the Investigatory Powers Commissioner’s Office
(IPCO), which was brought into being to replace a patchwork of commis-
sioners which were set out in various piecemeal previous legislations. As
IPCO oversees the use of investigatory powers, and not the practices of
intelligence agencies per se, they are thus responsible for overseeing more
than 600 public bodies, which in addition to the intelligence agencies, com-
prise also of police and law enforcement agencies, local authorities, prisons,
warrant granting departments, and others.®’

In coming back to what the language of “trust” permits and what it makes
unacceptable, what is interesting in the relations between the newly minted
oversight body, IPCO, and the agencies it oversees is precisely the consensual
and harmonious frames that are invoked from the outset of its conception. In
this vein, IPCO uses the discourse of compliance and scalability to speak
about their approach to oversight. Within this framework, external oversight
forms a consistent and commensurable “addition” to the internal compliance
checks already being carried out within the agency. The role of independent
oversight is therefore much more procedural and already aligned with the
common goal of following legal standards. Compliance teams within the
agencies are the first point of contact for IPCO inspectors, with the compli-
ance team organising the logistics of the inspection.”® As a former oversight
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professional explains, trust is integral to their interactions with the intelli-
gence agencies:

We took the strong view and I'm sure the commissioner would say, you
know, we trusted the compliance teams. You know, they didn’t ever do
anything to call into question their integrity and integrity as a core value
for public servants.”’

In this way, IPCO defines its oversight function in relation to the agencies
as one of mutual cross-fertilisation and enrichment for a common purpose,
underpinned by trust and understanding. A former commissioner described
how inspections of agencies would play out in day-to-day practice:

You wouldn’t go in and say, I'm here to test stuff. You would just go and
watch an operation. And you might spend a couple of days following
someone around or just seeing what’s going on. And that would give the
idea was that would give the inspectors a bit more knowledge of how the
institution works or that you wouldn’t otherwise you probably wouldn’t
see any failings ever in practice.’””

Inspections are said to take place in an “open” and “constructive” atmo-
sphere, with some of the most fruitful inspections being where an intelligence
officer, in narrating how a particular practice plays out, themselves exercise
reflexivity, and self-assessment within this encounter. Oversight translates in
this regard as inspiring a sort of awakening or epiphany amongst intelligence
officers; encouraging them to come around to normalising compliance and the
possibility to use less intrusive measures.

Thus, trust shapes relations between agencies and publics, oversight
institutions and publics as well as oversight institutions and the agencies
themselves. Yet, this expansion of trust to all relations means that inquiries
into abusive practices become unthinkable. At best, oversight can produce a
catalogue of errors to be corrected.

Conclusion: Abuse, trust, and democracy

This chapter has traced a shift from denunciations of abuse by intelligence
agencies towards the invocation of trust — with the equivalent bemoaning of
distrust — in the UK. By taking two historical moments when surveillance by
intelligence agencies has come to public knowledge through the actions of
whistleblowers, we have shown how abuse and trust enact different relations
between publics, civil society actors, oversight institutions, and intelligence
agencies.

By juxtaposing these historical moments of crisis and scandal in terms of
oversight of intelligence agencies in the UK, we could see the work that “trust”
discourses did in immediately foreclosing debate, rendering some forms of
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oversight actionable and others not. Domains of oversight which remained
outside of “trust” discourses, such as auditing of intelligence budgets, were
much more amenable to meaningful scrutiny and contestation. We have also
shown how “trust” displaces further contestation, immediately delimiting what
counts as “serious” engagement with the intelligence agencies to “trustworthy”
individuals. This shift towards the language of trust enacts intelligence agencies
as personalised trustworthy individuals who interact with other personalised
trustworthy individuals (MPs or other overseers). Moreover, trust as an
economiser of power and knowledge means that limited questions are asked
about the actions of intelligence agencies, their “doing” and limited knowledge
is expected. Thus, debates about trust are formulated in terms of secrecy and
transparency.

Unlike trust, abuse highlighted questions of the misuse of power given
stabilised hierarchies where those affected by intelligence actions have little or
any levers on these power relations. However, the discourse of abuse was also
limited by the framing of “unlawfulness”, so that other actions that might be
experienced as abuse by citizens and non-citizens were neither thinkable nor
acceptable as part of the debate. Framing “trust” and “abuse” through a
political-sociological lens reveals the many ways in which “trust” framings,
perhaps counterintuitively, facilitate impunity and allow the evasion of scrutiny
and accountability. Far from a virtuous policy goal, “increasing trust” in
intelligence agencies should be viewed with caution in terms of human rights
and democratic principles.

Unlike trust, we have seen that discourses of abuse underpin a different
mode of democratic oversight; one that enables a more profound mode of
challenge of human rights violations. However, from parliamentary and public
debates, “abuse” has been relegated to the legal sphere, while “trust” has
become an increasingly discursive currency of all interactions with intelligence
agencies. The reformulation of police abuse to encompass the perspectives of
those affected by intelligence actions and their experience of abusive practices
can offer a different sociological lens upon oversight and accountability.
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5  An analysis of post-Snowden civil
society accountability

Bernardino Leon-Reyes

Introduction

The 2013 Snowden disclosures exposed an extensive global surveillance pro-
gram by the United States’ National Security Agency (NSA), which involved
the collection of vast amounts of personal information from millions of in-
dividuals around the world. Despite the scale of the revelations and the outrage
they sparked among civil society groups and the public, the policy changes that
followed have been very limited, especially in comparison to the reforms that
followed the intelligence scandals of the 1970s. A puzzle that some have labeled
as “the Snowden Paradox”' which calls for explanation.

To that end, the purpose of this chapter is twofold: to describe the strat-
egies of these civil society groups and to understand why they failed to
achieve profound policy reforms. Drawing on in-depth ethnographic inter-
views (n = 48)* with not only journalists and activists but also policy makers,
former security agents, and whistleblowers involved in the Snowden dis-
closures, this chapter sketches out the different groups and strategies followed
within each of these two civil-society fields — journalism and activism — in the
United States and the United Kingdom, tracing the historical shifts that have
happened in both fields.

Furthermore, in line with the introduction to this volume, this chapter adopts
an approach based on International Political Sociology (IPS) to destabilize
traditional categories and classifications and to develop a more nuanced and
complex understandings of the international. Therefore, this chapter questions
methodological nationalism by tracing the “vernacularization” of the Snowden
scandal — demonstrating how it was at the same time a transnational phenom-
enon but also affected by national power struggles —, as well as it concludes

questioning the very category that it departs from: that of “civil society”.?

Journalism: Controlling or normalizing intelligence scandals?

“Good journalism should challenge people”. Carl Bernstein’s quote is perhaps
one of the best-remembered lines from the Watergate scandal. If we think
about non-institutional efforts to render intelligence abuses accountable, the
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image of the investigative journalist is perhaps the first image that comes to
mind. From the scandals that triggered the Church, Pike, and Rockefeller
committee, inaugurated by a 1974 investigation of the New York Times, to the
involvement of the Washington Post and the Guardian in helping Edward
Snowden in 2013, journalists have the capacity of pressuring public intelligence
officials to investigate abuses and, occasionally, to undertake reforms.

While the relevance of the media is mentioned en passant in several pub-
lications, there is a surprising gap in the literature on intelligence studies on
this topic. Only two publications delve in detail into the role of media in
intelligence oversight: Caparini’s book on the topic* and Hillebrand’s journal
article in Intelligence and National Security;> beyond this, most references to
the issue are oblique,® reflecting the lack of interest in civil society in the
discipline.” If we look at the discipline of International Relations more
broadly, we find recent publications on the matter, such as Ochoa et al.®
While these studies of the press are nuanced enough to avoid essentializing in
a normative way (i.e., reducing it to what it should be), they do fall short on
other ends. Particularly, they fail to grasp the differing logics within the field
of journalism, which have different resources at stake and dynamics.

If we want to answer rigorously to the question of “how do media render
accountable the actions of intelligence services”, we must be attentive to the
different sub-fields of journalism. In other words, what are the transforma-
tions, stakes, and struggles around resources in each of them. At the most
basic level, we should distinguish between at least three sub-fields of the
media: investigative journalism, general reporting, and opinion pieces. Even if
these three forms of journalism can be found together in the most influential
newspapers like the New York Times, the Washington Post, the Guardian, or
Le Monde, each of them has very different origins that can be traced through
sociogenesis.

Investigative journalism

The American investigative tradition spans back to the first decade of the
twentieth century, when so-called “muckrakers” became celebrities exposing
the crimes of magnates, politicians, and other actors of an incipient industrial
society.” While these early investigative journalists were initially able to
influence progressive reformers, their relevance declined from the 1920s. It
was not until the 1970s that the Pentagon Papers, Watergate, and other
scandals inaugurated a new “Golden Age” of investigative reporting.
Journalists were democratic heroes, portrayed by Hollywood stars. However,
with the optimism of the post-Cold War — which lowered political and eco-
nomic turmoil — the public had less appetite for this type of reporting. In
addition, since the expansion of internet advertisements, many local news-
papers (which did much of the investigative heavy-lifting of the country) had
to close down or slash their budgets, often closing their expensive investi-
gative teams.'® In addition, by the time Edward Snowden became concerned
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with the increasing capabilities of the NSA, hacktivist Julian Assange and his
team at WikiLeaks were attempting to reinvent journalism with what they
called “citizen journalism”: the practice of releasing thousands of documents
to the public, without curating, spinning, or pacing them in the fashion that
investigative reporters had done until then.

All this to say that it was not obvious, by any means, that Edward
Snowden would recur to four investigative reporters to help him blow the
whistle. One of the reasons he chose Glenn Greenwald was because he had
participated in online forums discussing US intelligence abuses for some
years,'! where Greenwald was regarded as someone hostile to the agencies
and the practice of refraining from holding back stories. Snowden trusted the
autonomy of Laura Poitras, Glenn Greenwald, Barton Gellman, and Ewen
MacAskill, which had broken important stories in the Guardian and the
Washington Post.'? However sclerotic investigative journalism had become,
Snowden had seen the way in which every US administration had delegitimized
previous whistleblowers, not only pressing charges under the Espionage Act of
1917 but also leaking personal details to make them look like a traitor.
Therefore, he required the prestige of these media outlets to legitimize the
authenticity and the relevance of those documents.

Unlike Julian Assange’s more radical positioning, Edward Snowden’s
habitus did not push him toward seeking to overthrow any system, but rather
to reform and protect the United States, the country to which he had pledged
allegiance as a former member of the military. For this reason and because of
his concerns about potentially inadvertently disclosing classified information
to US enemies, Snowden chose to carefully handle all documents and only
release them to journalist Glenn Greenwald. He also made a conscious
decision to avoid releasing documents that could put US personnel in danger.

Not only that: he trusted the capacity of these outlets to keep a story alive
for a sustained period of time. Investigative journalists tend to be experts in
building the agenda: setting the topics discussed in different media forms,
such as TV talks or op-eds, and pressuring policy makers to take action.'? In
comparison to citizen journalism, traditional investigative journalism such as
that of Poitras, Greenwald, Gellman, and MacAskill amplified the gravity of
the disclosures. An incredible amount of work is done behind the racks:
spinning the story in a specific way, controlling the timeframe to keep the
story alive as long as possible, and using informal networks of other jour-
nalists and politicians:

Glenn and Greenwald had been in Hong Kong for a few days. And as you
can imagine, like trying to consume U.S. News in Hong Kong, you
certainly can get a sense, but you can’t really get a sense of like the feel of
it. And so that was a big a big part of it. And, you know, I had to tell
Glenn “it’s great that you’re aggressively pushing to get all these stories
out, but you need to slow it down a little bit because we need to be able to
digest these stories and kind of figure out like, what is the strategy for!”.'*
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However, what are some of the challenges that investigative journalists are
facing today? Chief among them, there is what we could call a “selective
crackdown on leaking”: the fact that the administration does not prosecute the
frequent leaks spined by government officials but do so when whistleblowers
denounce wrongdoings.'® In every single interview among the dozen I had with
investigative reporters, they all described an increasing pressure from every
administration — local or national — to limit their capacity to report.'®

I was later part of a government leak investigation into [one] story and I
found it devastating because I hadn’t been briefed as a reporter beforehand
what the FBI could legally access. I didn’t know that they could just go
into my Gmail. I didn’t know how they got 40 days if my phone records. It
turns out, I mean, at least as far as I know, they did not disclose having
taken any of my emails and they’re supposed to disclose what they take.
But they interviewed anyone I spoke to in a 40 day period who had access
to classified information. I have one best friend who still won’t speak to
me. So, and it also had a very chilling effect on my future journalism
because I always wondered. You know, when I came out with a scoop, is
this going to end the career of the person or people that I interviewed?'’

This experience is the most extreme expression of the efforts by admin-
istrations to limit reporting on these issues. A 2014 PEN American Center
report on the chilling effects of these practices found that 28% of US jour-
nalists “had curtailed or avoided social media activities” on the topic of
national security, and 16% had “avoided writing or speaking about a par-
ticular topic”. In other words, the crackdown on whistleblowers is also an
attack of free press.

General news

The ways in which these investigations are covered in general reporting are
essential, as we do know that the wider public and policy makers are ex-
tremely influenced by them. As a former US Senate staffer recalled,

The first thing members of Congress do and of course I've worked for a
number of them is that they get the New York Times, they get The
Washington Post. Some of them were conservative ones, read The Wall
Street Journal. They read a couple of newspapers from their home state, and
that’s how they begin their day over a cup of coffee. And if there’s something
in the New York Times that said the CIA is kidnaping young girls and
taking into Afghanistan, well, that would get your attention.'®

For that reason, it is essential to understand how the wider media landscape
translates these investigations into their daily coverage. In a personal interview,
Barton Gellman, Washington Post journalist and Pulitzer award-winning for
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his role in the Snowden disclosures, shared his recollection of the media climate
after the story broke:

You had the problem of our competitors. And the competitors of The
Washington Post couldn’t match the story because you really needed to
have the documents and there was no path for that so that a limited
number of choices for how they could advance the story. One way to
advance the story is to find sources who will tell you very skeptical things
about the story and who will leak information about Snowden personally
or will claim that internal investigations are not finding evidence for
this [...] There are lots of ways that you can undermine this story because
you have cooperative sources in the government whose job is to dampen
the impact."”

Therefore, here we see two realities coming together to shape the way in
which the media covered the Snowden revelations. On the one hand, an
aggressive administration that, as we have seen, will not hesitate to heavily
persuade journalists to the point of intimidating them. On the other hand,
and perhaps more important, we start recognizing in this testimony the fact
that oftentimes media controversies are more shaped by previous cleavages
and enmities. As a former investigative reporter, turned scholar of jour-
nalism, Paul Lashmar explains in relation to the United Kingdom, where this
controversy was vernacularized:

So, when it comes to The Guardian, why did The Mail and other
newspapers attack it? Well, one of the one of the suppositions that can
be made, if you might read the editors of those newspapers minds, was that
they were getting their own back of the phone hacking because The
Guardian had led the attack on phone hacking by Nick Davis and had
caused huge, huge problems for News International, resulted in closure in
custody, probably millions, if not a billion pounds of damages through the
Murdoch empire. [...] And when The Guardian did that, it made some
very, very bad enemies. And I think that was part of the motivation on the
attacks on The Guardian.”

This maps really well with the recollections of a British senior activist, who
explained in these terms the struggles, the reaction of the media that did not
have the documents ranged from ignoring the topic to attacking the
Guardian for running it:

Who had the documents? The Guardian. No one else had documents. And
so he ran the story. The Guardian. Who else ran stories? Nobody. So, the
first huge dynamic in all of it was the this was the Guardian’s story. And
basically, nobody else touched it. So, stuff that was Earth shattering barely
got a mention everywhere else. And, in lots of ways, the press turned on
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The Guardian and said “you’re risking national security”. That was the
Daily Mail, the Sun, you know, really attacking.*!

A different senior activist involved in the same campaign recalled that

Prior to the Snowden incident in 2013, the media, including The Sun, were
fascinated by and wrote extensively about our work. However, when
Snowden happened, the media, including those who had previously
supported us, turned against us because The Guardian had the exclusive

story, and it was seen as an “American outing our our boys”.*?

Here, we can observe how the struggles in British media ended up with a
narrative of protecting and legitimizing GCHQ (“our boys”) in order to use it
as a weapon against the Guardian by its competitors, instead of the trend that
many activists feel they had been seeing before. In sum, while the constraints
that investigative journalists face usually have more to do with judiciary
pressures and efforts to delegitimize their sources, in the case of general re-
porting, the Snowden coverage suffered from journalists that recurred to
official statements and explanations that covered their knowledge gaps, and
from previous cleavages that were used by rivals to attack the Post in the
United States, and the Guardian in the United Kingdom.

Opinion pieces

As described by sociologist Robert Park almost a hundred years ago, when
we refer to the “power of the press” what we usually refer to is not that of the
reporter, but that of the editorial.>*> Newspaper opinion pieces are essential to
political reforms, since they

have the power to set the dominant political agenda, as elaborated over
weeks, months and years, in editorials, columns and other forms of pro-
active, opinionated journalism, amounting to extended narratives of
unity and division, success and failure, rise and fall. In this capacity the
institutions of the press take the lead in establishing the dominant
interpretative frameworks within which ongoing political events are
made sense of.**

In fact, the power of opinion pieces not only sets the agenda of elite policy
makers; we also have evidence about the fact that it influences the views of
readers.”® In terms of who makes up the writers of op-eds (contributions from
figures that are not affiliated to the newspaper), while these vary country to
country, in the Anglo-American world they are mostly elite pundits,®® rela-
tively close to government officials and business magnates. Since contributors
are not beat reporters, the resource at stake is different: mostly, influence.
This explains the interest and strategies of these authors, who in the cases of
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the United States and the United Kingdom worked to discredit Snowden
much more than other forms of journalism.

Take for instance the case of the New York Times: while its investigative
journalists covered the Snowden story in a rigorous way, not only amplifying
the Guardian or the Post’s documents but also digging out the technical
details, its pundits attacked Snowden. David Brooks, one of the New York
Times best-known commentators, assessed Snowden’s action in the following
way: “He betrayed honesty and integrity, the foundation of all cooperative
activity”, “He betrayed his friends”, “He betrayed his employers”, “He
betrayed the privacy of us all”, and “He betrayed the Constitution”.?” He went
as far as affirming that “He betrayed the cause of open government”.

Not only this: Brooks also described Snowden as someone who lived “a life
unshaped by the mediating institutions of ‘civil society’” which for him ex-
plained why he “unilaterally leak[ed] secret NSA documents, Snowden has
betrayed all of these things”.® As we have seen in this section, this descrip-
tion goes beyond opinion, as it is factually wrong.”® Snowden did not leak
those documents on the Internet without mediating institutions; he actually
claimed the tradition of resorting to traditional investigative journalists.

The case of the New York Times is interesting because it highlights the dif-
ferences between sub-fields of journalism, especially between investigative
journalists and opinion contributors. A revision of the most influential outlets
shows similar efforts of delegitimation: the Wall Street Journal *° Bloomberg,31
the New Yorker,32 Chicago Tribune,®® and CNN.** Even the Washington Post
published op-eds that watered down the relevance of their own investigation.*
Far from anecdotal, the academic literature shows that this was the dominant
trend in opinion pieces in both the United States and the United Kingdom:

In our newspaper sample, the most frequently expressed view was that
surveillance should be increased or is acceptable/necessary (present in 9%
of stories). Sources expressing this view suggested that surveillance is
crucial to national security, and particularly important to strengthen in the
light of terrorist threat. For example, Colonel Tim Collins (a former SAS
officer), justified practices of surveillance with reference to the threat from

“Islamic fundamentalists”.3¢

As they show, opinion sections in newspapers mainly worked as a vehicle
of surveillance normalization, which can be explained by the proximity of
pundits to the field of power.

The description of these different sub-fields of journalism illustrates the
reality of media oversight: this can range from revealing wrongdoings in the
case of investigative journalism, to the normalization of the practices revealed
like many op-eds. In between, normal reporting can set the agenda in a way
that pressures policy makers to act, or reproduce the arguments of the
agencies, a strategy that will be likely determined by the previous cleavages
in that particular media landscape, and the resources (i.e., a scoop) at their
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availability. Media, in sum, is not a single agent, but a complex network of
actors in constant relations of conflict or cooperation.

Activism

Mapping the structure and the recent transformations of the field of activism
is somehow a more complicated task, due to the difficulty to delineate its
limits. At least, it encompasses non-governmental organizations, unions,
churches, foundations, and translocal voluntary membership associations; in
other words, what usually comes to mind when we think of “civil society”.
However, if we want to understand this field at the time of the Snowden dis-
closures and the strategies it followed, it is essential to account for the radical
transformations it has suffered in the past decades: what sociologist Theda
Skocpol calls the “shift from membership to management”. As she argues, until
the 1960s members of associations “could strengthen their ties to friends,
neighbors, and family members in the local community and at the same express
values and an identity shared by large numbers of other people they never met
personally”.?” The backbone of activism was the involvement of everyday
members, whose identity and circles were shaped by their participations.

Since the development of what we could loosely refer to as neoliberalism,
these bonds broke, being replaced: “professionally run advocacy groups and
nonprofit institutions now dominate ‘civil society’, as people seek influence
and community through a very new mix of largely memberless voluntary
organizations”.*® Skocpol’s argument goes in line with Robert Putnam’s
essay Bowling Alone, which argues that social capital has been in the decline
in the past years with the loss of spaces of socialization® — something that can
also be observed in the “cartelization” of political parties*’ or the collapse of
trade unions*!. It is in this context, where anti-surveillance organizations look
more and more like interest groups than grassroot organizations, that
Snowden breaks.*> However, this does not entail that social capital has lost
importance in the field of activism. On the contrary, what we can observe is
a transformation of the structure of this capital which could be described as a
shift from large networks of grassroot organizations to more elite-bounded
groups. Here, what becomes essential to study is the interaction between the
two fields studied in this chapter (journalism and activism), and their em-
beddedness in the field of politics.

The importance of social capital is encapsulated in this interview with a chief
of communications of the Electronic Frontier Foundation, who had previously
worked as a senior staffer for a US senior politician in Washington D.C.:

It is all about building relationships. It’s being able to know the people
who are your key sources, or the reporters covering your beats and have a
familiar relationship with them as a reporter. I would call up elected
officials and their staffs sometimes just to, you know, make idle conversa-
tion. When I was just starting as a reporter in my first job, I was a city hall
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reporter. I'd go to city hall every day. I would listen to the planning
directors’ terrible jokes. It’s not a matter of being disingenuous. But you
have to be familiar if people are going to entrust you with information as a
journalist, right? You must be somebody that they know and trust. Emails,
texts, you know, phone calls, it’s just a constant touch, so that when I did
come asking for information, I was certainly not a stranger. I was
somebody that they felt they liked and respected.*’

It is important that this process is by no means recent. In the history of
anti-surveillance activism, groups like the ACLU spent an important amount
of time “carefully cultivating” political network in DC.** What is new is the
limited focus on smaller network strategies, which would stem on the shift of
focusing exclusively on strategic litigation. This shift is not a conscious
decision that activist organizations took at a certain moment of history;
rather, it is the consequence of the accumulation of decades of sociological
change, with factors as diverse as the use of television and the growth of the
Internet but also urban transformations such as the rise of suburbanization.*’
It is in this new context, where the decline of membership-based organiza-
tions, such as political parties, labor unions, and other civic groups, has
contributed to a shift toward a more managerial style of governance,*® where
anti-surveillance activist groups have to find new strategies (such as those
described above), and where essentially non-participatory organizations that
derive their influence in the symbolic power of their “technical knowledge”
find their moment to consolidate as extremely important actors.

NGOs: From campaigns to lobbying and strategic litigation

The decline of traditional membership-based organizations has had a pro-
found impact on the way that activist groups operate and the strategies they
choose to pursue. In the past, these organizations were often able to rely on
mass mobilization, such as protests and demonstrations, to exert pressure on
decision-makers and raise awareness about their causes. While there were
some grassroot mobilizations, they were not near the uproar of the late 1960s
and early 1970s, which created the political opportunity for anti-surveillance
organizations to advance their agenda. However, in the current context of
declining social capital and a shift toward a more managerial style of gov-
ernance, these tactics may be less available than they once were, as it is ex-
tremely hard to mobilize people when you only have subscribers.

As a result, activist groups have had to find new ways to make their voices
heard and achieve their goals. Some have turned to social media and other
online platforms to reach a wider audience and mobilize support for their
causes. Others have focused on more targeted advocacy efforts, working
behind the scenes to influence policy decisions and build coalitions with like-
minded organizations through strategies like open letters.*’ These strategies
of working with policy makers and pressuring them with letters might prove
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useful in certain issues, but national security and surveillance do not seem to
be one of them. As Patrick G. Eddington (former CIA whistleblower that
went through Congress to reveal internal wrongdoings) explained in a per-
sonal interview with me,

the ACLU and a few other large groups that took an extremely
conventional approach to dealing with these issues, which was to get
meetings with Hill staff, which was to write letters to committee members
and all the rest of that and try to get opportunities to testify and so on and
so forth. And the underlying assumption, of course, is if you go through
that exercise, that somehow, you’re going to get the outcome, that you’re
looking for something close to it. But when you ignore the fact that these
that these committees are basically organizationally captured, functionally
organizationally captured by the very agencies and departments that they
were supposed to be overseeing, then the entire premise that you’re
operating on is invalidated.*®

The story in the United Kingdom is similar. There, the most important
initiative that reacted to Snowden and the subsequent Investigatory Powers Act
was the “Don’t Spy on Us” coalition, which brought together organizations
such as Privacy International, Liberty, Big Brother Watch, or Reporters
Without Borders. However, the strategy was not one of protest and direct
confrontation: as in the US case, the repertoire of strategies ranged from lob-
bying MPs to open letters. When the coalition realized that neither the
Conservative government nor Labor, the opposition, would support these
proposed amendments, they recurred to a letter signed by over 200 senior
lawyers that opposed the piece of legislation.*’ The repertoire of these organi-
zations did not change in the sense of adopting these elite strategies, which were
indeed part of campaigns in the 1970s; they shifted in the sense of failing to build
grassroot protests and in the sense of building coalitions with other movements.

Furthermore, the other card that most post-Snowden anti-sruveillance
organization played was that of strategic litigation. The main reason behind
this was that with Snowden’s documents, these organizations had for the first
time in decades something they had craved for: evidence. As a former senior
manager in Privacy International who at the time was involved in these
struggles, “because of him, we were able to shift gears and get into litigation.
We finally had the data”.>® While they did strike significant victorious cases in
the United Kingdom (not so much in the United States), many activists felt
like it was not enough. The same senior manager told us that

Moving in to post Snowden litigation was the biggest mistake strategically
we could have made for continuing to bring the public with us.

This can probably be explained by, on top of the sociological changes that
led to a diminishment of social capital mentioned above, to a transformation



162  Bernardino Leon-Reyes

in the habitus of activists, as they have become less inclined to rely on tra-
ditional forms of mass mobilization. As one interviewee noted,

We very rarely have in-person protests because that is not who we are as a
group. We are primarily digital rights activists who are followed by others
who share our values. Additionally, the work we do is often specialized
and may not lend itself to protesting in a physical space.’!

In this sense, while the constraints and difficulty of mobilizing people for
an in-place protest are real, there is another layer of complexity derived from
this new activist habitus, more skeptical of even attempting it, together with
other factors such as the fact that today is harder to mobilize people and the
loss of activist culture. This habitus is also evident on the other side of the
Atlantic, where a former senior activist involved in the Don’t Spy on Us
coalition recalled:

The next thing says that they were all professional NGOs. None of those
groups were grassroots campaign protest groups. So, there was no discus-
sion about, you know, “should this be a different sort of movement?”. That’s
not what any of these organizations did All those organizations did is
policy campaigning mainly in parliament and press work, basically.
Those were their tools. So, it was already kind of narrowed set. So, there
wasn’t a huge debate around should we be using all these other methods?
It was these the tools that we use for all sorts of reasons. We will
deployed them as we do and everyone playing to their relative strengths
where they could.?

In other words, while constraints mentioned above exist, there is “a way of
doing things” that is internalized by professional activists that rule out, prima
facie, other forms of activism beyond those of lobbying.

All in all, the decline of traditional membership-based organizations has
left activist groups struggling to find effective ways to make their voices heard
and achieve their goals. Despite attempts to utilize social media and targeted
advocacy efforts, as well as resorting to strategic litigation using evidence
from sources like Edward Snowden, these tactics have proven largely futile in
bringing about any real change in the realm of national security and sur-
veillance. In fact, activist groups have faced significant challenges in mobi-
lizing mass support and in successfully influencing policy decisions through
methods such as open letters and lobbying. In desperation, some have even
returned to more traditional tactics like protests and demonstrations, but it
remains uncertain whether these strategies will be any more effective in the
current political climate. Overall, it seems that the decline of traditional
membership-based organizations has severely hampered the ability of activist
groups to make a meaningful impact on issues related to national security
and surveillance.
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The raise of the “think tank paradigm”

Concomitant to the shift from participative to managerial activism, another
player came to town in the business of pressuring for policy reforms: think
tanks. While the exact extent of their influence seems difficult to estimate,>
there is little doubt they have become important players in the policy process.
While the commonsensical narrative about these centers is that, in the United
States, they were co-constitutive of the conservative revolution of the 1980s
that culminated with the victory of Ronald Reagan, it was in fact a trend
inaugurated by the Carter administration. During his mandate, Democrats
increasingly replaced the reliance on grassroots movements toward that of
think tanks that embraced the principles of neoclassical economics (especially
in the cases of the Brookings Institution and the RAND Corporation), a
process that explains the shift in center-left parties from the principle of
equality to that of efficiency.>® What remains true of the usual narrative of
the emergence of think tanks is that in the 1970s an incipient conservative
revolution coupled with the involvement in politics of business multiplied the
budgets of conservative think tanks, whose capacity accounts for part of the
success in the expansion of those ideas among the Anglo-American policy
makers at both sides of the Atlantic. In this sense, the United Kingdom ex-
perienced too a similar process, with the Center for Policy Studies’ influence
over Margaret Thatcher’s policies and public discourses,” and a myriad of
think tanks in the raise of New Labor in the 1990s.>°

In a context where think tanks have an enormous influence not only over
policy makers but generally over the intellectual and political elite (i.e., jour-
nalists, pundits, businesspeople, and scholars), most of them served as a vehicle
of delegitimation of Edward Snowden. This influence can be explained by
their capacity to influence the opinion through the frequent publication of op-
eds opinions.’” Think tanks are not like universities or other kinds of research
centers; they obtain that influence through aggressive campaigns. As Berry
explains,

Virtually all think tanks employ media specialists whose job is to put
journalists in touch with the research staff and to gain publicity for studies
when they are published. The media staffers pitch stories to journalists
much the same way public relations specialists do, but think tanks have
considerably more credibility than public relations firms because their
raison d'etre is policy expertise. This credibility, along with aggressive
marketing, has given think tanks considerable success in gaining media
attention.”®

Think tanks can also wield significant influence through this social capital,
or the networks they build with journalists, policy makers, and interest groups.
These networks can be used to promote the ideas and research produced by the
think tank, giving them a platform to shape the public discourse on a particular
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issue. This was evident in the aftermath of the Snowden leaks, as think tanks
with strong connections to government agencies and policy makers were able
to get their perspectives on the controversy featured prominently in the media.

Waging this influence, most think tanks not only echoed the official “traitor”
attack (like the Brookings Institution®® did); the Rand Corporation®® went as
far as saying in 2013 that Snowden “got everything wrong” and in 2020 argued
against pardoning him on the basis that it would endanger official secrets. We
find similar arguments in the Council on Foreign Relations®' and in the Center
for Strategic and International Studies,** which insist not only on the “danger”
of the disclosures, but also accuse Snowden of endangering diplomacy or even
“escalating the cyber war with China”. Here, we find a trend that Denham and
Garnett already observed in many think tanks in the survey they conducted in
the late 1990s: think tanks “act as political shields, making the public more
willing to accept policies which might be badly received if they were first
mooted by a government spokesman”.®

This response from think tanks was not surprising, given that many of
these organizations have close ties to the government and receive funding
from government sources. This funding can create a bias in the research and
analysis produced by these think tanks, as they may be more likely to pro-
mote the interests of their funders.

In conclusion, think tanks have become influential players in the policy
process and public discourse on various issues. They have the ability to shape
public opinion through their media campaigns and connections with policy
makers, journalists, and interest groups. In the case of Edward Snowden and
the disclosures he made about government surveillance, think tanks played a
significant role in delegitimizing his actions and perpetuating the narrative that
he was a traitor. Many think tanks with connections to government agencies
and policy makers were able to get their perspectives featured prominently in
the media and influenced the public’s understanding of the controversy. More
so than most activist organizations.

Once our societies move in the direction of a more managerial civil society,
activist organizations have everything to lose vis-a-vis think tanks if they keep
playing exclusively by their rules. There are many parallelisms between the
strategies from the 1970s and the post-2013 repertoire but are lacking the
reality that offered the political opportunity for reformers: the grassroots,
radical protests surrounding these campaigns.®*

Conclusion

The purpose of this chapter was twofold: first, providing an ethnographic
description of the strategies of journalists and activists working on national
security in the United States and the United Kingdom after the Snowden
revelations. It has insisted on the importance of understanding the different
categories within each of these fields, as well as their incentives and habits.
Second, hinting at what can partially explain the failure to limit the capabilities
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of intelligence services on both sides of the Atlantic. For this, it has traced
historical shifts in the fields of journalism and activism, showing how their
capacity has been crippled by a myriad of factors, from a more aggressive
stance of administrations vis-a-vis whistleblowers to a political economy that
has deprived civil society of its traditional participatory facet.®> In this sense,
another transformation within the field of journalism that should be considered
is the diminishing of investigative team budgets.

While these explanations should be analyzed together with transforma-
tions of the political field, whereby professionals of politics have progressively
become disjointed from civil society, these historical shifts can explain to a
certain extent the “Snowden Paradox”.
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6 Transversal intelligence oversight
in the United States

Squaring the circle?

Arnaud Kurze

Introduction

Under the leadership of Robert Mueller, then director of the Federal Bureau
of Investigation (FBI), members of his agency were allegedly pulled from the
CIA blacksite interrogations in the aftermath of the 9/11 terrorist attacks
after reports of torture surfaced. Mueller publicly stressed having rung
internal alarm bells informing the Department of Justice (DOJ) when he was
questioned during a public hearing at the House of Representatives in rela-
tion to torture practices in 2008." More recent reporting, however, has cast
doubts on the cleanliness approach taken by the agency.” This example un-
derlines the intricate web of entangled cooperation between intelligence
agencies in the United States. It accentuates the extent to which mutual ac-
cusations of human rights violations lack oversight authority that can verify
these claims thus effectively hiding them from the public eye because of the
lack of access to intelligence information.

In this chapter, I explore the multifaceted US intelligence oversight issues
as part of a larger endeavor to understand the continuing leadership impunity
in liberal democracies against the backdrop of illegal practices, including
torture and breaches of privacy. In order to do so, it is fundamental to lay out
the concept of oversight in the historical and political context of the United
States, particularly congressional practices. In association with this, it is
helpful to inquire about the different roles and rules of stakeholders within
different institutional structures to better grasp the challenges in relation to
existing oversight mechanisms. I lay out a conceptual framework that un-
derscores the need for transversal analysis based on the multilayered stakes
and actors involved in the decision making process.

Relying on different empirical evidence, I illustrate that despite the intri-
cate institutional framework and unwritten rules and practices between
oversight advocates and the intelligence community, transversal legal ad-
vances in an increasing number of court cases prove potentially powerful to
fuel accountability and fight impunity. While the normative and legislative
changes for transnational change remain uncertain in the short term, they are
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nonetheless a formidable stepping stone in tandem with other, existing forces
at play, including external actors, such as the media.

To explore the intricate oversight issues with respect to intelligence in the
United States, the paper first lays out a framework of transversal oversight. It
then problematizes some basic concepts and offers a mapping of past con-
gressional oversight practices. In connection with this, I review challenges
faced by Congress and critically look at the institutions involved in oversight
as well as engaged stakeholders and their practices. Drawing from this initial
topographical mapping, I point to the transversal character of oversight
politics. I then employ a transversal oversight perspective to analyze a
number of empirical cases to further our understanding of actors, practices,
and norms of intelligence and security oversight.

Introducing transversal oversight and methodological considerations

Large parts of the social capital of Anglo Saxon intelligence studies have been
made up by scholars with close ties to the intelligence community,® forming
an almost symbiotic relationship. One of the principal challenges of such a
knit-tight collaborative approach is the limited disciplinary perspective that is
applied when scrutinizing intelligence practices and ultimately tackling
oversight issues on the ground. Yet other disciplinary approaches, including
anthropology, critical cultural theory, feminist theory, international political
sociology, or postmodern theory provide important insights that could fur-
ther our knowledge of intelligence studies. Such knowledge, such center
specifically, but not exclusively on questions such as: “(a) how intelligence is
used to insulate public officials from accountability and security institutions
from democratic control; (b) how national security decision-making becomes
centralized in the hands of elites at the expense of congressional and public
debate; (c) how intelligence activities interfere with legitimate democratic
processes; and (d) how the economic imperatives of intelligence contractors
distort public policy and shape understandings of security threats.”* As these
questions and above theories address broader issues of power, control, and
domination, they offer a formidable roadmap for advancing contemporary
theories in the field.

A transdisciplinary perspective underlying any scholarly efforts to produce
timely knowledge on transnational and global intelligence and security issues
is therefore fundamental.’ This undertaking requires an active engagement of
a multitude of approaches and voices from different academic disciplines.
Moreover, contemporary challenges require us to seek tools that are not only
reactionary to trends in the field but provide analytical depth to undo some of
the existing doxas by practitioners and scholars alike,® and to highlight the
multitude of layers, political, institutional, and relational that stakeholders
are confronted with.

To help capture these differences in terms of positioning, identity, and
values, I suggest drawing from a transversal perspective. While conventional
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research has struggled to overcome fragmentations due to the multiple levels
of analysis and efforts to differentiate the internal from the external, a
growing current of scholars has urged pushing beyond disciplinary bounda-
ries in favor of transdisciplinarity.” In this context, some have also argued to
go beyond traditional notions of transnational politics, which separate actors,
nation-states, and other institutions into fragmented categories. Instead, it is
more useful to abandon a transnational framework in favor of exploring and
underlining transversal practices in the field.

Such a conceptual shift helps better capture and understand the inter-
dependencies between different stakeholders. As Didier Bigo put it, the latter
“deploy and (re)construct chains of interdependencies and fields of power
by opening new connections — violent or not — or by trying to reinforce
boundaries, not necessarily territorially at the state borders, but through
management at a distance of suspicion and use of digital technologies.”® This
begs the question to what extent examining transversal lines of inquiry might
fuel new insights by resisting “entrenched categorisations” affirming “an
idealized and even nostalgic view of social and political orders?”® The answer
lies in thinking of these transversal lines “as fracturing the bureaucracies
themselves to find the set of dispositions of groups in relations, inside these
bureaucracies, which drive them toward solidarities at a distance and enmity
in proximity.”"°

Here it is helpful to recall the relation between individuals and large
groups, notably in disciplinary societies. Drawing on Gilles Deleuze’s notion
of “dividuum,” an individual does not form a bipolar pair vis-a-vis a group of
individuals or a mass."" According to Deleuze, “power individualizes and
masses together, that is, constitutes those over whom it exercises power into a
body.”'? In terms of intelligence services, this creates bodies molding “the
individuality of each member of that body.”"?

In juxtaposition to the the concept of dividuality, the notion of transversal
politics as conceptual and political differentiation is of use to capture the
concept of transversality laid out in this work.'* Leaders in social groups or
networks, for instance, do not necessarily represent their entire constituency
and do not always have to be an integral part of the community.'” This is not
only true at the grassroots level but also visible in international politics,
particularly with regard to diplomatic matters and actors. A dinner party, for
instance, hosted at an ambassador’s residence is generally considered an ideal
setup for diplomatic negotiations by diplomatic standards. “As transversal
actors, diplomatic partners are found to occupy a social realm, which straddles
both private and public spheres, and to have effects within this realm on state-
to-state politics.”"®

For the purposes of this piece, I build on this theoretical backbone to
elaborate on a selection of empirical illustrations to help us understand the
politics of oversight through a transversal lens. In order to do so, I rely on
qualitative methods based on content analysis.!” My empirical research draws
on three instances some of which are based on legal cases. The examples were
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selected to emphasize common challenges across cases and the transversal
characteristics of stakeholder practices in seeking intelligence access and
overview.'®

Navigating Pandora’s box of intelligence oversight

To grasp the multifaceted oversight issues with respect to US intelligence and
transnational practices, it is initially helpful to discuss some basic concepts
before providing an historical overview of the predominant oversight mech-
anisms carried out by Congress. Following this initial survey, I lay out some
of the congressional dilemmas and examine stakeholders, institutions, and
practices. By connecting the epistemological underpinnings of statecraft and
the political sociology of law, I highlight the transversal nature of oversight
politics. Based on this mapping, I lay out a theoretical foundation for a
transversal oversight perspective to help further our knowledge of challenges
associated with oversight practices and processes.

At the core of the problem lies the concept of state secrecy in democracies.
As the democratic process requires transparency and scrutiny in order to
account for abuses, the lack of publicity (legitimately) claimed by govern-
ments thus poses a dilemma that, according to Rahul Sagar, can only be
solved by “circumvention [sic] (commonly referred to as ‘leaking’).”'® This, in
turn, requires a significant reliance on “private institutions and personal
virtues.”?* While transparency can be blocked by secrecy, scrutiny is harder
to circumvent. Public scrutiny therefore is facing the veil of secrecy in the
name of the reason of state. My work will further scrutinize individual actions
with regard to intra- and inter-institutional dynamics between stakeholders,
notably members of the intelligence community and congressional re-
presentatives. Accountability and, respectively, impunity are consequently
deeply rooted in institutionalized practices that form the foundation for the
continuingly challenging idea of intelligence oversight.

Closely related to secrecy is the notion of intelligence as statecraft.
“Although intelligence may or may not be the world’s second oldest pro-
fession, it has long been a key instrument of national statecraft and even
survival.”?! Inevitably, tensions arise between basic democratic principles,
such as transparency and accountability, and the government’s claim to
withhold information often on the basis of national security. Here, one more
distinction proves helpful for our broader understanding of the key stakes at
hand. Traditionally, a state-centric definition of security refers to “the secu-
rity of the state, including matters of territorial integrity and control, political
autonomy, and absence of war, as well as the ability to counter suberversive
activities by foreign states or terrorists.”>> Whereas the definition of intelli-
gence has sparked much debate, according to Njord Wegge, three elements
are key: “the acquisition, or use of information for decisionmakers; a con-
nection to state security or state power; and assumptions or facts about the
behavior, beliefs, capabilities or intentions of the other.”??
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With these premises in mind, let us now turn to the principle of oversight in
the US context. While the term itself is very broad, it has nonetheless a
specific meaning worthwhile exploring historically and culturally. It is also
noteworthy that it does not specify the timeframe of when the control occurs,
including ex-ante (before), during, or ex-post (after) periods of when an
activity takes place. Neither does it distinguish between internal and external
control mechanisms. According to Marvin Ott,

oversight tends to pragmatically include both internal control conducted
by personnel from within the services (for example, in the U.S., the Office
of the Inspector General in the Central Intelligence Agency or the Federal
Bureau of Investigation), as well as systems where external bodies
scrutinize or inspect the services.**

For the purposes of our analysis, intelligence oversight includes all three
temporal possibilities but focuses on the external control function. They tend
to be independent from “both the executive branch and the services them-
selves in the daily work and line of reporting.”?

A mapping of US intelligence oversight

From a historical perspective, the development of US oversight practices falls
within four broad phases, dating back to the post-1945 period.”® In the
aftermath of World War II and the emerging Cold War the US Congress
created the Central Intelligence Agency (CIA), the successor of the Office of
Strategic Services (OSS), and the immediate question to be answered centered
around how Congress would oversee this newly created, secretive body?*’
The initial answer was “to vest the authority in subcommittees of the Armed
Services Committees of the House and Senate.””® Yet practice this setup
resulted in a very restricted oversight authority with minimal control. This
changed in the early 1970s with CIA covert operations, including supporting
the coup against the democratically elected socialist Salvador Allende gov-
ernment.” As a result, Congress established two investigatory committees in
the House and Senate, the Pike and Church committees, respectively, which
had broad authority to examine intelligence activities.*°

The revelations came shortly after the Watergate scandal, leading to the
resignation of President Richard Nixon and the ascension of Gerald Ford — the
only nominated, not elected, Vice President in US history — to the highest ex-
ecutive office. In a compromised position, President Ford could not afford to
appear weak, aggressively impeding the work of the Congressional committee
under the leadership of New York Representative, Otis Pike.?! The adminis-
tration ceased to supply documentation to the committee and Secretary of
State Henry Kissinger pushed for unconditional secrecy, leading newspaper
editorials, such as the New York Times, to compare the actions by the executive
branch to neo-Mccarthyist politics.>>
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Eventually, the findings of the published Church report helped create the
Senate Select Committee on Intelligence (SSCI) and the House Permanent
Select Committee on Intelligence (HPSCI) in 1976 and 1977. The next phase
consolidated the consumption of intelligence information by Congress,
leading to the committees’ jurisdiction over intelligence oversight by 1980.
More importantly, however, the relationship between the oversight com-
mittees and the intelligence community — notably what intelligence would be
provided and other basic ground rules — developed “through agreement and
practice rather than legislation and regulation.”** During the 1980s, generally
considered the third phase as well as the golden age, “a fair degree of mutual
trust and respect animated these institutional interactions.”** No serious leaks
emanated from the legislative branch, one of the major concerns of the intel-
ligence community and a relative nonpartisanship reigned during this period.
Interestingly, SSCI staff occupied a remarkable number of very senior intelli-
gence community positions, including the Director of Central Intelligence, the
CIA Inspector General, and the Deputy Assistant Secretary of Defense
(Intelligence), to name only a few. This, however, changed in the 1990s with an
increasing politicization of oversight practices and partisanship.>> The 9/11
attacks in 2001 and the subsequent invasions of Afghanistan and Iraq led to the
extraordinary renditions programs*® and torture practices, further underlining
the gaping lack of oversight practices.’” As a result, the Obama administration
switches from HUMANINT to SIGINT practices in the aftermath of the
torture scandals. The extraction of information is shifted from humans to the
computer and legitimizes the intelligence information gathering at a new level.

In 2013, an NSA contractor, Edward Snowden, leaked classified docu-
ments exposing the malpractice especially in view of his employer, adding to
the list of agencies in the crossfire. One could wonder to what extent some of
these issues also are home to the Defense Intelligence Agency (DIA), an
agency within the US Department of Defense, specializing in defense and
military intelligence. Yet due to the often classified nature of DIA’s work
publicly available document stress the effectiveness of internal oversight®
and issues reported to Congress have been limited to internal mismanagement
or fraud.” While the Snowden scandal forced the Obama administration to
take actions to address accountability and oversight issues with respect to the
NSA, these steps were taken against the backdrop of defending existing
mechanisms*® and the legality of the agency’s work.*! To counter this, the
administration sought to rely on the investigative work of the Privacy and
Civil Liberties Oversight Board (PCLO)*, an independent body inside the
executive branch. Yet skepticism arose not only because of the presidential
appointing mechanism, but also because it was little functional at the time of
the revelations.*

Cultural factors also play a role in how oversight is carried out. Referring
back to the revolving door effect between subcommittee members and
senior-level intelligence positions in the executive branch earlier, it is also
essential to point out the close ties between academe and the intelligence
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community. As certain scholars have underlined, “some of the leading fig-
ures in intelligence studies are former American intelligence officials and
that US intelligence agencies often rely on specialists from academe.”** In
fact, “US intelligence agencies actually seek the expertise and advice of
the academic community to enhance their analysis and to understand their
mistakes.”*® This is not only true for experts and specialists at higher edu-
cation establishments, but also research institutions, such as think tanks.*¢ It
is part of a privatization and outsourcing strategy that has linked intelligence
services with the private sector for quite some time now.*” The intelligence
service culture and question of outsourcing varies from country to country.

The 2022 war in Ukraine, for instance, sparked a public debate of
increasing Germany’s defense budget due to the imminent national security
threat. If this trend persists, it might ring in a new era in German defense and
foreign policy, generally referred to as “Zeitenwende (or turning point).”*®
This illustrates the conundrum associated with implementing intelligence
oversight, as intelligence services generally are reluctant to outside oversight
and compete against other services.*

The rule of law and congressional oversight dilemmas

The above observations call for further scrutiny of the legal mechanisms in
place to provide intelligence oversight in line with democratic principles,
including transparency and accountability. One may wonder whether the
relationship between Congress and the intelligence community should be
characterized as confrontation or collaboration?”® Often the issue is not
caused by a lack of allowing some form of control, but instead, it lies in the
lack of required expertise or technical knowledge to address the problem in
question. The Foreign Intelligence Service Act (FISA)’' Amendment of 2008,
for instance, highlights the “difficulties Congress faces when trying to modify
intelligence legislation. Members, for reasons of classification or technical
complexity, did not share a common understanding of the law, let alone how it
should be adjusted.”? This problem emerged much earlier. The need for deeper
knowledge and understanding of the subject matter can already be found in one
of the key 2004 recommendations by the 9/11 commission after the intelligence
failures in connection with the 9/11 terrorist attacks. The commission suggested
abolishing subcommittee members’ term limits to “build their expertise to
enhance their oversight abilities,” which Congress implemented in 2005.3
Review practices of the intelligence community are thus often relying on
administrative regulations that serve as a veil, obstructing transparency and
increased participation from lawmakers. The FISA Court (FISC), which was
established under the 1978 Act as a federal court, further accentuates this
dilemma. Its reliance on administrative rules to gauge the reasonableness of
Fourth Amendment decisions®* has led to calls for institutional reforms.
More precisely, by empowering, for instance, the PCLOB, rulemaking by the
intelligence community would become more transparent and participatory.>
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The unhinged administrative power of intelligence practices and the trust
from review mechanisms became particularly evident in the aftermath of the
Edward Snowden revelations. FISC became aware of the National Security
Agency (NSA) practices of upstream data collection®® that “wholly unrelated
communications involving US persons or persons inside the United States
were getting swept up in these multiple communications transactions as
well.”>” The court questioned the motives behind broad sweeping data col-
lection by the NSA, which led the latter to eventually revise some of its
procedures. Yet the incident also highlights the continuing risks of institu-
tional proximity among stakeholders and an ex-post review mechanism built
on insider understanding of administrative and institutional processes.
Intelligence, here in the form of collected data, becomes a form of knowledge
that is produced by the relevant agency, thus creating, according to some,
“knowledge regimes.””® While they continue to be shaken with leaks, affairs,
or scandals, these events do not fuel transformative changes or reforms. Quite
the contrary. Some have gone further, pointing to the impact of “non-
knowledge” in view of governing intelligence-related activities, such as border
control.”® More specifically, they point to the power constellations and
subjectivities emerging from the “unknowns” and the effects of authority-
driven errors on the fate of migrants. “Errors are part of processes of making
true and objective knowledge, even when they emerge out of subjective fail-
ures.”® These observations lead to the conclusion that the practices im-
plemented by intelligence services follow a regime of justification. Intelligence
services are in fact creating an amnesia of arbitrariness.

Furthermore, the House and Senate subcommittees’s oversight power limi-
tations are rooted in congressional practices of dividing the authorization and
appropriation authorities. In other words, appropriations for intelligence
activities are often integrated as a “classified section of the defense appropriation
bill, meaning that the real control over the intelligence lies with the defense
subcommittees of the House and Senate Appropriations Committees.”®" As
intelligence budgets are only a fraction of the defense budget, members of the
defense subcommittees generally give it very little attention due to other larger
defense spending concerns.®” More so, “the intelligence committees have ex-
clusive authorizing jurisdiction over only a small portion of the overall intelli-
gence community [...] and share authorization jurisdiction for the other
intelligence agencies with the relevant standing committees.”® Reflecting on
congressional jurisdiction regarding oversight matters begs the question of the
role played by the judiciary in this context.

Judicial oversight practices and challenges

While there is no stipulation in the US Constitution that prevents judicial
review of security matters of our nation, the courts have not expanded their
jurisdiction to the same extent as Congress has on these matters. Compared
to Congress, the judiciary has traditionally expressed more reluctance in the
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past to investigate breaches in regard to intelligence matters, as some have
found. Some have pinpointed the causes of judicial absence to the early (in)
famous 1803 ruling in Marbury v. Madison, which “allows the judiciary to
express no opinion on matters that it feels are better left to be worked out by
the other branches of government.”® Although this watershed moment ce-
mented the power of the judiciary with respect to the executive and legislative
branches in US history, it limited the scope of judicial review particularly in
the area of national security and intelligence. Courts have nonetheless
weighed in on a number of cases, including rulings on the rights for citizens
who were detained as enemy combatants or Fourth Amendment rulings
based on FISA.® From a legal perspective, rethinking judicial oversight,
however, remains problematic. The Constitution “does not expressly autho-
rize the judiciary to create investigative bodies or to review security politics
outside a trial.”® That said, development points to an urge of envisioning
new forms of review procedures that allow for a greater role of the judiciary
in these processes.®’

Interestingly, the origin of this reluctant behavior is not the notion of
secrecy, which would hamper any court’s ability to receive classified infor-
mation and therefore impede any proper functioning of the judicial process.®®
In part, because the Classified Information Procedure Act (2012) now facil-
itates court’s handling of classified information during public trials. Courts,
however, are politicized institutions, despite relentless efforts to showcase the
contrary. The FISC, mentioned above for instance, oversees requests for
surveillance warrants against foreign spies inside the United States by federal
law enforcement and intelligence services. Yet the bulk of its work could best
be described as judicial oversight on details and not on substantive matters.
The rejection rate of warrants in over three decades since its inception until
2012 including over 15,000 requests added up to merely a dozen of cases.®’

Aside from the FISC, US district courts, trial courts of the federal judi-
ciary, have also seized cases on intelligence matters, as long as they pertain to
questions of federal law or federal crimes. Unlike the Supreme Court, which
was established based on Article III of the US Constitution, district courts,
reminiscent of FISC, were mandated by Congress under the Judiciary Act of
1789. Rulings of district courts can be appealed at the US courts of appeals
that are in the same federal circuit as the ruling district court. A couple of
empirical examples will help illustrate the tensions and challenges emanating
from the work of the courts.

The Snowden case is telling in this context. In June 2013, US federal
prosecutors filed a criminal complaint with a court in the Eastern district in
Virginia, where Snowden’s former employer, Booz Hamilton is located,
shortly after the leaks were made public.”” Given that Snowden is currently
still residing in Russia (he was given permanent residency in 2020), he never
appeared in a courtroom. The 1917 Espionage Act, which served as basis for
the criminal complaint, does not address leaking and information sharing
based on not-for-profit driven motivations.”' Others have further investigated



182  Arnaud Kurze

the legal frameworks in view of public leaks of classified information and
pointed to loopholes and a remaining open question with regard to the First
Amendment Right by the media or press vis-a-vis state secrecy.’”

Yet another example of the judicial intricacies concerns the Syrian-
Canadian, Maher Arar, a dual citizenship holder. Confined in the US in 2002
after a trip to Tunisia on his way back to Canada, the US government did not
release him to Canada, but to Syria, where he was held and tortured for one
year. Canadian courts ruled on his behalf and the Harper government paid
over 8 million US dollars and formally apologized to Arar for the wrong-
doings.” The US Supreme Court, however, refused to hear the case in 2010.”*
Other filings brought by advocacy groups or human rights organizations to
plead cases of violations by the US government in terms of intelligence
matters include, for instance, Jewel v. NSA,”> but which was also dismissed
by the US Supreme Court in 2022.

These cases underscore the politicized and intricate challenges of the
judiciary with respect to intelligence issues on the ground. These limits of the
courts are further accentuated by the fact that the Executive branch has the
power to nominate federal judges, confirmed by the Senate. And conse-
quently, this raises a substantive question of judicial oversight on intelligence
matters. Given the focus on penal-related outcomes to condemn wrong-
doings, which then turns into a struggle over impunity, it dodges the fun-
damental question at the core of this chapter, namely, the independent,
adequate oversight of intelligence. Once again the basic framework and
institutional objectives are at odds with the practices addressed here.

Understanding intelligence stakeholders, institutions, and practices

The above observations invite us to further explore some of the concerns,
practices, and challenges faced by stakeholders in the field. It also provides an
excellent opportunity to reflect on conceptual advances in the field, notably
efforts to formulate an intelligence theory and assess the ramifications and
difficulties associated with it. A concern often raised within the intelligence
community that justifies their skepticism vis-a-vis lawmakers is the politics of
irrational intelligence oversight.”® According to research data, interviewed
members of the intelligence community see “parliamentary oversight com-
mittees as less reliable than appointed expert bodies in so far as being able
to keep matters secret and not utilizing classified information for political
gain.””’ From a policymaker perspective, there is an information disadvantage
between congressional committees and the executive branch in addition to
“Gerrymandered jurisdictional lines” committees have to maneuver and par-
tisanship issues.”® In the view of some, this leads to the question of efficiency in
terms of overview models, which could be described as “police patrols” versus
“fire alarms” oversight.”

The former relies on standing committee work, which, in a centralized and
direct manner, examines specific operations carried out by the executive branch.



Transversal intelligence oversight in the United States 183

The latter, in contrast, is decentralized and indirect. Monitoring thus occurs
through a set of rules and informal practices in which individuals and
interest groups report breaches or violations of the ground rules. The real
question here, however, is whether there is a debate about hierarchical
control. This is important because in a hierarchical structure inquiries and
investigations about violations, rule breaking, and abuse of intelligence
services are met with the obligation of the latter to answer. In the absence
of such a structure, the pressure to receive answers and exert control over
the intelligence services diminishes.

Despite Congress’ power of the purse to press for access to information in this
context, the Administration may use political leverage to foil any congressional
attempts to force oversight. Moreover, US intelligence services have been re-
ferred to as a “cottage industry,” in other words, a system of subcontracting
work due to its extended reach and hundreds of thousands of individuals who
work in the field.*” Consequently, as James Baker sharply notes, “the intelli-
gence community is vast and congressional staffs are small, no matter how ex-
perienced and professional they may be.”®! The human capital limitations and
the changing intelligence landscape urge us to rethink not only oversight
mechanisms themselves but also how we study, assess, and understand them.®?

The capability of oversight mechanisms, notably legislative frameworks, to
change and undergo appropriate reform in the event of substantial changes of
intelligence practices constitutes another key concern of decision makers in
democracies. The multilayered nature of review processes — including vertical,
horizontal, and a third (international) dimension®® — complicates timely
regulatory adjustments or legislative reforms. Yet the blurred lines and
transversal nature of individual relationships across different institutional
boundaries also allow for innovation to occur if the oversight reaches the
intelligence community as a whole rather than being fractured.®*

Consequently, if specialized oversight mechanisms or practices are in
place, there is still a need for communication and coordination between
various oversight types. This is crucial in terms of fueling effective national
and transnational oversight. Fractured and specialized forms of oversight too
often get drowned in details and the big picture of an issue or wrongdoing is
lacking. As an example, if there is an issue involving multiple intelligence
services, but only one of the services is investigated, the full extent of the story
is difficult to fathom. In addition, it downplays struggles and tensions
between services that may exist.

One of the positive effects based on increasing leaks, litigation, and a
growing volume of domestic laws and regulations is “peer constraints,” which
could best be described as oversight-fueling effects by the intelligence com-
munity of another country, and more rights-protective intelligence prac-
tices.® In this context, foreign intelligence in the digital age and across
cyberspace has increasingly gained traction and scholarly attention.®®

One may rightly wonder where all this leaves us with efforts to craft a
broader intelligence theory? The emerging field was quickly dominated by US



184 Arnaud Kurze

intelligence studies, as scholars gathered at the International Studies
Association (ISA) meeting in Montreal in 2004 and subsequently, in a 2005
workshop organized by the global nonprofit think tank RAND Corporation
to define intelligence more precisely.®’ Yet researchers and scholars from
other disciplines and world regions also dedicated time and resources to these
questions already prior to these gatherings, including advocates of interna-
tional political sociology. A few key takeaways are noteworthy here. They
include the need to continue defining intelligence in the light of changing
information collection, national and global threats, and security concerns.
In addition, instead of conceptually focusing on organizations, actors, and
institutions, the process character of intelligence is essential to capture
changing conditions, contexts, and relational dynamics between stakeholders,
as well as scrutinize alternative, non-state actors more accurately in the field
given their increasing roles.®®

The Pegasus scandal is an excellent case in point. It involved an Israeli
cyber-arms company, NSO Group, and its mobile phone spyware of the same
name, developed, according to the firm, for criminal and national security
investigations only. Yet human rights activists and media disclosed that it was
used not only to spy on dissidents in autocratic regimes with the knowledge of
the Israeli governrnent,89 but also to surveil citizens in democratic nations,
including Europe.”® Now, I will explore and scrutinize more recent intelli-
gence oversight practices in the United States and beyond.”’

Contemporary intelligence oversight struggles in the US context

As laid out earlier, US oversight efforts face three principle challenges, which
I explore with empirical samples below. First, the transversal positioning of
stakeholders involved in intelligence matters is a double-edged sword. While
it carries the potential for review and whistleblowing, more often compliance
with internal rules and practices diminish the oversight capacity. In associ-
ation with the first issue are institutional prerogatives and practices, shielding
responsible individuals from accountability requests. Last, hurdles are also
rooted in the legal dimension of fueling oversight that entails accountability
and an end of impunity. Addressing these challenges across the selected cases
will help us better understand the complex issues and point to potential silver
linings on these issues. Listing the present oversight mechanisms across some
of the main intelligence services in the United States in the form of a table
below, I hope to provide an overview of current oversight struggles and
underline services that have received less attention in the media.

Overall, each one of the larger intelligence services (there is a total of
18 services)’® has their own internal inspector general (IG) who carries out
investigations and audits on the intelligence activities under their purview.
The IGs’s responsibilities have been codified in the Inspector General Act
(1978) and have been amended over time.”> The most important reforms
include, for instance, the creation of the Council of Inspector Generals on
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Integrity and Efficiency (CIGIE) (2008), which represents the unified council
of all statutory IGs. In addition, the Inspector General Empowerment Act of
2016 ensures that “IGs are entitled to full and prompt access to agency
records, thereby eliminating any doubt about whether agencies are legally
authorized to disclose potentially sensitive information to 1Gs.”** While these
reforms showcase an Executive branch-driven effort to underline oversight
efforts in light of a history of breaches and violations by the intelligence
services, it is essential to underscore that the IGs remain presidentially ap-
pointed and Senate confirmed. This posed an issue recently under the Trump
administration, when the President removed the federal government’s
internal watchdogs in 2016.°> In light of these developments, Congress
introduced a bill in March 2021 to limit the presidential powers of removing
an IG (Table 6.1).¢

These internal oversight mechanisms, however, have rightfully raised the
question of “who watches the watchmen,” which was also the title of an
expert panel organized at the Wilson Center in the aftermath of the
2016 scandal.”® In this context, it is worth noting that the 2014 Defense
Intelligence Agency (DIA) sparked some media attention when the
Pentagon scaled back “its plans to assemble an overseas spy service that
could have rivaled the CIA in size,” after lawmakers raised concerns about
its goals and the price tag.”” It further demonstrates the intra-intelligence
services’ struggle and competition over service-specific prerogatives and
responsibilities in times when foreign policy matters encompass a plethora
of challenges and risks.

From an oversight perspective, this begs the question as to what extent the
DIA might also have been implicated in breaches and violations that have not
garnered sufficient attention from the public eye. The Department of Defense
drone strikes killing innocent civilians in Afghanistan in August 2021, which
were revealed by the New York Times after a Freedom of Information Act
lawsuit. Despite public scrutiny, steps by the US government to remedy the
wrongdoing and establish procedures to account for the harm inflicted
remain incomplete.'® Let us here turn to a selection of various cases that
further illustrate the oversight struggles.

Table 6.1 List of Major US Intelligence Services with International Scope and
Oversight Mechanism®’

Intelligence Service Internal Oversight Other
Mechanism Oversight
National Security Agency (NSA) NSA Office of the IG Congress and
Judiciary
Central Intelligence Agency (CIA) CIA Office Office of the IG Congress
Federal Bureau of Investigation (FBI) DOJ Office of the IG Congress

Defense Intelligence Agency (DIA) DIA Office of the IG Congress
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The case of Abu Zubaydah and other Guantanamo detainees

Initially, we turn to the case of Abu Zubaydah, a Saudi Arabian national (also
known as Zayn al-Abidin Muhammad Husayn), who is currently held by the
United States in the Guantanamo Bay detention camp in Cuba. He was cap-
tured in Pakistan about 6 months after the 9/11 attacks and held in various CIA
blacksites and part of the rendition program.'®" After the media pointed to the
unlawful practices by the US intelligence services, the government transferred
him, and other individuals held in custody since their capture, to Guantanamo
Bay in 2005.'% The long and unsuccessful legal battle, described by one of his
defense lawyers, sheds light on the human tragedy.'® The March 2022 opinion
by the US Supreme Court'® upholds the government’s state-secrets doctrine
and thus protects disclosure of any blacksite locations.'? Yet the latter has also
opened up avenues of legal probing, exploring alternatives to seek account-
ability and more so, engage in access to intelligence classified information to
break the state secrecy veil. In October 2021, for instance, a US federal court
passed a verdict on a different case, an Afghan detainee at Guantanamo,
captured in 2007, ruling his detention unlawful. However, the “court does not
have the authority to dictate how the government should comply,” on the
constitutional basis of separation of power. The release date of the prisoner is
pending therefore caught in a slowly grinding bureaucratic process.'

A number of other court cases in jurisdictions outside the United States help
us scope the power of normative transversal struggles. The European Court of
Human Rights (ECHR), for instance, ruled on the Zubaydah case in a number
of instances, condemning US military practices, CIA interrogation techniques
and holding European governments accountable for assisting the US govern-
ment in their efforts of illegal mistreatment.'®” The court established the legal
liability of European governments, including Lithuania, Romania, and Poland.
While the latter paid compensation to the victims, it has not fully complied in
terms of investigatory requirements.'®® In addition, the court’s jurisdiction
precluded any liability of US government officials. This is nonetheless impor-
tant as it constitutes the foundation and paves the road for any further inquiries
into government impunity in view of breaches and violations.

Paradoxically, at the center of the debate in the United States case was not
declassified intelligence information with incriminating evidence of torture
practices of the claimant. Instead, the US Supreme Court’s decision on the
Zubaydah case in early March 2022 focused on the notion of state secrecy
and the notion of trust. Justices, including Elena Kagan and Neil Gorsuch,
insisted on the importance of secrecy in intelligence cooperation between the
US government and foreign states.'” Despite the constitutional victory for
agencies, like the CIA, the broader impact of increasing case law against
withholding intelligence information is affecting legal standards and judicial
perceptions on who bears the responsibility under which jurisdiction.
References of legal precedents, such as Supreme Court Justices did in their
opinions with sentences of the ECHR solidify this emerging trend.
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In this context, it is also important to elaborate on the transversal legal
effects of the Zubaydah case in the United Kingdom (UK). A UK appeals
court ruled that British intelligence agents who collaborated in the rendition
program in some of the various locations''® ought to be held accountable not
as originally determined under the legal system in the location where the
mistreatment occurred, but rather under English law.''" Unlike some of the
findings in a 2014 US Senate report stating that these secret locations are
abroad and outside the US legal system,''? the UK judge is creating a legal
case for holding British intelligence and security (MI5 and MI16) accountable
for “torts of misfeasance in public office.”''® Interestingly, Zubaydah’s
lawyer does not accuse the services directly, but allege

that the UK intelligence services sent numerous questions to the CIA, to be
used in interrogations of him for the purpose of attempting to elicit
information of interest to them and without seeking any assurances that he
would not be tortured or mistreated or taking steps to discourage or
prevent such treatment.''

It remains to be seen to what extent this legal precedent further prepares
the ground for other cases against not only UK cases, but reverberates across
Europe and countries in which the rendition took place and eventually all the
way back to the United States, where the nation’s highest court has dealt a
victory to the country’s security services and confirmed the right to withhold
information based on secrecy. Yet in some cases, as we will further examine
below, while legal stipulations are at times in favor of information sharing,
practices on the ground make the application of the law challenging.

Mueller report as an example of failed intelligence sharing despite the law

Here, we turn the attention to the lack of intelligence sharing against the
backdrop of the release of a report written by special counsel Robert Mueller
(mentioned in the introduction), a lawyer and government official who served
as the sixth director of the FBI from 2001 to 2013. The report was the result
of a bipartisan investigation with regard to Russian interference in the 2016
US presidential elections.''> In sum, Mueller’s task was to examine allega-
tions of conspiracy or coordination between Donald Trump’s presidential
campaign and Russia, and allegations of obstruction of justice. Mueller sub-
mitted the report to the DOJ, headed by Attorney General William Bar at the
time, in March 2019 and roughly a month later, the DOJ released a redacted
version of the 700-page report.''® The redactions were justified by Barr ac-
cording to four categories, including grand jury materials, harm to ongoing
criminal matters, personal privacy, and investigative techniques or other secret
sources and methods of US government information collection.!'” In the weeks
following the redacted release, President Trump made use of a temporary
“protective assertion” of executive order to prevent the full report from being
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shared with Congress. President Trump eventually won the legal battle when
the Supreme Court upheld it with a decision in late May 2020.''8

This episode is particularly revealing for two reasons. First, directly related
to the court decision, it highlights the raison d’étre of Barr’s strategic objec-
tives heading the DOJ, to further carve out executive powers, here through an
executive privilege pretext through legal precedent.'' This outcome does not
bode well for advances with regard to intelligence oversight. But the incident
also underlines the importance of using existing rules and norms against es-
tablished practices, particularly if they are pushed by key stakeholders, such
as the President or Attorney General. In fact, lawmakers missed a crucial
opportunity, particularly the House Intelligence Committee — the Senate
Intelligence Committee due to partisan reasons would have failed for political
reasons'?’ — to demand the full unredacted report to be shared with Congress.
According to former general counsel of the Senate Intelligence Committee,
Vicki Divoll, who served from 2001 to 2003,

Federal law requires that the attorney general provide to the director of
national intelligence any foreign intelligence information collected during
a criminal investigation. Then the director must by law provide it to the
intelligence committees of Congress — either by sending a notification or
acting in response to a request from the committees. The director has an
obligation to inform policymakers, including Congress, of intelligence
assessments so that they can take steps to protect the American people.'!
Ironically, it would have used the legal tools crafted under the Patriot Act'*
and made use of the national security doctrine to share foreign intelligence
acquired in a criminal investigation.'*® Even if some of the information may
have not fallen directly under these stipulations, it must still be “handed over if
the intelligence committees ask for it.”'** Hence, if the Director of National
Intelligence did not share the information, the committees could have de-
manded it. Further research in the future could certainly help shed more light
on why this opportunity was not seized by the stakeholders but the professional
climate and work culture described in the first part of this work point to
obstacles and hurdles that are embedded in the practices of the institutional
hallways in Washington DC. Yet the power of the law, and paradoxically here
under the veil of national security, could have helped intelligence oversight to
prevail. As Divoll put it: “No court has ever ruled that the executive can
withhold such information from Congress.”'?

Here it is important to recall the distinction between the role of judicial
control and oversight. It would be interesting to further examine the impact of
court rulings in terms of US oversight practices that go beyond the national
realm, spanning to transnational collaborations, such as Five Eyes, an intelli-
gence alliance comprising Australia, Canada, New Zealand, the UK, and the
United States. The alliance’s internal oversight structure, however, is little
transparent and sheltered from public scrutiny.'?® Creating transnational
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control mechanisms is the more challenging in the US context as any inter-
national treaty requires ratification by Congress, whereas in the context of the
European Union, international treaties are above member states’ constitutions
and require changes to the latter if stipulated by an agreement or treaty. As a
result, case law by the European Court of Justice illustrates the impact of
judici211127decisions in fueling debates and practices on oversight in member
states.

Concluding remarks and road ahead

In this chapter, I sought to capture the multifaceted oversight issues with
respect to intelligence in the United States and to some extent a few trans-
national ramifications. For this, I first problematized some basic concepts
and provided an historical overview of the predominant oversight mecha-
nisms carried out by Congress. Following this initial survey, I scrutinized
some of the congressional dilemmas and examined stakeholders, institutions,
and practices. By connecting the epistemological underpinnings of statecraft
and the political sociology of law, I emphasized the transversal nature of
oversight politics. Based on this mapping, I then employed this transversal
oversight perspective on empirical cases to further our understanding of ac-
tors, practices, and norms of intelligence and security oversight.

The empirical evidence analyzed above illustrated that despite the intricate
institutional framework and unwritten rules and practices between advocates
for oversight and the intelligence community, transversal legal advances in an
increasing number of court cases prove potentially powerful to fuel
accountability and fight impunity. While the normative and Ilegislative
changes for transnational change remain uncertain in the short term, they are
nonetheless a formidable stepping stone in tandem with other, existing forces
at play, including external actors, such as the media. The interdependencies
between different stakeholders deserve further scholarly attention relying on
transversal lines of inquiry. Hence, it remains to be seen if the role of
investigative journalists in uncovering state secret-related scandals might be
an endangered species in the age of the internet.!*

Instead, the boundaries of the field of intelligence oversight are in constant
flux and call for efforts to redefine it. As stakeholders explore the liminal space
at the intersection of organizational boundaries and professional practices,
members of intelligence services and stakeholders pushing for enhanced over-
sight procedures and systems do so transversally and often operate “in between
spaces.”'? In this context, informal institutions may serve as important focal
points for synergies between different actors. Yet contemporary trend shifts in
the intelligence community that strengthen a market-driven rationale in intel-
ligence collection and sharing are problematic. Further streamlining these
processes with a business analytics-oriented approach, only bolsters already
existing public—private partnerships of intelligence services and private-
sector partners, usually contractors.'*® Moreover, it provides members of the
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intelligence services with an enhanced sense of powerful ownership of the data
vis-a-vis their client(s), usually governments. Such dramatic change in corpo-
rate governance and harnessing private-sector tools to extend the reach,
ownership, and accountability mechanisms in the hands of the intelligence
community and corporate leadership is worrisome in view of the integration of
democratic and independent oversight stakeholders.

Finally, the challenges associated with accessibility of intelligence doc-
umentation can be in part circumvented by accessing and interpreting
public documents, including different government bodies and agencies.'*!
Other related research can also be helpful in this context.'*? And further
legal case studies, such as questions of surveillance against the backdrop of
FISA and FISC, deserve continued attention. Future observations will tell
whether the interplay of law, congressional realpolitik, and practices on the
ground will help forge stronger oversight ties and shift the professional
work culture.
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7 The anatomy of political impunity
in New Zealand

Damien Rogers

Introduction

Two intelligence and security agencies foster a cadre of New Zealand intel-
ligence professionals and, together, currently employ about 800 people. The
Government Communications Security Bureau (GCSB), which specialises in
signals intelligence and delivers information assurance and cybersecurity
services, was formally established in 1977, though New Zealand’s SIGINT
capabilities existed since the Second World War and were initially managed
within the Defence establishment.! Specialising in human intelligence and
delivering protective security services, the New Zealand Security Intelligence
Service (NZSIS) was established in 1956, though New Zealand’s HUMINT
capabilities had previously been part of the Special Branch of the New
Zealand Police.> New Zealand intelligence professionals became foundational
members of a transnational guild, which coheres around the National
Security Agency (NSA) of the United States and its global surveillance net-
work, upon joining the UKUSA Agreement in 1956.> Despite their position
at the centre of different national bureaucracies, this politico-social group is a
transnational guild in the sense that it comprises “actors whose struggles and
solidarity at a distance are connected with a profession and, inside this
profession, with a specific craft explaining the common dispositions between
individuals who are very distant from each other.”* The bonds of member-
ship to this guild are forged not only through the regular exchange of
information and the sharing of surveillance technologies and technical ex-
pertise, but also through staff exchanges, secondments, and the creation of
liaison positions within foreign agencies, all of which create an esprit de corps,
shared goals and a common worldview. As these transnational bonds
strengthen over time, the liminality of New Zealand intelligence professionals
might mean they have more in common with their foreign counterparts than
with many members of the public they serve.’

The laws specifically concerning New Zealand intelligence and security
agencies have evolved since they were first passed in 1969 but continue to
facilitate New Zealand’s ongoing engagement with this transnational guild.
Because New Zealand’s obligations under the UKUSA Agreement were kept
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secret from the public and most parliamentarians, the NZSIS Act 1969 only
states that in performing its functions the NZSIS “contributes to the par-
ticipation of New Zealand in the maintenance of international security,”® and
the GCSB Act 2003 only states that one of the Bureau’s objectives is to
provide “foreign intelligence to meet the international obligations and com-
mitments of the Government of New Zealand.”” The Intelligence and
Security Act 2017 leaves open the possibility of sharing intelligence with
international partners through the objective of contributing to “the interna-
tional relations and well-being of New Zealand.”® These international part-
nerships are anchored in the GCSB’s obligations under the UKUSA
Agreement, but also include so-called third-party agreements, such as
SIGINT Seniors Pacific and SIGINT Seniors Europe,” though the 2017 Act
explicitly requires ministerial approval before any more such agreements can
be joined. Generally speaking, New Zealand law is highly permissive when it
comes to authorising New Zealand intelligence activities and sections 110 and
111 of the Intelligence and Security Act 2017 provide immunity to the
Director-General of an intelligence and security agency, and any employee of
those agencies, from criminal liability for any act done in good faith to obtain
an intelligence warrant or for carrying out any authorised activity, respec-
tively. Lawful limits of these activities are enacted by the New Zealand
Government’s obligations under international human rights law, but inter-
national humanitarian law, international criminal law, or public international
law concerning the use of armed force in international affairs are not men-
tioned in the Act.

Democratic control over New Zealand intelligence activities is exercised
through ministerial responsibilities which form part of the public account-
ability arrangements that are the cornerstone of New Zealand’s Westminster-
styled system of cabinet government,'® as well as through three inquisitorial
oversight measures: the parliamentary Intelligence and Security Committee
(ISC) that scrutinises the policies, administration, and expenditure of the
GCSB and the NZSIS;'! periodic statutory reviews undertaken to assure
parliamentarians the legislative frameworks that enable and constrain activ-
ities undertaken by New Zealand intelligence professionals are fit for pur-
pose;'? and the Inspector-General of Intelligence and Security (IGIS) who
offers assurance to parliamentarians that the intelligence professionals
working at the GCSB and the NZSIS act lawfully and, following an
amendment in 2013, with propriety.'* These ministerial responsibilities and
oversight measures have occasionally been augmented by ad-hoc inquisitorial
reviews.'* While parliament acts here as a kind of proxy for the watchful gaze
of the body politic, the agencies make unclassified versions of their annual
reports available to the public, and the ISC, statutory reviewers, and the IGIS
have followed suit in an ongoing effort to provide a greater degree of trans-
parency around non-secret intelligence matters. However, far from restricting
the engagement of New Zealand intelligence professionals with the trans-
national guild, this chapter argues that these controls provide the politico-legal



The anatomy of political impunity in New Zealand 205

conditions required for those professionals to maintain and develop their
membership of that guild. Put simply, intelligence professionals need not
navigate legal constraints imposed by oversight measures because these mea-
sures are designed to facilitate an increasing interdependence among their
disciplinary counterparts located in the bureaucracies of other states.

A by-product of widespread methodological nationalism and an unwavering
ontological commitment to the state as the primary entity of contemporary
world affairs, the academic literature on the GCSB and the NZSIS gives focus
to the establishment and development of the agencies,'® their external rela-
tions,'¢ related legislative reform,'” and governance arrangements.'® However,
scholars have not yet offered a detailed examination of the role played by
professionals of politics in enabling and constraining New Zealand intelligence
activities.'® This is somewhat surprising because ministers, as elected re-
presentatives of the public, are ultimately responsible for maintaining state
sovereignty, ensuring the integrity of democratic institutions, and protecting
the population from harms associated with various types of political violence.
They are the national authorising agents allowing New Zealand intelligence
professionals to operate within a transnational field of surveillance and intel-
ligence populated not only by their counterparts from western democracies, but
also their adversaries from Russia, China, and a host of non-democratic
regimes.”” This chapter aims to help remedy that deficiency while adding a too-
often neglected case study to the intelligence studies literature concerned with
the control of intelligence activities within western liberal democracies: spe-
cifically Australia, Canada, and the United Kingdom as well as the United
States; but others t00.2! The ensuing examination of this case shows how, and
explains why, public accountability arrangements and oversight measures are
designed and reformed in ways that allow for, and legitimise, secret violence
undertaken on behalf of governments and, more significantly, their foreign
partners, thereby augmenting the criminal immunity enjoyed by intelligence
professionals when they support that secret use of violence. This matters
because “[t]he intensity and visibility of violence may seem to decrease in open
conflicts, but as soon as the changes of forms of violence are taken into con-
sideration, as well as the size of their targets and the implications for everyone,
it is clear that violence performed by secret services in less visible ways than
before continues and extends, nevertheless.”*? Drawing on Pierre Bourdieu’s
concept of the field to explain why political impunity was created and is
seemingly strengthened at every opportunity, the case analysis that follows
should be of interest not so much for what it shows about how a small state
deals with far more powerful states within an alliance framework, but more for
what it reveals about professionals of politics who, struggling within their
national field of power over the right to rule their realm through legislative and
executive power, position themselves in relation to those New Zealand intel-
ligence professionals who belong to that transnational guild.

The chapter is structured in three sections. The first section demonstrates
how successive scandals embroiling intelligence professionals have been
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seized upon as opportunities to remediate democratic controls over New
Zealand intelligence activities while shielding responsible ministers from any
blame. The second section shows that inquisitorial oversight measures con-
stitute important politico-legal conditions that facilitate New Zealand intel-
ligence professionals’ ongoing engagement with the transnational guild and,
by extension, legitimise their complicity with various forms of state violence.
The final section explains how cultivating an uninformed citizenry under-
mines the public’s ability to hold responsible ministers to account and
functions as a guarantor of political impunity.

Intelligence scandal as political opportunity

While several controversies feature in the history of New Zealand’s intelli-
gence and security agencies, more recent scandals continue to shape the
public’s low trust and confidence in intelligence professionals today.”® In
2013, the public became aware that the GCSB unlawfully conducted sur-
veillance of Kim Dotcom, a German-Finnish entrepreneur with permanent
residence status in New Zealand, when it monitored his personal communi-
cations to assist the New Zealand Police with the execution of a search
warrant on 22 January 2012.%* In a spectacular raid that involved 76 black-
clad armed officers, some arriving in helicopters, Dotcom and his associates
were arrested that day for alleged violations of US copyright law in
accordance with a Mutual Legal Assistance Treaty between New Zealand
and the United States.?> As the Dotcom affair unfolded, Edward Snowden’s
unauthorised disclosure of official information belonging to the NSA raised
uncomfortable questions about the GCSB’s partnership with the American
spy agency and the extent to which their surveillance activities capture New
Zealanders’ private information and communications.”® Concern grew over
New Zealand intelligence professionals’ awareness of, and involvement with,
the torture and rendition programme operated by the United States Central
Intelligence Agency (CIA) following Senator Feinstein’s documentation of
torture and abuse at US Prisons in Abu Gharib, Iraq and Guantanamo Bay,
Cuba, which was declassified in 2014.>” In 2015, two investigative journalists
made serious allegations that the New Zealand Special Air Service (NZSAS)
committed war crimes in Afghanistan after the United States had attacked,
invaded, and occupied that country as part of its so-called war on terrorism.
At the heart of these scandals lies an unease about the relationship between
New Zealand intelligence professionals, the United States Government, and
the secret use of state violence.”’

John Key, prime minister of New Zealand between 2008 and 2016, became
embroiled in these scandals, among others. By insisting he had not heard of
Dotcom until 17 September 2012, Key misled the public over when he first
became aware of Dotcom’s existence and learnt of the GCSB’s interest in him
because Key received a briefing that included a photo of Dotcom on a visit to
the GCSB on 29 February 2012. Confronted with evidence that he misled the
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public, Key corrected the Hansard record on 16 October 2012.%° It then came
to light in April 2013 that Key had appointed Ian Fletcher as Director of the
GCSB, and that Fletcher was a family friend during Key’s childhood and had
not been aware of the vacancy until Key had called him about it. Having
denied the allegation until Fletcher confirmed the facts of the matter, Key
conceded he had intervened in the process, citing a faulty memory as his
excuse. In 2014, the public became aware that the NZSIS released redacted
documents in 2011 — concerning a meeting between the Director of NZSIS
and the Leader of the Opposition that included a briefing on an investigation
into Israeli intelligence activities — to a well-known blogger named Cameron
Slater who claimed a close association to the Prime Minister and is the son of
a former National Party President (the party to which Key belonged), but
refused media requests for the same information.*' A staffer within the prime
minister’s office gave more information provided by the NZSIS to Slater who
then used that information to criticise the Opposition leader for Key’s
political advantage during an election year.

Official investigations responding to those scandals were seized upon as
opportunities to undertake remedial intervention into the democratic controls
over New Zealand intelligence activities while diffusing and obfuscating any
ministerial responsibility. Following her review of the lawfulness of the
GCSB’s surveillance of New Zealanders, Rebecca Kitteridge found the
GCSB conducted surveillance of a further 55 cases involving 85 individuals to
support law-enforcement agencies that may have been unlawful because they
contravened New Zealand law at the time, though the IGIS subsequently
found these to be lawful.*? Kitteridge’s report made 80 recommendations,
most of which concerned internal compliance processes and the organisa-
tion’s capability to comply with its obligations to protect the privacy rights of
New Zealanders. While the role played by the minister in charge of the GCSB
was ruled out of scope by the terms of reference, Kitteridge recommended
strengthening the IGIS by “broadening the pool of candidates, increasing the
resources and staff supporting the IGIS, and making the work programme,
audits and reporting expectations of the IGIS more explicit.”** Following the
implementation of Kitteridge’s recommendations, Sir Michael Cullen and
Dame Patsy Reddy were engaged to conduct the first comprehensive review
of the legal framework governing the work of New Zealand intelligence
professionals and to consider their proper role and what New Zealanders
should expect of them.** Cullen and Reddy recommended a single act of
legislation to consolidate the objectives, functions, and powers of the two
intelligence and security agencies, as well as the provisions for oversight
measures. However, when it came to strengthening the ministerial responsi-
bilities for New Zealand intelligence activities, they merely suggested that
“the Agencies should continue to consult with the Leader of the Opposition
about matters relating to security and the GCSB’s intelligence gathering and
assistance functions. The Agencies should also, as they see fit, consult with
the leader of any other political party in Parliament as defined in the Standing
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Orders of the House of Representatives about such matters.”*> They rec-
ommended preserving the political independence of the IGIS while enhancing
its functions and powers; increasing the membership of the parliamentary
ISC to achieve a greater representation of political views while suggesting
the prime minister need not always be the chairperson of the committee;
and that the ISC be able to request the IGIS conduct an inquiry into matters
of their concern.*®

In response to the abovementioned scandals, Prime Minister Key reformed
the public accountability arrangements for intelligence activities — which were
focused on the prime minister who had traditionally served as minister-in-
charge of the GCSB and the NZSIS — by creating separate ministerial port-
folios for both agencies and then handing these ministerial responsibilities to
a senior member of his cabinet in 2014. This change was then included in the
Intelligence and Security Act 2017, which ensured the prime minister was no
longer involved in authorising intelligence warrants as parliament introduced
an authorisation regime using two types of intelligence warrants that required
their ministerial sign off: the first of which are issued jointly by the minister
responsible for the NZSIS and/or the GCSB and a commissioner of intelli-
gence warrants; the second are issued only by the authorising minister(s) but
can involve the minister of foreign affairs in certain situations. This new
authorisation regime replaced the explicit prohibition on intercepting the
communications of New Zealanders, making what was clearly unlawful
under the GCSB Act 2003 lawful under the 2017 Act.’” Whereas under the
previous arrangement the prime minister was, in effect, holding him or herself
to account for the conduct of the intelligence and security agencies, the
minister responsible for the GCSB and the NZSIS is now held accountable
for the proper and efficient performance of agency functions by the House of
Representatives, through the ISC is still chaired by the prime minister.*®

Yet those changes preserved the limits of ministerial responsibility for New
Zealand intelligence activities. While separate ministerial portfolios now exist
for the GCSB and the NZSIS, there appears to be an emerging custom
whereby these two portfolios are allocated to the same minister.”* When a
senior cabinet minister holds multiple portfolios, crises in other portfolios,
including a global pandemic, have limited their ability to lead on intelligence
matters. Furthermore, having one minister responsible for both intelligence
and security agencies creates a single intelligence account that removes the
contestability of official advice on intelligence matters to cabinet. In dis-
charging their ministerial duties, the minister responsible for both agencies
necessarily consults with other ministers holding related portfolios con-
cerning foreign affairs, defence, and law and order, and remains bound by the
collective responsibility of cabinet. However, the scope of this ministerial
responsibility does not extend to all intelligence activities conducted by all
government departments that collect, analyse, and assess intelligence for their
own organisational purposes.*’ This means that much of New Zealand’s
intelligence activities, including commercial intelligence services performed by
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former state intelligence professionals, occur beyond the minister’s purview.*'
Nor does it cover the conduct of those officers in the police or military who
act forcefully on any such intelligence.

Bourdieu’s concept of the field helps explain how and why this political
impunity was created and seemingly strengthened at every opportunity by
parliamentarians.** As agents in the national field of power, professionals of
politics become parliamentarians when they gain membership to their
national assembles and then, as parliamentarians, usually seek to occupy the
so-called Treasury benches to obtain and hold the authority to rule through
legislative and executive power. As ministers, these professionals of politics
tend to use their executive power in ways that help them prevail over their
parliamentary opponents and rivals. Ministerial performance becomes an
object of contestation among parliamentarians — with poor performances
exposed and ridiculed by members of the opposition and, sometimes, the
cause for demotion among rivals within cabinet — as elected representatives
within liberal democracies are more often concerned with defending their
actions (or inactions) and avoiding blame than they are with claiming credit.
This is because voters are more inclined to cast their ballots to register their
disapproval of a politician’s performance than to signal approval.** Unlike
high-profile portfolios, such as finance or foreign affairs, that are sought after
in part because these can be used to enhance a minister’s prestige, ministerial
portfolios for intelligence offer very little ammunition in the wider struggles
that constitute parliamentary politics. In other words, like a metaphorical
“ticking timebomb” intelligence portfolios constitute a high-risk but low-
reward proposition for ministers. The contestation over ministerial responsi-
bility for intelligence agencies appears lacklustre when compared to parlia-
mentary struggles over, say, managing the economy, advancing tax policy, or
delivering health and education outcomes, because most of the agents in the
field, including the leader of the opposition and the opposition’s spokesperson
for intelligence matters, adopt conservative strategies. According to Bourdieu:

Those in dominant positions operate essentially defensive strategies,
designed to perpetuate the status quo by maintaining themselves and the
principles on which their dominance is based. The world is as it should be,
since they are on top and clearly deserve to be there; excellence therefore
consists in being what one is, with reserve and understatement, urbanely
hinting at the immensity of one’s means by the economy of one’s means,
refusing the assertive, attention-seeking strategies which expose the
pretensions of the young pretenders. The dominant are drawn towards
silence, discretion and secrecy ...**

Equipped with the power to set the legislative and executive agendas, the
prime minister sits at the apex of parliamentary politics and wields a
monopoly on the capital needed to consecrate parliamentary agents as min-
isters or to relieve ministers of their portfolios. Indeed, the national field of
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power is not only structured by the relationship of each agent to the prime
minister’s dominance, but also by the struggles among those agents to secure
the benefits associated with that dominant position. Few agents involved in
parliamentary politics and who covet the prime minister’s position wish to see
its power fettered. Indeed, most agents have an interest in ensuring their
dominance in the field by protecting the post’s prestige from scandals and
controversies flowing from intelligence activities. That is why, using their law-
making powers, parliamentarians insulated the prime minister from further
scandals through the introduction of the Intelligence and Security Act in
2017. It is a Faustian pact that allows intelligence professionals to inhabit the
national bureaucracy while belonging to a transnational guild, but where
intelligence scandals embroil responsible ministers those intelligence profes-
sionals must carry the blame.

Using oversight measures to turn a blind eye

Whereas intelligence scandals are seized as opportunities to remediate the
democratic controls over New Zealand intelligence activities in ways that
shield the responsible ministers from blame, inquisitorial oversight measures
not only place those ministers beyond scrutiny but also facilitate the ongoing
engagement of New Zealand intelligence professionals within the trans-
national guild while paying little regard to ways in which that guild enables
the secret use of state violence.

The ISC performs its oversight by questioning the Directors-General of the
GCSB and the NZSIS on matters expressed in their classified annual reports.
Unlike regular select committees of the House of Representatives, the ISC is
more or less closed to the public and does not call for public submissions to
inform its deliberations.*> While the ISC has a statutory responsibility to pro-
vide a report on its business to the House of Representatives each year, until
very recently the committee issued reports which merely noted the dates upon
which it met. It now notes changes in membership and the official information it
received but remains silent on its deliberations.*® The committee’s inquisitorial
gaze does not cover sensitive intelligence activities, nor is it self-reflective.*” The
quality of inquisitorial oversight is limited by the composition of the committee
as few of its members have the subject-matter expertise on intelligence needed to
engage meaningfully on complex and dynamic intelligence matters. While the
ISC remains chaired by the prime minister and includes members of the
opposition, its membership was expanded from five to seven parliamentarians
in 2017. In any case, the minister responsible for the GCSB and the NZSIS is
caught in a conflict of interest because they are a standing member of the
committee, instead of being called before it to answer questions on the agencies.
When that minister is involved in authorising intelligence warrants, they
become deeply entangled in the agencies’ routine operations and this can
jeopardise the committee’s willingness to hold the agency to account if required
to do so. Chairing the ISC as the minister responsible for national security and
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intelligence places the prime minister in a conflict of interest too. Put simply, the
oversight performed by the ISC is compromised because the committee is
holding itself to account and the executive power over intelligence matters
wielded by prime minister is largely unfettered.

Periodic statutory reviews are a way of bolstering the ISC’s limited
inquisitorial reach, but only one such review has been completed, though a
second is currently underway. These statutory reviews focus on the legislative
frameworks governing the two intelligence and security agencies in part to
demonstrate the oversight measures “provide sufficient safeguards at an
operational, judicial and political level to ensure the GCSB and NZSIS act
lawfully and maintain public confidence.”*® While the first reviewers’ rec-
ommendations were wide-ranging, their report did not consider the roles
played by relevant ministers and ISC members, thereby exempting those with
executive power from scrutiny. Nor does it include an independent and expert
assessment of the significance of the transnational dimension of New
Zealand’s intelligence activities and its relationship to state violence. It did
not consider the material and ideational conditions that gave rise to the
GSCB and the NZSIS in the first place, and whether or not those conditions
had changed or are in the process of changing.

The scope of the IGIS’s investigatory powers was recalibrated to match the
intelligence agencies functions under the Intelligence and Security Act 2017.
The prohibition on inquiring into any matter that is operationally sensitive,
including matters relating to intelligence collection, methods, and sources,
was removed in 2013 following the abovementioned revelations that the
GCSB had unlawfully undertaken surveillance of Dotcom. The role also
became a fulltime position too, having previously been held by a retired Judge
who worked part-time without any investigatory capacity.*’ Notwithstanding
those changes, important limits to the powers of the IGIS remain and the
scope the Inspector-General’s inquisitorial gaze still does not extend to par-
liamentarians. The Inspector-General cannot declare intelligence warrants
invalid where serious deficiencies are identified in those authorisations and
the IGIS’s powers are easily undermined when intelligence professionals
refuse to cooperate.”® IGIS is not empowered to examine the use of all
products and services provided by the NZSIS and the GCSB to all of its
“customers” within the wider intelligence community or examine the use of
all products, services, and capabilities shared by the NZSIS and/or the GCSB
with its “cooperating agencies” who are authorised to use force.”!
Furthermore, the Inspector-General is not empowered to examine the use of
intelligence reports by ministers of the Leader of the Opposition. The IGIS is
not empowered to examine all information that flows between New Zealand
intelligence professionals and their transnational guild, as well as the activi-
ties of New Zealand intelligence professionals working at foreign intelligence
organisations and foreign liaison officers working at the NZSIS or the GCSB.
IGIS does not have the power to inquire into the use of New Zealand
intelligence, equipment, or techniques by foreign intelligence professionals.
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These limitations mean the responsible minister is insulated from the
IGIS’s scrutiny when controversy arises. Having undertaken a motu proprio
inquiry into any possible involvement of the GCSB and the NZSIS with the
CIA’s detention and interrogation programme between September 2001 and
January 2009, the IGIS reported she was satisfied, neither New Zealand
intelligence professionals were directly involved in the CIA’s unlawful
activities, nor were any complicit in any unlawful conduct, though she con-
ceded that “the nature of signals intelligence activity means GCSB involve-
ment of that kind cannot be completely ruled out. In any event such
involvement would have been a step distant from any kind of direct
involvement.”>* While the IGIS found evidence of New Zealand intelligence
professionals receiving information from CIA detainee interrogations, and of
the NZSIS providing questions for the CIA to put to a detainee and receiving
intelligence reports in response to those questions, blame was put exclusively
on the agencies as “the Prime Minister and ministers were not informed and
enabled to make decisions about how to deal with the risks in the context of
New Zealand’s overall relationship with its foreign partners.”>> Moreover,
having undertaking a motu proprio inquiry into the role played by the GCSB
and the NZSIS in supporting the NZSAS in Afghanistan,>* where the focus
was broader than the legality of New Zealand intelligence activities by con-
sidering the propriety of those activities, the Acting IGIS found that the
intelligence agencies “could have done more to ensure that the reasonable
possibility there had been civilian casualties was considered at an interagency
level and reported to ministers.” It further insulated the ministers responsible
when it states: “Our inquiry finds that the intelligence agencies must take
responsibility for identifying and managing risks from their participation in
the wider New Zealand military enterprise. These risks are not solely the
responsibility of other parts of Government.”>> When the IGIS investigated
the release of information concerning an NZSIS briefing to the Leader of the
Opposition on Israeli intelligence matters, it found that the NZSIS provided
information to Slater that was incomplete, inaccurate, and misleading and
provided similar, yet more detailed, information to the Prime Minister and
his office.*® It found, too, that the NZSIS not only failed to clarify or correct
the information they had disclosed after the impact of these errors became
apparent, but also denied the information requests made by political news
reporters while granting the request made by Slater. The report arising from
the inquiry was highly critical of the NZSIS and of the Director-General’s
lack of judgement in managing the controversy. Even though the report
revealed that a staff member from Key’s office provided the NZSIS infor-
mation to Slater for Key’s political advantage, the inquiry could not focus on
the conduct of the Prime Minister’s office.

If these oversight measures facilitate the ongoing engagement of New
Zealand intelligence professionals in the transnational guild that enables the
secret use of state violence while shielding from scrutiny those who have the
greatest responsibility for the agencies in question, then the invention of a
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national security system has been an effective way of refocusing attention on
the value New Zealand intelligence activities deliver to the New Zealand
public. New Zealand intelligence professionals have long heralded the con-
tribution their protective services make to preserving the integrity of New
Zealand’s democratic institutions, values, and traditions, as well as the role
intelligence plays in protecting the population of New Zealand and New
Zealanders abroad from harms caused by political violence.’” However,
defining national security as “the condition which permits the citizens of a
state to go about their daily business confidently free from fear and able to
make the most of opportunities to advance their way of life. It encompasses
the preparedness, protection, and preservation of people, and of property and
information, both tangible and intangible” radically expanded the “value
add” of intelligence to a wide variety of policy areas.®

Constructing a national security system around this expansive definition
enables the GCSB’s responsibilities and duties under its international intel-
ligence agreements to be reframed as a means of pursing national security
ends, that is, as strategic and operational capability extenders. Even though
the GCSB’s routine surveillance operations on Solomon Telekom, Vodafone
Fiji, and Nauru Digicel are undertaken in accordance with its division of
effort responsibilities under the UKUSA Agreement,> these types of activi-
ties are justified publicly as adding value to New Zealand diplomacy in the
region, especially in relation to questions of stability and security. The radio
interception capability at Tangimoana and the satellite communications
interception capability at Waihopai, both now decommissioned, which were
essential for the GCSB to fulfil its division of collection effort responsibilities,
were nonetheless portrayed as key to New Zealand national security.®
Moreover, an Annual Report from the GCSB claims that:

[i]t is not possible for an organisation the size of GCSB to collect foreign
intelligence on all matters relevant to New Zealand’s interests. However,
through long-standing relationships with our Five Eyes partners we can
draw on greater support, technology and information than otherwise be
available to us.®!

This reframing of international intelligence partnerships as indispensable
means of achieving the ends of New Zealand’s national security is uncritically
accepted by intelligence professionals whose job security depends on ac-
cepting this logic, which has itself become conventional thinking and is now
received wisdom within intelligence reviews.

In addition to its division of effort arrangements, the GCSB also makes so-
called “niche” contributions to service the UKUSA Agreement, which are
important to other signatories but are of no interest to New Zealand’s
security professionals.®> The intelligence operations targeting the Bangladesh
Rapid Action Battalion is case in point; the GCSB-led counter-terrorism
operations in Bangladesh were useful to the CIA and served as one of the
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primary sources of signals intelligence to the NSA.® Contributions, niche or
otherwise, made by New Zealand intelligence professionals to the interna-
tional partnerships are often cast as “paying our dues” and are heralded as a
great return on a modest investment,®® though few reports written for pol-
icymakers in Washington D. C. will speak directly to the most pressing
concerns of New Zealand policymakers based in Wellington.

This invention of a national security system serves the interests of those
ministers with responsibilities for New Zealand intelligence agencies because
it reduces political risk accompanying ministerial portfolios. When intelli-
gence activities are managed by public servants as part of the national
security system, ministers can push blame onto them if scandals unfold,
remaining above the fray when controversy attaches to espionage, torture,
extraordinary rendition, black sites, and the intentional killing of civilians.
Regardless of the definition at its heart, the invention of a national security
system distracts attention away from the secret use of violence that intelli-
gence enables, drawing debates over intelligence matters in terms that seek to
“balance” between “security” and “liberty.” Ministers are thus recused of
justifying how and why New Zealand intelligence professionals support and
enable the United States’ use of violence in a global battlespace, which is
currently without temporal and geographic restriction, and includes signature
drone strikes that do not require target identities to be confirmed.®> More
than a direct form of violence against its adversaries, US-led economic glo-
balisation is a form of war with disastrous consequences for the Global South
and “US strategy — the framework by which it seeks both peace and security
for itself and its allies — is essentially one of annihilation, derived from,
and sustained at almost every turn by the historical development of the
United States.”®® At the same time, security officials advise the prime minister
that “... national security is also a way to promote and protect the
achievement of national goals and outcomes; it is a lever that supports the
pursuit of economic opportunities and the progression of international re-
lationships, and helps to build a sense of community among citizens when
faced with challenges.” For instance, New Zealand’s ongoing engagement
with the transnational guild can be used as a diplomatic key to unlock doors
in the corridors of power in Washington, D.C.®” Instrumentalizing New
Zealand’s agency on the transnational field of surveillance and intelligence in
this way is valuable to ministers seeking to prevail in contestations animating
the national field of power. Minimising political risks and maximising
political gain keeps New Zealand intelligence professionals engaged with their
transnational guild.

Public ignorance as a guarantor of impunity

This chapter has argued that public accountability arrangements and over-
sight measures do not constitute strong forms of democratic control over
New Zealand intelligence activities. This is, in part, because ministerial
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responsibility is not effectively checked by an informed opposition, or by
informed political news reporters, community leaders, academics, or mem-
bers of the wider public that, together, might constitute a vibrant or robust
civil society. This is also, in part, because the inquisitorial gaze that lies at the
heart of the oversight measures genuflects to its authorising configurations of
power and does not take a wide view that encompasses the transnational
dimension of New Zealand’s strategic and operational intelligence activities
and its complicity with state violence. While the prime minister and the
minister(s) responsible for the GCSB and the NZSIS have made occasional
speeches on New Zealand’s intelligence activities within and beyond parlia-
ment, widening the window of transparency on unclassified aspects of intel-
ligence work, the primary concern of such speeches seems to be promoting
the prime minister’s or minister’s performance.®® Similarly, when the ISC,
statutory reviewers, and the IGIS peer beneath the veil of secrecy that
shrouds intelligence activities, they enact the limits of public knowledge on
these matters because they cannot convey those secrets to the public. In sit-
uations when the classifications imposed by an originator of intelligence
reports can restrict circulation and elude oversight, collection methods and
targeted individuals remain secret but so too are some of the activities of the
transnational guild which might be inimical to the interests and values of
local communities and individual citizens.®” Public gestures towards trans-
parency do little to lift the veil of official secrecy that shrouds these agencies;
even though accurate, timely and reliable information is important, this
limited transparency is a necessary but insufficient condition because more
information does not equate to a better informed public if the public do not
possess the capability to understand that information or to act collectively on
it. Consequently, those individuals with the greatest responsibilities for New
Zealand’s intelligence activities — by which I mean the prime minister, who
remains responsible for New Zealand’s national security and intelligence, and
the relevant minister(s) responsible for the GCSB and the NZSIS — are
granted the gift of impunity that ensures they are never held accountable for
any violence committed at home and abroad which is enabled by the trans-
national guild.

This is not to say there is no dissent on intelligence matters within the
national field of power. Agents adopting radical strategies, which aim to
transform the field by redefining what is at stake in the professional struggles,
tend to belong to minor political parties with little prospect of leading the
government in the near term.”® These agents tend to be newcomers or longer-
standing agents who have weak prospects of being consecrated as a minister.
Any radical strategies pursued within conventional practices, such as ques-
tion time in the House of Representatives, appear naive or out of order
because they push against the received wisdom of the national field (or what
Bourdieu might call the doxa) by questioning the value of New Zealand’s
involvement with the so-called Five-Eyes intelligence arrangement, dis-
regarding the prestige that ministers might gain from attending high-profile
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diplomatic gatherings overseas, including ministerial Five Eyes meetings and
the occasional speaking opportunity at NATO. According to Bourdieu,
“attempts at radical subversion have some chance of succeeding only if they
can import the effects of external social change, such as morphological
changes or economic constraints, and exploit them by retranslating them into
the internal logics of the field.””! The prospects of success in transforming
this field are weak, however. While there is a large degree of homology
between the social milieu and the national field of power which emerges from
within that milieu, there is little public understanding of, interest in, or
concern for intelligence activities within wider New Zealand society, except in
the immediate aftermath of shocking events, such as Brenton Tarrant’s attack
on two Christchurch Mosques on 15 March 2019.

Indeed, Tarrant’s attack was an act of terrorism that brought the activities
of New Zealand’s intelligence and security agencies into sharp focus for many
parliamentarians, political news reporters, community leaders, and aca-
demics, prompting serious questions about the extent to which New
Zealand’s security arrangements were fit for purpose. Throughout the pre-
vious two decades, both the GCSB and the NZSIS had repeatedly justified
their existence by highlighting their counter-terrorism credentials.”> However,
despite ever-growing budgets and staff numbers, as well as increased infor-
mation collection and surveillance powers,”> neither agency was able to help
protect members of a religious community marginalised within New Zealand
society from an Australian citizen who, livestreaming on social media,
murdered fifty-one individuals and attempted to murder another forty.
Perhaps more pernicious than the fear of harm from terrorist acts, a public
unease developed around those intelligence professionals who conduct
counter-terrorism activities within New Zealand.”* Members of New
Zealand’s minority communities complained that, despite their well-founded
fear of becoming the subject of hate crime and terrorism, they were regularly
treated as a suspect community when intelligence professionals engaged with
them for the sole purpose of cultivating informants as sources of information
on their co-religionists. “They were watching us, not watching our backs,”
remarked one New Zealand Muslim for instance.”” Public confidence in the
intelligence and security agencies appeared to be quite low before Tarrant’s
attacks, however.’® The ongoing circuits of exchange between the govern-
ment’s intelligence professionals and its violence workers lie at the heart of
this unease.’”” This close working relationship is salient given the controversy
surrounding the New Zealand Police’s armed raids in the Urewera mountain
range in October 2007 which, authorised under the Terrorism Suppression
Act 2002, have been used to highlight New Zealand’s history of colonial
violence against Maori and the ongoing over-policing of indigenous com-
munities.”® More recently, unease arose around intelligence professionals’
connection to the police surveillance team that shot at point blank range and
killed Ahamed Aathil Mohamed Samsudeen (a Tamil Muslim refugee from
Sri Lanka, with mental health problems) as he attacked shoppers with a knife
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in a supermarket.”’ New Zealand intelligence professionals function as the

eyes and ears of a new apparatus of control that emerges as the New Zealand
Defence Force continues to undergo a process of civilianisation and the New
Zealand Police become more militarised.>

It is to say, however, that there is not much in the way of electoral capital
to contest ministerial power. Lacking here is an enfranchised public that can
form an electorate rewarding or punishing at the ballot box those parlia-
mentarian holding intelligence portfolios. While the limited degree to which
the New Zealand public is informed about intelligence matters undermines
this safeguard, the public’s umpiring function is further circumscribed by
New Zealand’s Mixed Member Proportional electoral system and the path-
ways it provides for professionals of politics to become parliamentarians; that
is, by winning 1 of 65 general electoral seats, or 1 of 7 Maori electorates, or by
ranking sufficiently high on the list of a party that achieved more than 5% of
the party vote an individual may enter the House of Representatives. When a
minister’s membership to the House of Representatives is obtained or
maintained though the party list, as has been the case with the current and
previous ministers for the GCSB and the NZSIS, the electorate’s disapproval
of that minister’s performance is neutered. In the week preceding the 2014
General Election, new minor party Internet Mana hosted a public event,
dubbed the “Moment of Truth,” which sought publicly to “indict and convict
the Prime Minister and his government in a single evening, based on testi-
mony from celebrated ‘leakers’ [Edward Snowden and Julian Assange],
joined by a US journalist [Glenn Greenwald] and Kim Dotcom himself.”®!
The voting public did not appear to care, or if it did, it did not seem to harm
the National Party’s electoral fortunes as Key’s political party was returned
for a third term with its party vote, at 47%, consistent with its 2011 result.

Although the public accountability arrangements for New Zealand intel-
ligence activities might be in the process of changing, this transformation is
not intended to empower the citizenry to create new forms of capital that can
restructure the national field of power. The Royal Commission of Inquiry
into the Terrorist attack on Christchurch masjidain on 15 March 2019 kept
blame off the minister by stating that “the subjects of counter-terrorism,
intelligence and security had become politically and publicly toxic.”®* The
inquiry recommended a minister be given responsibility to lead and coordi-
nate New Zealand’s counter-terrorism effort and be supported by a new
national intelligence and security agency. Yet this proposal, if implemented,
will likely obfuscate, rather than clarify, the line of accountability between
intelligence activities and the minister responsible. The inquiry also recom-
mended the ISC be strengthened “so that it can provide better and informed
cross-parliamentary oversight of the national security system (including the
counter-terrorism effort) and priority setting, and members can access sensitive
information for such oversight.”®® Taking its lead from the government’s
social cohesion policy agenda, the inquiry forged strong links not only with the
survivors and families of the victims, but also with Muslim groups and
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indigenous communities as well. The commitment to social cohesion is evident,
too, in the recommendations to introduce “public voice” to the governance
aspects of the national security system.** However, the minister holding the
intelligence portfolio is also now the minister leading the implementation of the
inquiry’s recommendations, undercutting the full remedial potential of the
inquiry’s intervention into intelligence oversight. Notwithstanding recom-
mendations to include community representation on new committees and
panels, and the establishment of the National Centre of Research Excellence
for Preventing and Countering Violent Extremism, nothing appears to have
been done to foster an informed citizenry. It seems that civil society partici-
pation in the national security system relies on winning coalitions built upon
existing consensus between officials and civil society groups, which co-opts
community leaders who are listened to but seldom heard, while marginalising
dissenting voices. Although a poorly informed public and weak civil society
make the art of governing populations easier, a docile and passive population
undercuts the constitutional safeguards which comprise a set of umpiring-like
practices that buttress the public accountability arrangements over intelligence
matters. The minister’s transformation agenda aims to enshrine a guarantee
that the public remains unable to question the political impunity enjoyed by
those who are supposed to be accountable to the public.

There are, of course, other actions that parliamentarians could choose to
take, embracing a more inclusive notion of democratic security that rests on
whole-of-society, rather than whole-of-government, approaches to security.
The scrutiny performed by the ISC could be better informed by concerns
integrity assurance officers raise over privacy rights and other human rights.®
The terms of reference for periodic statutory reviews could include ministerial
responsibilities. The scope of the IGIS’s investigatory ambit could be ex-
panded to include all users of intelligence products and services, including
parliamentarians and security professionals who undertake violence work on
behalf of their state. Parliamentarians could introduce a new function to be
performed by the GCSB and the NZSIS where they must take active steps
towards fostering a civil society sector, and complement these efforts with new
rules on declassifying information as quickly as possible.*® As I have argued
elsewhere, parliamentarians could establish a Parliamentary Commission for
Intelligence and Security as an independent source of authoritative informa-
tion, analysis, and advice on New Zealand’s security challenges.®” The com-
mission could raise the level of public awareness of intelligence matters and
improve the public’s capability to understand those matters, thereby fostering
an informed citizenry. As an Officer of Parliament and independent from the
executive, the lead commissioner(s) could investigate any matters where New
Zealand’s security may be adversely affected and they could assess the national
security system — including New Zealand’s intelligence professionals and vio-
lence workers, and their connections to each other, as well as transnational
intelligence work — and the current public accountability arrangement and
oversight measures. But intelligence executives and, more importantly, their



The anatomy of political impunity in New Zealand 219

minister(s) and prime minister would baulk at such scrutiny and the attention
it would draw because that would not help them to survive in the national field
of power.

Conclusion

The anatomy of political impunity for those with the greatest responsibilities
for New Zealand’s intelligence and security agencies, including the ongoing
engagement of New Zealand intelligence professionals with a transitional
guild that coheres around the NSA and its global surveillance network, has
two important elements that, in design and in practice, operate in symbiosis.
The first element lies in a set of public accountability arrangements that
comprise ministerial responsibilities, a parliamentary ISC, periodic statutory
reviews, and an IGIS, as well as by occasional ad-hoc inquiries. The second
element lies in official responses to various intelligence scandals, which are
usually seized upon as opportunities to diffuse or obfuscate ministerial
responsibility by allocating blame elsewhere, but always ensure the ongoing
engagement of New Zealand intelligence professionals within the trans-
national guild. Despite the ongoing assurance, first given by former Prime
Minister Sir Geoffrey Palmer but frequently echoed in official documents and
reviews, that “[t]he reasons for having intelligence and security agencies to
protect our countries interest at home in abroad are overwhelming ... . The
protections against misuse of powers are substantial ... they are carefully
regulated and controlled in the public interest,”®® the public accountability
arrangements are, in fact, made and remade to protect the interests of a
transnational guild of intelligence professionals whose primary purpose is to
enable various forms of state violence in contemporary world affairs without
the citizenry’s informed consent.

Bourdieu’s concept of the field unlocks a compelling explanation for why
this state of affairs prevails. New Zealand parliamentarians have long re-
cognised that the ministerial portfolios for the GCSB and the NZSIS are a
high-risk but low-value proposition, which makes ministerial responsibility,
performance, and accountability for those agencies something of a compar-
atively minor, if not a trivial, sideshow in the wider struggles over the right to
rule the realm that comprise the national field of power. Given most par-
liamentarians covet the position of the prime minister as the dominating
agent in that field, they tend to pursue conservative strategies through their
law-making powers because they want to benefit from the legislative and
executive agenda-setting power of that position. Working together, parlia-
mentarians have used their legislative power to remove the responsibility for
intelligence matters from the prime minister. This chapter argues almost all
the professionals of politics involved in parliamentary struggles pursue con-
versative strategies that tend to endorse efforts to insulate the position of the
New Zealand prime minister from any serious blame flowing from intelli-
gence scandals or failures for no other reason than because they hold in
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common an ambition to become the dominant agent in the field or to
maximise their benefit from that agent. Comparatively few professionals of
politics prioritise the wellbeing of democracy ahead of their own parlia-
mentary aspirations. The greatest obstacle to enacting stronger democratic
controls over New Zealand intelligence activities is the conservative strat-
egies used by parliamentarians to survive within their professional field and
to ascend that field’s hierarchy as far as their immediate circumstances, and
own talents, allow.

This raises interesting questions about the position of New Zealand intelli-
gence professionals as agents on the transnational field of surveillance and
intelligence. New Zealand intelligence professionals were exceptional because
they are the weakest of the five founding members of the transnational guild
centred around NSA, though the fourth Labour Government’s anti-nuclear
policies placed that membership in jeopardy.®* Many officials resisted this
policy from its outset, frustrating then-Prime Minister David Lange.’® But this
indicates the strong degree of autonomy of that transnational field in relation to
the national field of power. Given a raft of other smaller cadres of intelligence
professionals from Belgium, Denmark, the Netherlands, Norway, and Sweden,
among others, have joined the global surveillance network under SSEUR since
the 1980s, New Zealand intelligence professionals might now be exemplary,
offering a model of engagement for third parties. Given the expanding mem-
bership of this transnational guild, future research could cast more light on how
the NSA manages its relationships with those who belong to the transnational
guild in ways that ensure it continues to dominate the wider transnational field.
How, for instance, does the NSA diffuse emerging surveillance technologies —
from capabilities to intercept, firstly, radio communications and, secondly,
satellite-borne communications and, now, digitalised communications over
fibre-optic cables — among the transnational guild, enabling them to restructure
the field in conservative ways? To what extent does the NSA’s legal expertise
inform surveillance laws passed by other national assembles? What goes on in
Five Eyes ministerial meetings? What is the degree of autonomy that the
transnational field enjoys from the wider field of power that constitutes the
politics of contemporary world affairs, and who are the communities of
interests or practice that might emerge from a global social milieu to enable
strategies of resistance within that transnational field? If we want to better
understand the ways in which the public accountability arrangements over
intelligence activities operate in practice, then answers to these questions will be
instructive, especially in efforts to dissect the anatomy of political impunity
wherever it manifests.
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8 Liberty, equality, and

counter-terrorism in France!

Francois Thuillier

1 Your personal career, in which you have been both in the active services ( RG,
DST), in coordination (UCLAT, French Embassy in London) and in places
of strategic reflection (IHESI, DGPN Cabinet), has led you to produce
several books (L’ Europe du secret in 2000, La révolution antiterroriste in
2019, Homo Terrorismus in 2020) which develop a fundamental thesis on the
originality of France’s anti-terrorist policy in the mid-1980s and its
transformation linked to the evolution of European anti-terrorist policies
and the influence of modes of action and conceptions from across the Atlantic.
Could you please outline for us what you think are the main characteristics of
this French trajectory that have organised the counter-terrorism space?

Everything indicates that a French model did indeed exist at one time,
since the way in which each State contains political violence is the result of
its history and institutional balance. In this respect, since the rebirth of
modern terrorism at the end of the 1960s, France had built a doctrine that
was unique to it. Within the framework of a State governed by the rule of
law and under the supervision of the judicial and constitutional courts, the
following principles seemed to apply:

- A permanent and indiscriminate state of vigilance over the entire
spectrum, without any ideological preconceptions; the principle of secu-
larism, for example, prevents any religious justification from being taken
into account.

- Targeted intelligence placed as close to the ground as possible. Out of
concern for efficiency, out of colonial heritage, and due to the lack of mass
intelligence tools, the internal and external services were more particularly
inclined to human intelligence, which was better able to grasp the nuances
and the long timeframe of complexities. So-called “security” intelligence
with a purely operational aim remained the poor relation of services jealous
of their independence.

- The fragmentation and complementarity of specialised services. This
legacy of the 1930s aimed to dilute the power that a single intelligence
service could have had to hold the country together, and to enrich political
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decision making with all the professional cultures and research angles of
agencies of equal legitimacy and simply coordinate with one another.

- The fight against terrorism was a public policy steered like any other
from Matignon in its inter-ministerial dimension and the Ministry of the
Interior in its operational dimension. Its technical management prevailed
over any desire for partisan instrumentalisation and its agencies were kept
at a prudent distance from the places of power.

- Careful strategic independence was sought. The fight against terrorism
remained a national prerogative, alien to the dynamics of integration
(NATO, the European Union, various coalitions) and to strategies of
influence from abroad.

This posture resembled a sort of “Latin intelligence model”, insofar as it
emanated from old Mediterranean countries that had been hit by terrorism
from the outset and were subsequently coveted by numerous authoritarian
regimes. The centuries had forged a kind of philosophy of political violence
with the constant concern to de-ideologise it and to de-exceptionalise the
response. Attacks were commonplace and rarely the pretext for partisan
jousting and political recuperation. Without idealising the near past, it seems
to me that, despite a level of threat much higher than what we know today,
the fight against terrorism remained a matter for professionals preserved
from power issues.

However, the French doctrine of counter-terrorism has not ceased to be
radicalised for half a century, independently of the current state of political
crime. After a brief attempt to reduce security with the abolition of the State
Security Court in 1982/83, our posture was then mainly guided by the
exception, the increased repression of the law, the specialisation and
centralisation of actors, the use of mass intelligence, etc. This slope, which
was supposed to respond to a supposed radicalisation of the threat, was not
followed by a more radical approach. Instead, the approach remained
faithful to our political traditions. The last trace of this can be found in the
2006 White Paper on France’s response to terrorism, which rejected the terms
“war” (in favour of an ordinary fight against a crime) and “Islamism” (out of
respect for our Muslim population, our partner countries in the southern
Mediterranean, and our secular principles).

Everything changed the following year with the election of Nicolas
Sarkozy and the alignment of our counter-terrorism policy with Anglo-
Saxon principles: adoption of the controversial notion of “national security”
(White Paper of 2008), return to NATO (2007/2009), importation of the
concept of “radicalisation” (after the Merah affair in 2012) and of war
rhetoric (Bataclan, 2015), the assumed recourse to counter-terrorism and
targeted assassinations, etc. This return to the Western rule was coupled with
a verticalisation and therefore a politicisation of the response: creation of the
National Intelligence Advisor directly to the President of the Republic (2008,
then CNRLT in 2017), of the DCRI (2008, then the monopoly of the DGSI
in 2014/2018), of the National Anti-Terrorist Prosecutor’s Office (2019); and
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justification for the increase in means of surveillance of the population:
explosion of the DGSE’s technical capacities put at the service of domestic
intelligence, expansion of the possibilities of filing (EDVIGE project,
abandoned in 2008), challenge to European values in terms of civil liberties
(on the generalised conservation of connection data for example), etc.

On examination, it becomes clear that this shift has been influenced in two
ways that are quite revealing of the trajectory taken by France in other areas
during the last three quinquennia:

First of all, that of Anglo-Saxon soft power, which has used anti-terrorist
cooperation, especially since 1989 (fall of the Berlin Wall), and then 2001
(“war on terror”), to tighten the West’s strategic ties when it was most
needed. The war in Ukraine today provides the same arguments.

Secondly, that of the security lobby (surveillance capitalism, control

industries, the new criminology, the conservative press, etc.), which has
perceived the economic and symbolic interest of this shift by setting itself up
as a merchant of fear and becoming the “secondary beneficiaries” of terrorist
crime.
Does this trajectory have to do with France's values, its positioning, or is it a
more common trajectory of intelligence services in non-Anglo-Saxon coun-
tries, which can be found not only in southern Europe, but in fact just about
everywhere, in Europe, in Latin America ... ? Isn’t the exception finally the
choice of the British to recruit differently, to create different modes of
coordination, to think of themselves as “intellectuals, as intelligent” and the
Americans who add to this their financial and human superiority and their
belief in maximum technology and security optimism. I'm thinking here of the
trope of “refusing to negotiate with terrorists”, which Thatcher proclaimed
whilst simultaneously being engaged in discussions with the IRA, and above
all, in the US, where the certainty that wars against terrorists can be won,
which resulted in a general push of the autonomy of action of the services, the
impetus to create fusion centres between services, demanding the circulation
and sharing of information between agencies ... This leads them to a very
unfocused suspicion and to the development of discourses on (aggressive)
prevention, as well as to a return to predictive intelligence (improved lie
detection, facial recognition, artificial intelligence.)?

As far as our country is concerned, I think it is important to understand
that France was built on a paradox. It is not so much the republican hope
and its mad hope of a society that is more just and more respectful of
human rights that characterises it, but the constantly renewed failure to
achieve it. Having caught a glimpse of the Enlightenment, we behave like a
people who thought they saw their god but have since become convinced of
their collective hallucination. We have measured the distance between us
and the Republic (res publica) and this has discouraged us. And since then
we have remained a reactionary, inegalitarian, counter-revolutionary
society, with the only difference from our neighbours being that we are
secretly ashamed of having betrayed our vocation.
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All this undoubtedly explains the influence games, especially foreign
ones, which are exercised and the sometimes disconcerting, often erratic
ease with which they impose themselves on our soil in a few months after
having come up against our mistrust and contempt. With each step
backwards, we give the impression that we are falling from a greater
height than our “allies” who appear, in comparison, to be more stable and
constant, and above all more aware of their capacity to influence.

This is the case, for example, of everything concerning the “war on
terrorism”; and the way in which we have adopted the Anglo-Saxon model
of “fighting radicalisation” is the most edifying proof of this. Let us
remember that this ideology, developed by and for countries with a
communitarian tradition and a state religion, i.e. the exact opposite of
our Republic, had always been kept at bay by our leaders and our
specialised services until 2012. Apart from the fact that our secular
tradition prevented us from venturing into the religious field in terms of
crime prevention, sociology had long since shown us that, in terms of the
act, violent intentionality preceded the passage through Islam. Islam was at
best a facilitator, a pretext, and a justification, but in no way a significant
determinant of crime. “Fighting against the deviations of a religion” thus
appeared to us to be a dead end, a counter-productive and deleterious
method, or even a disguised racism.

In 2012, the Merah affair (a young man from Toulouse, despite having
been identified by local services, murdered seven people, including three
children in a Jewish denominational school) seemed to call into question
the French doctrine. The DCRI, criticised for having failed to evaluate the
dangerousness of the criminal, was weakened. The political authorities,
against the backdrop of the presidential elections, demanded announce-
ments. The General Secretariat for Defence and National Security
(SGDSN) took advantage of the situation to rush into the breach and
propose a plan to fight radicalisation directly inspired by its meetings with
London and the bilateral discussions on security held on a regular basis
since the Saint-Malo agreements (1998).

A desperate Ministry of the Interior hastily seized on the project and
imposed it, without an impact study, on the entire French anti-terrorist
community. France was the last European country to fall into this ideology
that the British had skilfully exported to the continent thanks to the
empathy they had aroused in the Member States in July 2005 at the time of
the London bombings, and above all thanks to their concurrent presidency
of the Council of the European Union.

This episode says it all about our political lurch. We had developed a
unique expertise and experience in Europe because of our long history of
being a victim of political violence. As the country most affected by attacks
for half a century, France had its own doctrine that regularly aroused the
interest of its partners. And in a few months, foreign influences skilfully
playing on the competition between agencies, the personal ambition of
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their leaders and the ignorance of our long history by the political class
have swept everything away, bringing us pitifully back into the rule of a
West at war with terrorism.

You have developed a thesis that distances itself from those of other analysts
who claim to be very close to the services, even though their background is
very far from yours. How would you characterise your intellectual approach
and your reflection on your experience during your professional life and
beyond? Can you explain to us what is lacking in these theses that only talk
about the terrorist threat and the responses of the services, supposedly always
in a hurry and ill-prepared, ill-equipped? What were the moments when events
changed almost nothing? Or did the policy of the past become stronger? And
what are the ones that in the short or medium term have affected all anti-
terrorist policies?

I have indeed been lucky enough to spend time — nearly 30 years — and to
diversify my professional experience within the structures that develop and
apply French anti-terrorist and intelligence policy. This inevitably forges
an awareness of the issues involved in security. Albert Camus said that “in
the randomness of the worlds and men we meet, it takes ten years to have
an idea of one’s own, of which one can speak”. But it was a useful training
period because it exonerates me today from the trials of angelism of naive
idealism brought against researchers in my camp.

Indeed, we cannot limit our thinking about war (since that is what it is all
about) to its ends without also reflecting on the means used: who calls for
war, according to what arguments, who benefits from it, what changes does
it bring about in our social organisation, etc. We cannot win a war without
being clear about what we have to defend, without asking ourselves
whether the way we behave “at the front” does not contradict what we are
“at the back”. Otherwise, we lose both the war and the peace. This is what
could sum up my professional and civic career.

It therefore seemed to me that only critical security studies, through their
effort to deconstruct, provided the theoretical means to understand what
was really at stake around the notions of violence and order, and made it
possible to mobilise the knowledge and energies necessary to rebuild what
the ancients called the Republic. But above all, it became clear to me that
the approximations and the obscurity maintained by the “security school”
were weakening us in the face of the threat. Moreover, this school was
made up of actors who, surprisingly, were linked to it because they derived
economic, political, media, and academic benefits from it. They therefore
had a vested interest in dramatising it and became somewhat complicit in
it. These “secondary beneficiaries” of terrorist crime, these receivers of
terror, combining suspicious partisan connivances and charlatanism,
whom I have come into contact with during my professional career, have
clearly acted as a repellent in my approach.

I have indeed kept, from my time in the services, the concern for
operational efficiency. This is not achieved through bluster, overplayed
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brutality, or declarations of war, but above all through clear-sightedness. It
is this discernment that we lack today and which alone will enable us to win
this battle. At a time when, for example, the last health crisis seemed to give
voice to a scientific word that could guide public action and federate public
opinion, the fight against terrorism still remains in the shadow of reason
and a prisoner of bureaucratic inertia, electoral interests, and foreign
influences. This is neither serious nor respectful of the past and future
victims of terrorism.

All of this has undoubtedly encouraged an intellectual surge, almost a
moral insurrection, on my part, which in effect sets me apart from the
traditional positions of the academic world, which in my eyes is trapped in
the quarrels of mandarinism and the deleterious effects of the precarious-
ness of public research, and from those of the security world, which is
partly bogged down in the ideology of identity. But it is of course a
freedom that I pay dearly for by being kept away from these two fields that
do not yet or no longer consider me to be one of them, and which forces me
to find a more tenuous, more iconoclastic perhaps, more independent path
on my own.

4 How can we explain the fact that this French-style trajectory and its inflection
towards American-style counter-terrorism is not really openly discussed, and is
instead considered as a “natural” evolution? How can we analyse this
confinement that always leads to continuing and expanding a policy that does
not solve much and adds its own problems to the initial difficulties? Can we
return to the initial model of the 1980s and still be effective in the fight, and if
so, how? Under what conditions (and adaptations?)

This evolution of our counter-terrorism policy, which has the support of a
political arc ranging from the social democrats to the extreme right, has in
fact met with no real opposition in principle, for several reasons. First of all,
the political system of the Fifth Republic in France does not allow the
expression of almost any counter-power. This is the case in particular for
regalian activities and obviously for our intelligence policy. The majority in
Parliament dissuades any public controversy in this area. And the bodies that
monitor the activities of the French services are among the weakest in
Europe, as we shall see later.

The apathy of public opinion is also carefully maintained by a whole
network of actors who gravitate towards power and receive remuneration. It
is worth noting, for our purposes here, that the security lobby has acquired
majority positions in recent years. Media empires, built up by arms dealers
and the big fortunes of finance and luxury goods, help to anaesthetise public
opinion, which is invited to turn away from questions of social struggle and
only to consume. These “new watchdogs” are largely financed in return by
public aid to the press.

Security issues act here as a powerful diversion (“le fait-diversion”, as
Bourdieu used to say) or a kind of anaesthetic. The terrorist threat in
particular requires the population to “rally” around the government in
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order to better defend itself. Various social psychological processes are
also at play here:

First, causal attribution theory demonstrates our need to attribute the
crime to an objective reason in order to be able to process it. In the state
of shock that follows the attack, we often unthinkingly seize on the first
explanation given by the loudest media in an attempt to evacuate the
overflow of emotions and cling to tangible justifications. We think we
have a sense of reason, but we are often a long way from the truth.

The phenomena of conformism then invite us to adopt the opinion of
the majority, as revealed by the Asch experiment. A fragmented society,
such as ours today, particularly in the event of danger, will favour what
brings its members together, even if artificially, over what drives them
apart. Free will is seen here as divisive.

Terror Management Theory is particularly relevant to the threat of
terrorism. It invites us to overplay our adherence to the beliefs that seem
to hold the community together, to accentuate our prejudices against
outsiders, and to ignore cases that fall outside the prevailing stereotypes
(e.g. Muslims condemning the attacks).

Finally, let us note the seductive character of the “fight against radicalisa-
tion”, which allows a lazy distancing of an “other”, who is neither guilty nor
really innocent, but objectively different, whose individual drift (the famous
“process” of radicalisation) exonerates the community of any fault, but still
leaves the possibility of his return to “normality” and de-escalation via “de-
radicalisation”. Between the essentialization of Islam and good feelings, this
ideology has spread widely in our country since 2013, after an executive
power in need of announcement effects has, as we have seen, unwisely
opened the door to it.

In order to emerge from this mortifying and demobilising apathy, it seems
to me, however, to answer your question as well, that not all the battles have
yet been fought. Three of them seem to me to be indispensable today in order
to find the voice of a more just and effective anti-terrorist policy:

First and foremost, the battle of words: we have unwisely given the terrorist
everything they asked of us, i.e. to be seen as the fighter of an enemy army and
the vanguard of a world Ummah. We must urgently stop using the language of
the enemy, which is that of war and religion. There is a whole semantic terrain
to be regained in order to deprive terrorism of its emotional charge. For we
have known since Victor Klemperer and his Language of the Third Reich
(1947) that it is above all in words that defeat is permanently established.

Secondly, the battle of intelligence: the services must be intellectually
rearmed with greater recourse to the human and social sciences and must
begin to educate public opinion about the threat by trying to objectify the real
danger that terrorism represents today in relation to the other perils that
surround us. This concern for clear-sightedness is the mother of all battles.

Finally, and this is what best responds to the concerns you express in this
book, the battle of suspicion: we must find ways to strengthen the support of
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the whole of society (including Muslims) for our anti-terrorist policy; stop
playing on divisions by invoking “separatism” for example. We must also
develop our vigilance on the positions of authority in the war against
terrorism: who calls for war? on what terms? who benefits from it? etc.
Finally, we need to make some institutional changes to de-exceptionalise
our response, such as bringing our counter-terrorism coordination back to
the level of the Prime Minister, and depoliticising our communication on the
subject wherever possible. This is how we will deprive terrorist crime of its
emotional charge.

But before embarking on these three battles requiring endurance and
pugnacity, we should start with a simpler, more immediate and undoubtedly
more fruitful exercise: to evaluate our anti-terrorist policy, to finally measure
what this turning point in the “war on terror” has cost us. An interdisciplinary
mission could do this in a few months, made up of the major inspection bodies
and academics (sociologists, psychologists, anthropologists, etc.), possibly
assisted by representatives of the services, elected officials, etc. There are two
main reasons for this:

First of all, of course, the change in doctrine that took place about ten years
ago (2012: Merah affair and importation of the Anglo-Saxon model of the
fight against radicalisation) and on which we now have the necessary hindsight
to measure its effects.

Secondly, the costly nature of this public policy: a report by the Court of
Auditors two years ago already put the extra cost of this shift at 9 billion, the
DGSI has doubled its budget in five years, the state’s intelligence mission has
increased by 11% in the same period, etc. At a time when money seems to be
lacking for many social programmes, such budgetary arbitrations would
require a little more transparency and debate.

There is indeed too much at stake in terms of public liberties (even if our
fellow citizens have been easily persuaded to renounce them), strategic
independence (and the risk of alignment with the diplomatic agenda of
foreign countries), the trivialisation of the discourse of identity (at a time when
the far right is gaining in power), and finally operational efficiency to continue
to blindly apply a model that may well have become obsolete after having been
counter-productive for several years.

5 Counter-terrorism, with its “fusion centres” and data interoperability, has
presented itself as a global tool (more or less well shared) and more open to
institutional communication, abandoning the “no comment” policy. One could
say that secret service officials now have communications officers who are
quite talkative. Is this a positive aspect that gives the public a better
understanding of the issues or a policy that aims to feign openness and in
the worst case use methods of influence against its own citizens? How can we
distinguish between transparency displayed through realistic fiction, testi-
mony of the past making the services more “human”, respect for secrecy on
operational needs, and the intoxication of a false transparency aiming on the
contrary to obscure the opponents, and the population?
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Much more than predicting, governing means hiding. Concealing from
the eyes of the majority what constitutes the very mainspring of power, and
ultimately the scandal of its fragility and illegitimacy. In this respect,
intelligence is the keystone of this political comedy. But the war on terror
has upset the relationship between intelligence and the fight against
terrorism which, due to the decrease in state terrorism and the massifica-
tion of low-intensity attacks, should have remained a matter of “low-
level policing”. Instead, the cop and the spy have been invited to come
closer together, upsetting professional cultures and working methods, and
leading to a confusion that is detrimental to both functions, and probably
even to the information of the population as you suggest.

For the pre-eminence of intelligence has first of all removed the fight
against terrorism from the view of the citizen. It is now hidden behind high
walls of secrecy, preventing any support from the population, which is kept
out of the definition of the threat and the choice of the means devoted to it.
By entrusting the monopoly of the fight against terrorism to a service
capable of classifying all of its activities (DGSI), the government has closed
off all debate on the issue, thereby weakening the democratic vitality that is
necessary for our collective resilience. As you say, although the services
communicate more — and they have been asked to do so for the past 15
years — they inform less.

Secondly, the almost unlimited means available to intelligence since the
2008 White Paper may have led to an overestimation of the threat. I recall
the words of Joseph Conrad in The Secret Agent: “The existence of secret
agents should not be tolerated, because they tend to increase the immediate
risks of the scourges against which they are employed”. A service whose
task it is to define and produce otherness in proportion to its means and
thus risks obscuring our view of the reality of threats. Especially since, with
Daech’s terrorism for all, the border between “them” and “us” now runs
through the middle of the population. Thus, never before have the services
risked dividing us to such an extent.

These are two examples of how the fight against terrorism has suffered
from the stranglehold of intelligence in our democracy of opinion. But the
latter has not emerged unscathed from this forced marriage either. Thus,
counter-terrorism has disrupted the work cycle of the services, notably by
favouring “security” intelligence. This is operational intelligence, immedi-
ately usable in the field by the action service, the special forces or drone
strikes, and whose life span is limited to one-off hits. Time and intelligence
have thus been diverted to short-sighted intelligence, to the detriment of
long-term analysis and complexities.

The fight against terrorism has also weakened our national sovereignty
by marginalising counter-intelligence missions, which have been forced to
take a back seat to the demands of counter-terrorist cooperation. In so
doing, our security services have been reduced to the status of almost
provincial auxiliary forces of a global grand design. Increasingly integrated
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data exchange systems and the moral pressure of terrorised Western public
opinion have accentuated inter-service suggestions and our strategic
dependence on some of our allies.

The fight against terrorism has also modified the image of the services by
forcing them to publicly assume illegal actions, such as targeted assassina-
tions or collective punishments (such as the administrative closure of places
of worship). While the infringements of the law of counter-espionage
remained confidential, the counter-terrorism trumpeted by a political class
giving in to the virilisation of its discourse risks casting a veil of suspicion
over the activity of our services and delegitimising their action in the eyes
of a part of the population.

Finally, the fight against terrorism has refocused the services in the
institutional landscape. Once cautiously kept at the margins of the palace,
they are now invited (the DGSI and the DGSE, for example, now
participate in the national defence and security councils) and consulted
by leaders seduced by their capacity to control the population. As the only
bodies that have not suffered from the general disengagement of the state by
neo-liberal regimes, the intelligence services have, under cover of the
increasing terrorist threat, made themselves indispensable and now have a
weight and influence that was previously only known to them in author-
itarian regimes.

6 One of the criticisms of the former French anti-terrorist policies was its rigidity
in terms of data exchange between services and internationally, as well as a
strong home-grown spirit between services, do the services that form the DGSI
collaborate better than before with each other, and with the DGSE, or is the
relationship purely transactional (including at the financial level) in each case?

The DGSI was designated as the lead agency for counter-terrorism in
2018, four years after its consecration as a general directorate. But it had long
been preparing the ground by gradually emancipating itself from the
national police directorate general, by placing relays, i.e. permanent liaison
offices and dedicated executives, within partner services (the intelligence
directorate of the Paris police headquarters, the central territorial intelligence
service, etc.), by claiming a quasi-monopoly of judicial investigations and by
consolidating an exclusive and informal European network of cooperation
between similar agencies.

The DGSE, which had previously been designated as the lead agency for
SIGINT, willingly accepted this designation and has been visibly loyal ever
since. We do not know if we should see this as the heritage of military
righteousness or the relief of being rid of a politically sensitive file, but the
DGSE seems to behave in an irreproachable manner towards its partner. To
the point of sometimes letting the latter be overly masterful in the way, it
deals with terrorist targets.

However, by conveniently taking a back seat to the DGSI, the foreign
service is undoubtedly depriving our counter-terrorism policy of its profes-
sional culture, traditionally based on the long term and knowledge of human
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geography (particularly in countries that are part of our former zones of
influence), to give free rein to a police culture more eager to fabricate
otherness and to legalise it. This impoverishment of our intellectual capacity
to embrace all the dimensions of the terrorist phenomenon is one of the
perverse effects of the hegemony now exercised by the DGSI.

It is true that the French counter-terrorism services communicate better
with each other than before. The permanent staff created by the DGSI brings
together representatives of each specialised service who exchange in real time
on all objectives. The mobility of senior managers between the different
services, as well as the joint initial and ongoing training sessions organised by
the Intelligence Academy, allows for cross-fertilisation of professional
cultures and human contact between agents.

Not to mention, of course, the fear, fostered by the political authorities,
of underestimating sensitive information, which leads to the unrestricted
transmission of the information gathered. It is now accepted in the counter-
terrorism services that a career is no longer built on solitary successes, but that
it can be shattered by the slightest withholding of information that proves
fatal. Since the attacks of 2015, a director will be blamed less for having had a
dull and lacklustre administrative career than for having been, through
negligence or ambition, the indirect cause of an attack.

As a result, more is exchanged, but less is understood. Intelligence and
personal and metadata circulate more rapidly within the first intelligence
circle, but the capacity to analyse them, to put them into perspective, and to
perceive the complexities and nuances that precede the dangers is diminishing
in proportion to the increasingly narrow base that produces it. In the past, a
“counter-terrorism community” offered a mosaic of professional cultures,
means of investigation, and access to power, which resonated more accurately
with the world around it. And there were not many more misses than today. If
one department missed an event or analysed it falsely, the neighbouring
department remedied it, and the political authorities had the full range of
viewpoints at their disposal to form an opinion and decide on their action.

This is no longer the case today, behind the economies of scale, we have
gained in coherence what we have lost in knowledge. The government is now
pleased to have better control over an intelligence apparatus that is
more vertical, less diverse, and better gathered around it, notably via the
coordinator of intelligence and the fight against terrorism (CNRLT) placed
under the President of the Republic. This allows him, for example, to use
consolidated statistics to his advantage, without any contradiction, such as
the famous number of “foiled attacks”, while maintaining discretion about his
functioning. But this cleverly staged facility could be deceptive. The authori-
ties have reassured themselves at the expense of our freedoms, but no doubt
also of their own efficiency.

There has been much criticism of the ineffective parliamentary control over
the action of the services and much hope has been placed on a tighter political
and technical control around the executive (and the president). Is this related
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to the institutions of the Fifth Republic or to more general features of a model
that rejects control and considers the secret services as having absolute
delegation over means, including criminal means, as long as they fight for
what they consider to be the interest of France or of the coalitions in which it
engages? What reforms are possible to introduce more self-control and
democratic control within the services? Could we envisage a status equivalent
to that of whistleblowers when employees consider that orders covered by
secrecy are illegitimate and do not fall within the framework of the national
security of the state but within that of personal interests or acts that endanger
the democratic framework of the country?
It is clear that the increase since 2008 in the means of surveillance of the
population under the guise of the fight against terrorism has now exceeded
the control capacities available to any counter-power. An imbalance has been
created in favour of the intelligence services and their political sponsors. This
new economy of control entails many dangers that go far beyond the mere
infringement of individual liberties, which has been conscientiously docu-
mented by human rights organisations.

The main risk lies in the possible diversion of the services’ resources to the
benefit of the “legal country”, outside the general interest. In the past, the
answers to the question of whether the internal and external security services
should primarily protect the government in power or the country and its
population varied according to the interests and positions of authority of
those interviewed but were always based on a kind of democratic wisdom that
seemed to ignore the possibilities of manipulating public opinion. However,
these have never been so present, constituting today a determining part of the
polemological landscape. In this respect, the “war on terror” that concerns us
here has presented a formidable opportunity to redistribute the powers of
influence within the Western world.

The very essence of the intelligence services, as well as their working
methods, has been affected, and the intelligence services, which have never
been the spearhead in the history of the last two centuries, have moved even
further away from the republican ambition, taking refuge in a kind of
security separatism. The operating principles of democracy and the rule of
law, such as publicity, representativeness, and legality, to which we could
add sovereignty and secularism since the French Revolution, are being
overturned by this “war on terror”. Each of these notions would never-
theless constitute a relevant entry point for strengthening the democratic
control of intelligence.

Let’s take legality as the first possible avenue for reform. We could indeed
start with the question of whistleblowers. Long excluded from the world of
intelligence by the criminal sanction of any disclosure of a national defence
secret, this possibility now exists through direct referral to the National
Commission for the Control of Intelligence Techniques (CNCTR - created in
2015) which informs the Council of State and the Prime Minister. If the facts
reported appear to be illegal, it also refers the matter to the public prosecutor
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and the Commission on National Defence Secrecy for possible declassification
of information.

In theory, compliance with this procedure spares the staff member con-
cerned, who then benefits from the protection granted to whistleblowers.
However, in addition to the complexity of the process, it requires great
temerity on the part of the agent ... Moreover, there is no public example of
whistleblowing since this possibility was created. While the procedure has
existed since 1998 in the United States and has already made it possible to
reveal affairs of state, we had to wait for the 2015 intelligence law to allow
French service agents to report breaches of the law of which they were aware,
and then only with regard to the use of intelligence techniques. We could also
think about adapting to the world of intelligence Article 40 of the Code of
Criminal Procedure, which obliges any civil servant who has knowledge of a
crime or an offence to inform the public prosecutor.

It should be added, however, that in this field, respect for legality is a
necessary but probably insufficient criterion. In addition to the fact that it is
accepted that the services sometimes resort to illegal methods, as they are the
only ones authorised by custom to get their hands dirty for the collective
interest, and that the law is not legitimate in any case, the vigilance of
whistleblowers could be extended to all issues relating to the fundamental
interests of the nation, according to Article L.811-1 of the Internal Security
Code. A biased threat definition process, a diversion of resources to private or
partisan interests, or the placing of a foreign service under trusteeship should
thus also be able to give rise to alerts emanating from within the services,
which would not otherwise be known.

It would then be necessary to define the most appropriate point of arrival
for this type of information. At this stage, the Parliamentary Intelligence
Delegation (DPR - created in 2007) would probably be the most appro-
priate, subject to strengthening the confidentiality of such exchanges, as
well as its representativeness vis-a-vis the entire political landscape, by
integrating more members of the opposition in the framework of a broad
reform of its functioning.

In the second example, we could address the question of sovereignty by
making public the degree of subordination of our services to their foreign
partners. It would undoubtedly be interesting for the national representation
to know our level of integration in various coalitions or even the suggestion
that certain powers exert on our intelligence apparatus by providing it with
information and hence avenues for work.

This point could be the subject of an annual communication from the
CNRLT to the DPR in the form of percentages of data exchanges,
incoming and outgoing flows, broken down by country. This is a recurrent
request of the CNCTR, which is based on the Big Brother Watch v. United
Kingdom ruling of 25 May 2021, while France is the last EU member to
have no legal framework in the field of international cooperation, creating a
legitimate suspicion.
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Beyond these two atypical examples of reform projects, some existing
control bodies would already benefit from being strengthened, as France,
despite some improvements since 2017, has not yet caught up with its
neighbouring democracies. While the list of structures supposed to oversee
intelligence is impressive, the examination of each of them, taken in isolation,
puts the effectiveness of the whole into perspective.

We will pass quickly over the internal hierarchical control, which is not
really relevant to this question, and also over the Intelligence Services
Inspectorate (ISR — created on 24 July 2014) which, in order to be credible,
should be able to count on a permanent body of executives from all the major
inspectorates, which can intervene on its own initiative and no longer only in
the event of a referral from the government, and which should be able to rely
on independent external expertise.

As regards the legal review itself, the law created a specialised chamber
within the Council of State (litigation section) whose members are authorised
to maintain secrecy but may only communicate to an applicant who has a
complaint about an infringement of their privacy or an error of assessment,
part of the investigation file, which contravenes the requirements of adver-
sarial debate. The administrative judge limits himself here to noting the
possible illegality of an investigation act.

Particular mention should also be made here of the way in which the
government, and sometimes this same Council of State, disregard the case law
of the European Court of Human Rights (ECHR) and certain rulings of the
Court of Justice of the European Union (CJEU — T¢é/é2 ruling of 2016 for
example) to justify mass intelligence. This is the case with the generalised
retention of connection data for one year and the use of “black boxes” under
the guise of a permanent “state of security emergency”, which placed France
on the margins of European rules.

External administrative control is also supplemented by the CNIL for data
protection. In this context, it is time, for example, to give the CNCTR the
right to check the legality of intelligence files. The last time a file of this type
was submitted to the administrative judge, it failed to be validated (EDVIGE
file in 2008). It would no doubt be useful to ensure that the individual data
collected today are proportionate and reliable.

As 1 briefly mentioned before, parliamentary oversight was indeed added
by the law of 9 October 2007, reinforced by the law of 18 December 2013,
creating a parliamentary delegation for intelligence (DPR) which has moved
from the “monitoring” of intelligence activity to its theoretical “control” and
even “evaluation”. But its limited resources make its mission dependent on
the relationships of trust it builds with the services concerned. Thus, while the
British Intelligence and Security Committee can count on a team of 14 people
and a budget of 1.3 million pounds (excluding operations), while the Belgian
Permanent Committee R has an investigation department of 5 people, the
French DPR has no full-time administrator. This makes all the difference.
Yet it is the DPR that should be the first to ensure that the battles waged on
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behalf of the French people are correct. But the increase in its powers is
systematically refused by the executive. This is what happened, for example,
on 11 May 2018 with a bill from the chairman of the Senate’s law commission
aimed at strengthening this control. It happened again in 2023 with the new
Military Programming Law (LPM).

In the end, therefore, it is the CNCTR that exercises the most vigilant
control. It ensures that requests for authorisation of an intelligence technique
scrupulously respect the principles of proportionality and subsidiarity, and
only infringe on privacy in cases of absolute necessity. Its annual report is
also the only real public document that slightly lifts the veil on the activity of
the services. It is notably through it that we now know how much the sur-
veillance of social movements (under the guise of “prevention of collective
violence”) has increased in recent years to the detriment of counter-espionage
and economic intelligence.

However, the comparison with the major Western democracies is instructive.
To take the British example again, the Intelligence Service Act of 1994 (M16)
and the Security Service Act of 1989 (MIY), reinforced by the Regulation of
Investigatory Powers Act of 2000 and supplemented in 2016, allow for much
more in-depth specialised control than in the French context. Even if the ex-
ample of the Iraq war showed how easily London could still manipulate the
activity of the services. And how thin the line between the intelligence services
and partisan interests still is.

Beyond all the possible avenues of reform in order to introduce a little
democratic control into the intelligence function, it would be appropriate to
question the interest of the Republic in offering its most sensitive services to the
inquisitorial gaze of the general public. Indeed, if tomorrow a more progressive
and republican regime, convinced of the need for control, were to come to
power, it would come up against a wall of opposition in the country that would
show its distrust in the media, on the stock exchange, and certainly in the
streets. A period of great disorder would set in, probably for a long time.

It is to be feared that the services themselves, by their sociological com-
position and their political positioning, would contribute to this, at least
through bureaucratic inertia. And taking them over would be a first test of
strength for a young, untested regime that lacks specialised managers.
Moreover, until now, and with rare exceptions, the Republic has always
accommodated security services reputed to be unfavourable to it, provided
that they remain in their barracks and police stations, that they do not bite
the hand that feeds them and that they carry out their tasks as correctly as
possible, without causing opprobrium. From the “100 days” of Napoleon’s
return to power to the 1981/1983 period when the socialists came to power,
the services always got away with the mere symbolic replacement of a few
directors, without changing anything in their operating methods and their
institutional isolation.

This undoubtedly explains the longevity of these citadels of the Ancien
Régime which, enjoying a form of political impunity, only open up in their
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own interest, as in 2015 and 2017 when the law came to legally validate
practices that were previously illegal. Consequently, it is less a question today
of finding tools likely to democratise and better control intelligence — these
exist if a democratic will or scandal so requires — than of proving to political
personnel the advantage that they would have in opening a few breaches in
the wall of secrecy in order to ensure that our agents are indeed working for
the sole benefit of the general interest (provided that this is correctly defined),
without damaging it, and that republican principles no longer stop at the
door of the services.

Note
1 An Interview with Frangois Thuillier by Didier Bigo.



9 Intelligence oversight collaboration
in Europe’

Thorsten Wetzling

1 You are heading the research unit “Digital Rights, Surveillance and
Democracy” of the Stiftung Neue Verantwortung (SNV) and you have
been the head of the German team of our common Research Project
GUARDINT. Your current work focuses on the practice, the legal basis,
and effective independent oversight with respect to different modes of access
and subsequent processing of personal data by security and intelligence
agencies. You have already published different papers on the methodology to
construct an index allowing to compare different forms of oversight structures
in Europe, and their relative qualities. Could you give us an idea of the key
differences existing in terms of oversight of intelligence services between
Germany, France, and the UK, and what are the results if we want to judge
their independence and efficiency?

I will mostly draw on recent work related to GUARDINT as well as to the
European Intelligence Oversight Network (EION). As regards the former,
we collaborated with researchers from Sciences Po, King’s College London,
Université de Lyon, Wissenschaftszentrum Berlin (WZB) over the course of
three years to shed light on international intelligence cooperation and
accountability. GUARDINT produced a range of different outputs and I
would encourage interested readers to consult the project website for detailed
information on each of them. With regard to EION, this is a project where
SNV regularly invites selected members of intelligence oversight bodies from
ten European countries to collaborative workshops in Berlin. These events
provide unique opportunities to discuss pressing themes of intelligence
governance and to engage, where possible, in good practice sharing and
other types of capacity-building deemed necessary to strengthen rights-based
surveillance practices and effective accountability. Where suitable, I will
draw on both projects in my responses to your questions.

Coming back to your first question regarding the intelligence oversight
index and our findings with regard to Germany, France, and the UK, this
relates to one guardian.org output, namely, the conceptual design and partial
implementation of a composite index on intelligence oversight. This was
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administered jointly by the SNV (Thorsten Wetzling, Kilian Vieth Ditlmann
and Felix Richter) and WZB (Ronja Kniep and Sarah Naima Roller). Let me
establish first the basic rationale for the index and its basic functionality
before elaborating on some of our findings with regard to the three countries
you have mentioned.

The revelations of Edward Snowden and subsequent parliamentary and
media investigations as well as successful litigation in various courts have put
democracies under pressure to establish, adjust, or — depending on your
perspective — retro-fit their legal frameworks so as to better account for their
large-scale, digital surveillance practices and to initiate more rigorous oversight
reforms. Despite these developments, there still remains a notable dearth of
comparative research on intelligence oversight, however. To help fill this gap, we
designed and then partly implemented the Intelligence Oversight Index (I01). Our
aim was to measure and compare a variety of oversight practices of democratic
countries. More specifically, we saw the IOl as a tool for the systematic mapping
of emerging practices of oversight and to expose oversight gaps across countries
and over time. By uncovering cross-country variances, we wanted the IOI to help
illustrate the scope of actual activities in an area which is often dominated by
politics of security, exceptionalism and secrecy and a supposed lack of
alternatives. With the help of a composite index, we wanted to show that it is
possible to identify common threads, criteria, and objectives for oversight in
democratic countries and compare how these are implemented, despite many
socio-legal differences that obviously exist between different political systems.

For this, we adopted a broad definition of intelligence oversight as a set of
practices that scrutinise, evaluate, contest, and sanction as well as publicise the
activities of intelligence agencies with the goal of preventing future misconduct
or discovering past misconduct. We also decided to speak of oversight practices
rather than mechanisms, systems, or institutions because we felt the need to
compare not only a formal set of laws or the institutional designs of oversight.
The goal was, rather, to observe how different actors do oversight, including
the structural and institutional conditions these practices are embedded in (as
much as the practices are producing these structures). The focus on practices
was important to us because there tends to be a significant gap between the
written rules governing surveillance on the one hand and their implementation
on the other. For instance, as part of the index, we inquire about instances
where oversight bodies actually make use of their data access rights.

Importantly, given the widely shared observation that “accountability now
seems to flow from globalised network of activists and journalists, not from
parliamentary oversight committees” (Richard Aldrich), our IOI distin-
guishes between two primary subsets of oversight practice, namely,
delegated and civic oversight. Delegated oversight is exercised by external
bodies bestowed with legal oversight mandates and powers by the state.
We thus define oversight as external forms of scrutiny, from outside the
government, that include parliamentary, expert, and judicial scrutiny and
exclude internal control within intelligence or steering by ministries. Civic
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oversight, by contrast, refers to the scrutinising practices by the media,
CSOs, and citizens who complement delegated oversight through an
oftentimes more adversarial and more public mode of oversight.

Having tried and tested various iterations of our conceptual frame-
work for the assessment of intelligence oversight, we designed and
conducted practitioner surveys, expert questionnaires, and desk research
on civic intelligence oversight as a pilot study in Germany, France, and
the UK. In addition, we conducted qualitative interviews with selected
practitioners for the re-evaluation of concepts and a “thicker” under-
standing of civic oversight practices. In order to be transparent about our
findings and to enable future generations of researchers to benefit from,
build upon, or challenge our work on the potential and limitations of
civic intelligence oversight, we published a website that provides open
access to the anonymized data we gathered from our surveys.

With our descriptive empirical analysis of the modalities of civic
oversight, we were able to present data from surveys with practitioners
of civic oversight in the UK, France, and Germany and to compare their
resources, activities and their transnational scope, their perceived impact,
as well as protection and constraints of the often-sensitive work.”> For
example, we found that while there is little lack of expertise in civic
oversight professionals, only a minority of practitioners report sufficient
funding across all three countries. Furthermore, we identified a common
predicament of civic intelligence oversight practitioners who are at a
particular risk of becoming the subject of surveillance themselves. Our
data shows that widespread distrust in the legal and technical safeguards
against intelligence surveillance is seen as the main constraint for civic
intelligence oversight in all three European democracies, even more so
than a lack of financial resources. This is particularly the case for
respondents from Germany and France, who expressed not only a much
higher dissatisfaction with the status quo than their colleagues from the
UK but also indicated relatively often that they either suspected or have
evidence for their surveillance. Additionally, we provided new insights on
the attitudes of civic intelligence practitioners towards intelligence
agencies and state-mandated oversight in their respective countries.

These were just a few of our findings with regard to civic intelligence
oversight in those three countries. With regard to delegated oversight,
our team deviated from our original plan and decided to postpone the
implementation of the IOI to delegated oversight in those three countries.
We did this primarily because the actors and activities of delegated
intelligence oversight we were supposed to assess were themselves in a
fundamental state of flux during the time of the research project. This is
because the norms, legal standards, and oversight of government access to
and subsequent processing of personal data (often held by the private sector)
have attracted unprecedented policy attention in the wake of landmark
decisions handed down by the European Court of Justice (ECJ), the
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European Court of Human Rights (ECtHR), and national courts, such as
the German Federal Constitutional Court (BVerfG) between 2020 and 2021.
Central elements of national intelligence legislation were deemed inadequate
for the protection of fundamental rights and freedoms and this triggered new
debates on intelligence governance and effective oversight. In turn, this
brought momentum to new international debates on good standards and
norms in forums such as the Council of Europe as well as the Organisation
for Economic Cooperation and Development (OECD). Given government
secrecy and the insistence by many governments that these matters are the
sole prerogative of national security decisions, it is noteworthy that this
subject became the subject of international negotiations. We have seen
greater preparedness by national governments to discuss matters of
intelligence governance and we have seen the instalment of new forms of
oversight, notably judicial review mechanisms, that were not possible in
some countries, such as Germany, a few years ago.

Generally, as regards delegated oversight, Germany to date has still the
most fragmented landscape for intelligence oversight by comparison with
France and the UK. Not only does Germany support two different legal
regimes for bulk collection (Art. 10 Act for bulk collection of foreign-
domestic communication data; BND Act for bulk collection of foreign-
foreign communication data) but it also has two different entities that
perform (quasi-)judicial oversight (i.e. prior approval of surveillance
warrants and ex-post review of data processing), the G10 Commission
and the Independent Control Council (Unabhdngiger Kontrollrat, here-
after UKR), respectively. In addition, the German Data Protection
Authority is also mandated by law to perform data protection reviews
which look into the data processing and the establishment of databases and
where there is considerable overlap with the mandate of the UKR. Moreover,
due to the restricted remits (or limited catalogue of control competence) for
each oversight body, there is a notable risk that a holistic understanding of
the totality of surveillance activities is not available to the oversight bodies.
This, however, is necessary to assess the necessity and not just the legality of
additional surveillance applications. In addition, given the overlaps in control
competences, one can observe unhelpful “turf wars” instead of systematic
oversight cooperation among the various bodies.

The UK, unlike Germany or France, has gone at far greater length to
streamline and simplify its legal framework for intelligence with the help of the
Investigatory Powers Act. By contrast, Germany sports more than 30
individual Acts of Parliament and several by-laws with many cross-
references to individual laws that obfuscate a dense web of provision from
too much external scrutiny. More importantly, whereas the UK legal
framework defines what counts as investigatory powers and establishes a
review mandate for the oversight body IPCO over every public body that uses
such powers, Germany still defies such functional logic. Instead, each
intelligence actor has its own legal framework and the oversight bodies are
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limited in as much as they can only assess the legality of the three federal
intelligence agencies data collection or processing, not the very similar activities
by actors within the defense or law enforcement sector. This is anachronistic
and not in keeping with the Council of Europe’s modernised Convention 108.

France, too, has many deficits still to overcome, notably the formal extension
of the CNCTR’s oversight remit to foreign intelligence collection and OSINT to
give just two examples. Whereas all three countries have made significant
improvements when it comes to the public reporting of oversight activities,
many additional aspects would need still to be covered going forward.
Interesting in this regard is also the use of supervisory technology. Many
oversight bodies have recently received significantly better access to the IT
systems and the various databases used by the services. Access by itself is not
enough, however, to guarantee effective oversight. In order to implement what
the ECtHR has called end-to-end safeguards, oversight bodies need to
significantly up the ante when it comes to the development of control programs
and automation in audits.

German oversight authorities are regarded by many as more powerful than
their counterparts in other democratic countries (in Europe and among the
five eyes). Recent reforms of the German legislation that you have analysed
and comment in the blog about-intel seem to give the right to the supervisors
to have access to foreign data, giving them a better understanding of the scale
of an operation, especially when we know that more than a half of data are
coming from these foreign sources. Could you explain briefly the reform,
(DPA, creation of a different supervisory authority for foreign sources ...)
and do you consider that it was a useful one, or do you consider that it is a
reform “on paper” that is masking the practices more than revealing them?

I think it is necessary to distinguish between different types of intelli-
gence oversight bodies in the response to your question. This is because for
the majority of German intelligence oversight bodies, notably the parlia-
mentary intelligence oversight committee and the German Data Protection
Authority, access to non-German intelligence service data remains severely
restricted or non-existent. Only the newly established UKR can no longer
be treated as a “third party” in international intelligence cooperation that
involves the German foreign intelligence service (BND).

This needs further unpacking. I will briefly lay out the essence of the
2021 reform of German foreign intelligence induced by the landmark
decision of the German Federal Constitutional Court which had found
several provisions in the previous legal framework unconstitutional.
Among other requirements, the court demanded that the amended legal
framework for foreign intelligence collection must provide for two distinct
types of oversight for the BND’s SIGINT activities: judicial and adminis-
trative control. It did not prescribe, however, whether these separate
oversight functions should be performed by one or several bodies. The
lawmakers decided to combine both tasks within just one new oversight
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institution, the UKR. The Federal Government and the majority in
parliament saw in a unitary body a better precondition for successful
international cooperation. They warned that, if too many oversight or
review agencies would be involved, say a separate court for judicial review
and a separate administrative control body, which might have involved the
Federal Commissioner for Data Protection, and each entity exempt from
the third party rule, foreign intelligence agencies might shy away from
sharing information because of a fear that their data might not remain
confidential.

The UKR, which is in operation since January 2022, enjoys comprehen-
sive access to all BND premises and to all its IT systems as long as they are
under the sole direction of the BND. If the UKR requests access to data
that is not under the BND’s sole direction, the BND shall “take
appropriate measures® to facilitate access. However, the law does neither
include specifications of what such “appropriate measures” shall be nor
does it entail a duty to proactively inform the UKR about all operational
systems and jointly administered databases with foreign services.
Moreover, the BND is not obliged to provide a comprehensive overview
over the complex systems used to collect and process foreign intelligence.

It was a firm requirement by the Constitutional Court that the “third
party rule” may no longer undermine the effective and comprehensive
oversight by the UKR. In its judgement the Court referred explicitly to the
third party rule as a “rule of conduct that is based on agreements with
foreign intelligence services and generally recognised by all intelligence
services; according to this rule, based on informal arrangements, intelli-
gence obtained from foreign intelligence services may not be shared with
third parties without the consent of the intelligence service in question”. It
also held that “The third party rule is an administrative practice that is not
legally binding, but is merely based on agreements with other intelligence
services; it i1s thus flexible and the Federal Government can influence its
practical significance ([...])”. The Federal Government and the Federal
Intelligence Service remain bound by the assurances they have given.
However, in the future, it must be ensured, through the way the oversight
bodies are designed and through changes in agreements with foreign
services, that the bodies conducting legal oversight are no longer con-
sidered “third parties”.’

The Court did not, however, specify who this general finding should be
implemented in actual practice and the government and the ruling majority
in the Bundestag in the end agreed on an institutional solution whereby
only the UKR was rendered in a position to access information stemming
from foreign agencies and not the other German oversight bodies. Yet,
even the UKR is still not rendered in a position to have universal access to
all information in the possession of the German foreign service. Its review
mandate is limited to only some of the intelligence methods, and not others
(such as HUMINT or the use and processing of data acquired through
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non-compulsory means). In addition, the mandatory logging of informa-
tional activities for audit purposes is only required for a few selected cases
of data deletion and purpose changes, but the law does not foresee the
mandatory recording of comprehensive audit trails. Plus, the limited audit
logs that are required — for example if the confidential communications of
a journalist that were unlawfully collected in a hacking operation are
deleted — appear to be only accessible for review by the internal data
protection and compliance unit of the BND. The same is the case, for
instance, if unevaluated bulk data is shared with a foreign intelligence
service. The automated transfer must be logged, but only internal BND
inspections may access these audit logs.

The work of the UKR ought to remain strictly confidential and the
BND Act does not impose a public reporting obligation upon the UKR.
Instead, it must report to the parliamentary oversight committee every six
months, but the content of these reports is not specified in the law. While
the UKR is, at least formally, exempt from the third party rule, the
Federal Government continues to regard the parliamentary oversight
committee as a third party in the context of information sharing. This has
consequences for the UKR’s reporting to the parliamentary committee:
Only information that is under the exclusive control of the BND may be
included. The UKR must consult the Federal Chancellery before
reporting to the parliamentary committee, to ensure that the report
does not comprise third party information. The UKR may exchange
views and compare notes with other domestic oversight bodies, namely,
the Federal Commissioner for Data Protection, the G10 Commission,
and the parliamentary oversight committee about oversight-related
matters. In doing so, it must comply with the respective obligations to
protect secrecy. There is no analogue reference to international oversight
cooperation, for example in the context of the European intelligence
oversight working group.

In response to your question, I would thus say that, in my view, the
2021 reform of the BND Act contained both positive and negative
aspects. On the one hand, when compared to previous intelligence
reforms but also with a view to how other democracies have codified
(or not) foreign intelligence collection in their respective laws, Germany
has undoubtedly come a long way. With this reform, it cements its
position among the few democracies in the world that offer comprehen-
sive legislation and important safeguards regarding the use of bulk
powers for foreign intelligence collection. Yet, together with my colleague
Kilian Vieth, I drew a sober conclusion when reviewing the 2021 reform:
we deplored a fragmented legal framework, a disconnect with recent
European jurisprudence, significant gaps in comparison to ECtHR
standards and the fact that data purchases remain insufficiently regulated.
Further criticism is due because of the reform’s ineffective data volume
limitation and the fact that it does not offer a redress mechanism for
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foreigners. What is more, many legal protections are restricted to
personal data and by and large the reform does not provide enough
value for compliance and transparency.

Thus, despite noticeable improvements, the reform has failed to address a
number of known deficits and creates new accountability gaps. By interna-
tional comparison, the BND Act now features an important high water
mark: it no longer restricts the German Constitution’s guarantee of the
privacy of telecommunications and the right to press freedom to citizens and
residents of Germany. Instead, these fundamental rights against state
interference “also protect foreigners in other countries”. At least de jure.
In practice, however, non-nationals might not benefit much from their rights
when confronted with surveillance by German intelligence. This is because
the BND Act also does not incorporate the standard for effective remedy
that the ECJ found missing in US intelligence legislation in its Schrems 11
decision. At long last, the reform established genuine independent judicial
oversight for some of the BND’s key collection and processing practices.
Still, the legal framework remains replete with too many ambiguities and
omissions. Our report further highlighted the UKR’s vague mandate for
administrative oversight and deplored broad exemptions from the warrant
requirement and cautioned against accountability gaps tied to suitability
testing and data transfers between the BND and the German Armed Forces.

3 In Europe, some supervisory authorities have tried to build a network to
exchange good practices concerning their work and thought to build, beyond
that, regular exchanges on analyses and even collaboration for some specific
cases which were transfrontiers. Could you resume the role of the ENIR and
EGIO networks, and their current legacy (including your EION)? Don’t you
think that their efforts to join come from the fact that they are countries with
small resources and no willingness to have a regional role on their own, but
only through a reinforced Europe? On the contrary countries like France or
the UK are less keen to have a non-exclusively national (multi-national)
network judging the legitimacy and necessity of their activities?

I would like to answer your multi-tiered question by first focusing on the
genesis and the role of the different fora for intelligence oversight cooperation
that are known to me. Afterwards, I will try to address the question about
variations in European delegations’ keenness to genuinely invest resources
and commitment to international intelligence oversight cooperation.

At the beginning of a brief historical trajectory of international intelli-
gence, oversight cooperation should be the acknowledgement of a mismatch,
namely, that intelligence agencies have worked very closely together for more
than 70 years while oversight bodies have only begun to increase cooperation
among each other. Several developments in recent five years point to the
direction that there now is genuine and more sustainable momentum for
more international oversight collaboration. This collaboration takes, as
indicated below, several forms which may include work on common
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standards for oversight and audit practice as well as capacity-building
exchanges on good practice in response to common problems or challenges.

Intelligence oversight cooperation is practiced beyond Europe, of course,
so the historical trajectory has to be a bit broader. Among the fora that
predominantly involve the review bodies of Five Eyes countries, one can list
the International Intelligence Review Agencies Conference (IIRAC) which,
for example, took place in 2002 in London. Interestingly, it involved all kinds
of different oversight bodies, parliamentary oversight committee, such as the
British ISC, but also expert bodies such as the Belgian Vast Committee and
also oversight bodies more closely tied to the executive branch, such as
Inspector-General type review bodies from Australia and the US. Since 2017,
the review bodies of Five Eyes member countries also come together in a
more structured forum, called the Five Eyes Intelligence Oversight and
Review Council (FIORC) whose basic terms and objectives were laid down in
a publicly available charter.*

Also at the international level, the former UN Special Rapporteur on
the Right to Privacy, Prof. Joe Cannataci, has launched the International
Intelligence Oversight Forum (IIOF) in 2016 which brought intelligence
policy makers and intelligence oversight bodies from several UN Member
States together to 2-day conferences which were held, thus far, in
Bucharest, Brussels, Valletta, London, and Strasbourg.5 Unlike the
more close-knit Five Eyes or European Intelligence Oversight Fora, the
ITOF has an important mandate to promote discussions and knowledge
on intelligence oversight at a time of democratic back-sliding in several
UN Member States.

In Europe, different oversight bodies came together, for example, as
part of the Conference of the Parliamentary Committees for the
Oversight of Intelligence and Security Services of the European Union
Member States. This conference has had several iterations, notably in
Brussels, Rome, and Berlin. The sixth instalment in Brussels was co-
organised by the Belgian Vast Committee and the Belgian parliament. On
that occasion, the member delegation of the conference collectively
launched what would later be known as the ENNIR project, a
European Intelligence Review Agencies Knowledge Network. ENNIR,
in the words of now retired and long-term advocate of intelligence
oversight cooperation, Wouter de Ridder, was “a database mapping the
different intelligence authorities in Europe and a platform for informa-
tion sharing between them”. Unfortunately, in his words, “as promising
as these meetings (of the Conference) and the ENNIR project were, the
Berlin conference in 2011 was the last of its kind”. De Ridder also
deplored the fact that the ENNIR website had to be closed for lack of
staff and, even more, enthusiasm generated by this initiative among the
European delegations who were part of this conference.

Individually, some European oversight bodies have organised confer-
ences for continued oversight body dialogues, notably the French
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CNCTR and the Belgian Vast Committee in 2018 in Paris, which was
followed up in December 2019 with a gathering in The Hague organised
by the Dutch oversight body CTIVD.

More potent, perhaps, was the initiative launched by oversight bodies
from the Netherlands, Belgium, Switzerland, Denmark, and Norway,
called the European Working Group on Intelligence Oversight. In
October 2018, representatives from oversight bodies of these five
countries signed “the Common Statement of Bern”.® The declaration
revealed that these bodies had “begun a new form of cooperation” in the
form of a “joint project to exchange experiences and methods” particu-
larly on “the development of oversight and audit standards and oversight
innovation”. In 2019, the UK oversight body IPCO joined the group
which “convened at board level in Brussels and at staff level in
Copenhagen. Observer delegations from Germany and Sweden were
present as well”.”

In addition, and less formally, one may add that SNV, a civil society
organisation in Berlin has launched a process in 2018 called the EION.
Its approach is notably different in that individual members of different
judicial and administrative intelligence oversight bodies from ten dif-
ferent democracies are regularly invited to collaborative workshops in
Berlin. At those workshops, the small group of oversight practitioners is
invited to discuss thorny themes and questions on the basis of a paper
and in the presence of a few academic and private sector experts who can
help shed different light on things.

Now, obviously they are remarkably obstacles to international over-
sight cooperation. Notably, as mentioned in my previous answer,
government secrets may not be shared by oversight practitioners with
their foreign colleagues — even though the services themselves might have
very well shared such information with their foreign counterparts. This is
a mismatch and Prof. Cannataci has often called for a new international
standard along the way of “what is shareable is overseeable”. To date,
though, this call for action has not been met with much legislative
reform, except perhaps in Germany but also only with regards to a
fraction of the intelligence service activity and with significant curtail-
ments on the part of the UKR to inform its oversight colleagues in
Parliament about it. Apart from secrecy, though, more mundane factors
also play an important role in holding back the advancement of genuine
oversight cooperation. Here, one can point to the increasing workload of
oversight bodies at the national level as well as the lack of ambition by
some oversight bodies to take on additional tasks.

What is interesting, I think, is that the UK joined the European
Working Group as a sixth member, and this may have prevented France
from joining this group. There is, of course, no official documentation for
the reason why France did not join the European Working Group to
which they were invited, so I need to preface that this is solely my
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assumption: It may be that the French oversight body, and possibly by
extension the French government as this decision may not have been solely
for the oversight body to take, felt that joining a forum for increasing
international oversight cooperation where an oversight body from the Five
Eye intelligence alliance Country (in this case IPCO from the UK) was also a
member would present too much of an undesired proximity or risk that they
may prefer to avoid so as to remain more autonomous or to prevent
inadvertent intelligence sharing. This said, maybe the French oversight body
also had similar reservations with regard to the other continental European
members of the European working group and it was more a general
precautionary measure not particularly directed at an oversight body from
the Five Eyes alliance. Alternatively, it may have also been that the French
delegation may have tried to establish a separate other oversight cooperation
forum and was perhaps not prepared to accept that another forum was
already gaining traction. I can really only speculate about this in the absence
of further official information on this. What is clear, however, is that an
oversight body from the UK did not seem to have such reservations. The
French body CNCTR has, arguably, tried to set up an alternative to the
European Working Group or, more accurately, invested in ad-hoc confer-
ences with different European partner bodies (such as the Vast Committee)
because it may have been critical of the fact that the UK IPCO body joined
the European Working Group. Why Sweden and Germany have not joined
the club formally, is also not exactly clear. It may quite simply also have to
do with the fact that due to the fragmented landscape of oversight in
Germany, it was not quite sure whether the G110 Committee, the
Independent Council (until 2021), or the UKR should represent Germany
in this forum.

Do you see a possibility to have a transatlantic dialogue on the different
supervisory authorities of the five eyes (FIORC) and an EU or multinational
network to agree on the limits that secret services cannot cross in operations
abroad, and which distinguish them from illiberal and authoritarian regimes?
Is the context of Ukraine a way to clarify this major distinction, which was
fuzzier during the mid-2000s?

I do indeed believe, as argued already partly in my response to your first
question, that international discussions on the norms and standards that
democracies need to adopt when it comes to electronic surveillance for the
purpose of national security have attracted unprecedented public attention
in recent years. Following landmark decisions by major European courts,
governments, and parliaments had to be far more explicit about the legal
framework and oversight process when it comes to different modes of
government access to personal data. Given that the ECJ has rejected two
previous transatlantic frameworks for data sharing between the EU and
the US due to its concerns that US national security legislation does not
provide, in its view, adequate data protection for European Union citizens



258 Thorsten Wetzling

and companies, the search for common standards regarding bulk collection
and oversight and redress has reached key decision makers in Brussels and
Washington, too. Interestingly, as shown by the OECD process, there is a
simultaneous concern that in the absence of new common standards,
democracies will resort to data localisation which is deemed detrimental to
economic growth. Lastly, democracies need to show, now all the more in the
face of Russian disrespect for national sovereignty and its war of aggression
in Ukraine, that they are distinct from authoritarian regimes. And this needs
to be documented by means of various safeguards and guardrails against
executive overreach.® Much has been written on this declaration and the
lengthy negotiation and wordsmithing process it entailed.” As a consultant to
the OECD Secretariat for this process I cannot reveal specific insights from
the process. However, what I can point you to is the observation that despite
some commonality identified, quite a substantial area has been bracketed.
For example, notice how the declaration merely notes “stakeholders’ calls for
additional work and engagement to identify existing common safeguards in
OECD Member countries to protect privacy and freedom of expression, and
therefore promote trust, in the context of purchasing commercially available
personal data, accessing publicly available personal data, and receiving
voluntary disclosures of personal data by law enforcement and national
security authorities”. Thus, the identified commonality does not yet extend to
the important modes of government access mentioned in this citation. Also,
given the focus on commonality among all OECD member states it is perhaps
unsurprising that the attributes of each principle may not include what may
be considered a standard in some countries. For example, we know that some
oversight bodies now possess direct access to the I'T databases and operational
systems of the intelligence services of their countries. This allows for far more
advanced auditing and the use of supervisory technology. Similarly, the ECJ
requires independent and effective review bodies, the OECD declaration use
the word impartial and effective instead.

What needs to be said also is that if international norms and rules for
intelligence collection will be further developed (and trimmed), this will be
done primarily by states, not the oversight bodies. Oversight bodies may be
consulted but new international conventions and the like are matters of
diplomacy and here auditors are rarely invited to participate in the wordsmi-
thing that international negotiations often amount to.

5 You have recently done research on the role of private data brokers which
have specialised on dataset and algorithms for national security purposes. Do
we know how far the private companies operate in “preparing” the dataset?

This is indeed an interesting and multi-tiered phenomenon. There can be
various forms of public—private co-productions of intelligence. What we
learned is that intelligence services across Europe are increasingly proces-
sing commercially available data as well as a broad range of information
they deem “publicly available”. To gain access to such data, they can
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purchase data(sets), either ad hoc — when specific information is needed —
or on a rolling basis by means of subscription from various data brokers.
They can also purchase data on the darknet (which may emanate from
leaks or stolen customer data) or buy finished intelligence and thus
outsourcing time and resources for the analysis to private actors. In
addition, services can also purchase from various providers the tools
needed for automated analysis of commercially and publicly available data.
In addition, services can obtain large (bulk) datasets through voluntary
submissions of private sector entities, courtesy requests, or gifts. Last, but
by no means least, agencies can also purchase or otherwise acquire large
datasets through the use of authorised undercover agents or covert human
intelligence sources (CHIS).

What these types of access have in common is that they are non-compelled,
that is, the entity which provides the intelligence service with access to such
data is not obliged by law to do so. This distinguishes these practices from
signals intelligence (SIGINT) and computer network exploitation (CNE,
commonly known as government hacking), where data held by the private
sector can be obtained through compulsion or penetration. Notably, whereas
compelled and direct access have been subject to increasingly dense
regulation and oversight in established democracies, governments’ purchases
of commercially available data or their acquisition and processing of publicly
available data still face far fewer legal restrictions and less robust (if any)
authorisation and oversight procedures. This deficiency erodes public trust in
government and is at odds with the promotion of the rule of law and
democracy in Europe. Vague or missing legal restrictions and insufficient
oversight may also increase the risk of disproportionate access to personal
data without sufficient accountability. In turn, this may increase risks that
various rights will be infringed, notably those to privacy, informational self-
determination, and freedom of expression.

What are the justifications given by the services to do such a thing? Is it because
of a technical gap in which the secret services of Europe are obliged to ask US
providers to help them? Is it on the contrary only a way for secret services to
delegate some of their work and to gain time for a quicker reaction?

There are, I believe, several potential explanatory factors for this
developments. First, the rapid spread of web-based services, mobile
devices, sensor networks, and the “internet of things” have jointly
propelled a sheer inexhaustible availability of data. Unsurprisingly, it
did not take long for such data being for sale in a burgeoning data
market. More than 4,000 brokers now cater to the various needs for raw
and processed data of their clients. Apart from companies in marketing
and risk assessment, these clients also include national security and
intelligence services. Second, as indicated given the current loopholes in
legal framework and oversight deficits regarding non-compulsory access
to data, there are clearly autonomy gains for services that may help
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explain a growing investment in these types of private-public cooproduc-
tions of intelligence. In fact, I believe that the quantity and broad
availability of commercially available data is profoundly transforming
the practice of intelligence and national security as we know it. Fuelled
by an insatiable thirst for data, these new forms of public—private co-
production of intelligence fuse surveillance capitalism and government
surveillance. As indicated, this poses profound new challenges to our
democracies and, to date, invites creative non-compliance or worse:
collusive delegation.

Consider for further illustration of a future challenge the fact that several
European legal frameworks for intelligence apply governance standards only
to acquired data, i.e. data in the possession of the services. However, many
forms of non-compulsory government access to data revolve around
practices where data may conveniently be stored in a private sector cloud.
Here, the services may still have access to such data but, technically and
legally, they have not acquired the data. In turn, this often means that
oversight and audit mechanisms are severely restricted if at all applicable. In
other words, if an oversight body such as the UK IPCO has direct access to
the IT systems and databases of the services that is great progress. However,
the UK services may still access finished analysis products or have service
members use the IT systems of private (cloud) providers without such
operations being overseen, let alone logged in formal government IT
systems. In such a situation, I see a great need for lawmakers across
Europe to do more to ensure that their national intelligence community
conduct regarding data that is not directly in their possession, such as data
hosted by private cloud providers, is still lawful and proportionate. Similarly,
there are many forms of HUMINT and SIGINT interactions not sufficiently
regulated. Here, too, then is a risk that services might benefit from the fact
that HUMINT activities or those of CHIS are less densely regulated. What is
more, there are severe deficits as regards the regulation and oversight of
military intelligence. Here, too, there may be non-benign incentives for
civilian-military intelligence interaction and this might increasingly involve
the private sector, too. What is more, there is a risk that if finished products
are purchased from the private sector one may not sufficiently know what
types of data and data collection methods were being used. Here too, there is
a risk that services may obtain data via purchases that they would not have
been allowed to collect and process themselves.

7 It seems that some supervisors worry about this evolution and would like to
have the possibility to check the contracts and the details of what is provided
by these companies, with power of sanctions, if necessary, against them. Do
you think it is a necessary move and that it is to them or to courts of auditors
specialised in checking military budgets to intervene? What kind of structure
or grouping of monitoring actors would be the most capable to intervene,
nationally or at the EU, andlor transatlantic level?
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Yes, I think much more should be done to enable comprehensive oversight
body access to procurement contracts. As many researchers interested in data
purchases by national intelligence agencies can testify, it is very difficult to
establish through freedom of information requests the precise nature of
“bought intelligence” and contractual obligations relating to its use. One
essential piece of information is the contracts between private sector entities
and the government. Oversight bodies should be granted unfettered access to
any procurement contract that the agencies under their remit have concluded
with private sector entities. A good practice in this regard can be found in
Canada. Its oversight body NSIRA has a statutory power that ensures this
kind of access. According to the NSIRA Act, it is “entitled, in relation to
its reviews, to have access in a timely manner to any information that is in the
possession or under the control of any department”. Importantly, NSIRA,
and not other government departments, can decide whether or not the sought
information relates to a review or complaint. NSIRA is also entitled to have
access to any protected information, such as information “under the law of
evidence, solicitor—client privilege or the professional secrecy of advocates
and notaries or to litigation privilege”.

Another interesting aspect of oversight innovation in this regard comes
from Norway. Its EOS Committee can extend its review focus to private
sector organisations that work for or with the security and intelligence sector.
If the EOS Committee learns that a service uses information provided by a
private actor, it can compel access to the information it needs for its inves-
tigation directly from the private actor entity.

More generally, there is indeed further international engagement neces-
sary, I believe. European lawmakers, for example, ought to do much more to
ensure that data brokers do not gain access to certain types of data in the first
place. What is more, the limited interactions data brokers may still have with
security agencies ought to be rule-based and independently overseen. A good
milestone for this would be to refine and then adopt a “whole of privacy
approach” as regards the future regulation and oversight practice of these
currently non-compelled modes of intelligence collection. If such data are
collected and processed for commercial purposes, they are still likely to be
obtained by the IC, which will use them for secondary purposes. In order to
make the private sector’s initial collection of data and its subsequent data
aggregation for security agencies more rule-based and restricted, the GDPR
must be applied and enforced more strictly. Doing so requires further
refinements to European data protection frameworks and a closer alignment
and synchronisation with accountability mechanisms that are geared towards
the public sector. More specifically, lawmakers and decision makers should
improve the de facto effectiveness of the GDPR. This, obviously, is an
enormous and pressing endeavour. Among the many steps necessary would
be extending the remit of the EDPB to a wider range of cross-border cases.
What is more, one should call on lawmakers to ratify their countries’ mem-
bership of Convention 108+ of the Council of Europe, the only international
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legal framework that does not waive safeguards when data processing takes
place for security and defence purposes.

In addition, lawmakers ought to do more to adopt a comprehensive and
sufficiently foreseeable legal basis when it comes to automated OSINT. More
safeguards are clearly necessary with regard to the purchase and use of
OSINT analysis tools, including requirements relating to the different data
types that can be used to feed cross-system information analysis tools.
Reformers should trim the working definition for publicly available infor-
mation and establish clearer boundaries between systematic and non-
systematic collection of “publicly available data”. Furthermore, provisions in
national intelligence law should be adopted on government access to personal
data through data purchases, including better safeguards to ensure the
legality of data purchases, data analysis tools, and the subsequent use of data
from non-compelled access.
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10 Torture and Security Service Mass
Surveillance

Elspeth Guild and Sophia Soares

Introduction

The exponential development of computing capacities and interconnectivity
which have accompanied the arrival of the internet and social media into
everyone’s lives has raised profound issues regarding the right to privacy and
the protection of personal data. On the one hand, the possibility of contact
with other people anywhere on the globe in a matter of nanoseconds and at
no (direct) cost has proven exceptionally attractive to people. And, this is
only one of the promises of the Internet and social media. In the same regard,
the chance to create and develop virtual spaces for all sorts of activities,
scientific, artistic, educational, social as well as effect commercial (shopping)
and mobility (travel) transactions has similarly attracted enormous numbers
of people to these media. On the other hand, the price paid for these possi-
bilities and opportunities can be measured in terms of the loss of privacy for
individuals. Virtually every online activity is capable of being tracked, traced,
recorded, copied, and shared. Even the best privacy technologies designed to
diminish the risk of such interference have proven limited.

Two main sources of interference with privacy online exist. First, there is
the private sector itself which collects information on its customers and their
preferences. This is an activity which has become exceptionally profitable
where data brokers buy massive amounts of personal (and other) data and
treat it for use by their customers (or sell it on to them) to achieve greater
profitability by reaching ever better-targeted markets. The regulation of these
activities is outside the scope of this chapter but is also a challenge for the
right to privacy as well as consumer protection.! The second source of
interference is by states themselves eager to have ever more accurate infor-
mation about people, their citizens, and others, in order to govern them
better. Here states are in a privileged position as they are entitled to pass laws
requiring people to hand over their personal data and do so in all sorts of
fields of state activity, from tax collection to criminal justice to border con-
trol. While states engage in personal data collection of their own, acquiring
data directly from people they encounter, they also engage with the private
sector, requiring private bodies to hand over the personal data which they
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have collected in the course of their commercial activities (such as passenger
name records). It is this second area which is of interest to us here.

Our focus in this chapter is on states’ claim to an entitlement to collect and
process personal data, the justifications which are given for such activities and
how to protect the right to privacy in the face of them. The tension which
exists between state authorities and people regarding the protection of pri-
vacy and delivery of data protection is not new. The 19th-century develop-
ment of the principle of privacy was codified in international law after World
War II and is now contained in Article 17 of the International Covenant on
Civil and Political Rights 1966 (ICCPR).? Already in 1988, the UN Human
Rights Committee issued General Comment 16 clarifying the meaning of
Article 17 with reference to developing mechanisms of mass surveillance.” It is
also found in regional human rights instruments, EU law, and national
constitutions in many countries around the world also protect privacy and its
concurrent duty of data protection.” Social media and computing techniques
for the fine-grained analysis of data and states use of these tools to obtain and
use personal data became a matter of international politics when Edward
Snowden revealed the extent of US NSA bulk personal data collection and
use for surveillance purposes.” The UN reacted by defining the position in
international law on the Right to Privacy in the Digital Age in 2014 (the
Report).® This initial report has been followed by annual reports of the same
title presented by the UN Commissioner for Human Rights to the Human
Rights Council addressing challenges.

Since then, there has been a very substantial struggle surrounding the
crystallisation of international standards of privacy set out in Article 17
ICCPR. As discussed elsewhere in this volume, among the state agencies most
anxious to obtain, use, and control personal data on an industrial scale have
been security services. As the NSA scandal revealed, these agencies have been
the least hampered by legal constraints regarding privacy, frequently using
national constitutional rules dividing the rights of citizens from those of
aliens and focusing on aliens though “inadvertently” also collecting massive
amounts of personal data from their own citizens. One might say that some
security services have become addicted to personal data (SIGINT)’ as
opposed to human intelligence. But this debate is outside our scope. Instead,
in this chapter we take as the state of international human rights law Article
17 ICCPR as applicable to all interferences with the right to privacy and data
protection. Furthermore, we accept the UN 2014 report on The Right to
Privacy in the Digital Age as representing the consensus of the international
community regarding a correct interpretation of the right to privacy.

This means that the right to privacy applies to everyone irrespective of
nationality or geography. The content of the right to privacy is that there
must never be an arbitrary or unlawful interference with the right to privacy
and the right must be protected by law. Unless there is a lawful ground for
interference with an individual’s right to privacy, a person’s personal data can
only be used by others if accompanied by valid consent for the specific
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purpose which is clear and precise and limited strictly to that purpose. Once
the extent of that consent has been extinguished, the personal data must be
destroyed. The justification which security services generally use to dispense
with the consent requirement (that is where they accept at all that their use
of personal data is limited by international human rights law) is necessity
for the purposes of the fight against terrorism, the protection of national
security and stopping serious organised crime (this third ground is not used
by all security services as it is often within the mandate of the criminal
justice services alone).

The problem then becomes how to enforce the right to privacy in inter-
national human rights law. It is apparent that under pressure from techno-
logical change, state capacities, and the demands of some state agencies,
protecting the right to privacy needs new tools at the international level to
prevent abuse and backsliding. As one scholar put it, we need to make the
violation of the right to privacy as self-evidently wrong as engaging in torture.

In this chapter, we examine how the protection of another human right —
the prohibition on torture — has given rise to new tools intersecting between
the international, regional, and national frameworks to bring to the ground
increasingly effective enforcement of the prohibition. The UN adopted a
Convention against Torture in 1984 and it remains among the most widely
ratified conventions in the human rights area. In 2002, in response to con-
cerns about the correct implementation of the prohibition, the international
community adopted a protocol (the Optional Protocol to the Convention
against Torture) which requires states to create National Preventative
Mechanisms (often a mandate given to national human rights institutions)
whose job is to ensure the correct national implementation of the prohibition
on torture. The protocol includes a sophisticated system of national and
international cooperation and mutual reinforcement which has already deliv-
ered promising results on the ground. In the next two sections, we will explain
this system and how it works before coming back, in our conclusions regarding
the potential of such a system for the protection of the right to privacy.

The path to the optional protocol to the convention against torture

The prohibition on torture as we know it today only emerged in the post-
World War II era with the development of international human rights law.
The prohibition was enshrined internationally in both “soft law” — including
in Article 5 of the Universal Declaration of Human Rights 1948° — as well as
in binding law, notably in Article 7 ICCPR.'® The latter Article proclaims
that “[n]o one shall be subjected to torture or to cruel, inhuman or degrading
treatment or punishment” and is to be read in conjunction with the
Covenant’s Article 4 which explicitly proscribes any derogation from afore-
said prohibition.'! Similar iterations of the prohibition have arisen over time
in regional instruments including in Europe, the Americas, and Africa.'> On
each occasion, the prohibition was recognised as an “absolute” human right
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in the sense that states were (and still are) bound to uphold it, even in times of
public emergencies threatening the life of their nation.'?

Notwithstanding such lofty intentions by the international community,
torture was still only prohibited in theory. Torture continued to be system-
atically practiced around the world with particularly cruel practices observed
in the Latin American context. In 1972, Amnesty International launched its
worldwide campaign against torture followed two years later by the UN
Human Rights Commission taking the unprecedented step to formally ex-
press its concerns to the Chilean government about the documented cruel
torture methods practiced by its military junta, just one of a number of
systematic torture practices from around the world. In 1975, the UN General
Assembly adopted the Declaration on the Protection of All Persons from
Being Subjected to Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment which would later serve as a model for the UN
Convention against Torture (Torture Convention).'*

During the drafting stages of the Torture Convention, which was for-
mally commenced by a UN-designated working group in 1978, innovative
approaches to fighting the phenomenon were put forward including en-
trusting the Human Rights Committee with such special tasks as examining
state reports, deciding on individual and inter-state complaints, and con-
ducting ex officio inquiries. In the end however states agreed instead on the
proposal to establish a “Committee against Torture” consisting of inde-
pendent experts entrusted with the task of monitoring compliance with
the Torture Convention. Controversial issues in relation to matters such as
the inquiry procedure under Article 20 were settled by compromises
(including “opting-in” clauses, etc.) and the draft submitted by the working
group and adopted by the UN Human Rights Commission in 1984 was
transmitted to the UN General Assembly which forum adopted it unani-
mously on Human Rights Day of that same year, 10 December 1984, as the
Convention against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment.'” States parties to the Convention currently
stand at 173 and universal ratification is actively being pursued by various
actors including the “Convention against Torture Initiative”.'® In terms of
content, the Convention provided the first ever international definition of
torture — as any setting where state officials may be involved in inflicting
“severe pain or suffering, whether physical or mental” on an individual —
keeping its focus on the criminalisation of torture in national laws, ensuring
remedies for victims whilst also placing certain torture prevention respon-
sibilities on States parties.'’

In addressing the phenomenon of torture historically, international human
rights law thus, in the first instance, sought to criminalise acts of torture
which can be seen as a “reactive” response to the problem. What the Torture
Convention fell short of accommodating at the time of adoption however was
the proposal by Costa Rica for an optional protocol (OP) to put in place a
system of preventive and unannounced visits to places of detention. The
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proposal was based on the idea by Jean-Jacques Gautier — founder of the
Swiss Committee against Torture (now the Association for the Prevention of
Torture) — to open up places of detention to outside scrutiny and create a
system of unannounced visits. He was in turn inspired by the visits of the
International Committee of the Red Cross to prisoners of war and believed
that copying such preventive measures in peacetime, on a basis of coopera-
tion and confidentiality, could render torture much less likely.'®

An approach such as the above would have provided a truly preventive
dimension — a more “pro-active” response to the problem — as well as a
practical means for States parties to implement their prevention responsi-
bilities under the Torture Convention and thereby reach compliance with the
overall prohibition on torture. Post-adoption of the Torture Convention, the
UN Human Rights Commission deferred consideration of the OP several
times until 1991 by which time “much had changed” in terms of the Torture
Convention having entered into force (in 1987), the mandate of the UN
Special Rapporteur on Torture having been established'® and the workability
of a preventive visits system having been demonstrated within the Council of
Europe setting.”® In addition, the Cold War had ended, loosening political
constraints to negotiations concerning sovereignty-related issues which the
proposed system inevitably presented.

The realisation of the optional protocol gaining momentum in a
changed environment

The necessity of a preventive dimension in the context of the prohibition on
torture seemed to at least merit examination which was exactly what an NGO
coalition expressed in its written statement submitted to the UN Human
Rights Commission ahead of the latter’s consideration of a re-worked Costa
Rica draft of the OP in 1992. It seemed that the 11-year delay to considering
the proposal ultimately led to the establishment by the Commission of an
open-ended working group whose task it would be to draft the OP on the
basis of the latest Costa Rica proposal. After meeting annually for the sub-
sequent decade, negotiations nearly reached a deadlock and were only sal-
vaged by late-in-the-day proposals of combining the creation for an
international visiting committee with “National Preventive Mechanisms”.
This proposal, first submitted by the Mexican delegation and then, in a
revised version, by the EU bloc, was to become the basis for the final text
which was presented to the Commission.?! Moreover, negotiators were also
likely spurred on by the Vienna Declaration and Programme of Action 1993
unapologetically reaffirming that efforts to eradicate torture should primarily
be concentrated on prevention and calling for the early adoption of an OP
establishing preventive visits to places of detention.*?

At the time of the OP working group negotiations and final proposal, many
states already had a pre-existing commitment to the prohibition on torture as it
was contained in both Article 7 ICCPR and the Torture Convention. The OP
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proposed nothing additional to its parent treaty in terms of substantive articles,
instead elaborating on its effective implementation through a purely preventive
approach rather than an adjudicate one. It was (and is) due to the nature of
torture taking place in secret? that the effective implementation of the
Torture Convention necessitated a system of independent monitors with the
authority to make unannounced visits. This view was in fact reflected ex-
plicitly in the Preamble to the proposed OP which stated that States parties
are “[c]onvinced that further measures are necessary to achieve the pur-
poses of the [Torture Convention] and to strengthen the protection of
persons deprived of liberty against torture”.** The proposed OP text was
adopted by the UN Human Rights Commission by 27 votes to 10 with
14 abstentions in April 2002 (after having warded off a “no-action” motion
challenge from the USA).> It gathered momentum while making its way
through the UN system during the following months and was finally put to
the UN General Assembly in December of 2002 at which venue it was
adopted by 127 votes to 4, with 42 abstentions.*®

The Optional Protocol to the Convention Against Torture (OPCAT) was
thereby adopted and a string of ratifications by primarily Council of Europe
Member States and Latin American states ensured its relatively swift entry
into force on 22 June 2006.>" The initial ten-member Subcommittee on
Prevention of Torture (SPT or Subcommittee), the international element of
the Optional Protocol, took up its work and embarked upon its first “pro-
gramme of visits” one year later by which time it already self-identified as a
“new type of United Nations treaty body”.?® By 2009, State party accession
to OPCAT had reached the threshold of 50 to trigger the enlargement of the
Subcommittee from 10 to 25 members. This in turn propelled it into
becoming the largest sitting UN human rights treaty body which it still is to
this day (Table 10.1).

The importance of a regional bloc, in this case the Council of Europe, in
pushing ratification was significant. The Council of Europe’s own European
Convention for the Prevention of Torture and Inhuman or Degrading
Treatment or Punishment® (adopted in 1987) had already been ratified by all
46 Member States by the mid-noughties in addition to future Member State
Montenegro by way of the 1993 protocol which opened it up to non-member
states. The Convention is primarily devoted to creating an implementation and
monitoring mechanism for preventing torture, inhuman and degrading treat-
ment and punishment in the form of a committee with powers to visit places of
detention and assess how persons deprived of their liberty are treated in order
to strengthen their protection from torture and other ill-treatment. The
strengths and weaknesses of this implementation approach were already
becoming clear when OPCAT was adopted and its text thus addresses the
limitations of a single committee charged with monitoring activities in multiple
states. The need to develop capacity and mechanisms on the ground in Member
States was already apparent to those seeking to implement the prohibition on
torture within the Council of Europe. This led to substantial pressure in that
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Table 10.1 OPCAT Timeline

OPCAT Timeline

Year Event Remarks
1948 Universal Declaration of Prohibition on torture in
Human Rights adopted by Article 5
UN General Assembly
1966 International Covenant on Prohibition on torture in
Civil and Political Rights Article 7
1966 adopted by UN
General Assembly
1975 Declaration on the
Protection of All Persons
from Being Subjected to
Torture and Other Cruel,
Inhuman or Degrading
Treatment or Punishment
adopted by UN General
Assembly
1976 Swiss banker Jean-Jacques Idea based on visits to
Gautier launces idea of prisoners of war by the
international visiting International Committee
mechanism to places of of the Red Cross;
detention Jean-Jacques Gautier
founds the Swiss
Committee against
Torture in 1977 (now the
Association for the
Prevention of Torture)
1978 UN Convention against Visiting mechanism idea first
Torture negotiations raised formally
1980 Costa Rica submits first Draft prepared by the Swiss
draft OPCAT Committee against
Torture (now the
Association for the
Prevention) and the
International Commission
of Jurists
1984 UN Convention against Comes into force in 1987
Torture adopted and establishes the
Committee against
Torture; Protocol omitted
1987 Council of Europe’s Comes into force in 1989
European Convention for and establishes the
the Prevention of Torture European Committee for
adopted the Prevention of Torture
1989 Fall of the Berlin wall and Enables negotiations

end of Cold War

(Continued)
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Table 10.1 (Continued)

OPCAT Timeline

Year Event Remarks
1992 UN Human Rights Formal annual meetings
Commission considers re- take place over the
worked Costa Rica draft following decade
backed by an NGO
coalition;
UN open-ended working
group to draft OPCAT
designated and starts
work
1993 Vienna Declaration and
Programme for Action
calls for the early
adoption of OPCAT
2001 Mexico draft suggests
NPMs;
EU bloc reworks NPM
suggestion and submits
draft
2002 OPCAT text adopted by the By this time, the
UN General Assembly International Covenant
on Civil and Political
Rights had been in forced
for 26 years, the UN
Convention against
Torture had been in force
for 15 years, and the
European Convention for
the Prevention of Torture
(with its visiting
Committee) had been in
force for 13 years
2006 OPCAT enters into force 20 ratifications
2007 10-member OPCAT
Subcommittee on
Prevention of Torture
takes up its work
2009 OPCAT Subcommittee 50 States parties;
expands to 25 members Largest UN human rights
treaty body
2022 91 States parties and a

further 25 States
signatories;

77 States parties with
designated NPMs
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region to ratify OPCAT with its more developed mechanisms linking the
international monitoring body with national ones.

The political context is also one which must never be forgotten. The end of
bipolarity symbolised by the fall of the Berlin wall in November 1989 led to
substantial unrest in Europe, the creation of a number of new states, and civil
war in the then Socialist Federal Republic of Yugoslavia. The extent of
human rights abuses observed in that war shocked Europe out of its post-
World War IT complacency that torture was an exception in Europe and war
unimaginable. A number of Council of Europe organs and instruments came
into being as the details of the atrocities (some being classified as genocide by
the International Criminal Tribunal for the Former Yugoslavia)*® became
known in Europe. The importance of enhancing monitoring mechanisms
against torture was highlighted by these events.

The OPCAT framework

The framework of the Optional Protocol to the Convention Against Torture
(OPCAT) encompasses a global mandate and an innovative manner of
linking international and national torture prevention mechanisms to ensure a
comprehensive approach to furthering the effective implementation of the
prohibition on torture. As alluded to above, the introduction of the national
mechanisms might have occurred to appease certain blocs of states during the
drafting stages, but it is arguably this element of dual international-national
implementation that ensures the effectiveness of the framework. The mech-
anisms under OPCAT thereby consist of the Subcommittee on Prevention of
Torture along with the National Preventive Mechanisms (NPMs). This dual
approach to torture prevention is ground breaking®' — especially as the NPM
element essentially domesticates international torture prevention®? — and it
has been praised widely.>®> The approach of using national independent
bodies to form part of treaty implementation has since been duplicated in
other fora such as in the frameworks of the Convention on the Rights of
Persons with Disabilities and the International Convention for the Protection
of All Persons from Enforced Disappearance, respectively.>* It could in fact
be claimed that OPCAT facilitated the coming into being of what was
arguably the beginning of a transition time for the international human rights
regime from an “era of declaration” to an “era of implementation”.*>

At the international level, the SPT has a three-pronged mandate, incor-
porating its three “Pillars” of work: visits to places of detention in States
Parties; an advisory role vis-a-vis NPMs; and cooperation with other UN,
international, regional, and national entities.*® Other important factors which
can impact on the Subcommittee’s ability to fulfil its role with regards to the
above activities include its membership®’ as well as the financial and human
resources allocated to it.>® At the national level, in turn, each State party’s
designated NPM must carry out regular detention visits®® (a “continuation”
of the SPT’s much less frequent visits) while also working with government
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and civil society partners to further the implementation of OPCAT.*
Specifically, the NPMs are mandated to make recommendations to relevant
authorities and submitting proposals and observations on legislation*' as well
as to carry out additional activities including awareness raising.*> NPMs are
independent bodies but part of state monitoring apparatuses. The indepen-
dence of each NPM is particularly central to its effectiveness in fulfilling its
role as is its membership and the availability of resources.** Of particular
interest from an outside perspective, is perhaps the NPMs’ accountability to
and relationship with the SPT.** OPCAT Article 11(1)(b) mandates the SPT
to advise on and assist with the establishment and evaluation of States
Parties” NPMs as well as to offer training, technical assistance, recommen-
dations, and observations with a view to strengthening the capacity and/or
the mandate of the NPMs. Overall, out of the 78 visits ever conducted by the
SPT, 10 have had a special NPM focus.*’

OPCAT Article 4 authorises the SPT and NPMs to visit places of deten-
tion and assess the conditions of that detention with a view to strengthening
the protection of detainees against incidences of torture and other ill-
treatment.*® As proclaimed by the Association for the Prevention of Torture,
the OPCAT represents a paradigm shift in that it replaces the secrecy of
detention by transparency in the form of these unannounced visits. The basic
idea being that if it is the secrecy in places of detention that enables torture
then by eliminating — or reducing — that secrecy element, the risk of torture
will inevitably be reduced or eliminated altogether.*” “Places of detention” in
this context refers to all places where persons are or may be liberty deprived
and thus fall under the OPCAT framework.*® Article 4 cites that:

1 Each State Party shall allow visits [...] to any place under its jurisdiction
and control where persons are or may be deprived of their liberty [...]
These visits shall be undertaken with a view to strengthening, if necessary,
the protection of these persons against torture and other cruel, inhuman or
degrading treatment or punishment.

2 [Dleprivation of liberty means any form of detention or imprisonment or
the placement of a person in a public or private custodial setting which that
person is not permitted to leave at will by order of any judicial,
administrative or other authority.*’

The Article thus sets out an understanding of ‘deprivation of liberty’ as an
umbrella-type term for a variety of confinement forms from which a person is
not permitted to leave at will.”* The SPT has noted on several occasions that
the terms employed in Article 4 should be given a broad interpretation® and
that the term “places of detention” is to be interpreted extensively to include
multiple types of places® beyond the traditional, such as prisons and police
cells, to inter alia closed psychiatric units, homes for the elderly and immi-
gration detention which could all be described as “less traditional places of

detention”.>?
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As part of their mandated activities, the SPT and the NPMs thus conduct
unannounced visits to places of detention but how does the larger framework
of the OPCAT work in practice, of what does it consist, and which checks are
in place to ensure its effectiveness? Rather than additional reporting
requirements, the OPCAT establishes practical obligations on States parties
to ensure that they are in a position to comply with their pre-existing nor-
mative obligations on the prohibition on and prevention of torture.* Bearing
in mind the overarching aim of establishing cooperation and a triangular
relationship between States parties, the SPT, and the NPMs, those state
obligations can be classified into seven broad categories as follows:

1 to establish, designate, or maintain an NPM (or NPMs);

2 to open up all places of detention under its jurisdiction and control to
external scrutiny by its NPM(s) and the SPT;

to facilitate contact between its NPM(s) and the SPT;

4 to provide information to its NPM(s) and the SPT on domestic detention
procedures and preventive measures;

to consider the recommendations of its NPM(s) and the SPT;

to cooperate with its NPM(s) and the SPT; and

7 to publish the annual reports of its NPM(s).>

(O8]

AN

Thinking outside the box: The SPT and NPMs

Constituting the international element of the OPCAT framework, the
Subcommittee on Prevention of Torture comprises 25 members who are all
independent experts elected by and from within States parties.® As men-
tioned above, the SPT’s mandated activities are essentially divided into three
“Pillars”, as per OPCAT Article 11, the first being®’ the Subcommittee’s visits
to places of detention — or “to any place under [a State party’s] jurisdiction
and control where persons are or may be deprived of their liberty”>® — and
making recommendations to States Parties concerning the protection of lib-
erty deprived persons against torture and other ill-treatment by way of is-
suing confidential reports to States parties following such visits.>® The reports
will only ever be made public with the relevant State party’s consent or,
alternatively, as a consequence of non-cooperation.

Visits to States parties fall under Pillar II of the SPT’s activities when they
are designated as having “a special NPM focus”. In fact, all NPM-related
activities of the Subcommittee, whether or not they form part of a country
visit, fall under this Pillar. Specifically, the SPT is mandated to advise on and
assist with the establishment and evaluation of States parties’ NPMs as well
as to offer training, technical assistance, recommendations and observations
to NPMs with a view to strengthening their capacity and/or their mandate.
NPMs should in turn cooperate with the SPT. The OPCAT principles of
cooperation and constructive dialogue is reflected here and in practice
translates into an expectation that the Subcommittee and the NPMs will
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work in a complementary manner. To facilitate its Pillar IT activities, the SPT
is required to have direct contact, confidential if necessary, with the NPMs®°
and it is the obligation of States parties to allow such contact.®’ A former UN
Human Rights Commissioner has referred to this “unique interplay” between
NPMs and the SPT as reinforcing the “potential of both to spare countless
human beings from the horrors of torture and other ill-treatment”.®*

Finally, the Pillar III mandate covers the Subcommittee’s cooperation
activities for the prevention of torture in general, with relevant UN, inter-
national, regional and national entities. Some relevant cooperation activities
are reported in annual reports as well as in visiting reports while presumably
an important extent of this work remains confidential.

Implementing torture prevention obligations at the national level

As the first exclusionary preventive international human rights treaty,
OPCAT is also the first to entrust national bodies (i.e. NPMs) with its
implementation. In order for the NPM system to work effectively however,
the NPMs must be equipped with a strong legislative mandate as well as the
necessary human and financial resources while their independence must be
maintained.® It is only then, in combination with their day-to-day presence
within and knowledge of the local context, that they can effectively fulfil their
mandated role and hence the reason why the OPCAT framework insists on
guaranteeing those conditions. Bearing in mind that the effective functioning
of NPMs is a continuing obligation of States parties, key to meeting the
requirements necessarily includes regular assessments by the respective State
party as well as by the NPM itself, taking into account the SPT’s views.
Independence of the NPMs is likewise crucial - in terms of its mandate,
operations and finances - alongside its ability to fulfil its key functions with
the help of expert and independent members.**

As we have seen, the activities of NPMs reflect those of the Subcommittee
with necessary variations and, of course, are restricted to the national level. In
effect, NPMs’ functions are four-fold, starting with their visiting mandate
which is equally broad as that of the SPT under OPCAT Article 4. The places
of detention that the NPMs should visit include both those located within the
territory of the State party as well as those outside of it but within the State
party’s powers or effective controls. With the SPT having conducted periodic
visits to States parties on average only every 5-6 years (which is to be the
expected regularity of visits by an international body), the NPM element is
vital in completing the preventive framework under the Optional Protocol.

Secondly, NPMs have a vast advisory function which entails them re-
viewing any relevant rules concerning matters such as detention or interro-
gation and treatment of persons deprived of their liberty; providing
recommendations to State authorities on legislative proposals; and, providing
input to States parties’ reports as well as to other human rights mechanisms.
Thirdly, the educational function of the NPMs include ensuring that relevant
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professionals, such as civil and military personnel (but in effect anyone
involved with liberty deprived persons), receive satisfactory education on
torture prevention.

Fourthly, and finally, is the cooperative function of the NPMs, not just vis-
a-vis the SPT, as highlighted above, but also entailing a meaningful dialogue
with state authorities as well as with other relevant stakeholders involved with
torture prevention. This in turn reinforces the triangular relationship between
these bodies as envisaged under OPCAT. Cooperation between NPMs is also
encouraged so that best practices and the like can be shared.

Adjusting to State Diversity without Sacrificing Effectiveness

OPCAT Articles 3 and 17 require that States parties establish, designate or
maintain an NPM within a year of becoming party to OPCAT. If a decla-
ration is made under Article 24, this period can be extended by three years
with a further two-year extension requiring approval through consultations
between the SPT and the State party.®® In any case, once an NPM has been
designated, the State party must promptly notify the SPT and publicly
promulgate the NPM at the national level. Under the Optional Protocol,
States parties are at liberty to establish new bodies or designate existing ones
as their NPM as long as they are allowed to perform their functions in
accordance with the required stipulations. From among the 91 States parties
to the OPCAT, 77 have so far designated their NPMs.°® The Association for
the Prevention of Torture classifies each NPM as falling into one of the
following categories:®’

Multiple Institutions (6)

* National Human Rights Commission (17)

» National Preventive System in Federal State (2)
* New Specialised Institution (13)

* Ombuds Institution (32)

Ombuds Plus Institution (6)

 Other: Inter-Governmental Body (1)

The bracketed numbers show the occurrences of each NPM type on a global
scale. It is immediately obvious that OPCAT States parties have taken a
varied approach to the designation of NPMs which reflects the adaptability
and suitability of the system to a variety of state structures.®® While most
NPMs are ombuds institutions or national human rights commissions, an
important share (17%) are new institutions established with a specific NPM
mandate. In terms of assistance to States parties, technical support is avail-
able vis-a-vis the establishment and effective functioning of their NPMs and
can be sought from the OHCHR Treaty Body Capacity Building Programme
which has provided national training courses on accession to the Optional
Protocol and to the Torture Convention and on NPMs jointly with the
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Subcommittee. OHCHRs field presences have inter alia provided advice on
NPM establishment and collaboration with the authorities while the OPCAT
Special Fund supports the implementation of publicly available SPT rec-
ommendations vis-a-vis the establishment or strengthening of NPMs.%’

Cooperation, supervision, and consultation — the SPT and NPMs

As alluded to above, one of the triangular relationships under the OPCAT
framework is that of the SPT and the NPMs. In fact, the coherency of the
OPCAT framework is in effect premised on the Subcommittee — in its role as
the international preventive mechanism — guiding and guarding the system as
a whole.”” Accordingly, upon establishment of an NPM, the SPT is to es-
tablish and maintain direct contact with the newly designated mechanism to
facilitate collaboration and exchanges of information. Specifically, the
Subcommittee supports and advises NPMs through: 1. Offering training and
technical assistance, with a view to strengthening their capacities; 2. Assisting
in the evaluation of their needs and the means necessary to strengthen the
protection of persons deprived of their liberty against torture and other ill-
treatment; and, 3. Making recommendations and observations to States
parties, to strengthen the capacity and mandate of NPMs.”!

In practice, it is reported that the SPT provides support to NPMs via regular
e-mail correspondence amongst other forms of contact.”? Furthermore, the
SPT member assigned as rapporteur for a certain State party is responsible for
liaising with its respective NPM. The SPT also issues general guidelines and
assessment tools to NPMs as well as thematic advice such as how to carry on its
preventive monitoring under COVID-19 times.”?

The establishment and development of the SPT/NPM structure took time
and dedication. The interlocking nature of the relationships at the interna-
tional, regional, and national levels has made possible the delivery of real
monitoring at the national level by independent bodies, assisted and advised
by regional and international counterparts. The detail with which we have set
out the development and operation of the OPCAT system is designed to
encourage states and NGOs to reflect on how such a system could be en-
visaged and put into place as regards the right to privacy. The challenges
which brought the OPCAT system into place were as enormous and appar-
ently intractable as the challenges which are currently facing the right to
privacy. It is to this aspect we will turn now.

A model for the right to privacy?

In 2013-14 at the UN, the pressure for action to control mass surveillance of
personal data and its use came from two countries: Germany and Brazil. At
the time there was some discussion of the possibility of an optional protocol
to ICCPR on a monitoring mechanism for Article 17. The political impetus
however was insufficient to take that idea forward, indeed even the UN
Human Rights Committee’s General Comment 16 was not updated as a
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result of the pressure for better protection of privacy. However, in the
European context, both the Council of Europe and the European Union
adopted new instruments to protect privacy.”* Yet, the international reach of
privacy infringements made possible by new media and used by state
authorities for security purposes far outstretches Europe.

To come back to the purpose of this chapter, can lessons be learned from
the development of monitoring mechanisms against state use of torture’
assist to develop mechanisms against infringements of privacy in the form of
mass surveillance, the answer is clearly yes. The first step, if the model of
OPCAT is to be followed is by preference the adoption of an optional pro-
tocol to ICCPR setting out a monitoring mechanism for Article 17. This
would not be the first time since the adoption of OPCAT that pressure has
mounted to use similar tools to protect other rights such as the rights of
persons with disabilities and the protection of all persons from enforced
disappearances as mentioned above. In relation to the former, national
human rights institutions formed a prominent part of the lead up to the
adoption of the relevant convention which includes a requirement for states
parties to inter alia designate “one or more independent mechanism(s)” at the
national level to facilitate the implementation of the convention.’® In relation
to the protection of all persons from enforced disappearances, the relevant
convention requires the cooperation of its Committee with all relevant
institutions, agencies, or offices of the States parties.”’

An optional protocol along the lines of OPCAT creating an equivalent of
the SPT and a duty of state parties to create NPMs (which are truly
independent) would be an excellent approach. In fact, a number of national
human rights institutions are already mandated to address privacy-related
issues. According to our interlocutors, one of the keys to the success of
OPCAT both in the development, design, and adoption stages has been
the active participation of NGOs. One in particular, the Swiss NGO, the
Association for the Prevention of Torture, was singled out as particularly
important in bringing pressure to bear at the national level to ratify
OPCAT. But it was also very important in bringing civil society pressure
to the UN, convincing states in the UN General Assembly to support
OPCAT.

There is no silver bullet to control and limit mass surveillance contrary to
Article 17 ICCPR either by state or non-state bodies. But international legal
frameworks are part of the solution. As the problem is an international one,
with cross-border movement of personal data providing the source of mass
surveillance, international tools to control it must be put into play. Of course,
the right to privacy is a qualified right, unlike the prohibition on torture
which is absolute. States’ claim to the legitimacy of interferences with per-
sonal data and thus privacy is primarily based on the need to protect national
security. This of course raises the question, how did states protect national
security (encompassing action against terrorism, serious organised crime,
trafficking in human beings, and the protection of state interests) before mass
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surveillance through technological media was possible, however, we will leave
that question aside.

We rather, ask the question: as there is a right to privacy to which mass
surveillance is an interference as accepted by the international community
embodied in the UN, what justifications do states provide for the interference
on the grounds of national security? All too often the claim of necessity to
protect national security goes unexplained and unchallenged. As soon as a
state authority raises the claim of national security, the authority making the
claim all too often expects that considerations of human rights and legality
will fall away (in cases where the right in question is a qualified one). This
must change. If a state claims national security, that claim must be justified
on the basis of evidence and susceptible to judicial control. Within a multi-
layered system of monitoring,’® national claims must be justified not just to
quasi-independent (or not even) bodies which have been established by ex-
ecutives convinced by their security services of the value of mass surveil-
lance but also to international instances. A counterbalance needs to be
created which can challenge the quasi-automaticity of rubber-stamping
state claims to national security in the area of mass surveillance and pur-
porting to justify national security as always trumping the right to privacy
without any concrete evidence of necessity being produced against which a
proportionality test could be applied. International and regional human
rights pressure needs to be applied in addition to national willingness to
change the balance of power around state mass surveillance and the right to
privacy in the digital age.
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Prevention of Torture, http://www.apt.ch/en/knowledge-hub/opcat-database/list-
designated-npm-regions-countries

For an early appreciation of this fact, see Murray, “National Preventive
Mechanisms under the Optional Protocol to the Torture Convention: One Size
Does Not Fit All”.

UN General Assembly, Optional Protocol to the Convention Against Torture:
Article 26 - States and other entities are encouraged to financially contribute to the
OPCAT Special Fund to support national torture prevention activities world-
wide. The Fund relies entirely on voluntary contributions; See also “Special Fund
of the OPCAT - How the Fund is managed,” UN Office of the High Commissioner
for Human Rights, https://www.ohchr.org/en/about-us/funding-budget/trust-
funds/the-special-fund-focus-torture-prevention/how-fund-managed

70 UN, Preventing Torture: The role of national preventive mechanisms — A practical

71

73

guide: 1v.
Ibid: 11.
Ibid.

All documents can be found on the website of the Subcommittee on Prevention of
Torture, available at https://www.ohchr.org/en/treaty-bodies/spt

74 European Union, Regulation (EU) 20161679 of the European Parliament and of the

75

Council of 27 April 2016 on the protection of natural persons with regard to the pro-
cessing of personal data and on the free movement of such data (United Kingdom
General Data Protection Regulation) (Text with EEA relevance); Council of Europe,
Protocol amending the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data, CETS No. 223, Strasbourg, 10.X.2018.
Though it should be remembered that OPCAT also applies to private actors in
some circumstances.

76 UN General Assembly, Convention on the Rights of Persons with Disabilities:

resolution | adopted by the General Assembly, 24 January 2007, A/RES/61/106:
Article 33, available at https://www.refworld.org/docid/45f973632.html

77 UN General Assembly, International Convention for the Protection of All Persons

78

from Enforced Disappearance, 20 December 2006: Article 28, available at https:/
www.refworld.org/docid/47fdfaeb0.html
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