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Abstract: We propose a novel architecture for a photonic Physical Unclonable Function
(PUF) based on microring arrays. We demonstrate its uniqueness, verify its random behav-
ior on standard benchmarks, and investigate the impact of the digitization threshold. ©
2023 The Author(s)

1. Introduction

Security layers relying on the digital storage of secret keys in memory are prone to various pitfalls, namely specific
memory portions can be accessed in a malicious manner, therefore potentially exposing sensitive data. Security
primitives based on PUFs do not rely on the digital permanent storage in memory of sensitive data and have
been indicated as one of the most suitable hardware-based solutions [1]. The security properties of PUFs rely on
complex and uncontrolable features appearing during the manufacturing process making them unique, unclonable,
and with unpredictable behavior. A PUF establishes a unique correspondence between inputs (challenges) and
outputs (responses), thereby enabling the creation of a database of challenge-response pairs (CRPs). Electronic
PUFs present various limitations due to the low number of physical quantities for encoding and manipulating
information signals [1]. On the contrary, photonic approaches [2, 3] allow access to a large number of physical
quantities and degrees of freedom. This richness can be leveraged to encode information and achieve a more
complex manipulation of the optical signals, strongly affected by fabrication variations [1].

2. Architecture description

Here, we propose a novel high-speed photonic PUF architecture. It is based on symmetrical arrays of N, silicon
microring resonators and is presented in Fig. 1 (a). The first ring of each line has an initial radius Ry = 10 um
and we add extra AR = 10 nm on each consecutive ring radius. Challenges are generated using the Mersenne-
Twister algorithm. A filtered frequency comb with N; coherent spectral lines around vy = 194.7 THz separated by
dv = 125 GHz is considered. Spectral lines are multiplexed and fed to a Mach-Zehnder modulator (MZM) which
encodes the challenges onto the optical signal. A fast photodiode connected to a real-time sampling oscilloscope
(25 Gb/s) is used to acquire the responses. As indicated in Fig. 1 (a), a threshold is set at a given value to perform
the analog-to-digital conversion, effectively becoming a parameter as well.
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Fig. 1. a) Integrated photonic PUF architecture based on N, = 3 silicon microring resonator arrays.
Splitters are represented by pink squares, the photodetector by a yellow square. b) Number of rings
and spectral lines considered for each PUF design.



3. Results and discussion

A mapping of fabrication variations on Silicon-on-Insulator (SOI) platform [4] has been used to emulate multiple
realizations of PUF instances. After a preliminary convergence study, we first simulated 150 different instances of
each design in Fig. 1 (b) using Lumerical INTERCONNECT"™. To evaluate the randomness of each response we
use six NIST statistical tests applicable to short bit sequences [5]. For the uniqueness, we compute the fractional
hamming distance (FHD) [2] between instances (inter-instance FHD) and between the responses of a given in-
stance (inter-response FHD). The targeted value is FHD = 0.5 which corresponds to the FHD between two uniform
random processes [2]. In addition, we want the responses not to be biased, therefore, the threshold position is op-
timized for each challenge but not for each instance, i.e, for a given challenge the concatenation of all instances’
responses is not biased. However, some individual responses to certain instances can be biased due to specific
fabrication variations. This approach has been studied to have a threshold not depending on the instance. This is
useful if we want to use the PUF with a fixed small library for all instances.

a) oslh Optimal FHD b) .

' ° ° ° : H Tost PUF 1 2 3 4 1* 2%

047 o o 3 Frequency 313 [27] 5 | 100100
203f Frequency (block) | 7 | 6 | 58 | 10 | 100 | 100
ool * Inter-response Run 31224546 ] 32

' Run (block) 9 |4 |35 7| 73| 4

0.1 ° Cumulative Sums | 71 | 71 | 35 | 72 | 100 | 100

‘ ‘ ‘ ‘ Approx. Entropy 1 2 |46 | 3 7 6

ol ‘
PUF1 PUF2 PUF3 PUF4 PUF1* PUF2*

Fig. 2. a) Average inter-instance and average inter-response FHD of the different designs. b) Per-
centage of instances passing the considered NIST tests for each PUF design presented in Fig. 1 (b).

As presented on Fig. 2 (a) PUF 1 and PUF 2 obtain the best FHDs. However, as shown Fig. 2 (b), few instances
of PUFs 1-4 passed the NIST tests, mostly because many were considered as biased, with the exception of PUF
3 achieving good scores in its NIST tests, but with a low inter-instance FHD. This is due to the fact that PUF 3
with its single ring retains the quality of randomness and bias of the challenge, as if it were partly “transparent”
on these criteria and therefore does not have enough effect to have a high FHD between instances. This is an
example where the quality of the challenge can artificially improve the results of statistical tests and why it is
important to rely on more than one metric. Therefore, optimizing a threshold for each response but not for each
instance can only be used if we can deal with the bias afterwards, as it might be too large for some instances to
be used depending on the application. Alternatively, consider PUF 1 and PUF 2 but this time we set a different
threshold between different challenges and different instances. For example, in the case of a strong PUF [1], used
in identification protocols, the library is immense (with 2!?® available challenges) and changes for each instance.
This scenario allows us to minimize the bias of each response for each PUF instance. As shown on Fig. 2 the
FHDs of these PUF 1* and PUF 2* are close to the previous PUF 1 and PUF 2 FHDs, but are completely unbiased
and show better results in the NIST tests.

We demonstrate the performance of a high-speed CMOS-compatible integrated photonic architecture used as a
PUF without major overheads on the post-processing side. The large library and the performances of PUF 1* and
PUF 2* show the potential of this architecture. Still, an increase in behavioral complexity is necessary given the
current results for the Approximate Entropy result.
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