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This work is a study on Single-Event Latch-up on an SRAM memory used in the PROBA-V mission. We investigate and draw hypotheses about the behavior observed in the mission by comparing the experimental results with the in-flight data.

I. INTRODUCTION

Being a type of Single-Event Effect (SEE), Single-Event Latch-up (SEL) is a phenomenon that affects electronic devices, notably memories, in the space environment [START_REF] Adams | A verified proton induced latch-up in space (CMOS SRAM)[END_REF]. This event occurs when an ionizing particle affects a region of the transistor that results in a parasitic current, causing the current consumption of a device to significantly increase and potentially leading to a critical failure of the system [START_REF] Bruguier | Single particle-induced latchup[END_REF], [START_REF] Schrimpf | Radiation effects and soft errors in integrated circuits and electronic devices[END_REF].

The PROBA-V satellite [START_REF] Francois | The PROBA-V mission: the space segment[END_REF], Project for On-Board Autonomy, with V standing for vegetation, introduced a miniaturized version of the VEGETATION instruments, which were specially designed to track the vegetation's evolution and its links to climate changes from the SPOT 4 and 5 satellites. PROBA-V was launched in May 2013 on a low Earth heliocentric orbit at an altitude of 820 km, and its main mission ended in June 2020. Regardless, PROBA-V is still in operation, continuing its vegetation monitoring activity in a more experimental manner. The PROBA-V mission included Static Random-Access Memory (SRAM) memories that presented unexpected behavior during the mission, in which different error rates were observed throughout the mission duration.

This paper investigates the in-flight behavior observed for these SRAM devices, mainly targeting SELs, as part of a broader SEEs study. For this purpose, we performed two experiments in irradiation facilities representative of space environments [START_REF] Ferlet-Cavrois | Essentials for electronics in the space radiation environment -test methods and facilities[END_REF]: protons and heavy ions. The results are compared with the flight data acquired by PROBA-V, providing an insightful discussion and allowing initial hypotheses.

The remainder of the paper is organized as follows. Section II introduces the SEL fault mechanism and the observed behavior of the SRAM devices in flight. Section III details the proposed methodology to investigate this behavior. Section IV presents the experimental results and the flight data. Then, Section V discusses the obtained results and elaborates on the hypotheses. Section VI concludes the paper.

II. BACKGROUND

This section briefly introduces the latch-up phenomenon in SRAM memories and details the behavior observed in these memories during the PROBA-V mission.

A. Latch-ups in SRAM Memories

An SRAM cell is generally composed of six transistors implemented in CMOS technology. Each cell stores a bit since it has two stable states that denote high and low logical levels. The CMOS technology is susceptible to latch-ups due to a structure known as a thyristor, which nominally is in a high-impedance state. The SEL, a radiation-induced latch-up, occurs when this parasitic structure is affected by an ionizing particle interaction. In this event, the thyristor can enter a conducting state, generating a high-current state in the cell [START_REF] Bruguier | Single particle-induced latchup[END_REF], [START_REF] Schrimpf | Radiation effects and soft errors in integrated circuits and electronic devices[END_REF], with consequent cell content loss. However, if a power cycle is quickly performed, this high-current state is suppressed, and the device may restore its nominal operation (besides the loss of data). When this occurs, the event is defined as a non-destructive SEL, in which permanent damage in the cell due to thermal runaway is avoided.

B. In-Flight SRAM Behavior and DUT Description

PROBA-V mission uses Commercial Off-The-Shelf (COTS) memories from Samsung with the part number K6R4016V1D-TI10: a 4Mib SRAM with a 16-bit parallel interface (from Rev. D). The memories used in this work are from two distinct manufacturing lots, including those from the same lot as the devices on-board PROBA-V for better phenomena correlation. In PROBA-V, these memories are located on the Mass Memory Unit (MMU) board of the Advanced Data and Power Management System (ADPMS). They are used as buffers to store the payload data on the mass memories of the satellite. There are two MMU lines in cold redundancy, each having two SRAM memories. When an event requiring a power cycle occurs, such as an SEL, an automatic procedure was defined to switch between the redundant lines, i.e., data is transferred to the redundant line, which stores it for a brief period, allowing the primary line to be power cycled, and then the data is restored from the redundant line. This procedure takes about 3 to 4 minutes to complete.

Each memory has Error Correcting Code (ECC) protection that is also used to report the events. They are then classified into two main types of event flags that are reported as part of the satellite housekeeping telemetry: type 406, correlated with ECC failure (uncorrectable errors); and type 369, when more than 1000 single ECC upsets are detected but the memory remains fully operational. When an error occurs related to a particular flag type, all these events are also timestamped. During the mission, many errors classified as type 406 were detected, possibly indicating radiation-induced latch-ups. This assumption was made during the initial phases of the satellite when current information on these memories was available, and an important correlation was seen between SEL and ECC failures. It is worth mentioning that these devices were experimentally characterized prior to the mission, but the provided information gave insufficient insights to understand the flight behavior, which will be discussed in Section IV.

III. METHODOLOGY

The methodology in this work is based on performing experimental irradiation campaigns to evaluate the SRAM memories and compare them with the observed flight behavior.

A. Flight Data Estimations

In order to analyze the log file of all events related to the SRAM memories, we used the Scilab open-source environment. Also, the CelestLab toolbox for Scilab was used to propagate the orbit, perform some mission-related calculations, and plot specific graphs. Regarding estimations for the radiation environment of PROBA-V, we used OMERE tool version 5.3. It was assumed that with protons above 20 MeV, a proton particle is likely to hit the SRAM memories since their penetration in aluminum is approximately 2.1 mm. Hence, our calculations accounted for trapped and solar proton contributions for energies above 20 MeV. Based on this environment, simplified South Atlantic Anomaly (SAA) and polar regions were defined for the analysis.

Using the CelestLab toolbox, the PROBA-V orbit was propagated and the average duration passing through the defined regions, as well as the orbital period, were estimated. The results show an orbital period of around 101 minutes, with approximately 10 and 22 minutes over SSA and polar regions, respectively. The algorithm step used for the propagation was 120 seconds and the orbit was propagated from 8th May 2013 until 18th March 2020. This calculated duration was then used to estimate the average error rates.

B. Experimental Setup

We performed experiments in two facilities with different particles: heavy ions and protons. The experimental setup was reused for the facilities, with minor adaptations. It consisted of a controlling board, hosting an FPGA, and a test board, where the SRAM and measuring components were included. To allow handling current variations, we included power switches that were disabled just at 50 ms (hold time) after an SEL event, allowing monitoring of the initial behavior under SEL and protecting the circuit from unrecoverable damage, and enabled again after 200 ms (cut time) to continue the test execution. The data acquisition, handled by the controller, was made through a serial interface connected to a host computer. For current measurements, we used dedicated digital current sensors, which allowed precise measuring and a convenient interface with the controller.

This setup was proposed to allow flexibility, precise and coherent measurements, and representative test stimuli (e.g., static and dynamic test modes). Since the experiments focus on SEL characterization, we designed a test board where current monitoring is done in the memory supply line and the IO banks. With the controlling board simultaneously managing these measurements and the test algorithms, it allowed coherent time stamping between both events, i.e., current variations and detected bit flips. Also, we applied edge parametric conditions to better evaluate the worst test conditions (e.g., highest supply voltage within nominal range). Four test modes were used: 1. standby, when no operations are performed, and the device remains powered on; 2. chip-enabled, similar to the standby, but the memory chip-select is set; 3. static, the memory is written, then, after a sufficient period, it is readback; 4. dynamic, in which the memory is constantly written and read with different patterns, and errors are reported when detected.

For the heavy-ions experiment, eight SRAM devices were evaluated, covering the two manufacturing lots previously mentioned, and they required delidding for proper particle penetration. It allowed verifying the die markings and some internal structures, but unfortunately, some of the devices were compromised during the process and removed from the analysis. Various irradiation angles and test modes were explored in the heavy-ion campaign. For the protons experiment, four SRAM devices were used, of which two were reused from the previous experiment for better lot correlation and two were pristine to avoid cumulative biases. Only the most relevant test modes were applied in this campaign, based on the outcomes from the heavy-ion experiments.

C. Irradiation Facilities

The Radiation Effects Facility (RADEF) at the University of Jyv äskyl ä, Finland, was used for irradiation with heavy ions inside a vacuum chamber. The beam has a 10% homogeneity for the selected irradiation area and heavyions cocktail of 16.3 M eV /n, capable of generating a flux up to approximately 3 • 10 5 ions/cm 2 /s. The ions selection includes the following species and LET (at silicon surface and vacuum mode in M eV.cm 2 /mg): 17 O 6+ , 1.52; 40 Ar 14+ , 7.2; 57 F e 20+ , 13.3; 83 Kr 29+ , 24.5; and 126 Xe 44+ , 48.5.

The Proton Irradiation Facility (PIF) at the Paul Scherrer Institute (PSI), Switzerland, was used for proton irradiation. The selected proton energies were: 16, 29, 51, 70, 101, 151, and 200 M eV . Copper plates were introduced in the beam path to generate different energies and two primary proton energies were used to allow proper testing at the lower energy range: 100 and 200 M eV . Proton fluxes of about 3 • 10 7 to 8 • 10 7 p/cm 2 /s were used, and all tests were performed at ambient room temperature and air pressure. The beam homogeneity was checked for each energy setting and the reported beam homogeneity is inferior to 10%.

IV. DATA ANALYSIS

In this section, we present and analyze the results from the experimental campaigns and the flight data.

A. Heavy Ions

Fig. 1 presents the estimated SEL cross sections for the experiments with heavy ions. These cross sections were obtained by combining all the test modes due to the similar SEL responses: standby, chip-enabled, static, and dynamic. Some LETs were introduced by changing the DUTs angle in relation to the beam irradiation and are indicated as empty squares on the graph (instead of the solid squares). The error bars represent a 95% confidence interval with a 10% beam fluence uncertainty. Based on these cross sections, we did a Weibull fitting, in which we excluded the LETs lower than 7.2 M eV.cm 2 /mg. Despite the reasonable capabilities of demonstrating the cross section trend for higher energies, the Weibull did not fit the lower LETs. We still are investigating this behavior, as further discussed in Section V. An important outcome of this test was that we did not observe part variability, which was an initial assumption before the test. During the execution of dynamic tests, the occurrence of SELs caused a sudden increase in the number of upsets in memory cells. This behavior is classified as a Single-Event Functional Interrupt (SEFI) since the number of upsets is so high that an ECC cannot handle the error rate, requiring the system to power cycle the device.

Fig. 2 presents an example of an SEL increasing the error rate. It is noticeable that before it, the current consumption of the memory during each dynamic operation follows a pattern, and right after the SEL occurs by significantly increasing the current, the error rate also suddenly increases. This example is just one of the many SELs that also caused significant error rates to increase, and they were the typical behavior occurring in more than 95% of the events. 

B. Protons

Fig. 3 presents the estimated cross sections for protons. It is worth noting that the tested energies 16 and 29 M eV did not produce any latch-up events, so they are not presented in the graph. The DUTs 90 and 04 were reused from the previous experiment with heavy ions, so they already had some accumulated dose, and the DUTs 07 and 08 are memories that were never irradiated before this experiment. Based on the obtained results, no significant nor consistent differences were observed on the cross sections for these devices, suggesting that the accumulated dose for the tested ranges did not substantially impact the SEL response. Thus, the cross sections were combined to determine the Weibull parameters in the figure. The error bars represent a 95% confidence interval with a 10% beam fluence uncertainty. 

C. Flight Data

Since the launch, on the 7th of May 2013, until the 3rd of March 2020, 1054 events flagged as type 406 and 77 events flagged as type 369 have been recorded. Note that type 369 was not initially in use, starting to be registered only later. The first error, type 406, occurred on the 8th of May 2013. Fig. 4 presents the mapping of all the errors reported between the 8th of May 2013 and the 18th of March 2020 for both flag types. As expected, most errors occur either in the SAA or both polar regions. Moreover, between April 2016 and May 2017, as indicated by vertical lines in the figure, the average error rate was more than two times higher than that experienced before and after this period. After investigating this behavior with the PROBA-V operators, we found that during this exact period, the lines were reassigned, i.e., the primary was line two, whereas before and after, the primary was line one. Hence, line two indicates a higher sensitivity since the primary line is constantly in use, leaving just a short period of operation for the redundant line during the automatic recovery procedures. We still are investigating this behavior since the experimental campaigns did not point to our initial assumptions, such as part variability. V. DISCUSSION Similar to the behavior observed during flight, the effects identified in the particle accelerator experiments have shown that SELs lead to many upsets in the memory cells. Notably, although the PROBA-V did not monitor the current of the memories in the nominal mode to unequivocally classify SELs, the mission operators noticed this behavior at the beginning of the mission (commissioning), in which more housekeeping data were available and this correlation could be assumed, allowing the classification of the flag types with the support of the ECC behavior. Hence, with the corroboration of the experimental campaigns' behavior, we can consider a sufficient correlation between flag type 406 and SELs, as initially assumed.

Regarding the presented cross sections, we observed agreement between devices from the two tested manufacturing lots and trends similar to Weibull curves. However, with low LET for heavy ions, we observed higher cross sections than expected for the Weibull fitting, which is intriguing since these LET values were not expected to significantly contribute to the error rates and were not even characterized before flight. Any SEL events were observed for lower energy protons, suggesting a more significant contribution of energies superior to 50 M eV . Despite these conclusions, the presented results alone did not enable a full explanation of the observed flight behavior, despite many characterization efforts and analyses (e.g., cumulative effects influence, correlations with SEL current levels) that were not herein reported due to size constraints. In order to provide more insights, we scheduled a test campaign using a laser facility, in which we aim to evaluate whether different regions of the device have distinct SEL cross section responses, explaining the lower LET discrepancy with the fitted Weibull curve, and verify the impact of the temperature in the SEL sensitivity. Therefore, based on the characteristics of the errors presented in the flight, in this work, we propose the following hypotheses to be further investigated in the final paper:

• The SRAM devices on-board PROBA-V had similar error rates, but environmental conditions were different within the satellite, such as temperature or shielding effects, and this caused the different average rate seen in Fig. 5; • Distinct affected regions of the device triggered SEL with different responses, in which current levels and SEFI patterns might differ.

VI. CONCLUSION

This work presented an analysis of the behavior observed in the PROBA-V SRAM memories, which presented sudden increases in the error rate, which were likely due to SELs in the SRAM memories. To investigate this behavior, we performed experiments in particle accelerator facilities, where we replicated the system characteristics for the accelerated environment to obtain the same phenomenon and analyze the memory with more detailed error rate information. Based on that, initial hypotheses were formulated and further experiments were planned, aiming to provide more concrete conclusions concerning the observed flight behavior.
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 1 Fig.1. SEL cross sections for the tested devices on the heavy-ions campaign. σsat = 1.03 • 10 -01 cm 2 and LET th = 7.2 M eV.cm 2 /mg.
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 2 Fig. 2. Example of error rate variation during SEL for heavy ions with 14.4 M eV.cm 2 /mg.
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 3 Fig.3. SEL cross sections for the tested devices on the protons campaign. σsat = 4.29 • 10 -10 cm 2 and E th = 50.9 M eV .
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 4 Fig. 4. Mapping of SRAM errors occurring on-board PROBA-V between the 8th May 2013 and the 18th March 2020.
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 5 Fig.5presents the accumulated errors over a long period of the PROBA-V mission, from which average error rates were observed and estimated. It is possible to conclude that the sensitivity of flag type 369 errors appears to be much lower than for errors of flag type 406, solely looking at the error rate (almost 19 days/error in comparison to close to 3 days/error).Moreover, between April 2016 and May 2017, as indicated by vertical lines in the figure, the average error rate was more than two times higher than that experienced before and after this period. After investigating this behavior with the PROBA-V operators, we found that during this exact period, the lines were reassigned, i.e., the primary was line two, whereas before and after, the primary was line one. Hence, line two indicates a higher sensitivity since the primary line is constantly in use, leaving just a short period of operation for the redundant line during the automatic recovery procedures. We still are investigating this behavior since the experimental campaigns did not point to our initial assumptions, such as part variability.
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 5 Fig. 5. Cumulative error plot with reference to time occurring on-board the PROBA-V SRAM memories.
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